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3awiuma - cucrema Mep 1O 0OECICUCHHIO
0€30IT1aCHOCTH C IEJIBIO COXpaHCHUS
rOCYJIJapCTBEHHBIX M KOMMEPUECKHMX CEKPETOB.
3amuTa 00eCIIeunBacTCs COOIIOJCHUEM PEKUMA
CEKPETHOCTH, IIPUMECHCHHUEM OXPAaHHBIX CHCTEM
CUTHAJIN3allMN U HAOJIIOAeHNA, UCII0Ib30BaHUEM
mKupPOB U NaAPOJICH.




Jawuma uHpopmauuu
IpeCTaBIIsICT COOOM
NEeATEIILHOCTD 110
IpeAOTBPAICHUIO YTCUYKU
3alMIIAeMON HH(pOpMAaIUH,
HECAHKIIMOHUPOBAHHBIX U
HenpeIHaMEPEHHBIX
BO3JICICTBUM Ha
3alMIIAeMYI0 UH(pOpMaLHIO,
TO €CTh IIPOIIECC,
HaIpaBJICHHBIN HA
TOCTUKEHUE DTOT'O
COCTOSIHUA.




% bezonacnocmo

KoH(puIeHIManbHOCTh JIOCTYITHOCTD

[lea1oCTHOCTD




HHOOPMAIIHOHHASA BE30IIACHOCTh — 3T0 COCTOAHHUE
SALTHIIIEHHOCTH UH®OPMAIIHOHHOHU CPE/IbI.

B BuIUMcInTEIbHON TEXHUKE ITOHATHE O€30IIaCHOCTH IMOoAPa3yMeBacT
HAOEIHCHOCMb paﬁombl Komnosiomepa,
COXPDAHHOCMb UCHHbBIX 0aHHblx,

3awgumy  UMHGOpMAIlMM OT BHECEHHS B  HEE  H3MCHCHHUM
HEYITOJJHOMOYCHHBIMHU JIUIIAMH,

COXpaHeHue mauHsl TIEPEIUCKU B DIIEKTPOHHOM CBI3U.

Bo Bcex IMBWIM30BAaHHBIX CTpaHaX Ha OE30IMAaCHOCTH TpakKJIaH CTOST
3aKOHBI, HO B BBIYHCIWTEIBHOM TEXHUKE IPABOIPUMEHHUTEIbHAS
IIpAaKTUKa II0OKAa HE Pa3BUTa, a 3aKOHOTBOPYECKUU IIPOLECC HE
yCIIEBAa€T 3a Pa3BUTHEM TEXHOJIOTHMH, M HaJEKHOCTh pPaldOThI
KOMIIbIOTEPHBIX CUCTEM BO MHOTOM OITMPAECTCSA HA MEPBI CaMO3alllUEhI.



HECAHKIIHOHUPOBAHHBIH J10CTYII

Hecankyuonuposannstii 0ocmyn
JIEUCTBUA, HAPYIIAKOIIAE YCTAHOBIICH
MOPSJIOK JOCTYIIa WJIM IIPaBUia
pa3rpaHUyCHUs, AOCTYII K IPOrpamMm
Y JAHHBIM, KOTOPBIN MOJYyYarOT
a0OHEHTBI, KOTOPBIE HE MPOIILIN
PETUCTPALIUIO U HE UMEIOT TPaBa Ha
O3HAKOMJICHUE WJIK PadOTy C STUMHU
pecypcamu.

J1J1s1 mpeqoTBpaIleHus
HECAHKIIMOHUPOBAHHOI'O JOCTYIIA
OCYIIECTBIISIETCA KOHTPOJb JOCTYIIA.



17Q) wereotzop

I[J'I}I 3alllUThl OT HCCAHKIMTMOHHUPOBAHHOI'O AOCTYIIA K IIpOoIrpaMMamM

U JAHHBIM, XPaHAIIUMCS Ha KOMIILIOTEPE, UCIOJIb3YHOTCS
napoau.

KoMmIisroTep paspemaer J0CTyIl K CBOUM PECypcam TOJIBKO TEM
M10JIb30BATEIAM, KOTOPBIE 3aPETUCTPUPOBAHBI U BBEIIU
MIPABUWJILHBIN MIAPOJIb.

Kax/10My KOHKpPETHOMY I0JIb30BaTEIII0 MOKET OBITh pa3pelicH
JTOCTYI TOJIBKO K ONPECIICHHBIM HH()OPMAIIMOHHBIM PECYpCaM.

[Ipy 3TOM MOXET NMPOU3BOJAUTHCSA PETUCTPALIUA BCEX MOMBITOK
HECAHKIIMOHUPOBAHHOTO JIOCTYIIA.



3awuma ¢ uCnoIb306aHUEM NAPOJIA UCTIONB3YETCS MPHU 3arpy3Ke
OIIEPALIMOHHON CUCTEMBI

Bxoz 1o mapojiro MoxkeT ObITh ycTaHoBjeH B mporpamme BIOS Setup,
KOMITBIOTEP HE HAYHET 3arpy3Ky OIepalliOHHON CHCTEMBI, €CIH HE
BBEJICH MTPaBUJILHBIN Napoib. [[peosoeTs Takyro 3amuTy HENETKO.

OT HECAaHKIIMOHUPOBAHHOI'O JIOCTYIa MOXKET OBITh 3alUIICHbI
Kajcowlil OUckK,
Kajtcoasa nanka,
Kaxcowlil (haiin 10Kan1bHO20 KOMRblomepa.
JI711 HuX MOTyT OBITh YCTAaHOBJICHBI ONPECICHHBIC TPaBa J0CTyNa
NOJIHBLIL 00OCHYR,
803MONHCHOCHb 6HECEHU UIMEHEHUIL,
monbKo umeHue,
3anuUch u op.

[IpaBa MOTYT OBITh PA3IMUYHBIMU JJIs1 PA3JIUYHBIX MOJIB30BATEIICH.



BHOMETPHYECKHE CHCTEMBI
_3AIIIUTHI

B Hacros1ee BpeMs 11 3alMThl OT HECAHKIIMOHUPOBAHHOIO JIOCTYIA K
MH(pOpPMAIIUKM BCe 00JIEE YaCTO UCIIOJb3YIOTCS OuomempudecKue
cucmemsl uOeHmupukayuu.

Hcnonb3yeMble B 3TUX CUCTEMAX XaPAKTEPUCTUKU SIBIISIOTCS
HEOTHEMJIEMBIMHM Ka4€CTBAMM JINYHOCTH YEJIOBEKA U MIOITOMY HE
MOT'YT OBITh YTEPSHHBIMHU U IOJ1JICJIAHHBIMU.

K OMOMETpHUYECKUM CUCTEMAM 3alUThl HHPOPMAIIUH OTHOCATCS
CUCTEMBI UJICHTU(DUKALUHN
no omneuamkam naavyees; BILA
no xapakmepucmukam peuu; cromporeu s
no paoyxcHoil 0bonouKe 2nasza;
no U300pajrcenuro auya;

no zeomempuu 1a00HU PYKU.

K
RS232/RS485

0A-99
BuomeTpuyeckue
cunteisarenu USB
|
P

Monbaosamens




UHIEHTHOHKALIUA 110 OTIHHEYATKAM
IIAJIBIEB

OnmuuecKkue cCKanepvl CHUMblEAHUS
OTIEYATKOB MaJbIIEB YCTAHABIWBAIOTCA Ha
HOYTOYKH, MBIIIH, KJIIABUATYPHI, (IIdIII-
JUCKH, a TaK)Ke IMIPUMEHSIOTCS B BUJIC
OTJEJIbHBIX BHEIIIHUX YCTPOUCTB U
TEPMUHAIIOB (HalpuMep, B adpOopTax H
OaHKax).

Ecim y30p oTrmedarka najblia HE COBOAIACT

C Y30pOM JOMYIICHHOTO K MHMOPMAITAM . Orrndeckuii Ckarep oTNevarka fansua,

[1OJIF30BATEINS, TO AOCTYI K HH(opMary  PVOHPOsaHHbI & HOyTOyK
HEBO3MOIKEH.




UHIEHTHOUKAIIUA
10 XAPAKTEPHCTHKAM PEYH

Hoenmugpukayua uenogexa 1no ronocy —

OJIMH U3 TPaAUIIMOHHBIX CIIOCOOOB
pacIio3HaBaHUs, HHTEPEC K STOMY
METOAY CBsI3aH M C MPOTHO3aMH
BHEAPEHMUS I'OJI0COBBIX HHTEPPEHUCOB I
OIIEPAITMOHHBIC CUCTEMBI. Ml phon

Structure of the prototype

Appearance of the prototype
-

[omocoBast HACHTUDUKAIUA O€CKOHTAKT Faccirion o
M CYIIECTBYIOT CUCTEMBI OTpaHUYCHUS
AOCTyIa K HH(pOpMallMd Ha OCHOBaHU
4aCTOTHOI'O aHaJIU3a PEUU.

The three-axial acceleration signals

static,.nobine,.ru->novostey,con



UHIEHTHOHUKAIIHA 110 PAJIYKHOH
OBOJIOYKE IJIA3A

PanyxHast 000JI04Ka T71a3a SIBISETCA
YHUKAJIBHOM IS KaXJI0TO YEJIOBEKA
OMOMETPUYECKOM XapaKTEPUCTUKOM.

N300paxkeHue riia3a BbIJICIISIETCS U3
M300pakKeHUs J1Ila U Ha HETO
HaKJIaJbIBACTCS CHEIUAIbHAS MacKa
IITPUX-KOAOB. Pe3ynbpraroM siBiIsieTCst
MaTpHuIla, HHAUBUAYAJIbHAS JJI KaXKJI0T0
4eJIoBeKa.

Jlnst uaeHTUPUKAUU 10 Pay’KHOM 000JI0UKE I1a3a
IIPHUMEHSIOTCS CTICIMAIbHbIE CKaHEPhl, OJAKIIOYECHHBIC K
KOMIIBIOTEDY.



HIEHTHOUKAIIUA 110 H30EPAKEHHUIO JIHIIA

J{1s uaeHTU(UKALIMN THYHOCTH YaCTO UCIIOJIb3YHOTCS
TEXHOJIOTUH PACIIO3HABAHMS 110 Jully. Pacrio3HaBaHue
YEJIOBEKA MPOUCXOJUT HA PACCTOSIHHUM.

W nenTrduKamoHHbIe MPU3HAKH YUUTHIBAIOT (JOPMY JIHIIA, €TO
I[[BET, a TAKXKE HBET BOJ0C. K Ba)KHBIM MMpHU3HAKaM MOKHO
OTHECTH TaK)K€ KOOPAMHATHI TOYEK JIMI[A B MECTax,
COOTBETCTBYIOIIMX CMEHE KOHTpacTa (OpoBH, I1a3a, HOC, YIIIH,
pPOT U OBaJI).

B HacTosiee BpeMsi HaUMHAEeTCs Bblj1ada
HOBBIX 3arpaHIIacIIOPTOB, B MUKPOCXEME
KOTOPBIX XpaHUTCA IUdpoBas GpoTorpadus

BJIaJACJIbIIA.




UHIEHTH®UKALIUA 110 JIAJIOHH PYKH

B OnomeTpuke B LiCIIX UACHTU(UKALINN
MCIIOJIb3YETCS IPOCTask TEOMETPUS PYKU
— pa3Mephl U popMa, a TaKKe
HEKOTOphIe HH(POPMAIITMOHHBIC 3HAKHU Ha
TBUIBHOM CTOpPOHE PyKH (00pa3bl Ha
crubax Mexay (ajaHraMu najibleB,
y30pBI PACIIOI0KEHHS KPOBEHOCHBIX
COCYIOB).

CkaHepbl uJeHTU(MHUKAIUY [0 JIaJ0HU PYKH
YCTAHOBJICHBI B HEKOTOPBIX a3pomnoprax, |
O0aHKaX M HAa aTOMHBIX DJICKTPOCTAHIINAX .




DH3HYECKAS 3ALIHTA JIAHHBIX
HA JTHCKAX

Jl1s1 obecrniedeHust OOJIBIIIEH CKOPOCTH
YTCHUS, 3aIIUCH U HAIC)KHOCTH
XpaHCHUS JAHHBIX Ha KECTKHX
naucKax ucrmonb3yorces RAID-
maccuBbl (Redundant Arrays of
Independent Disks -
M30BITOYHBIM MaCCHUB HE3aBHCHUMBIX
IUCKOB). HeCKOIBKO KECTKUX
nuckoB noakiarodarTcd kK RAID -
KOHTPOJUIEPY, KOTOPBII
pPacCMaTPUBAECT UX KAK €IUHBIN
JJOTUYECKUU HOCUTEIID
MH(pOpMalIHH.

3y



Crocosbi PEATm3AIIH RAID-MmaccrBA

Annapammnwtii

ATIapaTHbii JUCKOBBIN
MAaCCHUB COCTOHUT U3
HECKOJIBKUX JKECTKUX
IIMCKOB, YIIPABIAEMBbIX
IIPU TIOMOIIA
CIieUaJIbHOU MJIaThI
koHTpoJuiepa RAID-
MAacCCHBa.

Ipozcpammmusii

IIporpammusiii RAID-maccus

peam3yeTcs Ipyu ITOMOIIH
CIIEUAIILHOIO JparBepa. B
IIPOTPAMMHbBIA MaCCHUB
OpraHu3yIOTCS JUCKOBBIC pa3Jieiibl,
KOTOpPhIE MOT'YT 3aHUMAaTh KaK BECh
JUCK, TaKH €ro 4acTh.
ITporpammusie RAID-maccuBsl, kak
IIPaBUJIO, MEHEE HAJIC)KHBI, YEM
armaparHbele, HO 00€CIeUYNBaIOT
0o0Jiee BBICOKYIO CKOPOCTh paOOTHI C
JTaHHBIMU.

Pacnnama 3a naoesxicnocmv —
CﬁdKWlM‘léCKOQ COKpauwenue OUCKOBO20 npocmpancmeda go8oe.



SALIHTA
or srejionocusix HHPOI'PAMM

Bpedonocnas npocpamma (6yxBajibHBIN ITEPEBOJL
aarnos3eraHoro repmuaa Malware, malicious —
3JJOHAMEPCHHBIN U Software — mporpaMMHOE
oOcCIIeUCHHE, KaproOHHOE Ha3BaHUE — «MaJIBaph»,
«MajIoBaph», «KMBLIOBAPE» U JAXKE «MBLJIOBAPHS») —
3JJ0HAMEpPEHHas IIporpaMma, T0 €CTh IIPOorpaMMa, CO3IaHHas
CO 3JIBIM YMBICIIOM W/HJIU 3JIBIMA HAMEPEHUSIMH.




BPETOHOCHBIE ITIPOIPAMMbI

~

Bupycsl, yepBu,
TPOAHCKHE U
XaKepcKue
MpPorpaMmmabl

v

AR

IHInunoHckoe,
pPeKJIaMHOe
NMPOrpaMMHOE

o0ecCIeueHue

~

IHoTeHMaabLHO
oIacHoe
nporpaMmmMHoe
o0ecreueHue

&




Kac"eptxoro'
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AHTHBHPY: CHBIE IT1POI'PAMMBI

CoBpeMEHHbIE aHTUBUPYCHBIE IIPOrpaMMbl 00€CIICYHMBAIOT
KOMNJIEKCHYI0 3auiuity npo2pamm v TaHHBIX Ha KOMITBIOTEPE OT

BCCX THUIIOB BPCIAOHOCHBIX IIPOI'paMM N MCTOJOB HX
IIPOHUKHOBCHHUSA HAa KOMIIBIOTCP:

HUurtepHer,
JIOKaJIbHAs CETh,

&l NOD32 KAfPERfKy B LT

AJIEKTPOHHASA I104Ta,

ChEMHBIE HOCUTEJIN UH(POPMAIIUH.

I[J'DI 3alllUThI OT BPCAOHOCHBLIX IIPOI'paMM KaKJI0I'O THIIA B aHTUBHUPYCC
IMpEeaAyCMOTPCHbI OTACIIbHBIC KOMIIOHCHTLI.

IHpunuun padomuvl aHmueUPYCHbIX HPOZPAMM OCHOBAH HA MIPOBEPKE
(hailIoB, 3arpy304HBIX CEKTOPOB JUCKOB M ONIEPATUBHON MaMSTH U
ITOWCKE B HUX M3BECTHBIX U HOBBIX BPEIOHOCHBIX MPOIPAMM.




AHTHUBHUPYCHBIE ITPOTPAMMABI

na noucka u3zeecmublx 6PEOOHOCHBIX RPOZPAMM
HCIIOJIB3YIOTCS CUTHATYpbl. Cuznamypa — 310
HEKOTOpPAas MOCTOSHHAS MOCJIEN0BATEIBHOCTD
IPOrpPaMMHOTO KOJIa, CrielM(puyHas i1 KOHKPETHOU
BPEAOHOCHOU MPOTrpaMMbl. ECIIM aHTUBUpYCHAA

nporpaMma OOHapYKUT TAKYIO MOCIEN0BATENLHOCTE B ir WEB
KakoM-1100 aitie, To (paiia cuuTaeTcs 3apakeHHBIM %
BUPYCOM U IOUIEKHNT JICUEHUIO UK YAAJIECHHUIO. =

Jlna noucka HO8bIX 8UPYCO8 HCITIOJIB3YIOTCA aJITOPHUTMBI e — TR DIEEET D
O9BPUCTHUYCCKOI'O CKAaHUPOBAHMA, T. €. dAHAJIHU34
IMOCJICAOBATCIIBHOCTH KOMAH/ B IIPOBCPICMOM

o0bekTe. Eciau «momgo3puteabHasy NOD32
MOCJICIOBAaTEILHOCTh KOMaH I OOHAPYKUBAETCS, TO e A‘"HA
AHTHBHUPYCHAS MPOrpaMMa BEIJAeT COOOIICHHE O

BO3MOKHOM 3apa’XCHHUHN 00BEKTA. 3%
x

Pande

Sollware




BOJIBIIMHCTBO aHTUBUPYCHBIX IIPOrPaMM COUYETAET B cebde (hyHKuuu
nocmoannou 3auwumsl (AHTUBUPYCHBIA MOHUTOP) U DYHKUUU
3auumol no mpedosanuio noivzoeamensn (AHTUBUPYCHBIN CKaHED).

AHmueuUpPyCcHbll MOHUMOP 3AITyCKACTCA AaBTOMAaTUYECKHU IIPHU CTAPTE
ONEPAIIMOHHON CUCTEMBI U pabOTaeT B KaueCTBE (DOHOBOIO CUCTEMHOTO
npolecca, NpoBEPSsl HA BPEIOHOCHOCTh COBEPIIIAEMbIE JPYTUMU
nporpamMmMmamMu AerctBus. OCHOBHAs 3aj1ada aHTUBUPYCHOTO MOHUTOPA
COCTOUT B 00€CIICUCHUH MAaKCHMaJbHOM 3alIUThI OT BPEIOHOCHBIX
IporpamMm Ipu MUHUMAJILHOM 3aMeIJICHUHU Pa0OThl KOMITbIOTEPA.

AHMUBUPYCHBLI CKaHep 3aITyCKAeTCs 110 3apaHee BHIOPAaHHOMY
PACIIMCAHUIO UJIA B IPOU3BOJIBHBIM MOMEHT IOJIb30BATEIIEM.
AHTHUBHUPYCHBIM CKaHEP IIPOU3BOANUT MOUCK BPEIOHOCHBIX ITPOTPaMM B
OIIEPAaTUBHOM ITAMSTH, & TAKXKE HA KECTKHUX U CETEBBIX AUCKaAX
KOMIIbIOTEDA.



1IPH3HAKY 34PAJKEHHS KOMIIbIOTEPA

8b1800 HA IKPAH HENPeOyCMOMPEHHBIX COOOULCHUL UNU UB0OPAINCEHULL,
nooaua HenpeoycMOmpeHHbIX 36YKOBbIX CUCHANO8,

neooicuoannoe omxpovimue u zaxpvimue nomxa CD/DVD ouckosooa;
NPOU3BONbHDBLL 3aNYCK HA KOMNbIOmMepe KaKux-iubo npocpamm,

yacmole 3a8UCaAHus U coou 8 pabome Komnviomepa,

MeOlleHHAsl paboma KOMnbvromepa npu 3anycKe npocpamm,

UCYe3HOoBeHUe UNU UBMEHeHUe Palllod U NANOK,

yacmoe obpawjenue K xcecmrkomy Oucky (yacmo mueaem namnoyxda Ha
cucmemmom Onoke);

3asucanue uil HeoXcuoanHoe nosedenue opayszepa (Hanpumep, OKHO
NPOSPAMMbL HEBO3MONCHO 3AKPLLMD ).

Hexomopuvie xapakxmephble npuznaxu nopaxcenus cemesviM 8UPYCcom 4epes
NEKMPOHHYIO NOYMY:

@pyS’b}l UJU 3HAKOM®blLE cO60pAM O NOJIYYEHHbBIX Om 6dcC C‘OO6M4€HUHX, Komopsle
6bl HEe omnpaeJiAiu,

8 sauiem NoYMmo8oM AUUKe HaAX00Uumcs Oobuioe KoIUu4ecmeo coodouieHull Gés
0bpamHo20 aopeca u 3a20108Kd.



JIEVCTBHA [IPY HAJIMYUH TIPU3HAKOB
3APAJKEHHUSA KOMITBIOTEPA

[Ipexae yem npeanpuHuMaTh Kakue-au00 IeHCTBUs, HEOOXOAUMO
COXPAaHMTh PE3YIbTaThl pabOTHI Ha BHEIIHeM Hocutele (muckere, CD-
unn DV D-nucke, gmsm-kapre u op.).

Jlanee HEOOXOAUMO:

OTKJIFOUUTHh KOMIIBIOTEp OT JIOKAJILHOM ceTu U MHTepHeTa,
€CJIHM OH K HUM OBbLI MOJKIIOYCH;

€CJIM CUMIITOM 3apa’K€HUSI COCTOUT B TOM, YTO HEBO3MOKHO
3arpy3UThCS C )KECTKOTO JUCKAa KOMIThbIOTepa (KOMIIBIOTED BBIJIaCT
OIMOKY, KOT/Ia BBI €T0 BKITFOYAETE), TTOTIPOOOBATh 3arpy3UTHCS B
pEKUME 3alUThl OT COOEB WJIM C JUCKA aBapUHHOM 3arpy3Ku
Windows;

3alyCTUTh AaHTUBUPYCHYIO IPOTPaAMMYy.



KoMIIbBIOTEPHBIE BUPYChI
U 3AIIATA OT HUX

Komnvromepusie gupycot SBISIOTCS BPEIOHOCHBIMU MPOTPaMMaMH,
KOTOPBIE MOT'YT «Pa3MHOKAThCs» (CAaMOKOIIHUPOBATHCS) M CKPBITHO
BHEJPATH CBOM KOIMH B (paiijIbl, 3arpy304HbIC CEKTOPHI JUCKOB U
JTOKYMEHTBI. AKTHBHU3AIUS KOMITBIOTEPHOTO BUPYyCa MOXKET
BBI3bIBaTh YHUYTOKCHHUE MPOIPaMM U JaHHBIX.

HazBanue «gupyc» no OTHOIIEHHIO K KOMITBIOTEPHBIM MPOrpaMMam
IPUIILIO U3 OMOJOTMH UMEHHO I10 IPU3HAKY

CIIOCOOHOCTH K CaMOPa3MHOKEHUIO.

Ilo «cpede obumanua» eupycvt MOXHO pa3CIUTh HA 3arpy304HBIE,
(baiJI0BBIE 1 MAKPOBUPYCHI. '




3AIPY30YHBIE BUPYChI

3azpy3ounsle supycol 3apaxkaroT 3arpy304HbIA CEKTOP TMOKOTO WU
’KECTKOTO JIMCKa.

[TpuHIMIT AEUCTBUSA 3arPy30YHBIX BUPYCOB OCHOBAH Ha aJrOpuTMax
3aITyCKa ONEPAMOHHON CHCTEMBbI TPH BKIIFOUCHUH WJIM TIEPE3arpy3Ke
KOMIIBIOTEPA.

[Ipu 3apaxkeHun JUCKOB 3arpy30UHBIE BUPYCHI «IIOACTABISAIOT» CBOM KO
BMECTO IIPOrpaMMbl, MONYYAIOIIEW YIIPABICHUE MIPU 3arPy3KE CUCTEMBI,
U OTHAIOT YIIPABJICHUE HE OPUTHMHAIILHOMY KOAY 3arpy3uMKa, a Kooy
Bupyca. [Ipu naduurpoBaHnu 1ucka BUPYC B OOJBIIIMHCTBE CIIy4acB
NEPEHOCUT OPUTHUHAIBHBIN 3arpy304HBIN CEKTOP B KAKOM-IUO0 APYrou
CEKTOp JIUCKA.

IIpogunaxmuueckan 3auiuma om 3a2py304HbLX UPYCOE COCTOUT B
OTKa3e OT 3arpy3KH ONEPALMOHHOW CUCTEMBbI C THOKHUX JUCKOB H
ycranoBke B BIOS Bairero xomnpiorepa 3aliyThl 3arpy304HOr0
CEKTOpa OT U3MEHEHHUI.




D AVTOBBIE BUPYChI

daii108ble guUPychbl PA3TUNIHBIMU CIIOCOOAMH BHEAPSIOTCS B UCTIOJIHUMBIE (hailiibl U
OOBIYHO aKTUBHU3HUPYIOTCS MpH WX 3amycke. [locie 3amycka 3apaxeHHoro Qaisia
BHUPYC HAXOIUTCS B ONEPATHBHOM NaMSATH KOMITBIOTEPA U SBJISCTCS aKTUBHBIM (T. €.
MOYKET 3apakaTh JIpyrue (paiipl) BILIOTh JO MOMEHTA BHIKIIOUCHHUS KOMITBIOTEpA
WJIA TIEPE3arpy3Ku ONEPAUOHHON CUCTEMBI.

[TpakTH4ecKu Bce 3azpy3ounsie u ghaiiiogvlie gupycvl peaudenmusl (CTUPAIOT TaHHBIE
Ha JUCKax, M3MCHSIOT Ha3BaHUS U JIPyrye arpuOyThl (haiijaioB U T. I.).

Jleuenue om pe3udeHmublX 6UPYCO8 3aTPYJTHEHO, TaK KaK JTaXKE MOCHE YIAICHUS
3apaXC€HHBIX (DAMIIOB C JUCKOB, BUPYC OCTAETCS B ONEPATUBHON MaMSITH U
BO3MOXXHO IMOBTOPHOE 3apaKCHUE (PaiyioB.

ngogpwmkmultecmm Jauiuma om 4)6112.7108le eupycoé CoCtouT B TOM, 4TO HC
PCKOMCHAYCTCA 3aIllyCKAaThb HA UCIIOJIHCHHC (1)8,17[.]151, IMOJTYYCHHBIC N3 COMHHUTCIIbHBIX
NCTOYHHUKOB U IIPCABAPUTCIIbHO HC IIPOBCPCHHBIC AHTUBUPYCHBIMU IIPOI'paMMaMU.



MAKPOBHPYChHI

Cyuwiecmeyiom Maxpogupycobl 011 UHMEZPUPOBAHHO20 0PUCHO20 NPUTONHCCH U
Microsoft Office. MakpoBupychl (haKTHYECKH SBISIOTCS MaKPOKOMAaHJaMU
(MakpocaMu), Ha BCTpPOSHHOM SI3bIKe ITporpammupoBanus Visual Basic for
Applications, koTopble MOMELIAIOTCS B TOKYMCHT.

MaxkpoBUPYCHI COAEPKAT CTAHAAPTHBIE MAKPOCHI, BBI3BIBAKOTCS BMECTO HUX U
3apaKaroT KaXKIAbIA OTKPHIBAEMbBIN UM COXPAHSAEMBIU JTOKYMEHT.

Makpoeupvcu A6NIAIOMCA OCDAHUUEHHO pe3u0eumubmu.

Ipogunakmuueckan 3auiuma om MaKkposupycog COCTOUT B TPEIOTBPAIICHHH
3amycka Bupyca. I1pu oTkpbeiTHH HoKyMeHTa B npuioxeHusx Microsoft Office
COO0O0IIAaeTCs O MPUCYTCTBHM B HUX MaKpOCOB (IIOTEHI[MAIBHBIX BUPYCOB) U
npejiaraeTcs 3apeTuTh WX 3arpy3Ky. BeiOop 3amnpera Ha 3arpy3Ky MakpocCOB
HaJIC)KHO 3alIUTUT Balll KOMIIBIOTEP OT 3apakeHHUsS MaKpPOBHPYCaMH, OIHAKO
OTKJIIOYHUT M TOJIC3HBIC MAKPOCHI, COJCPIKAILIUECS B JOKYMEHTE.




CETEBBIE YEPBH U 3AIIUTA OT HUX

Cemesvle uepgu SBISIOTCS BPEIOHOCHBIMU MIPOTpaMMaMM, KOTOPBIE MPOHUKAIOT
Ha KOMITBIOTEP, UCTOJIB3Ys CEPBUCHI KOMIIBIOTEPHBIX CETE. AKTUBU3AIINS
CETEBOT'0 YEPBSI MOKET BbI3bIBATH YHUUTOKEHUE IPOTPAMM U JAHHBIX, a TAKXKE
MOXUILEHUE TTEPCOHAJIBHBIX JTAHHBIX MOJIb30BATEIS.

JI1s1 cBOEro pacnpoCTPaHEHHUsI CETEBBIE YEPBU UCTIOJIB3YIOT Pa3HOOOpa3HbIE
CEpPBUCHI MNIOOAJIBHBIX U JIOKAJbHBIX KOMITBIOTEPHBIX ceTei: BceMupHyo
MAyTUHY, SJIEKTPOHHYIO TTOYTY H T. ]I.

OCHOBHBIM NPUZHAKOM, TIO KOTOPOMY THIIBI YEPBEH Pa3IMIaIOTCI MEXKIY COOO,
SBIISIETCS CITOCOO pacIIpOCTPaHEHUS YEPBS — KaK OH IepesiaeT CBOIO KOIHIO
Ha yIaJIeHHbIE KOMITbIOTEphl. OHAKO MHOTHE CETEBbIE YEPBH HCMOJIb3YIOT
0oJiee OAHOIO CIIOCO0a PacIpPOCTPAHEHHUS CBOMX KOMUM IO KOMIIbIOTEpaM

JIOKAJIBbHBIX U IIOOAJIBHBIX CETEH.



WEB-4EPBH

OTHenpHYI0 KaTETOPHIO COCTABIISIIOT Yepeu, UCHOIb3yIouiue 01 C80e20
pacnpocmpanenusn web-cepsepwi. 3apakeHne TPOUCXOIUT B ABA
srana. CHadasaa 4epBb IMIPOHUKAET B KOMITBIOTEP-CEPBEP U
MoIupUIIpyeT Web-CTpaHHIIBI cepBepa. 3aTeM YSPBb CKICT»
MOCETUTENICH, KOTOPBIEC 3aIIPAIIMBAIOT HHPOPMALIUIO C 3aPa’KEHHOTO
cepBepa (HampuMep, OTKPHIBAIOT B Opay3epe 3apaKeHHYI0 web-
CTPaHMILY), U TAKUM 00pa3oM IIPOHUKAET Ha APYTUE KOMIBIOTEPHI CETH.

PasnoBugnocteio Web-uepBeii SABISIIOTCS cKpunmsl — aKTUBHbBIE
35IeMeHThI (ITporpaMmel) Ha s3bikax JavaScript wim VBScript.

Ilpogunaxkmuueckan zamuma om web-uepeseil cOCTOUT B TOM, UYTO B
Opay3epe MOKHO 3allPpETUTh MOJIyYCHUE aKTUBHBIX AJIEMEHTOB Ha
JTOKAJIbHBIN KOMIIBIOTEP.

Eme 6omee addexruBabl Web-aHTHUBHPYCHBIE TPOrpaMMbI, KOTOPHIC
BKJIFOYAIOT MEKCETEBOM KpaH U MOAY/Ib IMPOBEPKU CKPHUIITOB Ha S3bIKaxX
JavaScript unmn VBScript



MEXCETEBOH SKPAH

Mesiccemesou Ikpan (opanomayip) — 310 IPOrPaMMHOC KU
arrmaparHoe o0ecreueHue, KOTopoe IpoBepseT HH(OPMAIIHIO,
BXOJISIIYIO B KOMITBIOTED U3 JOKANLHOM ceTu miM MHTepHeTa, a 3aTeM
1100 OTKJIOHSET €€, TU00 MPOITYCKACT B KOMIIBIOTEP, B 3aBUCUMOCTH OT
napaMeTpoB OpaHIMayadpa.

MesKceTeBOM KpaH o0ecreunBaeT IPOBEPKY BceX web-cTpanuil,
IOCTYHAIOIIMX HAa KOMIIbIOTEp mojb3oBaTeist. Kaxnas web-cTpanuma
IIepEeXBaThIBACTCS M aHAIM3UPYETCS MEKCETEBBIM dKPaHOM Ha
PUCYTCTBHUE BPEAOHOCHOIO KOA.

Pacnio3HaBaHu€ BpEIOHOCHBIX POTpaMM MIPOUCXOAUT HAa OCHOBaHUU 0a3,
MCIIOJIb3YEMBIX B pa0OTE MEKCETEBOIO IKpaHa, U C IMIOMOIIBIO
BPUCTUUYECKOTO aaroputma. bazst conepx ar ONMCAHUE BCEX N3BECTHBIX
Ha HACTOAIIMNA MOMEHT BPEJOHOCHBIX ITPOrPaMM U CIIOCOOOB UX

00€3BpEKUBaHUS. JEPUCHUUECKUI A120PUMM TI03BOJISIET OOHAPY
’KBaTh HOBBIC BHPYCHI, €III¢ HE ONMMCAaHHBIC B 0a3ax.




110YTOBBIE YEPBH

Iloumoeswsle uepgu nJisi CBOETO PaCIPOCTPAHEHUS UCIIOIB3YIOT AJICKTPOHHYIO
OYTY.

Yeprb 1100 OTCHIJIACT CBOIO KOIHIO B BHJIEC BIOXKECHHUS B 3JIEKTPOHHOE MUCHMO,
1100 OTChLIAET CCHUIKY Ha CBOM (hbaily, pacroia0KEHHbBINM Ha KAaKOM-JIHOO
CETEBOM pecypce. B mepBoM cityuae KoJi uepBsi aKTUBU3UPYETCSI TIPU
OTKPBITUH (3aITyCKe) 3apaskCHHOTO BIIOKCHHS, BO BTOPOM — IIPH OTKPBITHH
CCBUIKM Ha 3apakeHHbIN (aiiin. B oboux cinydasx 3gpdhexT oquHakoB —
AKTUBU3UPYETCS KOJ| YEPBS.

YepBb mocIie 3apakKeHNUs] KOMIIBIOTEPA HAUMHAET PacChlIaTh ce0s MO BCEM
agpecam 3JIEKTPOHHOM MOYThI, KOTOPhIE UMEIOTCS B aJIpECHON KHUTE
MOJIb30BaTENS.

Hnod)uﬂakmuqecmm Jauiuma om noumoevblx ‘lépﬂéﬁ COCTOHUT B TOM, 4UTO

HE PEKOMEHYETCSl OTKPBIBATh BIOKCHHBIEC B ITIOYTOBBIC COOOIICHUS (PaiIbI,
MOJIYYEHHBIE U3 COMHUTEJIbHBIX UCTOYHUKOB.

PEKOMEHAYETCS CBOEBPEMEHHO CKauMBaTh U3 MIHTEpHETA U YCTAHABIUBATH
OOHOBJICHHUSI CUCTEMBI 0€30IMaCHOCTH ONEPAIMOHHON CUCTEMBI U
MIPUIIOKEHUN.




TPosH CKUE I1POI' PAMMbBI

U 3AITHTA OT HUX

Ipoanckas npozpamma, mposmney (Ot
aHr71. trojan) — BpeIOHOCHAs
IporpaMma, KoTopas BBIIIOJIHSIET
HECaHKIIMOHUPOBAHHYIO
0JIb30BaTeIeM Nepeiady ypaBicH!
KOMIILIOTEPOM YAAJICHHOMY
I10JIB30BATEII0, 4 TAKKE ICUCTBUS II¢
yIAJICHUI0, MOIU(UKaIK, COOpy U
IepeCchUIKe HHPOPMALIMU TPEThbUM
JTULIaM.

Destroy?

Chonge? ‘ 
Transmif? ’lj'; 1l

PC

Soﬁw_ore !

A Molicious ‘




TPOIHCKHE YTHJIHTBI YIAJIEHHOIO
AIMUHHCTPUHPOBAHUHA

Tpoanckue npozpammspl 3TOTO KIacca SBISIIOTCS YTUINTAMH YIAJIEHHOTO
AIMUHUCTPUPOBAHUS KOMITBIOTEPOB B CETU. Y TUJIUTHI CKPBITOTO
YIIPABJICHUS MO3BOJISIOT IPUHAMATh WA OTCHUIATH (Pailibl, 3aITyCKATh
¥ YHUUYTOXATh WX, BBIBOAUTH COOOIIECHUS, CTUPATh HH(MOPMAIIUIO,
nepe3arpykarb KOMIBIOTED U T. .

[Ipu 3amycke TPOSIHELl YCTAHABIMBAET CE€0s B CUCTEME M 3aTEM CIICJIUT 3a
HEW, MPHU 3TOM I0JIb30BATEIII0 HE BBIJIACTCS HUKAKUX COOOIIEHUN O
NEUCTBUAX TPOSTHCKOW MPOrpaMMbl B CUCTEME. B pesyibrare
«IIOJIb30BATEIILY 3TOU TPOSHCKOW MPOrPaMMBbI MOKET U HE 3HATH O €€
MIPUCYTCTBUU B CUCTEME, B TO BPEMS KAK €TI0 KOMIIBIOTEP OTKPHIT JIJIS
YIAJIEHHOIO YIIPABJICHUA.

SIBIISIIOTCSI OJHUM M3 CaMbIX OMACHBIX BHJOB BPEIOHOCHOIO
IPOrpaMMHOIro 00eCIeYCHMS.



TPOIHCKHE _IIPOTPAMMBI - LIITHOHBI

Iposanckue npozpammovl — WHUOHBL OCYIIECTBISIOT JICKTPOHHBIN
IIITHOHAXK 324 MOJB30BATEIEM 3apAKEHHOIO KOMIIBIOTEPA:
BBOJMMas C KJIaBUATyphl HH(POpMaIUs, CHUIMKH dKpaHa, CIIUCOK
AKTUBHBIX MPUIOKEHUM U JCUCTBUS MOJIB30BATENS C HUMHU
COXPaHSIOTCS B KAKOM-THMO00 (haiije Ha JUCKE U TIePUOAUYECKU
OTHPABIISIOTCS 3JIOYMBIIILICHHUKY .

TpostHCKHE TIporpaMMBbl 3TOr0 THIIA YaCTO MCIOJIb3YIOTCS I KpaKu
MH(OpPMAIMH MOJIb30BaTeNIEH pa3IMYHbBIX CUCTEM OHJIAMHOBBIX
JIaTeXed U OAHKOBCKUX CHCTEM.



PEKJIAMHBIE ITPOTPAMMBI

Pexnamnvie npozpammer (anrn. Adware: Advertisement —
pekiama u Software — nmporpaMMHOE 00eCIIeUeHre) BCTPANBAIOT
pEKJIaMy B OCHOBHYIO IOJIE3HYIO IIPOIPAMMY M MOT'YT BBIIOJHSTH
(YHKIIUIO TPOSHCKHUX MporpaMm. PexaaMHEBIE MPOrpaMMbl MOTYT
CKPBITHO COOHMpATh Pa3IMUHYI0 HHMDOPMAIIUIO O T0JIH30BATEIIE
KOMITBIOTEpA U 3aTEM OTIIPABJIATEH €€ 3JI0YMBIIUICHHHUKY.

Jawuma om mpoanckux npozpamm. TposTHCKHE TPOTPaMMBI 4acTO
M3MEHSIOT 3allUCH CUCTEMHOI0 peecTpa ONepaliiOHHON CUCTEMBI,
KOTOPBIM COACPKUT BCE CBEJCHHUS O KOMIIBIOTEPE U YCTAaHOBICHHOM
IporpaMMHOM oOecrieueHuH. /[ ux ynaneHus: HEOOXOIMMO
BOCCTAHOBJICHUE CUCTEMHOI'O PEECTpa, MMOITOMY KOMITOHEHT,
BOCCTaHABIMBAIOIINN CUCTEMHBIM PEECTP, BXOAUT B COBPEMEHHBIC
ONepalMOHHBIC CHUCTEMEL.




X4I(EPCI(HE YTUH/TUHTbI
U 3AIHTUHTA OT HUX
Cemegvie amakKu

Cemegble amaku Ha yoaieHHble cepeepbl PEAT3YyIOTCS C IOMOIIBIO
CIeIMAJIbHBIX IIPOrpaMM, KOTOPBIC ITOCHIIAIOT HAa HUX
MHOTOYMCJICHHBIC 3alIPOChl. DTO MPUBOAUT K OTKa3y B 00CIYKMBAHUU
(3aBHCAHUIO CepBepa), SCIN PECYPCHl aTaKyeMOT'0 cepBepa
HEJIOCTATOYHBI 411 00pabOTKH BCEX MOCTYMAIOIIMX 3alIPOCOB.

HexoTopblie XakepCKHUE YTUIUTBI PEATM3YIOT (haTajJbHbBIE CETEBBIC aTaKM.
Takne yTHIMTBI UCIIOJIb3YIOT YI3BUMOCTH B OIIEPAIIMOHHBIX CUCTEMAX
U OPUJIOKEHUSAX M OTHPABIISIOT CIICHMAIBHO O(DOPMIICHHBIEC 3alIPOChl HA
aTaKyeMble KOMITLIOTEPHI B CETU. B pe3yibrare CETeBOU 3anpocC
CIIEIIMAJIbHOIO BH/Ia BHI3BIBACT KPUTHYECKYIO OIINOKY B aTaKyeMOM
IPUIOKEHUH, U CUCTEMA IIpEeKpaIiacT padoTy.



Ymuaumol 6310mMa yOa1eHHbIX KOMNbIOMEPOE

Ymuaumul 6310ma yoaieHHblX KOMRbIOMEPOE IPEAHAZHAYECHBI 115
IIPOHUKHOBECHUS B YIAJICHHBIC KOMITBIOTEPHI C IEJIBIO
NanbHEHIIEro yIpaBICHUS UMHU (HCIIOJIBb3YS METOABI TPOSHCKHUX
IporpaMM THIIA YTHINT YIAICHHOTO aIMHHUCTPUPOBAHHUS) WU
JUIA BHEIPEHUS BO B3JIOMAHHYIO CUCTEMY APYIUX BPEAOHOCHBIX
IPOrpaMM.

YTUIUTHI B3JI0Ma YAAJCHHBIX KOMIBIOTEPOB OOBIYHO UCTIOIB3YIOT
YSA3BUMOCTH B OIEPALIMOHHBIX CUCTEMAX WJIM MPUIIOKEHUSAX,
YCTAHOBJICHHBIX HA aTAKyeMOM KOMIIBIOTEPE.

Ipogunrakmuueckasn 3auiuma om makKux XaKepCKuxX Ymuium
COCTOUT B CBOEBPEMEHHOM 3arpy3ke n3 MHTepHETa OOHOBIICHUM
CHCTEMBI O€30ITIaCHOCTH OIEPAlIMOHHON CUCTEMbI U IIPUI0KCHHUM.




Pymkumoit

Pymxum (ot anri. root kit — «mabop 1s1 moaydeHus mpas root»)
— mporpamMma Wik HabOp MporpaMm JIsi CKPLITOTO B3SITHS IO
KOHTPOJIb B3JIOMaHHOW CHCTEMBEI.

DTO YTHIWTBI, UCIIOJb3YEMBIC IS COKPBITHS BPEAOHOCHOU
aKTUBHOCTH. OHH MaCKHUPYIOT BPEIOHOCHBIEC IIPOrpaMMbl, YTOOBI
M30eKaTh UX OOHAPYKEHUS aHTUBUPYCHBIMHU IPOrpaMMaMHU.

Pymxumupt MOnuUIMPYIOT OIIEPALIMOHHYIO CUCTEMY Ha
KOMITBIOTEPE U 3aMEHSIIOT OCHOBHBIE €€ (DYHKIIMH, YTOOBI CKPBITh
CBO€ COOCTBEHHOE IPUCYTCTBHUE U JICUCTBUS, KOTOPHIC
MPEAIIPUHUMAET 3JIOYMBIIIJICHHUK Ha 3aPa’KCHHOM KOMITBIOTEPE.




SAIIUTA OT XAKEPCKHUX ATAK, CETEBBIX YEPBEW U

TPOAHCKHUX ITPOI'PAMM.
Jauiuma KOMnbIOMeEPHbIX cemeil NI OTACIbHBIX

KOMIIBIOTCPOB OT HCCAHKIMTMOHHUPOBAHHOI'O JOCTYIIA MOKCT
OCYICCTBJATHCA C ITOMOIIBIO MCIKCCTCBOI'O 3KpaHaA.

Meiiccemegou IKpan NO3BOJIACT:

OnokupoBarh xakepckue DoS-araku, He IpoIyckas Ha
3alUIIAEMBI KOMITBIOTEP CETEBbIE MAKEThHI C OMPEACIICHHBIX
cepsepoB (onpeneneuubix IP-agpecos nim moMeHHBIX
HMMEH);

HE JOIYCKaTh MIPOHUKHOBCHUE HA 3aIlIAIIAEMBI KOMITBIOTEP
CETEBHBIX YepBel (moutoBbix, Web u ap.);

MPEISITCTBOBATh TPOSIHCKUM IPOrpaMMam OTIIPABIIATH
KOH(HICHIMAIbHYIO HH(POPMALIMIO O MOJIb30BATEIIE U
KOMIIBIOTEPE.




KI1ACCH®HKAIINA BHPYCOB
10 OCOBEHHOCTAM AJILOPHTMA

[Ipocmeituiue gupycel - Napa3uTUIECKUE, OHU U3MEHSIOT COIEP)KUMOE (PalioB U
CEKTOPOB JINCKA U MOTYT OBITh JIOCTATOYHO JIETKO OOHAPYKEHbI 1 YHUYTOKEHBI.
MOXXHO OTMETUTH BUPYCHI-PENIIUKATOPI, HA3BIBAEMbBIE YUEPBIMU, KOTOPHIE
PACTIPOCTPAHSIOTCS IO KOMITBFOTEPHBIM CETAM, BBIYUCIISIIOT apeca CETEBBIX
KOMITBIOTEPOB M 3AMMCHIBAIOT MO 3TUM aJI[peCaM CBOU KOIIHH.

113BECTHBI gUpPYCbl-HE6UOUMKU, HA3BIBAEMBIC CHIEIC-8UPYCAMU, KOTOPBIC OYCHD
TPYOHO OOHAPYKUTH B 00€3BPEINTh, TaK KaK OHHU IIEPEXBATHIBAIOT OOpAIICHHUS
ONCPAIMOHHOM CUCTEMBI K ITOPaXKCHHBIM (haiJlaM U CEKTOpaM JUCKOB M IOACTABIISIOT
BMECTO CBOCTO TeJla He3apa)KEHHBIC YUaCTKH JUCKA.

Hanbomnee TpyaHO OOHAPYKUTh UPYCbI-MYHIAHMbL, COACPKAILNE aJITOPUTMbI
I PpoBKU-pacinpOBKU, Onarogaps KOTOPbIM KOIUM OJHOTO M TOTO K€ BUPYyCa HE
MMEIOT HU OJHOM ITOBTOPSIOIICHCS IISIIOYKH 0alTOB.

[ IMEIOTCA M TaK Ha3bIBAEMbIC K8A3UGUPYCHBIE VTN «TPOSHCKUE» TPOTPAMMBI, KOTOPHIE
XOTSI U HE CTIIOCOOHBI K CAaMOPacpOCTPaHECHHIO, HO OY€HBb OIMACHBI, TaK Kak,
MACKHPYSICh IO MOJS3HYIO MPOrpaMMy, pa3pyIIaloT 3arpy309HbIi CEKTOP H
(hailIoBYy10 CUCTEMY JIMCKOB.




Muadbopmalius cerogHsi CTOUT JOPOIo
1 €€ HCOOXOIMMO OXPAHSTh.
MaccoBoe npuMeHeHue
IIePCOHATBbHBIX KOMIIBIOTEPOB, K
COXKAJICHUIO, 0Ka3aJIOCh CBSI3aHHBIM
C MOSIBJICHUEM
CaMOBOCIIPOU3BOISIIUXCS
IpOrpaMM-BUPYCOB,
IPEMATCTBYIONINX HOPMAJIbHOM
paboTe KOMITBIOTEPA, Pa3PYIIAIOIIUX
(ailIoBY10 CTPYKTYPY JUCKOB U
HaHOCSIINUX yIIepO XpaHUMOH B
KOMITLIOTEPE MH(POpPMAIHH.




IAKITIOYEHHE

[TonBoas uroru, cieayeT ynoMsHYTh O TOM, YTO U3BECTHO MHOXKECTBO CIIy4acB, KOra
(bupMbI (HE TOJIBKO 3apYOCIKHBIC) BEAYT MEKIY COOOM HACTOAIIUE CIIMMHOHCKHE BOMHEBD,
BepOysl COTPYAHUKOB KOHKYPEHTA C 11EJIbI0 MOJIYUYCHHS Yepe3 HUX JOCTyIa K
nH(popMaIK, COCTABIISIONIYI0 KOMMEPUECKYIO TaliHy. PerynupoBaHue BOIPOCOB,
CBSI3aHHBIX C KOMMEPUYECKOW TalHOM, €lIe HE NMOoy4nsio B Poccuu nocratouHoro
pazButusi. IMeroieecs 3akOHOIATEeILCTBO BCE KE HE 00ECIEUUBAET COOTBETCTBYIOIIETO
COBPEMEHHBIM PEANIUAM PETYIUPOBAHUSA OTACIBHBIX BOIIPOCOB, B TOM YHUCJIE U O
KOMMeEpUYeCKOoU TaitHe. B To ke BpeMs HaJlo OoT/AaBaTh ceOe OTYeT, YTO yiepo,
IMPUYMHEHHBIN PA3IIIAIEHUEM KOMMEPUYECKOW TalHbI, 3a4aCTyI0 UMEET BEChMA
3HAYMTEIIbHBIC Pa3Mephl (€CIU UX BOOOIIE MOYKHO OIICHHTH). Hanune HopM 00
OTBETCTBEHHOCTH, B TOM YHUCJI€ YTOJIOBHON, MOXKET MOCIYXUTh PA0OTHUKAM
IPEAOCTEPEIKCHUEM OT HAPYIIEHU B JAHHOW 00J1aCTH, MO3TOMY IIE€J€CO00pa3HO
noApoOHO MPOUH(OPMUPOBATH BCEX COTPYAHUKOB O MOCIEACTBUSIX HAPYILICHUH.
XoTenock Obl HAAEATHCS UTO CO3JAONIASACS B CTPAHE CUCTEMA 3aIUTHI MHPOPMALIUU U
(dbopMHpOBaHUE KOMILIEKCA MEP MO €€ peaau3allui He IPUBEIET K HEOOpaTUMBIM
NOCJICICTBUAM Ha MyTHU 3apoxaatonierocs: B Poccuu nHpopmanoHHo -
MHTEIUJICKTYyaJIbHOTO OOBEIMHEHHUSI CO BCEM MHUPOM.



Hay1r I1IPE3EHTAIIHEH
PAasoTAIH ¢
AJTEKCAHJIP MAT/IBITUH

Bajum ArajiueBs
I'pyviima : C-21



