OCHOBbI MH®OPMALIMOHHOW
BESOMNMACHOCTV

(BE30MACHOCTb 3KOHOMUNYECKOW
MHO®OPMALWN)

OCHOBHbIE MOHATUSA N MONOXEHUS.

Bugbl yrpo3 B UHopMaLMOHHON CAPEpE,
BHYTPEHHME U BHELLIHME UCTOYHUKU YTPO3.
MexayHapoaHble cTaHOapThl
MHdopMaLIMOHHON 6€30MNacHOCTU, CTaHAAPTHI
PO.

Buabl BUpycoB. AHTUBMPYCHbIE NPOrpamMmbi.

MeToabl 3aLLnTbl NepCoOHanbHOro
KOMMbIOTEDA.



«MIHdbopMaLUMOHHbIE BOUHbI HUKTO HE
00bABNAN, HO OHM NAOYT NOCTOAHHO»

BTopou atan apbl UHdopMaTusauum
(MHdOpMaLMOHHOE NINK
NOCTUHAYCTPUanbHoe obLLECTBO)



OCHOBHBbIE MOHATUA U
OMPEAENEHNS

UHdopmaumoHHasn 6e30nacHOCTb — 3TO
COCTOSAHUe 3alUULLEeHHOCTU
nHopMaLMOHHOU cpeabl obLecTBa
nocpeacTBOM pa3fiMYHbIX CPeACTB U
MeTOAOB.

NHdopmaLmoHHas 6e3onacHOCTb
opraHn3aumnmn- cocTogHne 3aLnLLEHHOCTH
MHOOPMaLMOHHOWU cpeabl opraHu3auuu,
obecneynBatoLLee e€ popmupoBaHune,
MCMonb30BaHNE N pa3BUTHE.




CTAHOAPTUSVPOBAHHbIE
OMNPEOEJNIEHUA

be3onacHoCTb MHOpMaLUK (AaHHbIX) — COCTOSIHUE
3alUMLLEHHOCTU MHOPMaLUK (OaHHbIX), NP KOTOPOM
obecneyeHbl eé (MX) KOHbudeHYyUuasIbHOCMBb,
MmoY4YHoOCMb, NoJIHoma, docmyrnHoCcmb U
Ues1I0CmHoOCMb.

MHdopmaymoHHas 6e3onacHOCTb — 3alimuTa
KOHOUAEHUMANnbHOCTU, LLENTOCTHOCTM N AOCTYMNHOCTH
NHJ opMaLnn.

KoHdunaeHUnanbsHOCTb: obecrnevyeHne goctyna K
MHdpopMaL KN TOSNbKO aBTOPU30BaHHbLIM MOMb30BaTENSM.

LienocTHocTb: obecneveHre JO0CTOBEPHOCTU U MOSHOTHI
NHoOpMaLINM N METOAOB €€ 00PabdOTKM.

[octynHocTk: obecnevyeHne JocTyna Kk MHpopmaLuum un
CBSI3aHHbIM C HEWN aKTMBaM aBTOPU30BaHHbIX
nonb3oBaTernen no Mepe HeobXoANMOCTMW.



B kavecTBe cTaHOapTHOW Modernv 6e30MacHoCTH
4acTo NPUBOAAT MOAENb U3 TPEX KATErOPUIA:

KOHMAeHUMaNbHOCTb — COCTOAHME
MHJOOpMaLMK, NPU KOTOPOM A4OCTYIN K HEWU
OCYLLIECTBNAIT TONMbKO CYOBbEKTLI, UMEIOLLNE Ha
Hero npaeo;

LEeNOCTHOCTb — n3bexxaHune
HeCaHKLMOHMPOBAHHOM MoaudounKaLum
MHdopMaLuny;

OOCTYNHOCTb — U3bexaHne BPEMEHHOIO UNnu

MOCTOSAHHOIO COKPbITUSA MHGOPMAaLIUKA OT
nonb3oBaTenemn, Nony4YmMBLLNX NMpaBa gocTyna.



OCHOBHBbIE COCTABJIAKOLLNE

CuCTEMHBIN NOAX04 K OnucaHuio MHPopMaLMOHHOW
Oe3onacHOCTU NpeanaraeT BbiAENUTH criegytoLue
cocTaBnsaroLme NHpopmalMoHHON 6e30NaCcHOCTHU:

3aKkoHogarternbHas, HopMaTUBHO-NpPaBoOBasd U
Hay4YHasd b6a3a.

CTPYKTYpa 1 3aa4yun opraHoB (HO,EI,BIa3,EI,eJ'IeHVIl7I),
obecneymBaroLmx be3onacHocTb UT.

OpraHM3auuoHHO-TEXHUYECKUE U PEXXUMHbBIE
Mepbl n MeToabl (MonuTtuka nHdopMaLMOHHOW
be3onacHocTH).

I'I%OI'paMMHO-TeXHI/ILIeCKI/Ie Crnoco0bl 1 cpeacTea
obecne4vyeHnsa NHPopMaLMOHHON 6e30NacHOCTMW.



NHOOPMALIUOHHAA

BE3ONACHOCTb

Opranu3auuorHoe
obecneyenue
(MeHeAKMeHT)

AnnapaTtHoe
obecneyexue

[porpamMmHoe
obecneyeHme

Kpuntorpadms
MaTeMaTyika




OPTAHbI (MOAPA3LEJNIEHIA),
OBECIIEYBAIOLWNE
MHPOPMALIMOHHYHKO BE3OINACHOCTb

B 3aBMCMMOCTI OT NPUNOXEHNS1 AEeATENBHOCTM B 00n1acTu 3aLLnThbl
NHdopmaLumn (B paMKax rocygapCTBEHHbIX OPraHoOB BNacTu UMnu
KOMMEPYECKMX OpraHn3aunmn), cama AesiTenbHOCTb OpraHn3yeTcs
crneunanbHbIMM roCyaapCcTBEHHBIMU OpraHamm (nogpasaeneHnsivn),
nnoéo otaenamum (cnyxdamn) npeanpusaTms.

[ocyoapcTBeHHble opraHbl PO, KoHTponupytowme AesaTenbHOCTb B
obnacTtu 3aWnTbl MHOPMaLUNK:

KomuteT locyoapcTBeHHOM AyMbl N0 6€30nacHOCTY;
CoBet be3onacHocTu Poccum;

denepanbHas crnyxoda no TEXHNYECKOMY 1 SKCNOPTHOMY KOHTPOSIO
(PCTOIK Poccun), paHee - locTexkomumccus;

depnepanbHas cnyxba 6esonacHocTn Poccunckon Penepaumn
(®CB Poccun);

MuHucTepcTBO BHYTPEHHUX Aen Poccuimnckon ®egepauun (MBI
Poccun);

®PedepasibHasi ci1yx6a no Had3opy e cghepe cesi3u,
UHOPMaUUOHHbIX MEXHOJI02UlU U Macco8bIX KOMMYHUKauuul
(PockomHad3op).



BVLDI YI PO3 B MHOOPMAUVOHHOV
COEPE (M3 AOKTPUHbI
NHOOPMALMOHHOWM BE3SONMACHOCT

P
9?’p03bl KOHCTUTYLIMOHHbIM NpaBam u
cBoboOaMm YenoBeka;

Yrpo3bl pa3BuUTUIO OTEYECTBEHHON MHAOYCTPUN
MHOpMaLUnu;

Yrpo3bl UHpopMaLMOHHOMY ODeCrnevYeHunto
rocygapCTBeHHON NONTUTUKW;

Yrpo3bl 6e3o0nacHOCTU MHPOPMALIMOHHBLIX U
TENEKOMMYHUKALIMOHHbIX CPEeACTB.




YI'PO3bl JAHHBIX B 9UC

[loa yepo3ou IC byoem noHMMaTb NoTeHUMasribHO
BO3MOXHOE COObITUE, AEUCTBME UMM NPOLIECC, KOTOPOE
NocpeacTBOM BO3AENCTBUSI HA KOMMOHEHTHI
nHpopmauunoHHom cuctemsl (C) MOXKET NPUBECTU K
HaHeCeHMIo yLepba Kak TEXHUYECKMM cpedcTBaM TakK U
MH(OPMaLMOHHO-NporpaMmmMmHomMy obecriedeHuto AC.

OBbIYHO pasnuyaloT Yyrpo3sbl cay4YauHo20 U
rnpeodHaMepeHHOo20 xapaKkTepa.

K csniy4yaluHbIM OTHOCATCA Yrpo3bl NOTEPL AAHHbIX U
HapyLeHnn pabotocnocobHocTu NC, Bo3HMKatoLmne
BCneacTBue:

OLLUMOOK 1 cboeB B paboTe nporpaMmmMHbIX U
TexHun4veckux cpeacts UC;

CTUXUWHbIX ODeOCTBUMN;
oLMBbOK B paboTe nonb3oBaTeneun v T.M



YI'PO3bl 39UC

Yrpo3bl npedHaMepeHHO20 xapaKkmepa UCXodsiT CO
CTOPOHbI HapyLIMTENen (3NMoyMbILLITIEHHUKOB), T. €. NN,
KOTOpPbl€ CO3HATENbHO CTPEMSATCS NONYYUTb
HeCaHKLUMOHMUPOBaHHbLIN AOCTyn K pecypcam NC nnu
HapyLWnTb ee paboToCrnocobHOCTb.

K Takoro poga yepo3amM MOXXHO OTHECTM:
BHECEHMNEe N3MEHEHNN B PUHAHCOBbLIE AOKYMEHTHI;

He3aKOHHOe KONMMpoBaHMe KOMMOHEHTOB
MHOPMAaLIMOHHOTO, NPOrpamMMHOro obecnevyeHuns:;

HapyLleHne pabotocnocobHocTn VC ¢ uenbto
HaHeceHUs yulepba KoMnaHuM.



BEE3OINACHOCTb 9UC

[Tog ysizeumocmabro IC byaem NnoHUMATb
NOOYI0 XapaKTePUCTUKY NI CBOUCTBO
CUCTEMBbI, MICMNONMb30BaHNE KOTOPOW
HapyLNTENEM MOXET MPUBECTU K
peanusauum yrpossbi.

[Ton amakou 6ynem noHumaTtb nboe
OEeNCcTBME HapyLUnUTens, KoTopoe NPpUBOAUT K
peanunsaunm yrposbl NyTeM UCMOSIb30BaHUS
yassumocten C.



MwuHucTtepctBo 06opoHbl CLLUA npnBoguT cnegyrouyto
Knaccudomnkauuo yrpos MHgopmMmauMoHHbLIM cUucTemMam rno
CTeneHu HapacTaHua yulepba:

HekoMneTeHTHble cnyXaline

Xakepbl U Kpakepbl

Cnyxaluune He yooBrneTBOpPEHHbIE CBOMM CTaTyCOM
He4decTHble crnyalwime.

NHnumaTmBHbIV LUNUOHAX.

OpraHu3oBaHHas NPecTynHOCTb.

[lonutnyeckne ANCCUOEHTHI.

Teppopuctnyeckue rpynnoi.

OKOHOMMUYECKUe, NoSINTUYECKUNA, BOEHHbIW LLUMUOHAX.

TakTuyeckne yoapbl U cTpartermdyeckme onepauunm
NPOTMBHKUKA MO paspyLLEeHN0 MHPOPMALMOHHOIO
NPOCTPaHCTBa rocygapcTBa B Xo4e BeAeHUS
MHJOpPMaLMOHHON BOMHBbI.



CTAHOAPTbI MHOOPMALIMOHHOW

BESOHACHOCT

ISO/IEC 17799:2005 — «NHdDOpMaLMOHHbIE
TEXHOMOrMM — TexHonornm 6e3onacHOCTU —
[IpakTn4yeckme npasuna MeHegXMeHTa
MHJPOPMaLMOHHON De30MacHOCTU.

Me HapPOAHbIN CTaHaAapT, ba3unpyrLWnUnNCA
Ha BS 779012005, P PPy

ISO/IEC 27000 — CnoBapb 1 onpeaeneHus.

ISO/IEC 27001:2005 — «MNHdopmaLmoHHbIE
TexHonornn — Metoabl obecneyeHus
ObesonacHocTU — CucTembl ynpaBieHUS
MHGOpMaLMOHHON BE30MacHOCTLI0 —
TpeboBaHus». Me %Haj?o%m:m cTaHaapT,
basupyrowmncsa Ha BS 7799-2:2005.
ISO/IEC 27002 — Cenvac: ISO/IEC
17799:2005. lata sbixoga — 2007 rog.



CTAHOAPTbI MHOOPMALIMOHHOW

BE3OIMNACHOCTW

[OCT P 50922-96 — 3awmta nidopmaummn. OCHOBHbIE
ITDegMMHbl n onpeaeneHuns.

0.1.053-2005 — NHhopmaLMOHHBIE TEXHOOTUMW.
OCHOBHbIE TﬁgMMHbI n ornpeaenedust B obnactu
TEXHUYECKOW 3aLUMTbl MHPOPMALINN.

[OCT P 51188—-98 — 3awuTa l/IHg)08MaLI,I/II/I. cnbiTaHue
nﬁor aMMHbIX CPeaCTB Ha Hann4yme KOMNbIOTEPHbIX
BhpycoB. [MnoBoe pykoBOACTBO.

[OCT P 51275-99 — 3awuTta I/IHLCP%PMaLI,I/II/I. OObeKT
NH annaTmang. dakTopbl, BO3OeUCTBYIOLLME Ha
MHPopmaumto. ObLLMeE NONOXKEHUS.

[OCT P NCO/M3OK 15408-1-2002_ — NHdbopmaLmnmoHHas
TexHonorunsi. Metoabl n cpeactea QbecnevyeHuns
0e30MacHOCTM. KpI/ITeQVII/I OLIEHKM e30|1a§HOCTM
MHPOPMAaLMOHHBbIX TEXHOMorMn. Yactb 1. BBeaeHune u
obLliasa moaenb.

[OCT P NCO/M3K 15408-2-2002 — MHchﬁMaLI,I/IOHHaFI
exHonorus. Metogbl n cpeacTea QbecneyeHmns
e3ornacHoCcTU. Kputepum oLIEHKK e3OI£aCHOCTI/I

g)HCbO MaLUWUOHHbIX T€ é—lonorvm. YacTb 2.
YHKLUMOHambHble TpeboBaHmMs 6e30nacHOCTMW.



SALLUNTA NHOOPMALIMA B
MHOOPMALWMOHHBIX CUCTEMAX

KoHKpeTHble TpeboBaHUA K 3aLUuTe
MHdopmaLmm obycnosneHbl cneymndukon
kaxkaoun C.

VIHdbopMaLunsa gomkHa 3almulaTbCcs BO BCeEX
CTPYKTYpPHbIX aniemeHTax VC.




ClroCObBbI SALLINTbI UHOPOPMALINA

[lpenaTtcTBue;
YnpaBreHue;
MacKnpoBKa;
[TpunyxgeHue;
HanageHwe;
[ToOyxaeHue.



lpennsmcmeue 3akno4vaeTcs B Co3aaHUn Ha
NyTU BO3HUKHOBEHUSA NN pacnpoCcTpaHeHUs
yrpo3bl bapbepa. (npumep- 6roKMpPoBKK)
YnpaesneHue 3aknio4vaeTcd B onpeaeneHuu
anropnTMoB PYHKLIMOHUPOBAHUA CUCTEM
00paboTKM NHOPMaLINK, a TakkKe npoueayp
N NpaBunn, NPEnATCTBYHOLWNX BO3HUKHOBEHUIO
yrpo3. (mpumep- agMUHUCTPaTUBHOE
pasrpaHn4eHue npas 4ocTyna)



Mackupoeka- npeobpa3oBaHune
MHOpMaLInUK, BCNeOCTBME KOTOPOTo
CHU)KaETCH cTeneHb pacno3HaBaHUS
CKpbIBaeMon nHdopmauun. (npumep-
LUnppoBaHne NHpopmaLunn)

lNpunyxdeHue- MeToA 3aLnTbl, PN KOTOPOM
nonb3oBatenu n nepcoHarsn NC BbIHY>KOEHb
cobntogaTb npaBuna oopaboTku, nepeaayn u
MCMNonb30BaHUA 3aLluLaeMon NHopMaLIUn
noa yrpo3on OTBETCTBEHHOCTU
(MaTepnanbHOW, yrorioBHOW,
agMUHUCTPAaTUBHOMN).



lMob6yx0eHue- criocob 3aLnThl
MHPOPMaLUK, MPUN KOTOPOM NOSNb30BaTENN U
nepcoHarsr BHyTpeHHE NobyXaatoTcs K
cobnaeHmnto Bcex npaBurl.

HanaodeHue- cnocob 3aluTbl, T(PUMEHAEMBIN
B aKTMBHOMU dba3e MHopMaLMOHHOWN BOUHGI.
Llenb- 3acTaBnTh NPOTUBHUKA
COCpPenoTovnTb YCUIUA Ha 3aLmTe, ocrnaduBs
yCUnua cosgaHus yrpoas.



BE3OINACHOCTb KOMINbOTEPOB

(PABOYX CTAHLII)
KomnbromepHbie y2po3bi.

BpeadoHOCHbIe NporpamMmmebl,

Cnam,

CeTeBble aTtaku (Xakepbl, Kpakepsbl),
BHyTpeHHMe yrpo3sbl (MHcangepesl).
Kananbi pacnpocmpaHeHuUsi y2po3:
ONEeKTPOHHas noyrta
WHTepHeT-cauThl
CoumnanbHble ceTu
Cetn nepegayun gaHHbIX

dun3nyeckmn nepeHoc AaHHbIX



BUPYCBHI

KoMnbroTepHbIN BUPYC — 3TO Nporpamma,
CnocobHasi co3gaBaTb CBOM KOMUW, BHEAPATb UX B
pasfnyHble OOBLEKTLI U PECYPChI KOMIMBIOTEPHbIX
CUCTEM, CETEU U NPOU3BOANTL ONpeaesfieHHble
nencrteua 6es3 segoma nonb3oBartens.

CBO€e Ha3BaHWE KOMMbIOTEPHbIN BUPYC NMOSy4mn 3a
HEKOTOPOE CXOACTBO C OMOSTIOrMYECKUM BUPYCOM
(Hanpumep, B 3apaKeHHOW NporpamMmme
CaMOBOCIMPON3BOANTCA Apyras nporpamMmva — BUpYc, a
MHPUUMPOBaHHAas NporpaMmmMa MOXeT OSIMTENTbHOEe
BpeMs pabotaTtb 6€3 oLnboK, Kak B CTaaun
NHKYyOaLun).

[Tporpamma, BHyTPpU KOTOPOW HAaXoamuTCs BUPYC,
Ha3bIBAETCS 3apakeHHoU rnpoapamMmodl.



OCHOBHbIE CUMITTOMBbI

3%PA>KEHI/IFI
amMmegneHne paboTbl HEKOTOPbLIX MPOrpamm.

YBennyeHune paamepon dpannoB (0CObEHHO
BbIMONMHAEMbIX).

[TosiBNeHne He CcyLleCcTBOBaBLUUX paHee
“CTpaHHbIX dannos.

YMeHbLUeHe o0bemMa OOCTYMHON
onepaTtuBHOM NaMATU (MO CPaBHEHMUIO C
OObIYHbIM PEXXUMOM PabOoThI).



OCHOBHbIE CUMITTOMBbI
SAPAXEHUATIK

BHe3anHo Bo3HMKaloLWne pasHoobpasHble
BUOEO U 3BYKOBbIE 3QDAEKTHI.

[TossBneHne cboes B paboTte onepaLnoHHOU
CUCTEMBbI (B TOM Yncrne 3aBmcaHue).

3anucb nHpopmMaLmnm Ha AUCKU B MOMEHTbI
BPEMEHM, KOraa 3TOro He A0SMKHO
MPONCXOOUTb.

[TpekpalleHne padboTbl NN HenpaBUIibHas
paboTta paHee HopMaribHO
YHKLIMOHMPYIOLLIMX MPOrpamm.



PACIMNPELOEJIEHME HOBbBIX BUPYCOB I10
NJTATOOPMAM (2010)

Windows 439922 99,912%
*nix 230 0,052
WY 20 0,005
Mobile 88 0,020

[Mpoumne 51 0,012

= *nix: FreeBSD, Linux, Perl, PHP, Ruby, Unix
= Mobile: Python, Symbyan

= [1poymne: BeOS, Boot, Boot-DOS, MS-DOS, Multi, SAP,
SQL, Sun0OS



KINIACCUDOUKALINA BUPYCOB:

I2TPYIOTML?
BMpyces =

Prc. 7. Kaaccu@huxkayuna 8pe0oiocitbix npozpamis (wecmouiie. aJlabopamopius Kacnepoxozo»)




KoMnbloTEPHbIE BUPYCHI — MPpOorpaMmmbl,
KOTOpble cO3aatoT Kpakepbl creuuansHo ans
HaHeceHuns yepoba nonb3oBartenam (K.

Ux co30aHue u pacripocmpaHeHue
sieJsIsiemcsi npecmyrnsieHuem.



POCCUNCKOE SAKOHOJATENBCTBO (YK
P®)

CtaTtb4 272. HenpaBoMepHbIN OOCTYn
K KOMMNbOTEPHOW MHAOpMaALINW.

Ctatbda 273. Co3naHue,
NCNosib30BaHWE U pacnpocTpaHeHne
BPEOOHOCHLIX nporpavmm anga SBM.

CtaTtb4a 274. HapylleHune npaBusi
akcnnyartauumn 9BM, cuctemol SBM
NI nx CeTn.



[lepBaga nokanbHaa annaemMmna NPou3oLLsa B
1986r (BUpyc «Brainy).

BcemunpHaga anngemMmusa 3apaxeHusa aTum
no4YToBbIM BUpycom Hadanacb S masa 2000r,
Korga KoMnbloTepbl No cetn IHTepHeET
nony4unnn cooduleHns «H 1eds nobnto» ¢
BITOXKEHHbLIM ddanrom, KOTOpPbIN 1 coaepXarn
BUpPYLC.



OTnunynTenbHbIMU OCODEHHOCTAMMU
KOMMbIOTEPHbLIX BUPYCOB SIBIIAKOTCS:

1) maneHbknn oobem panna;
2) CAMOCTOATENbHbIW 3anyCK;
3) MHOrokpaTHOEe KonmpoBaHMe Koaa;

4) co3gaHune noMex Anst KOppekTHoM paboThbl
KOMMbloTEpa.



[1To macwTaby BpeaHbIX BO3AEUCTBUN
KOMMbIOTEPHbIE BUPYCbI AENATCS Ha:

* bezepeOdHsbie - He BnusT Ha paboTy lNK,
NULLb YMEHbLLAT 00 bemM CBODOAHOM NaMSATH
Ha OUCKe, B pe3ynbTaTe CBOEro pasMHOXEHUS
* HeonacHblIe - BNUsiHNUE, KOTOPbIX
OrpaHN4YnBaETCsl YMEHbLLUEHUEM NAMATU Ha
Oucke, rpadonyeckMmMmu, 3ByKOBbIMU U ApYyrumu
BHELLUHUMU 3dbdpeKTaMu;

* OnacHble — NPUBOOAT K CO0AM U
3aBmcaHuam npu padore Ha [1K;

* O4YeHb ornacHbIe — NPUBOAAT K NoTepU
nporpamm u AaHHbIX (M3MeHeHWe, yaaneHue),
dopmaTmnpoBaHuMo BUHYECTEPA U T.4.



TYTU SAPAXKEHUA MK MO SNEKTPOHHOMU
1O4YTE (MACKMPOBKA NCTUHHOIO
PACLLUMPEHUA ©ANNOB)

-
nO
=
& w
JE
I}
Z
3 ©
=
=
~
w
=
(o]

MocetuTe WHTEPECHBIA CANT (CCbINKa NpUnaraeT

[ v z-oleg. com (700 KE)
""" COXpPaHWTE BNO¥EHWA. ..

S} JOeE %
@ PafioTa B ceTH L's'il HoBblx cool BLIEHHH HeT : ‘
[ Moe doTo.qif

310 MHTepecHaAa doTorpadua

COXpaHHUTb BROXEHHWA. ..

g PaboTa B ceTH Hoebix cooblienni: 1




TYTU SAPAXKEHUA MK MO SNEKTPOHHOWU
1O4YTE (PACCDBIJTKA APXBOM C
IAPOJIEM)

Or: norepiﬂ@;éhoo.com
Komy: secur@z-oleg.com
Tema: Encrypted E- mall ftom Yahoo.com user.
=
Q l é ] You have received Encrypted T
'msg.zip 1 909 data.zip 1 969 E-mail
BanT BanT
To read the message open
s attached file.
User ID: 34778
Pagssword: 179de6l3
Keep vour password in a safe
Lnl ara l’_J

(%4 postmaster { v Plain




PACCBIJIKA BPEOOHOCHbIX
CKPUMTOB M ©dANTTOB CIPABKI
C BPEJOHOCHbIMW

[MTPOI" PAMMAMW

OT: EDB

Komy: 928&855885E2989FFEE@z-oIeg.com>
Tema: H what p
@ I Hi, drop me a line if you can. Btw, | have a new ICQ.
Please don't forget to check the attached documents.
private, Bye.
HT 634196




AHTUBWPYCHAA NPOI'PAMMA

AHMueupycHasi npoa2paMma — 370
NpUNoXeHune Ang noncka, brnokMpoBKU U
yaaneHusa BpeOoHOCHbLIX MporpamMm, a Takxe
NpodonUNakTUKn 3apaxxeHns KoMnboTeEPa STUMU

nporpammamm. C ee NoMOLLIbIO MOXXHO 3aLLNTUTb
KOMMbIOTEP OT BUPYCOB.

[ns 3awnThl OT HOBLIX BUPYCOB HEOOXOAMMO
pPeryrnsapHoO o6HOBMATb aHTUBUPYCHYIO
nporpammy.

BONbLNMHCTBO aHTUBUPYCHbIX MPOrpamMmm MOXXHO
HacCTpPOUTb Ha aBTOMaTu4eckoe OOHOBIEHME.



NMpoayktbl "JlabopaTtopuun Kacnepckoro':
[1ns npoma
Kaspersky Anti-Virus 2011 Build 11.0.2.556 CF2

élzggépersky Internet Security 2011 Build 11.0.2.556

Kaspersky PURE R2 9.1.0.124
[1na busHeca

Kaspersky Anti-Virus for Windows Workstations
6.0.4.1424 MP4 CF1

Kaspersky Anti-Virus for Windows Servers
6.0.4.1424 MP4 CF1

Kaspersky Anti-Virus for Windows Servers
Enterprise Edition 8.0.0.559

Kaspersky Small Office Security 2 Build 9.1.0.59
Kaspersky Administration Kit 8.0.2134 CF2



Npoaykrbl Uropsa laHunosa:
[1nga noma

DrWeb Antivirus Pro 6.00.1
DrWeb Security Space Pro 6.00.1
[1ns busHeca

DrWeb for File Servers 6.00.1

DrWeb Enterprise Suite 6.00 Build
201009100



BPAHOMAYOP (EIREWALL)

Ecnn komnbloTep ncnonb3yeTca AoMa,
BKITlOMEHNE 6paHOMayapa — caMblid
9(PPEKTUBHBLIN U BaXXHbIN 3Tar €ro 3aLuThbl.

Ecnun ceTb pa3BepHyTa goma Unu B Manom
oduce, HEOOXOANMO 3aLUNTUTb Ka)xKObIU
8xo0siuull 8 Hee KOMIbromep.

[1ng 3aWnTbl CETU CAYKUT annapaTtHbin 6paHamayap,
Hanpumep MapLupyTtusaTtop. Kpome Toro, Ha KaXkaom
KOMMNbOTEPE cneayeT YCTaHOBUTb NPOrpaMMHbIi
bpaHamayap ansa 6GnokKMpoBKM pacnpocTpaHeEHUS Bupyca
B Cny4ae, ecrniv onH N3 KOMNbIOTEPOB BCE XXe byaeT
3apakeH.



BPAHOMAYOP (EIREWALL)

e ZoneAlarm,

e Norton Personal Firewall,
e OutPost Firewall,

e McAfee Internet Security,
e Kaspersky Anti-Hacker




HACTPOWKA BPAHOMAY3PA B WINDOWS
XP

%2 bpanamayap Windows gﬁ

Ofume | Moxmowersa  fonomemensHo

Epaamayyp Wndows NotorseT NpeaoTEpaTHTE HECAMKUIOHIPOBAHISEL
AOCTYN X BAWEMY KCMNBIOTEPY Yepes MurepieT um cate.

@ @ Bxamows (pexomeragerca)
3707 NapaveTp GNOKIDYET NOGKMONSHS BOEX BHEUNSR

HCTORGMOB K 03HHONMY KOMNBXOTEDY, KpoMe enfpasmei Ha
BENANKE MOK MO

[[]He pagspewars uckansenun

Bribepure aTOT NADAMETD NPU NOQKMONEHMM K OTEDBITOA CATH B
MEHEE JAMWLEHHER MACTER, HANPUMED, B 33ponopTy. Bet He
GURETE NOMMATE YSEAOMNERIA, KOAS GPaHAMAE P Windows
GNOKMPNET NPOrpaninies. MCTONHISU, BLIGPAHHSIS H3 BRAAKE
HCE MO, GUyT WIHOPHPOSATECA

@ O Braxmownrs (He pexomenayerca)

Crapafimecs ne UCNOML3I0EATE STOT NapaneTp. Bowmousrse
Gparamaysps Windows NDMSOAKT K CHUEEHI0 SSAMLERHOCTI
KOMOBIOTENS OT BUPYCHBE 73K 1 IN0SVIDILNCHHI OB,

n e 1 » Windows

[ 0K ][ Orreena ]




OTKITFOMAEM ABTOSANMYCK AJTA SAWLNTBI OT

BPEOOHOCHOTO MO (WINDOWS XP)

1. INyck - BeInonHUTL - nnuem KkomaHay
gpedit.msc

2. B pasgene KoHdurypauns komnbrotepa
pa3BepHUTE NO o4vepeamn y3an.l
"AOMUHUCTpAaTUBHBbIE WabnoHbl” - "Cuctema’

3. B okHe crnipaBa HaxogauM MyHKT "OTKNOYNTb
aBTO3anyck"

4. [IBaxkabl LWWEeNKHUTE aneMeHT "OTKIYnUTb
aBTO3aryckK"

5. "ameHsiem Ha "BkrnodeH” 1 BUOUM HUXe
cBOUCTBO "OTKMNIOYNTb aBTO3aMNycK Ha...: CTaBUM
«Ha Bcex opuckosogax”

6. lNepesarpyxaem K



OTKITKOMAEM ABTO3AITYCK OAJTA SALLNTDHI

‘it [ pynnoBas nosMiHKa

KoHcome  Aeiictsme  Bua  Cnpaska
¢«=» A@E B R0

}j NonnTika "MokansHeli KomnsroTep”
= {3 Kondmrypauva komneoTepa
# () Kondurypauna nporpanm

@-{88) Korrrypauns Windows UToSE! NDOCMOTPETS OMicarme CocToanme CocronHme
5. (5] AQMHHHETDATHBHbI® WAGAOHS! 3NEMEHTS, BolAeMTE €70, anod’" M NONL30BaTened
+- (] KomnoxenTs! Windows Ccuenapim
—~ (Dexoa & ccreny
(L Npodmmm nonszoeateneit (D Anckoebie keoTsi
([ Cuerapmm (Cceresaii sxoa B cucTemy
(L] Bxoa B cucTenmy (Irpynnosas nonurixa
(] Anckoesie KBOTbI (¥ aanenHeit nomouHi
(] Ceresofi xoa & cHcTenmy [(Boccramoenenve cueems
(1 rpynnosas nonuTika CoTuer o6 oumbkax
[ Yaanersibsi nomowHHs E@3awnTa dasinos Windows

(] Boccranoenesme cHcTems!

- ¥ aanemHei Es1z08 npoueayp (RPC
# - Ovyer o oumbrax e g POMNRIERS)

(@ 3aunra darinos Windows [CICnywba epemenn Windows
([ Yaanersissi sei308 npoueayp (RPC) gzcm;r:"m"e oo Menes I repHeT
: 8 gx:;m:esr:s:gf::; VHTEpHET @ MNpeaoTspaerHHe AOCTYNAS K NOTEHUHANLHO Hebesonackmin dy... He 3aaana
@ (1 ocom @ He oTobpaxare cTpaHrLy “YNPasNeHHEe AaHHbIM CEpBepoM” NpH. .. He 3aaana
# (] cems ﬁ'{ OTo6pa%aTe AM3NOr CREMEHHA 33 33BEpWeHnen paboTe: He 3aaana
() NpmeiTeps BKAMOWMTE CBOMCTEO ASMHBIX COCTOAMHA CMCTEMBI CASNENNA 33 ... He 3apana
@ & KoHHrypaura none308aTens @ BKAMOMMTE NOCTORHHYIO BPEMEHHYIO METKY He 3aaana
* D KoHdurypauna nporpamm f’; YKa3aTb pacnonoxeHne YCTaHoBOYHEX dainos Windows He 33aana
# ( Kondmrypauna Windows @ YKazaTb pasnewenne yCTaHoBouHbIX afinoe naxeta ofHosneH. .. He 3aaanra
# [ AammHucTpaTreHsie wabnoxs! M OTEMOwTE COOBLWERNA O COCTORMNUM JAMPYIKH, SABEPWEHMA PA... He 3apana
@ NoapobHee coOBWERHA 0 COCTOAHHA He 3apana
ﬁl 3anpeTHTL 3aNYCK M3 CNPaBKH NEPeYHCNSHHEX NPOrPatMM He 33pana
@ OTEMOWTE A8TO3ANYCK * BT —
ﬁi He BbINONHATL 38TOMATHHECKOE WHGPOBaHHE HANoE, NEPEME. .. He 3aapana
ﬁi 3arpy®ath oTcyTCTEyrowme COM-KoMnoHEHTL! He 33aaHa
: ¥ Pa3petnTh KNMEHTAM OTCNeNHBAHHA HINSHNBWMXCA CBRISH MCN... He 3aaana
@ He BLIKMOYAATE NHTAHKE KOMNBIOTEPA NOCAE 33BEPWEHHA pab... He 3apana

fi OTKMOWATL 33NPOC Ha MCNoNb308aHKe Windows Update npu no... He 3aaana




OTKJTIKOHAEM ABTOSAIYCK OJ1A

SAWLNTBI OT BPEAJOHOCHOI'O 10
WINDOWS 7

| AgmuHncTpatueHble wWabnoHbl
4 %, Kondurypauws nonssosarena
~| Kordurypauma nporpamm
al Kordurypauua Windows
4 || AgmuHnctpatuebie wabnoHsl
4 Komnownentsl Windows
| Internet Explorer
| NetMeeting
| Windows Media Center
| Windows Messenger
| Windows SideShow
| ApxuBauma AaHHbIX
| BbicTpeiii nouck
_| Tapxetol paboyero ctona
| Jvcneryep BnoxeHmii
| Ancneryep okoH paboyero cTona
| 3sykozanucs
| Kanengapb Windows
| Kananei RSS
"I Konconb ynpaenerua (MMC)
| Haiitn
| Hactpoliku npezenTaum
~| OBuwmii cetesoi gocTyn
| Oryertbl 06 owwmbkax Windows
| Mapamerpel exoga Windows
"1 MnanupoBLLmK 3343HMA
| Mnanwetnbii MK
| Monutuku asTosanycka

| Moyta Windows
S Meananiisee AL TP PR

m

J Moautukwn agTo3anycka
o'l'K.IllO'lWl'b BB'IOHI'IVCK

MameHuTe na P3METP NONUTUKKN

Tpebosanus:
He nike Windows 2000

Onucanue:
OTKAKOYAET BO3MOXKHOCTD
3BTO3aNYCKa.

Mpw BKAtOYEHHOM
3BTOMATUYECKOM 3anycKe
CUCTEMA NPUCTYNAET K YTEHUIO
A2HHbIX CPasy Xe nocne
0BHapyKeHUA HOCUTENA B
ycTpoiictee. B pesynetare
3BTOMATUYECKM 3aMyCKAKOTCA
aiinbl yCTaHOBKW NPOrpamMm uam
BOCMPOU3BEAEHUE My3bIKM ANA
3BYKOBbIX HOCUTENEN,

Jo sepcnn Windows XP ¢
naketom oBHoenenua 2 (SP2)
3BT03anycK Bbin N0 YMONYAHUIO
OTKAKOYEH ANA CHEMHBIX
HOCWTENEN, T3KUX KaK ANCKETEI
(HO He komnakT-ancku), u Ana
CETEBbIX YCTPOIACTE,

Hauunaa ¢ Windows XP ¢
naketom oBHoeneHua 2

CocrosHue

Orkntoynte aBTO3anycK

iz| He yctanaenueats dnaxok «Bcerga ebinonHaTs BbIGPaHHOE..,

i

|iz] OTKAKOYUTB 3BTO33MYCK YCTPOIICTE, HE ABNAIOLLIMXCA TOMaMK

|iz] BapuanT paboTel aTO3aMYCKa N0 yMONYAHUID

Cocrosanune

OtknioyeHa
He 33paHa
He 3agaHa
He 3agaHa

Kommentapuii
Her
Her
Her
Her



AUTORUN.INF

Autorun.inf — dpainn, ucnonb3lyembin A5
aBTOMAaTMYEeCKOro 3anycka Unm ycTaHOBKU
NPUNOXXEeHNN N NporpamMm Ha HoOCUTeNAxX
MHJOPMaLKN B cpeae onepaLMoHHOW
cuctembl Microsoft Windows (Ha4ymnHasi ¢
Bepcun Windows 95).




B HacToswee Bpemsi dann autorun.inf Lunpoko
NCMONb3yeTCca ANd pacnpocTpaHeHus
KOMMbIOTEPHbLIX BUPYCOB Yepes flash-
HaKoMUTENu n cetTeBble AUCKW. [1na 3TOro aBTop.!
BUPYCOB MPOonuncbIiBaloT MMS UCNOSTHAEMOro
dbanna c BpegoHOCHbLIM KOAOM B NapaMeTp open.
[1pn nogknto4YeHnn 3apaxxeHHoro flash-
HakonuTensa Windows 3anyckaeT 3annucaHHbIN B
napameTpe «open» gpann Ha UCMNONTHEHKE, B
pesynbsrare Yero NPouCcxXoanT 3apakeHne
KOMMblOoTEpPaA.




METOLbI SALLNTBI TIKOT BUPYCOB
AUTORUN.INF

1) OTkntoveHne Astosanycka (CM. cnangbl
BbiLLE);

2) Yoanenue danna Autorun.inf c
HocuTerneun n cosaadue Nanku c tMeHem
Autorun.inf !l



SALLUNTA BALWLEW NMMYHOU NHOOPMALIN
HATIK(MTAPONBHAA SALWLNTA)

icnonb3ynte HageXXHble Naponu,
npeacrasnsatoLme cobon coyemaHue
MPOMUCHbIX U CMPOYHbLIX 6yKe, yugp u
cumeoJios. [laponu, He coaepXxaline Habop
TaknX ANIEMEHTOB, ABMSOTCA HEHAOEXHbBIMMW.

HapgexHbin naporsb: Y6dhletS.
HenagexHbin naporsb: House7.

[Taponu formKHbI COCTOATb HE MEHEE YEM U3
8 3HakoB. PekomeHayeTcst UCrosib30BaTh
dopasy-naponb, cocToALyto n3 14 nnm donee
3HaKOB.




LLINOPOBAHWE OOKYMEHTA U SAOAHUE
NAPOJITA OITA EFO OTKPBITUA

e YTOO®LI
3almdpoBsaTthb
doann n 3agathb &
naponb 45 ero e [
OTKPbITUS, : B e e
BorTR ) e . e oo
OEeNCTBUS, _ = :
ONUCaHHbIE HUXKE. o em—,
e Haxmute KHOonKy S e o et |
Microsoft Office, ] L S e s s ot |
HaBeguTe @ g v
yKasatenb Ml Ha | = oo W |
|'|yH KT ['lo OrOTOBUTb I 2ecpums POANEFROSEIAN GOACE paremar SEPCHAM WO, |
1 BbIOEpUTE MYHKT T
3almndcpoBaTb
OOKYMEHT.



BALLA JIMUHAA BE3OIACHOCTb 3A
[1K:

CornacHo nccriegoBaHnsiM aMepUKaHCKNX
yyeHbix (2010 roa) 3a KOMNbIOTEPOM MOXKHO
npoBOANTb He boree 3 YacoB B J€EHb.

He npoBogmMTe MHOIMO BPEMEHMU 3a 9KPaHOM
MOHUTOpPA, 3TO Bpe4HO AN 300PO0BbA: HOBbIE
MOHWUTOPbI HE OYEeHb NONE3HbI ANA 3pEeHUS.
PunbmMbl Ny4dLle CMOTPETL MO TENEBU3OPY.

He 3abbiBanTe 0 HACTPOUKE MOHUTOPA
komnbtoTepa (B Windows 310 Ha3blBaeTCH
HacTponKa TeMbl). YCTaHaABMMBANTE NPUSATHbIE
BaM LiBeTa Wpudta 1 9KpaHa, He nopTaLine
rnasa.



