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Resilience Modeling and Analysis (RMA)

meToponoris. LLlo ue i gna yoro

. MeToto gaHol MeTogonorii € 6inblw epeKTUBHE BU3HAYEHHS NPIOPUTETHOCTI
pPob0TM B 06NACTi BUSIBNIEHHS, MOM'SIKLIEHHS Ta BiAHOBNEHHSA BiJ HEBAAY, WO €
BaXKNMBUMU pakTOopamm 3MmeHWweHHS TTR (time to recover).

. 3anoBHMBWM RMA, iHXXeHepHa KOMaHda MOXe nonpauBaTy Hag baratbma
NMUTAHHAMM HAaZIMHOCTI Ta 3MOXe 3abe3neynT BiNnbluy OCHALWEHICTb, WO6
NPV BUHUKHEHHI HECMPABHOCTEW HACNigKM o5 KNiEHTIB 6ynun 3BeaeHi go
MiHIMYMY.

—



fiK e npaLroe

. Pre-work. CTBOpIOE Aiarpamy AN 3aXOMnJIEHHS PeCcypcCiB, 3aJIeXKHOCTEMN TA B3AEMOii KOMMOHEHTIB
. Discover. BusHayae HecnpaBHOCTI Ta MPOraavHu CTINKOCTI.

. Rate. BukoHae aHanis snnusy.

. Act. Bupobnse poboui npegmeT 4N NigBULLEHHN CTINKOCTI




. OCHOBHa MeTa LUbOro etany rnosisira€ y 3axornjieHHi BCIX pecypcCiB Ta B3aEMOAII
LMX pecypciB.

. s dasa MictuTb B cobI 2 3aBAAHHS:
. 1) nobygoBa component interaction diagram (CID)
. 2) nepeHeceHHs gaHux 3 CID oo RMA workbook




Pre-work: nobygosa CID

3arajibHi BKa3iBKWU:

1. He cnip Bknto4aTtn isnvHe obnagHaHHs.
2. [NlepepaxyBaHHS iIHCTAHCIB MA€ 3HAYEHHS.
3. BK1Ho4atoTbCA BCi 3aN1€XKHOCTI.
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Pre-work: nepeHeceHHs gaHux B RMA

workbook

HeobxigHa iHpopMauist BKnto4vae B cebe ineHTUdIKaTop, KOPOTKE iM's
(3a3BMYan i3 3a3Ha4YeHHSAM aboHEeHTa Ta pecnoHAeHTa), a TAKOX ONuc camol
B3aEMO/IA.

3 paHiwe HaBegeHoro npuknagy ClID oTpuMaemo:

A B
ID [Component / Dependency Interaction Interaction Description
1{Frontend app -> API Make GET/POST/PATCH/PUT reguests to API
2|API - > DB CRUD operations
3|API -> Cloudinary Upload images
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MeTot LbOoro eTany € Nnepenik Ta 3anuc NOTEHUINHUX HEBAAY A1 KOXHOIO
KOMMOHEHTHa B3aeMofil.

[ToTpi6HO CTBOPUTU TabBNNYKY 3 TAKMMM CTOBMLUSAMU:

Interaction ID.
Interaction name.
Failure short name.
Failure description.

°
ID

Response.
Component / Dependency Interactions

Failure Short Name

Failure Description

Response

Failure in DNS lookup, either DNS

not working or lookup does not
return record for the service. ATM is

down or broken

Return error to the client

1|Client -> API Non Existence::DNS
1|Client -> API BadAuth:ServerCertificate Invalid or expired server certificate *Return error to the client
1(Client -> API Latency from service Slow response, server timeout Return error to the client

API detected internal failure and Return error to the client
1/Client -> API Service internal error returned 500

Incorrect response from the service, |Return error to the client
1/Client -> API Invalid data invalid or empty data.
2|APl -> DB db connection errors db connection error Return error to the client
3|API -> Cloudinary bad credentials Invalid credentials Return 500 error to the client




Y uin asi noTpibHO BU3HAYNTK Ta OLHUTKU BNJIMB BU3HA4YMX Ha da3i ‘Discover’
MOMWUJIOK.

Effects

Portion affected

Detection

Resolution

Likelihood

Effects of failure
When this failure
occurs, how deeply is
the functionality
impaired, taking into
account any current
mitigations and the
current behavior of
the system?

Portion affected by
failure

When this failure
occurs, what portion of
users or transactions
are affected, taking
into account any
current mitigations
and the current
behavior of the
system?

No noticeable effect

Minor impairment

Some reduction of
functionality

Major impairment of
core functionality or
data loss

Less than 2%

Between 2% and 50%

More than 50%

Time to detect
failure

When this failure
occurs, taking into
accountany current
instrumentation and
monitoring in the
system, how long does
it take until an
automated system or
human is notified to
take corrective
measures?

Time to resolve
failure

How long does it take
the automated system
or human to restore
functionality after the
failure has been
detected?

Less than 5 min

Less than 5 min

Between 5 min
and 15 min

More than 15 min

Likelihood of failure
What is the frequency
this failure is likely to
occur?

Less than once a year

Multiple times a year

Between 5 min
and 45 min

More than 45 min

More than once a
month




MeTa LbOoro 3aK/IlO4YHOIO eTany Nonsra€e B TOMy, Wo6 BX1BATM 3axX0f4iB LWOAO0 MOMUIIOK,
BUSABNEHMX Nig Yac RMA i 3pobuTwn aii gnis nigBuLLIEHHS HAAiMHOCTI 06C/TyroByBaHHS.




BUCHOBOK

OcHoBHa nepeBara RMA — moaentoBaHHs Ta rMMHOKMIM aHaNi3 OCHOBHUX ACMeEKTIB
3aCTOCYHKY, LLLO MOXYTb 3reHepyBaTu NOMUNKY. Pe3ynbtat npouecy RMA HapatoTb
KOMaHpgi rMnbLoro po3yMmiHHS Ae 3HaxoAsTbCs BiGOMi KPUTUYHI TOUYKKN Ta MOPS[OK

BUPILWEHHS UMX MOTEHLIMHUX PU3MKIB 4151 OTPUMAHHS Haubinbll HafiHMX pe3ynbTaTiB
B HAMIKOPOTLWIi TEPMIHN.




