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BupTtyanbHble YacTHble ceTu - VPN

VPN npeacrtaenaet cobon oobegmnHeHne oTaenbHbIX MaLlUnH Un
NnoKarnbHbIX CETEU B €AUHYI0 BUPTYanbHY0 CETb, KOTOpad
obecne4ymBaeT LEeNOCTHOCTb 1 Be30NacHOCTbL NepeaBaeMbIX
naHHbIX. OHa obnagaeT cBoMCTBaMU BblaeneHHOW YaCTHOW CEeTU U
NO3BONSET NepegasaTtb AaHHbIE YePE3 NPOMEXYTOYHYIO CETb
Hanpumep NHTepHeT. VPN no3BonseTt otkasaTbCs OT
NCNONb30BaHUSA BblOENEHHbIX NMUHUMN.

Local Area Network Local Area Natwork



1998 rox — pazpaboTka npuiiokeHurd VPN, o3BOISIOIMMX
OCYIIECTB/ISATH LICHTPAIU30BaHHBIA KOHTPOJIb CO CTOPOHBI

ITOJIH30BAaTEJICH.

1999 rox — mopenp ayreHTU(UKALIMY, JOTIOJIHUTEIbHBIC

CpeACTBa ISl KOH(PUTYPUPOBAHUS KINCHTOB
2000 rox — BxaroueHue cpeacts VPN B Windows2000

B HacTos1iee BpeMsi TEXHOJIOTHS BOIILIA B pa3y paciBeTa.
M CTIONb3y0TCA pa3IndHble TEXHOJIOTHHA U APXUTEKTYPHI C

Y4ETOM NOTPEOHOCTEN KOHKPETHOU CETH.

Hcnonp3oBanue o01iea0cTynHol [P-cetn qiis npenocraBieHus
YIAJIEHHOTO JIOCTYyIIa K HH(pOpMalMi MOXKET (!) SBIATHCS

O€30IIaCHBIM.



BupTtyanbHble YacTHble ceTu - VPN
Nmesa goctyn B IHTepHeT, ntobon nonb3oBaTtesic MOXET 6e3
npobriem NogKNYNTLCS K ceTu odouca cesoen unpmbl.
Ob6LwenoCTYNHOCTb AAaHHbLIX COBCEM HE O3HAYaET UX
He3awuweHHocTb. Cucrtema 6esonacHoctn VPN -
3allmiiaeT BCO MHpopMaLno OT HeCaHKLMOHUPOBAHHOIO
gocTtyna: nHpopmauns nepegaeTcs B 3allMppoBaHHOM
Buae. lNpountaTb NONyYeHHbIE AAHHbIE MOXET NULLb
obnaparenb Kno4a K lWwuapy.

Remote Client

VPN-tunnel

nternet

Internet
Sarvice Providar

Local &ea Network



BupTyanbHble YacTHble ceTn - VPN

Cpeactea VPN gomxHbl pewiaTb Kak MUHUMYM criegytoLumne
3aJayu:

KoHdhmaeHUManbLHOCTbL — 3TO rapaHTuUd TOro, YTo B npoLecce

nepenaydun gaHHbix rno kaHanam VPN aTu gaHHble He OyayT

NPOCMOTPEHbI MOCTOPOHHUMU UL AMMN.,

LlennoCTHOCTbL — rapaHTuUga COXpPaHHOCTU NnepeaaBaeMbIX AaHHbIX.

HWKOMY He pa3peluaeTcd MeHATb, MoaANdULMPOBaTL, paspyLllaTthb
Unu

co3faBaTb HOBblE AaHHbIe Npu nepenadve no kaHanam VPN.

[JocTynHOCTb — rapaHTua Toro, 4to cpeacrtea VPN noctoaHHO

OOCTYIMHbI fleranbHbIM NOMb30BaTENAM.
[1na peweHna aTux 3agad B peweHnax VPN ncnonb3yrrtcd
Taknue cpeacTBa Kak wndpoBaHUe AaHHbIX Ona obecneyvyeHus
LEeNOCTHOCTU U KOHOUAEHUMANBbHOCTU, ayTEHTUAUKALNA U
aBTOpM3auunn anga NnpoBepKU npas nosfb3oBaTens u
pa3pelieHuda goctyna Kk cetn VPN.



Knaccudpukanus VPN

IIo co 0
[0 ypOBHIO 110 apxiTeKType S e
moaei OSI
hEIICHU S neaTn3anuu

VPN kaHaJIbHOTO Ha ocHOBe ymajneHHOTO Ha ocHoBe ceTeBon
ypoBHs: PPTP, L2TP J nmocryna OIIEPAIIMOHHOU CUCTEMBI

MPL
S Ha ocuose

VPN ceTeBoro BHyTpUKOpiOpaTuBHBIE MEKCETEBOI0 YKpaHa

ypoBHs: IPSec VP Ha ocHORE

MapIIpyTU3aTOPOB

VPN Tpa"ncnopTHOTO MeKKOPITIOpaTHBHBIE
ypoBH4: SSL/TLC VPN

Ha ocHoBe .
IPOrPaMMHBIX PEIIEHUM

Ha ocHoBe .
anIapaTHbIX PEIICHUN




basoBble apxutekTypbl VPN

e LUnwo3-wno3
e |Unw3-xocT
e XOCT-XOCT

« KOMOUMHMpOBaHHas — vYepes3 NPpoMeXyTouHbIn Wwnto3 (IPSG)

Y ’

I |




OcHoBHble komMmnoHeHTbl VPN

 VPN-WNO3 — ceTeBoe YCTPOUCTBO,
NOoAKMHOYEHHOE K HECKOSTIbKMM CETSAM, BbINOMHAET
doyHKUMKM WnppoBaHUA, naeHTUdmnKkauuu,
ayTeHTMdUKaLmm, asTopusaunm u
TYHHENMpoBaHUA. MoOXeT ObITb pPeLLEH KaK
nporpaMmmHo, Tak 1 annapaTHo.

 VPN-KNMeHT (XOCT) peluaetca nporpamMmmHo.
BbinonHAeT oyHKUUKX LLINEPPOBAHUSA U
ayTeHTndmkaumn. Cetb MOXET ObITb NOCTPOEHA
6e3 ncnonb3oBaHna VPN-KNMEHTOB.



e TYHHenb — norn4yeckas cBsA3b Mexay KIMEeHTOM
n cepepoM. B npouecce peannsauum TyHHenNS
MCMnonb3ylTca MeToAdbl 3aLUTbl MHOPMaLMN.

 [paHUYHBLIN cepBep — 3TO cepBep,
ABNALWNNCA BHELLHUM ONA KOPrnopaTUBHOMU
ceTu. B KayecTBe TaKkoro cepsepa MOXET
BbICTYyNaTb, Harpumep, opeHamayap nnu
cuctema NAT.

« OGecneyeHne 6e3o0nacHOCTU MHPOpMaLUK
VPN — psag meponpuaTtm no 3awute Tpaduka
KopnopaTtuBHOW CETU NPU NPOXoXAEeHUN NO
TYHHESO OT BHELLUHNX U BHYTPEHHUX Yrpo3.



CxeMbl B3anmMoaencTBUS
npoBangepa 1 KnnueHTa

* NMonb3oBaTenbcKasa cxema — 00opygoBaHme
pa3MeLLaeTcsa Ha TEPPUTOPUN KNNEeHTa, MeTodbl
3awmTbl tHopmMmauun n obecneveHnss QoS
OpPraHn3yTCA CAMOCTOATENLHO.

* NMpoBanpgepckana cxema — cpeacrtea VPN
pasmMeLllalTcs B CETU NpoBangepa, MeToabl
3alunTbl MHdopmaummn n obecnedyeHmns QoS
OpraHun3yrTCcs npoBanaepom.

e CMelLaHHasa cxemMa — 1UCMnorb3yeTcs nNpu
B3aMMOAENCTBUM KITMEHTA C HECKOSTbKUMMU
npoBanaepamu.



Cxema coeanHeHUs dounmanos
C UeHTpanbHbIM OPUCOM
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CBA3b yaarieHHoro nosib3oBaTen4 c
KOpNopaTMBHOW CETLIO
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OpraHusaunsa TYHHens Yyepes
npoBangepa Internet,
nogaep>xkmneatowlero crnyxoy VPN

KopnopatueHbii KopnopaTueHbli

BupTyansHas yacTHas
CeTb NpoBaigepa
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VPN-coegnHeHue 3allunLLeHHbIX CETEN
BHYTPU KOpNopaTUBHOWU CETU

KopnopatueHas ceTb

YacTHada cetb A
YacTtHasa cetb B
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VPN-coegmnHeHne KkopnopaTuBHOIo
KINMeHTa C 3alinLLEHHON CETLIO BHYTPU
KOprnopaTUBHOW CETH

KoprnopaTuBHas ceTb

YacTHas ceTb
nabopaTopun
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TyHenbHbIN KINEHT
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BupTtyanbHble YacTHble ceTu - VPN

UacTo B cBoem pabote peweHns VPN ncnonb3yor
TYHHEeNIMpoOBaHMe (U UHKaNCynsuuio).

TyHHEnupoBaHWe Unn HKancynauns - 3To cnocob nepegayu
Nnone3Hou MHopmMaLmn Yepes NPOMEXYTOUHYI0 CETb. Takou
NHpopmaumen MmoryT ObiTb Kagpbl (UNN NakeTbl) APYroro
npoTtokona. Npun nHkancynauum Kkagp He nepegaeTcs B
creHepnpoBaHHOM Y3rIOM-OTNpaBuUTeNneM Buae, a cHabxaercs
AOMNONMHUTENbHbLIM 3arofiIoBKOM, coep kalmm nHopmaumio o
MapLUpyTe, NO3BOSIAOLLYI0 MHKAMCYMPOBAHHBIM MNakeTam
NpOXoaAnNTb Yepes3 NPOMEXYTOUHYHO ceTb (MHTepHET). Ha KoHue
TYHHENS Kaapbl AeUHKaNCYNUPYHOTCA U NepenaroTcs
nony4varento.

OgHUM N3 ABHbIX AOCTOMHCTB TYHHENUPOBAHNS ABMSETCH TO, YTO
OaHHasi TEXHOSOrMs NO3BoONSAET 3andpoBaTbh MCXOOHbIN MakeT
LIeNIMKOM, BKIO4Yasi 3arofioBOK, B KOTOPOM MOTYT Haxo4uUTCs
OaHHble, cogepXalune nHopmaLuio, NONe3Hyto Ansa B3fioma
ceTun, Hanpumep, |P- agpeca, KonnyecTBo NoaceTen u T.4.



3anmmmra nadebiX B VPN

TpeOoBanus K 3alIMIIIEHHOMY KAaHAJY:
KoH(puaeHInaibHOCTh

IlenoCcTHOCTD

JIOCTYITHOCTB JI€ralIbHBIM I10JIb30BaTEIISAM (ay TEHTU(DUKALIMS )
MeToabl OpraHu3anuu 3aIUIIEHHOT0 KaHaja:
[IIudpoBanue.

AyTeHTU(HKAIHAA — ITO3BOJISIET OPraHU30BaTh JOCTYH K CETH
TOJIBKO JIETAJBbHBIX ITOJIb30BATEIIEH.

ABTOpH3aLIHS — KOHTPOJIUPYET AOCTYII JIETaJIbHbBIX
IIOJIB30BATENCH K pecypcaM B 00beMaxX, COOTBETCTBYIOIIHNX
pEeOO0CTABJICHHBEIMU UM IIpaBaMH.

TyHHETMpPOBaHKUE — MTO3BOJIAET 3aIU(POBATH MAKET BMECTE CO
CITy>KCOHOM MH(pOpPMAITUCH.



Ilomgnepxka VPN Ha pazinyHbIX YPOBHAX
mozenu OSI

* KaHaAJILHBIV YPOBEHD:
— L2TP, PPTP u np. (aBTOpHu3amys 1 ayTeHTU(UKAIIHSA)

— Texnonorus MPLS (ycTaHoBieHue TyHHEA)

* CeTeBOU YPOBEHB:

— IPSec (apxuTekTypa «XOCT-ILII03» U «ILT03-IILTI03,
NOAJEPIKKA UM POBAHUS, ABTOPU3ALMNA U ayTCHTU(DUKALNH,
npooOnemMsl ¢ peanu3amnen NAT)

e TpaHCIIOPTHHIN YPOBEHb:

— SSL/TLS (apXHTeKTypa «XOCT-XOCT» COCAMHECHUE U3 KOHLIA
B KOHEII, NOAJACPKKa IIU(MPOBAHUS U ayTCHTU(DUKALIHH,
peanr30BaH TOJbKO 1 noaaepKku TCP-Tpaduka)




[ IpoTOKOJIBI KAHATIBHOI'O YPOBHA:

e PPTP (Point-to-Point-Tunneling Protocol). Illudpyet kaapel
PPP u unkancynupyet ux B IP maketsl (1996 roa, pazpadbotka
Microsoft, Ascend, 3Con u US Robotics)

e L2F (Layer to Forwarding). IIpototun L2TP (1996 ron,
pazpadotka Cisco)

e L2TP (Layer to Tunneling Protocol). MHKancyaupyet kagpsl
PPP B mpOoTOKOJI CETEBOIO YPOBHS, IPEABAPUTEIILHO IPOBEIA

ayTeHTU(HUKAIHIO TToJab3oBarens (1997 roa, pazpadorka Cisco
u IETF)



BupTyanbHble YacTHble ceTn - VPN

CyuiecTByeT MHOXECTBO PasfiNyHbIX peLleHnn ans
NOCTPOEHUA BUPTYaribHbIX YacTHbIX ceTen. Hamnboree
N3BECTHbIE N LLUMPOKO UCMNOSb3yeMble 3TO:

e PPTP (Point-to-Point Tunneling Protocol). 3ToT npoTokon
cTan OOCTaTO4YHO nonynapeH bnarogapsi ero BKIIHOYEHUIO B
onepauunoHHble cnctemMmol pupmbl Microsoft.

e PPPoE (PPP over Ethernet) — paspaboTtka RedBack
Networks, RouterWare, UUNET n gpyrue.

 IPSec (Internet Protocol Security) — odounumnanbHbIn
ctTaHpapT VIHTepHeT.

OTU NPOTOKOSbI NogaepXxmBaroTca B IHTepHeT-LwWN3ax
D-Link, B 3aBUCUMOCTU OT MOAENN BCE UMM YacCTb U3 HUX.



BuptyanbHblie YacTHble ceTu: PPTP

*PPTP paet BO3MOXHOCTbL Nonb3oBaTensaM ycTaHaBnnBaTbh
KOMMYTUpyeMble coegmHeHusa ¢ Internet-nposangepamn ans
nonyyeHns goctyna B MHTepPHeET. Y nogknoyvaTb yoaneHHbIX
nonb3oBaTenien K pecypcam 3almuieHHON CEeETU

B otnnuune ot IPSec, npotokon PPTP naHavyanbHO He

npegHasHa4vyanca onsg opraHusauum TyHHenen mexay
nokanbHbIMK cetTamun. PPTP pacwupsaeT BoamoxHocTtu PPP

— MPOTOKOMAa, KOTOPLIN crieundununpyeT coeanHeHna Tuna
To4ykKka-Touka B |IP-ceTax.

‘PPTP no3songeT co3gaBaTh 3alUULLEHHbIE KaHarbl AN
obmeHa gaHHbIMK no npotokonam — IP, IPX, NetBEUI v ap.



BuptyanbHble YacTHble ceTu: PPTP

*Kak npoucxogut yctaHoBneHue coeguHeHusa PPTP:
nonb3oBaTenb «3BOHUT» HA cepBep KOpnopaTuBHOWU CETU UMK
npoBanaepa, rae yctaHoBrieH npotokon PPTP. OTOT «3BOHOK»
oTnnyaeTcst oT 06bIYHOro TEM, YTO BMECTO TENeddPOHHOro Homepa
yKkasbiBaeTca agpec cepsepa PPTP. Nocne aytngukaumm
(cornacoBeHUs yrnpaBnsloLLMX NAaKeTOB M MPOBEPKU Naponsi)
yCTaHaBNMBaETCA TYHHESb OANd nepenadun gaHHbIX

‘MeToa wudpoBaHusa, npumeHsaemoin B PPTP,
cneunduumnpyetca Ha ypoBHe PPP. O0Obl4HO B Ka4ecTBe KITMeHTa
PPP BbiCcTynaeTt HacTOsMbHbIM KOMMbIOTEP C OnepaunoHHOU
cucrtemom Microsoft, a B kayecTBe npoTokona wmdpoBaHUs
ncnonesadyetcsa Microsoft Point-to-Point Encryption (MPPE).
[1aHHbIN NpOTOKON OCHOBbLIBAeTCs Ha cTaHaapTe RSA RC4 n
nogaepxusaet 40- unn 128-paspsgHoe wngposaHue.



BuptyanbHble YacTHble ceTu: PPTP

Kak npoucxoaunT nepepgaya: Ha BbIxoge OT MCTOYHMKA
CWUrHana, gaHHble NoCcTynakT B TYHHENb B Ha4YanbLHOM Buae, T.
e. cornacHo cteky npotokosios TCP/IP. lNony4yeHHbIN nakeT
nkancynupyetca B PPP nakert, 3atem B GRE npotokon,
KOTOPbIN NeXXnt B ocHose PP TP, kK cdhopmMnpoBaHHOMY NaKeTy
npuceanBaetcsa |IP agpec otnpasutena(WAN-IP) n agpec
Ha3HayeHua IP (PPTP)

3a CUYET TaKom UHKarcynauum ¢ nomoulbio npotokona PPTP
MOXHO paboTtaTb He Tonbko ¢ IP, HO 1 ¢ IPX NetBEUI v ap.



BuptyanbHblie YacTHble ceTu: PPTP

[lakeThbl, NnepeHocsLme nonb3oBaTenbCkMe gaHHbIe B paMKax
ceccun PPTP, nHkancynupytotcs HenocpeacTBEHHO B NaKEThI
IP ¢ nomoLubto 3aronoska Generic Routing Protocol (GRE).

[akeT, Nnony4YeHHbIN B pe3ynbrate MHKancynsauuu, nokasaH Ha
PUCYHKE:

3aronoBOK KaHanbLHOro YpoBHS,
ncnonbaytowleroca BHyTpu IHTepHeT
(PPP, SLIP, Ethernet)

3aronosok IP

3aronosok GRE

cxoagHbin nakeT PPP, Bkntovyatowmm
naket IP, IPX, NetBEUI




BuptyanbHble yacTtHble ceTu: PPTP

Ons opraHusauun VPN Ha ocHoBe PPTP He TpebyeTtca
BonbLUMX 3aTpaT N CNOXHbIX HACTPOEK: AOCTAaTOYHO YCTAaHOBUTb
B LleHTpanbHOoM odounce cepeep PPTP, a Ha KnneHTckux
KOMMbOTEPAX BbIMOMHUTL HEODXOAMMbIE HACTPOWKN

[ns obbegnHeHna punmnanos BMeCTo HacTpoukn PPTP Ha
BCEX KIMMMEHTCKNUX CTaHUMAX Nyylle BbINONHUTb HAaCTPOWKHK
TOSIbKO Ha norpaHn4YyHoOM MapLupyTusaTope dpunmana,
nogkntovyeHHoM K IHTepHeT, Ans nonb3oBaTerneun Bce
abCOIMOTHO NMPO3padyHo.

[IpMepoM Taknux YCTPOUCTB MOTYT CIYXUTb

MHOroyHKUMOHanbHble IHTEpHET-MapLUPYTM3aToPbl U LLMO3bI
D-Link: DI-524*,DI-604**, DI-624**,DI1-634, DI-804V, DI-824vup+

,** ¢ cydpgpukcom IP
*** ¢ cydpukcom S



BupTtyanbHble YacTHble ceTu: PPPoOE

TexHonorusa PPPoE ceroaHa aBnsetTca oaHOU 13 caMbiX
OelleBbiX Npu npegocTtaBneHnUn nonb3oBartensam gocTtyna K
ycnyram VHTepHeT Ha ba3se Ethernet n npu ncnonb3oBaHmnn
TexHonormm DSL.

PPPoE 3anyckaet ceccuio PPP nosepx cetu Ethernet. [pwn
aTOM ByaeT nogaepXmnBaTtbCa ayTeHTUUKALKUSA NMOMb30BaTEeNEN
no npotokonam PAP n CHAP, guHamunyeckoe BbigeneHue |P-
agpecoB Nnosib3oBaTenam, HazHadvyeHne agpeca wnw3a, DNS-
cepBepa u T.4.

[TpuHumnnom pabotel PPPOE saBnseTcsa yctaHoBNeHue
coeanHeHus "To4yka-Touyka" noBepx oouweun cpeabl Ethernet,
No3aToMy npouecc dyHKunoHnposaHua PPPoE pasgeneH Ha
aBe ctagun. M1 orpaHnyeHa ogHUM JOMEHOM KOMnN3nn



BupTtyanbHble YacTHble ceTu: PPPoOE

Cragusa yCTaHOBJ1EHNA COEeaNHEHUNA

KIIMEHT NOChINaeT LUMPOKOBELLATENbHbIN 3anpoc
PADI (PPPoE Active Discovery Initiation) Ha
” nouck cepeepa co cnyxo6on PPPoE

KnueHT T

OTBETHLIN NakeT OT cepBepa AocTyna

PADO (PPPoE Active Discovery Offer)
n NoCbINaeTcsl KINEHTY

-

KnueHnT




BupTtyanbHble YacTHble ceTu: PPPoOE

CTaouna yctaHOBNEHUA coegmHeHnsa (NpoaosmkeHne)

KNMNEHT BbIOMpPAET HYXHbI eMYy cepBep

goctyna v nocbinaet naket PADR (PPPoE n
Active Discovery Request) c nHdopmaumen
_ﬁ o Tpebyemon cnyxbe, ums npoeangepa v T.4. ﬁ

KnuneHnt

cepBep OOCTyna noarotaBnnBaeTca K
Hayany PPP ceccuun 1 nocbinaet kKnmeHTy
naket PADS (PPPoE Active Discovery

Session-confirmation). n

KnueHT CepBep




CTaguna yctaHOBIEHHON ceccum

Ecnun Bce 3anpalumBaemMblie KIMEHTOM CIyXXObl 4OCTYMHbI, TO
Ha4YMHaETCs BTOPOM aTarn - ctaaus yCTaHoBNeHHOW ceccunn. Ecnu
Tpebyemble KITMEHTOM YCIyrn He MOryT ObITb NPeaOCTaBIEHbI,
KNnneHT nony4daet naket PADS c¢ ykasaHnem owinbku B 3anpoce
YCNyru.

KnneHTy MOXHO HasHa4ynTb guHamudveckun |IP- agpec 13 nyna
agpecoB cepBepa, YCTaHOBUTbL HACTpoUKK wwito3a n DNS-cepeepa.
[1pn 3aTOM Ha cepBepe OoCTyna KNMEeHTY COOTBETCTBEHHO CTaBUTCA
BUPTYyasribHbIN NHTEpPdENC.

3aBepuleHne coeanHeHnsa PPPoOE npoucxoanT no nHmumnaTtuee
KIMMWEHTa UNn KOHUEeHTpaTopa 40CTyna Npy NOMOLLM NOCLINKM NakeTa
PADT (PPPoE Active Discovery Terminate).



BupTyanbHble YacTHble ceTu: IPSec

IPSec (Internet Protocol Security) — 310 He CTONBLKO NPOTOKON,
CKOJIbKO Lienasi cuctemMa OTKPbITbIX CTaHOapTOB U NPOTOKONMOB,
npun3BaHHasa YTobbl obecneynTb pelieHne rno 6esonacHom rnepenaym
OaHHbIX Yepes nNyonunyHble cetn — T.e. Ans opraHnsauumn VPN.
Cuctema IPSec ncnonb3yeT crieayoLlmne npoToKorbl A1 CBOEN
paboThl:

*[lpotokon AH (Authentication Header) - obecneunBaeTt LeNOCTHOCTb
N ayTEHTUUKALMIO NCTOYHUKA AaHHbIX B NepeaaBaeMbix NakeTax, a
TakkKe 3almTy OT JIOXKHOro BOCNPON3BEAEHUSA MAKETOB,;

‘[Mpotokon ESP (Encapsulation Security Payload) - obecrneunBaet
He TOMbKO LENOCTHOCTb N ayTeEHTUdUKaLMIO NnepeaaBaeMblX JaHHbIX,
HO elle U WnpoBaHNe AaHHbIX, a TaKKe 3aLUMTy OT JIOXKHOro
BOCMNPOU3BEOEHNS NAKETOB;

‘lMpotokon IKE (Internet Key Exchange - obecrne4nBaeT cnocob
NHMLUManu3auum 3almLILEHHOro KaHana, a Takke npoueaypbl obmeHa
N ynpaBreHnst CEKPETHLIMU KIto4aMu;



CTek npoTtokosoB IPSec

[ Ipuxiiagaon

E

TpaHcriopTHbIN

[PSec

Ceteoii (IP)

Kanaapabin

DdOusnyecKkum

—

Internet Key Management -
YnpaBreHune Knovamm
nosig3oBartesis Ha nNpuknagHoMm
YpOBHE

[1Ba npoTokona:

AH: ayTeHTUdOMKaUns, rapaHTud
LeNOCTHOCTWN AaHHbIX

ESP: ayteHTUdUnKauma un
LndppoBaHmne

B cnyyae ncnonb3oBaHus IPSec B 3aronoBke IP B none «npoTtokon
BepxHero ypoBHs» (IPv4) unu «cnegyowmn 3aronioBok» (IPv6)

nome4yaetca «IPSec»



BupTtyanbHble YacTHble ceTu: IPSec

[Ons wudpoBaHusa gaHHbIX B IPSec MoXeT BbITb NpUMMEHEH Ntobon
CUMMETPUYHbIN anropuTM LW poBaHUA, NCNOSb3YHOLLNK
CEKPETHbIE KITHOUMN.

B3anmogencrteue nportokonoB IPSec npoucxoauT cneayrowmm
obpa3om:

C nomouwbto npotokosna IKE mexay aByma Toukamu
yCcTaHaBNMBaeTCs 3alMLLEHHbIN KaHar, Ha3blBaeMbIN «be3ornacHoOn
accoumaumen» - Security Association, SA.

[1pn 3TOM BbINOSHAETCS creaylowme OeNcTBUS:

*ayTEHTUUNKALNA KOHEYHbBIX TOYEK KaHana
*BbIOMpPAOTCA NapamMeTpbl 3alUUTbl AaHHbIX (arropuTm
LLUNPPOBaAHUA, CECCUOHHBIN KITHOY 1 Ap.)
scOrnacoBaHue oobeanHAeMblX NoaceTen



BupTyanbHble YacTHble ceTu: IPSec

[Mpotokonbl AH n ESP moryT paboTtatk B ABYX pexumax:
TPaAHCMNOPTHOM N TOHHENbHOM.

B TpaHcnopTHOM pexmnme nepenada |P-naketa yepes ceTb
BbIMOMHAETCA C MOMOLLLI OPUrMHANbLHOro 3arofioBka 3Toro
naketa. [1pn aTOM He BCe NMonsa NCXOQ4HOro nakeTa
3awmwatorcs. INpotokon ESP ayteHTUdMUMpYET, npoBepsaeT
LIeNOCTHOCTb M LUNPPYET TOMLKO Nnone AaHHbIX naketa IP.
[MpoTokon AH 3alwumuiaeTt 6onblie Nosien: KpoMe nosia AaHHbIX
eLle U HeKOTopble Noss 3arosioBka, 3a UCKIMHYEHNEM
N3MeHAeMbIX NpU nepenade nonen, Hanpumep, nona TTL.

B TOHHENbLHOM peXXnme NCXoaHbIN NaKET NOMELLAEeTCHA B HOBbIN
IP-nakeT n nepegava gaHHbIX BbIMOSIHAETCA HA OCHOBaHWUM
3arornoBka HoBoro IP-nakera.
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TCP Header + payload,.”

IPSec in

Original IPv4 Datagram

ver (hlen TOS pkt len

1D flgs| frag offset

IP Header

-

TTL proto=TCP header cksum

Spmm-=®

-

cwe==""" src IP address

\
|

dst IP address

TCP header (prote = 6)

TCP payload

Encrypted
Data

PO L L AL L L L L LR J

! Authenticated's

5 Data :

sasssmsmnmun?

ESP Transport Mode

New 1P New IPv4 Datagram
type =
YP€ & | ver [n1en| oS pkt len
5
= 1D flgs| frag offset
= o
d_‘T-IL’ next=ESP header cksum
src IP address ™ ~~. .
dst IP address
. P < ot
v SPI {Security Parameters Index)

Sequence Number

TCP Payload
(variable)

__________

Padding >

(variable)

Authentication Data
(optional)

e ...

next=TCP

A



\

IPSec in

Original IPv4 Datagram

ver (hlen TOS pkt len

1D flgs| frag offset

IP Header

-

TTL proto=TCP header cksum

Spmm-=®

-

cwe==""" src IP address

dst IP address

TCP payload

TCP Header + payload,.”

Encrypted
Data

PO L L AL L L L L LR J

! Authenticated's

5 Data :

ssssmsmnmnn?

ESP Tunnel Mode

New IP
type

IP Header

New IPv4 Datagram

ver |hlen ToS

pkt len

1D flgs| frag offset

_—F |~

P

TTL next=ESP

..... L I

header cksum

-~

src IP address ™ ~~. .

dst IP address B
e

< y%
SPI {Security Parameters Index)

Sequence Number

IP Header

TCP Payload

__________

Padding BN
(variable)

Tee..-

next=1IP

Authentication Data
(optional)




BupTtyanbHble YacTHble ceTu: IPSec

CyLlecTBYIOT iBE OCHOBHble CXeMbl NnpuMeHeHUsa IPSec,

OTNMYaIOLIMECS POSbIO Y3M0B, 0O0pa3yoLLMX 3aLLUULLEHHbIN
KaHan.

B nepBou cxeme 3alluLLEHHbIN KaHan obpasyeTcsa mexay
KOHe4YHbIMU y3rnamu cetu. B aton cxeme npotokon IPSec
3alimulaeT ToT y3er, Ha KOTOPOM BbINONMHAETCS:

IPSec

(O

UHTepHeT




BupTtyanbHble YacTHble ceTu: IPSec

Bo BTOpoun cxeme 3alluLieHHbIM KaHan ycTaHaBnNMBaeTCs
MeXxay ABYMS Wo3amMm 6e30nacHOCTU. DTU WISO3bI
NPUHUMAIOT AaHHbIE OT KOHEYHbIX Y3MN0B, NOAKITHYEHHbIX K
CeTAaAM, pacnosfioXXeHHbIM no3agn Wno3oB. KoHeYHble yanbl B
9TOM CIlydae He noaaepxmsaroT npoTokon IPSec, Tpaduk,
HanpaBnsaemMbi B NyONUYHYO CETb NPOXOAUT YEepes LUMH3
6e30MacHOCTN, KOTOPbIW BbINOMHAET 3aLUMUTy OT CBOEr0 MMEHM.

IPsec




BupTtyanbHble YacTHble ceTu: IPSec

[1lns xocToB, nogaepxmBarwmx IPSec, paspeliaetcs ncnonb3oBaHne
KakK TPaHCNOPTHOro, Tak ¥ TOHHENbLHOro peXxmuMoBs. [na w308
paspeLllaeTca Ucnosib3oBaHMe TONMbKO TOHHENMBLHOMO pexuma.

B kadecTBe ycTponcTs, paboTarowmx Kak w3 IPSec, MOXHO

npumeHaTb VIHTepHeT-mapLpyTtusatopbl D-Link, Hanpumep,
DI-804V.

VPN Tunnel

Cable/DSL Cable/DSL

Modem ‘ / Modem
(o Internet é

DI-804V DI-804V

Virtual
Network .=

Home Office




OmnpeneneHue SA

SA2

—— [ [T [0]

SA1

OT cTaHUMHU K
alepBOJLITY

b

‘\



Pexumsbl IPSec

* TyHHEIBHBIU PEKUM:
— JloOaBnsieTcst HOBBIN IP-3arogoBok

— Hcxonneint 1P-3aroiioBok MHKancyaupyercs
(mpeaBapUTEIILHO MIHU(pPYETCs).

— AJlpec NpUEMHMKA U TIEPEIATYNKA MOKET U3MEHSITHCS HA
aJpeC TPAHNYHOTIO ILIH03a

— MHKancynsanus MOXET IPOU3BOAUTHECA OKOHEYHOU CTAHIIMEN
WK HUTI030M VPN

* TpaHCOPTHBIN PEKUM:
— Hcnonbe3yer ucxonubsil 1P-3aronoBok
— AJlpeca OKOHEYHBIX YCTPOMCTB OCTAKOTCS 0€3 U3MECHEHMUS
— MuKancynsanus npou3BOAUTCSA OKOHEYHBIMU YCTPOKUCTBAMHU



Nukancyssiuus [PSec
IUIS. TYHHEJIIBHOTO PEXKUMA

P JlaHHbIE

TC
P

IPSec IP JlaHHBIC

i

<

E_m [PSec IP TPC JlaHHBIC

IPSec P L&  Jlanmsre

i




Nukancymsnusa IPSec
IJIsI TPAHCHOPTHOTO PEKUMA

I[P IPSec

JlaHHbie

TC
P
IPSec TPC JlaHHBIC
TC
P

>
>

I[P IPSec IS  Jlammbie




Nukancynanus ¢ ayreHTudukanuen (ESP)

IP TCP JlaHHBIE

IP ESP TCP JlaHHEBIE

IP TCP JlaHHbIE




Yrpasiienue kiarodoMm 1KE
 Oynknuu IKE:

— YcraHnoBienue SA (Security Association)
— Omnpenenenre napaMeTpoB 0€30MaCHOCTH

— Oowmen kmrouamu (UDP, mopt 500)

« da3wl padots! IKE:
— Qazal:

o Aytentudukaiys (13 KOHIIA B KOHEIl, U3 KOHIIA K (aiiepBOoILITY)
» OnpeneneHue mapameTpoB 0e3omacHocTu 11 Daspl 11

— @asza IlI:
* YCTaHOBJICHUE MMapaMETPOB OC30MACHOCTH JJIs1 COCAUHEHHUS
* Bei0op ayrentudukanuu (HMAC-MDS, HMAC-SHA)

* Brei0op anropurma mmdposanusi (DES, RCS, IDEA, Blowfish,
CAST-128)



OoOmasa nponenypa IPSec

ail I
LITTTN

— TYHHEJIb

®daza [ 11 y3na A, ayTeHTU(PUKALUSA

®da3za Il gs y3noB A u B, 00MeH kimrouaMu
YCTaHOBJICHUE TYHHEIIA

KOHTpOJIb COCTOSIHYSI TYHHEA MUHUMYM Kaxbie 10 C.



[IpaBriia 0€301MaCHOCTH

 [IpaBuia 6€30MaCHOCTH OIPEALCIISIIOT CIIOCOOBI
3alllUThI, IPOITyCKa U cOpoca Tpaduka.

* OCHOBHBIM YCIIOBUEM Pa0OTHI IPaBUJI O€30IIaCHOCTH
SBJISETCS 3€pKAIbHOCTh TpauKa B COCTMHEHUHN

* B ciydae ommO04YHOro MpOnKrChIBaHUS IIPaBUII
0€30ITaCHOCTH MOT'YT BO3HMKAaTh KOH(JIUKTHI,
IIPUBOSAIIME K IIOTEpE Tpaduka:

— CKpbIBaHHE

— Kon@nukr B THIIE TyHHEIEH
— 3aIKINBaHUE

— Acummerpus



NMpumep peanunsaumm npasBun 6e30NacHOCTU




[ 1pOTOKONbI TPAHCNOPTHOIO YPOBHA

« SSL — Secure Sockets Layer. SSLv3, 1996 rog.

 TLS — Transport Layer Security. CraHgapt IETF, RFC
2240.

B HacTosiLee BpemMsa 00beanHEHBI B ODLLMN CTEK
npoTtokonoB SSL/TLS

CTtek npoTtokornoB SSL/TLS

N op. npoTtokonsl
npuknagHoro
YPOBHS



» Bce bpaysepbl nogaepxumBator SSL/TLC.

« SSL/TLS peanusosaH nosepx TCP (HageXHoCTb
OOCTaBKN, KBUTUPOBAHUE), MeXOY TPAHCMOPTHbLIM
N NpuknagHeiM ypoBHeM. He nogaepxmBaet
npunoxenna UDP (oTcyTcTBYET KBUTMPOBAHUE)

« Ctek npotokonoB SSL/TLS:
— SSL Record Protocol: 3awmTta nepegaBaembliX AaHHbIX

— SSL Handshake Protocol: yctaHoBneHune ceccuu
(cornaweHme o Ucnornb3yemMbix anropuTmMax,
napameTpbl 6e30nacHOCTH)

— SSL Change Cipher Protocol (cmeHa wndpa)
— SSL Alert Protocol (coobuieHunst 06 owmnbkax)




Opranu3zanust VPN/MPLS

VPN/MPLS — xopowo macwtadbnpyemMmoe peLlueHme.
PekomeHpgaumna RFC 2547bis (mogenb IETF):

* P y3anbl: 4OIMKHbI NogaepXmBatb MapLUpYThl K
opyrum P n PE yanam, a He VPN-mapLpyThl

* PE y3nbl: nogaepXmBaroT TOMNbKO
HenocpeacTeseHHo nogcoeanHeHHble VPN-
MapLpyThl

* VPN moryT nmeTb nepekpbliBaroLnecs agpeca



Mopenb B3anmMogencTBuUA C CETbIO

Yanbl npoBavaepa

[MorpaHnyHbIN
y3en nposangepa

lNorpaHnyHbIN
y3en npoeangepa

[MorpaHnyHbIN [MorpaHnyHbIN
y3en rnonb3oBaTens y3en rnonb3oBaTens



Aapecauna VPN

BHYyTpeHHAS agpecauums AomKkHa 6bITb
yHUKanbHa ansa nposangepal

10.2/16_ 10.1/16

MapLup%TmsaTop MapLup%mesaTop

[MpuHUMaTL TONMbLKO XenTbix!

Mapmpgmsamp
MapLIJp%TI/I3aTOp

. G
™

10.1/16

RD1:10.1/16_3eneHbiii maplapyti0.2/16
RD1:10.2/16 seneHbIn MaplL pyT

RD2: 10.7/16 P

RD2: 10.2/16



RD - Route Distinguisher — npu3Hak mapuipyTa.
icnonb3yeTca anga onpeneneHnsa KOHKPETHLIX MapLUPYTOB.
OTO HOBbLIV TUN adpeca.

OcHoBHas nges — caenatb HeyHUKarnbHble agpeca
YHUKanbHbIMK, 3aMeHuB rpynnbl IP-agpecos Ha RD.

Cnocob: coBmelleHue |IP-agpeca n HekoToporo
YHUKarnbHOro ngeHtndunkartopa. Takmum obpasom, ans
KaXkgoro mapupyrta B pamkax ogHon VPN oyayT pasHble
RD.

KomblOHUTU — coobLecTBa — NCNOMb3YOTCA ON4
dunerpaunmn Tpaduka. Obo3Ha4aTCA «LUBETOMY.

TpaHcnauna KOMbOHUTU NpoUcxoanT Tomnbko B y3nax PE.

KOMBbIOHUTU NCNOMb3YIOTCA TONTIbKO B CETU NMpoBanaepa v
TOJIbKO ONA ynpaBneHna N TpaHcnauun.,



OnpepeneHune VPN

10.1/16

e

10.2/16

- Z
-3

apufpymsamp
= MapLup%TmaTop

PE2

MapLup%TmsaTop

10.1/16
\

MapLup%TmsaTop




Ncnonb3oBaHne metkn VPN

10.1/16 10.2/16

\
P
—

apﬁpmisaTop
4 MapLup%TmaTop

PE2

MeTtka LSP
MeTtka VPN

MapLup%TmsaTop

10.1/16
\

MapLup%TmsaTop




BapunaHTbl pelLueHum:

 VPWS — ona opraHmsaumm BupTyarbHbIX YAaCTHbIX KaHanoB U
peLleHnin ToUKa-TouKa (BCce NakeTbl ABMNSATCS
LunMpokoselatenbHbiMn). Camas npuMnTUBHAaA Bepcus. Jlerok
B HACTPOMKe N NCNOSMb30BaHUN (KaK OOAHOCTOPOHHSASA, TakK U
OBYCTOPOHHAA KOH(pUrypaums), nogaepxmnesaet Tpadouk
anbTepHaTMBHbLIX CETEN, HO HEOOCTATOYHO 3P EKTUBHO
NCNONb3yeT pecypc.

* VPLS — ansa opraHusauun suptyanbHbiX LAN 1 pelueHum
TOYKa-MHOroToume (LumnpokoBeLlaTerbHble MNakeTbl OTCbINAaTCA
TONbLKO Ha 3Tane yctaHoBreHns coeanHeHus). Nossonger
amynuposatb VLAN Ha ocHoBe MPLS. Nogaepxusaet
nHtepdencol Ethernet (HM3kasg cToUMOCTb OKOHEYHOTO
obopynoBaHus), 9 PEKTUBHO yripaBnseT NosioCon
nponyckaHuns. CywecTByOT HEKOTOPbIE NpobrieMsbl
MacLTabnposaHus.



« HVPLS — nepapxnueckun VPLS, nogaepxuBaet
Heckornbko ypoBHen MPLS. Asnaetca cnenyrowen
ctagueun passutusa VPLS. PewaeT npobrnemy orpaHnyeHus
Ha KOJfIMYeCTBO Y3/10B BBEAEHUEM AOMOSNTHUTENBHOIO
nonb3oBaTtenbckoro PE y3ana (U-PE). [lng ymeHbLLueHns
Tabnuubl KOMMyTaumMmn nepenaet Yactb pyHkumn U-PE

y3rnam.

ArpermpoBaHHble
KaHanbl



MIHTepHeT-MmapLupyTusatopsl D-Link

Mogenb WAN LAN ADSL [JononHutenbHble QyHKLMK
USB npuHT cepep, becnpoBoaHaa Todka A0cTyna,

DI-524up |1 Fast Ethernet|4 FastEthernet| + |pabota ¢ Multicast

DI-604 |1 Fast Ethernet |4 FastEthernet| + |Internet Gateway
DI-624 |1 Fast Ethernet |4 FastEthernet| + |becnpoBogHag Touka gocTyna
becnposogHaa Tovka gocTtyna, WebServer,

DI-624s |1 Fast Ethernet |4 FastEthernet| + [FTPServer, SMBServer(FAT32 lim)

DI-634m |1 Fast Ethernet |4 FastEthernet| + |becnpoBogHaa Tovka goctyna ¢ TexHonorven MIMO
PPTP/L2TP Server, IPSec, DynlPSec, BO3MOXHOCTb
pe3epBUPOBaHNUA/NPELOCTaBEHUA aHANOroBOro

DI-804hv |1 Fast Ethernet |4 FastEthernet| + |Moaema unu MobunbHoro TenedoHa

DI-824vup+

1 Fast Ethernet

4 FastEthernet

pe3epPBUPOBaHUA/NPEAOCTaBNEHUS aHANoroBoro
MogemMa unu MobunsHoro TenedoHa, becnposojHas
TOYKa gocTyna, NpuHT cepeepc ¢ USB un LTP




LLinpokononocHein wnto3: DI-524up

* 1 nopt WAN — 10/100 Base-T ans nogkntodyeHnsa Kk DSL
nnn KkabernbHOMy Moaemy

* 4 nopta LAN 10/100 M6uT/c

« 1 USB nopt anst npuHTepa

* becnpoBogHaga ToYka gocTyna



[TpumeHeHune DI-524up

YCTPOUCTBO MO3BOMAET ‘

OCYLLECTBMATb INTERNET
OOHOBpPEMEHHbIN BbIX0O
B VIHTEpPHET HEDONMbLLOW

rioKkaribHoOu ceTu.

bnarogaps Hann4yuio |'{
cbyHkuum Multicast R
IGMP |

PrOXy yCTPOIZCTBO MOXeT @ <, DI-524up
ObITb UCNONL30OBAHO

onsa npocmotpa IP TV

Hannumne becnpoBogHoOro
KIMMMEHTa NO3BOSAET
[logknoyaTtb yCTpoucTea
0e3 oononHUuTenbHOU
NpOoKnaaku npoBoaoB yaem




Xapaktepuctukn DI-524up

ObecneyeHne OoCTyna B MHTEPHET BCEM KOMMNbIOTEPAM CETU
ObopynosaH 4-noptoBbIM KOMMYyTaTOpOM Fast Ethernet

[Moooepxka VPN B pexunme Path Trough: PPTP, L2TP, IPSec

BctpoeHHbin knneHT PPTP n PPPoE gng yctaHoBneHus
VPN-TOHHENA ¢ npoBanaepom nan LueHTpanbHbIM 0oucom

BCTpOEHHbLIN NPUHT-CEPBEP
MexxceTeBoun aKpaH
becnpoBogHasa Toyka gocTtyna

[loggepkka BUPTyanbHOro cepeepa ¢ AeMunnntTapmusoBaHHOM
30HOU — DMZ

YnobHoe ynpasneHue yepes Web-nntepdgenc
[Mogoepkka Multicast



LLnpokononocHbin wnto3: DI-624

* 1 nopt WAN — 10/100 Base-T gnsa nogkntoveHusa k DSL vnu
KaberbHOMY Moaemy

* 4 nopta LAN 10/100 MbuT/c
» becnpoBogHagda To4ka AocTyna



[TpumeHeHune DI-624
YCTPOMCTBO MOXET ObIThb ‘
NCMOJSIb30BaHO AS1A
npegocTaBneHns AocTyna B
NHTEepPHET HEDOIbLLOW
FNTOKarnbHOW CeTH

P

gocTtyna obecneymBaet P DeuestiaMo e
noakn4YeHne KnmeHToB 0e3 h
OOMONHUTENBHON NPOKNaaKu .
NPOBOAOB -

Hannumne 6ecnpoBoaHON TOYKU




BoamoxHocTtn DI-624

Obecne4yeHne JocTyna B UHTEPHET BCEM KOMMblOTEPAM
ceTtu

ObopynoBaH 4- X NOPTOBbIM KOMMYyTaTOpOM Fast
Ethernet

I'Iosnnepmka VPN B pexunme Path Trough: PPTP, L2TP,
IPSec

BCTpOEHHbLIN NPUHT-CcepBEP
MexxceTeBou 3KpaH
becnpoBoaHasa To4ka gocTyna
[Tlogoep)kka KOHTpONA gocTyna

[loggepkka BUPTyanbHOro cepeepa C
aemMunmntapunsoBaHHon 3oHoun — DMZ

YnobHoe ynpaeneHne vyepes Web-nHtepdenc



LLnpokononocHbin wnto3: DI-624s

* 1 nopt WAN — 10/100 Base-T gnsa nogkntoveHusa k DSL vnu
KaberbHOMY Moaemy

* 4 nopta LAN 10/100 MouTt/c

» becnpoBoaHasa Touka goctyna

« USB nopt anga nogkntoYeHns BHELLHEroO HOCUTENS



[TpumeHeHune DI-624s

&

YCTPOUCTBO MOXET BbITh
MCNOSb30BaHO aN4
npenocTaBneHnsa Bbixoaa B
NHTepHeT HeEDONbLLION
nokanbHou ceTtn. Hanunuune
becnpoBogHoOM TOYKM gocTyna
obecneynBaeT NoOAKN4YeHne
KIMeHToB 6e3 A0MNONMHNTENBEHOW
NpokKnagkn Kkabenew.

BO3MOXHOCTb MOAKMHOYEHUS
BHELLIHErO MCTOYHMKA XpaHeHus
nHpopmaumn(USB) nossongaet
co3gaBaTtb cobcTBeHHble Web
Cepsepa,FTP CepBepa n ®aimnn
cepsepbl. YTO faetr
BO3MOXXHOCTb HE NMPUBA3bIBaTb
paboTy cepBMCOB K
onpegeneHHoOMYy KOMIMbOTEPY

is

INTERNET

DSL Cable Modem
Web Ftp Smb

DI-624s




BoamoxxHocTu DI-624s

LocTtyn B IHTEPHET Kak ansi NpoBOAHbLIX, Tak 1 Ans
becnpoBOAHbIX KITMEHTOB

BcTpoeHHbIn 4- X nopToBbIN KomMmyTaTop Fast Ethernet
Nopnepxka VPN-knueHToB(PPTP/PPPOE/L2TP)
MexceTteBon akpaH

becnpoBogHasa To4ka gocTyna

[Nogaep)kka KOHTPONSA AOCTYNa C BO3MOXHOCTbHO
3aaHnNAa pacnmcaHus AencTBMUA npaBun JOCTyna

[Mopaepkka BMpTYyanbHOro cepsepa ¢
aeMunmnTapunsoBaHHon 3oHon — DMZ

WebServer,FTPServer,SMBServer — FAT32
YnobHoe ynpaeneHne vyepesd Web-nHtepgenc



UHTepHeT mapwpyTusatop: DI-634M

* 1 nopt WAN — 10/100 Base-T gnsa nogkntoveHusa k DSL,
kabernbHoMy moagemy n Ethernet

* 4 nopta LAN 10/100 MouTt/c

* becnpoBoaHasa Touka gocrtyna IEEE-802.11b MIMO c
NOBbLILLUEHHON 30HOU MOKPbITUA



[TpumeHeHune DI-634m

YCcTpouCTBO npeaHasHavyeHo ans
npenocTaBfieHnst 4ocTyna B
NHTepHeT HeborbLIoK S

FTOKarnbHOW CETU COCTOSALLNN KaK
N3 MNPOBOAHbLIX, TaK U

6ecnpoBOAHbIX KITMEHTOB. r
:{ (Cable Modem

bnarogapst texHonornn MIMO

YCTPOWCTBO MOKpPbIBAET OOMbLUYHO

Tepputoputo, obecrnednsasi CBA3b

Ha ckopocTax Ao 108MouT/c -




BoamoxxHocTu DI-634m

ObecnevyeHne gocTyna B UHTEPHET BCEM KOMMblOTEPaM
ceTu

ObopynoBaH 4-x NOPTOBLIM KOMMYTaTopoM Fast
Ethernet

[Mopgaepxka VPN B pexxume Path Trough: PPTP, L2TP,
IPSec

MexxceTeBoUu 3KpaH

iMeeT BCTPOEHHYO BECNPOBOAHYIO TOYKY AOCTYyna no
TexHonornm MIMO

[logaepxka BUPTyanbHOIo cepeepa C
aeMmnmTapusoBaHHon 3oHon — DMZ

YnobHoe ynpaBneHune yepes Web-nHtepdenc



UHTepHeT mapuwpyTusartop: DI-604

* 1 nopt WAN — 10/100 Base-T ans nogkntoveHus K
DSL vnn kabensHoMy moaemy

* 4 nopta LAN 10/100 MbuT/c

* PaclumpeHHble PYyHKLUN MeXCEeTEBOIo aKpaHa

* YnpaBneHue 4yepe3 Web-uHtepdenc



[TpumeHeHne DI-604

Pa3paboTaHHbIX cneunaribHO Ansl UCNoNb30BaHUS JoMa UK
B Mmariom odouce, DI-604 no3BonsieT ObICTPO U NErKo
nogknounTbca K MHTepHeT nocpeactesom DSL nnu
KabenbHOro moagema



NHTepHeT - mapwpyTtusartop: DI-804HV

* 1 nopt WAN — 10/100 Base-T ansa noaknoveHus K
DSL,kabensHOMYy mogemy unm Ethernet

* 4 nopta LAN 10/100 M6uT/c

* YnpaBneHue yepes Web-uHtepdenc

 [logaepxka VPN: no 40 tyHHenen IPSec
* PPTP/L2TP CepBep



[TpumeHeHune DI-804V / DI-804HV




MHorodpyHkumoHanbHoe yctponctso DI-804HV nossongaer

1 lNogknto4vaTb K nokanbHOW CETU yaaneHHbIX
nonb3oBaTeneun

2 O6beanHATb B €QNHYL0 CETb C Ucrnosb3oBaHnem IPSec
HECKOJIbKO (punnanos

3-4 PesepBupoBaTb UMK NpeaocTaBnAaATb AOCTYN K UHTEPHET
C NMOMOLLbIO aHaNIoroBoro Mogema unm cotoBoro tenedpoHa
(AT KOMaHab!)

5 ObecnevnBatb 4OCTYN HEOOSBLLLION NOKaNbHOW CETU K
NHTepHeT



Xapaktepuctuku DI-804HV

WAN - nopt 10/100 M6uTt/c ana nogknoyYeHnst K rnodansbHom
ceTn nocpeacTtBom kabenbHoro unn ADSL-moaema

4-noptoBbin kommyTatop 10/100MouTt/c Fast Ethernet anga
NOOKITHOYEHMSA K NMOKANIbHON CETU

PPTP/L2TP CepBep
BCTpOEHHbIN MeXXceTeBOWU 3KpaH

BctpoeHHbI knneHT PPTP n PPPoE gna yctaHoBneHuga
VPN-TOHHENa ¢ npoBangepom nau LueHTpanbHbIM 0onUCcoMm

[Mopoepxka IPSec: oo 40 TyHHeNnewn
BctpoeHHbin DHCP-cepBep

[MopT RS-232 ans nogkntovyeHnss BHELLHEro aHanoroBoro
Moaema unn mobunesHoro teredoHa(AT comp.)

YnpaeneHne nocpegcrteom Web-bpayaepa



MHTepHeT - maplupyTunsartop: DI-824vup+

* 1 nopt WAN - 10/100Base-T ans nogkntoveHua kK DSL,
kabernbHomy moaemy unu Ethernet

* 4 nopta LAN 10/100 M6uT/c

* YnpasneHune 4yepe3 Web-nHtepgenc

 [logaepxka VPN: oo 40 TyHHenen IPSec

« becnpoBogHaa To4ka gocTtyna

* BctpoeHHbin USB/LTP npuHT cepBep

* [MopT AN NOAKMOYEHUs aHanoroBoro Mmoaema



[TpumeHeHune DI-824vup+




MHorodyHKunoHanobHoe yctponctso DI-824vup+ no3sonser

1 lNogknto4vaTb K nokanbHOW CETU yaaneHHbIX
nonb3oBaTeneu

2 ObbeanHATb B €4MHYI0 CETb C UCNonb3oBaHneM IPSec
HECKOSbKO dounnanos

3-4 PesepBupoBaTb U1 NpeaoctaBndatb A4ocTyn K MHTepHeT
C NMOMOLLbIO aHafIoroBoro Mogema unm cotoBoro tenedoHa
(AT KomaHabl)

5 ObecneumBaTtb OOCTYN HEDONbLLLON NOKaSfIbHOW CETU K
NHTepHeT

6 MNMogkntovaTb OecnpoBOAHbLIX KITMEHTOB

/ lcnonb3oBaTb NPUHT cepBep A4 KIMEHTOB NoKanbHOW
ceTu



Xapaktepuctuku DI-824vup+

WAN - nopt 10/100 M6uTt/c ana nogknoyYeHnst K rnodansbHom
ceTn nocpeactBom kabenbHoro, ADSL-moaema nnu Ethernet

4-noptoBbin kommyTatop 10/100MouTt/c Fast Ethernet anga
NOOKITHOYEHMSA K NMOKANIbHON CETU

becnpoBogHas Toyka gocTtyna
BCTpOEHHbIN MeXXceTeBOWU 3KpaH

BctpoeHHbI knneHT PPTP n PPPoE gna yctaHoBneHuga
VPN-TOHHENa ¢ npoBangepom nau LueHTpanbHbIM 0onUCcoMm

[Mopoepxka IPSec: oo 40 TyHHeNnewn
BcTtpoeHHbin PrintServer(USB/LTP)
BctpoeHHbin DHCP-cepBep

[MopT RS-232 ans nogkntovyeHnss BHELLHEro aHanoroBoro
Moaema

YnpaeneHne nocpegcrteom Web-bpayaepa



MapLupyTmnsatopbl gng
ceTeBbIX Urp GamerLounge c
TexHonornen GamekFuel

CHLOUNBES

Gaming Router
é

GAMEFUEL

PRIOIRIT Y




Nrposown mapwpytusatop DGL-4100

LOUNBE

Gaming Router | swews

4 GigabitEthernet nopta
1 Mopt WAN 10/100

*YHMKanbHaa cuctema npuoputesaunm tTpadpuka, angd
BbICKOPOMNPOU3BOANTESNbHbLIX UTP.

‘[logaepxka p2p KNMeHToB

*TexHonorna GameFuel, no3songaowas BblAeNATb
NPUITOXEHNSM HEODXOAMMYIO MOSI0CY MPOMnycKaHus

40 NnpeaycTaHOBMNEHHbIX HACTPOEK A UMP



[TpoumeHenne DGL-4100

Hcnonb30BaHWe YHUKAIIBHOU
texHonorun GameFuel,
ITO3BOJISAET BBIACIIATH
OIIPEACIICHHBIM
IIPUIIOKECHUSM, HAIIPHUMED
UrpaM TapaHTUPOBAHHYIO
[MOJIOCY IIPOITYCKaHUsI, YTO
Ha€T BO3MOXKHOCTb UT'paTh 0€3 T
pas3IeICHUs] CKOPOCTH C
IPYTUMHU PUIIOKECHUSIMH.
11'0 TOpTHI TO3BOMISIOT
OOMEHMBATCS JAHHBIMH CO

cKkopocTsaMu 10 125M6/c G &

INTERNET



Xapaktepuctukm DGL-4100

WAN - nopt 10/100 MbuT/c gns nogknoyYeHnsa K rinobdansHou
ceTn nocpeactBom kabenobHoro, ADSL-moaoema nnu Ethernet

4-noptoBbi kommyTatop 10/100/1000MbouT/c ans
NOAOKMNOYEHUSA NOKANbHOW CETU

BCTpOEeHHbIN MeXCeTEBOW 3KPaH

[TpnopuTtnsaumna Tpaduka no NPUNOXKEHM C NOMOLLLIO
TexHonorun GamekFuel

BcTpoeHHbin firewall
BctpoeHHbin DHCP-cepBep
YO00OHbIN NHTEPdENC U MOMOLLHMK YCTAHOBKU COEANHEHUS

YHuKanbHasi TEXHONOrns NpocMoTpa KOHTEeHTa ang
OrpaHnvYeHns NPocMoTpa AaHHbIX N0 3TUYECKUM
COODpaXxeHnam

TexHonormna KoHTpona Tpaduka, obHapyXuBatoLlas
BTOPXXEHUA N BUPYCHYHO aKTUBHOCTb



Nrposon mapwpytusatop DGL-4300

GAMEFUEL

Lounee==: Wireless 108G

Gaming Router

4 GigabitEthernet nopta

1 Mopt WAN 10/100

becnpoBoaHas Touka goctyna 108MbéwuTt/c
[logoepxka p2p KNMMeHToB

*TexHonorna GameFuel, no3sondaowas BblAeNATb
NPUITOXEHNSM HEODXOAMMYIO MOSI0CY MPOMnycKaHus

40 NnpeaycTaHOBMNEHHbIX HACTPOEK A UMP



IIpumenenne DGL-4300

Hcnonb30BaHWe YHUKAIIBHOU
texnosoruu GameFuel,
II03BOJISIET BBIACIISITD
OIpEACIICHHBIM
IPUI0KECHUSIM, HAIIPpUMED
UrpaM TrapaHTUPOBAHHYIO
IOJIOCY MPOITYCKaHUS, 4TO
Ha€T BOBMOXKHOCTB UI'paTh 0€3
pa3IeICHUS CKOPOCTH C
APYTUMHM MPUIIOKCHUSIMU.
11'0 TOpTHI TO3BOMISIOT
OOMEHHUBATCS JaHHBIMH CO
cKopocTsMu 10 125MO0/c.
becnpoBOAHBIE KITUEHTHI

pa0OTarOT HA CKOPOCTSIX JI0
108Mout/c

INTERNET

:’E
| :I DSL/Cable Modem

Y'A

WEB/ETP Wow il




Xapaktepuctukm DGL-4300

WAN - nopt 10/100 MbuT/c gns nogknoyYeHnsa K rinobdansHou
ceTn nocpeactBom kabenobHoro, ADSL-moaoema nnu Ethernet

4-noptoBbi kommyTatop 10/100/1000MbouT/c ans
NOAOKMNOYEHUSA NOKANbHOW CETU

BCTpOEeHHbIN MeXCeTEBOW 3KPaH

[TpnopuTtnsaumna Tpaduka no NPUNOXKEHM C NOMOLLLIO
TexHonorun GamekFuel

BcTpoeHHbin firewall
becnpoBogHas Toyka goctyna 108MouTt/c
YO00OHbIN NHTEPdENC U MOMOLLHMK YCTAHOBKU COEANHEHUS

YHuKanbHasi TEXHONOrns NpocMoTpa KOHTEeHTa ang
OrpaHnvYeHns NPocMoTpa AaHHbIX N0 3TUYECKUM
COODpaXxeHnam

TexHonormna KoHTpona Tpaduka, obHapyXuBatoLlas
BTOPXXEHUA N BUPYCHYHO aKTUBHOCTb



banacuposLuk Harpy3sku DI-LB604

2 Wan 10/100 Ethernet

KommyTatop Ha 4 nopta 10/100 MouTt/c
*BcTtpoeHHbIn firewall

*PesepBupoBaHue KkaHana

*BcTtpoeHHbIn firewall

*OTKnMo4aembin NAT



IIpumenenue DI-LB604

YCTPOKUCTBO MO3BOJISAET
MCII0JIb30BaTh OJHOBPEMEHHO

IBYX B IIPOBaMJICPOB
TUHAMUAYECKH pa3aeiss
HArpy3Ky WJIW UCIOJIb30BaTh

BTOPOU KaHaJl KaK PE3EPBHBIM,
o0ecrieunBas
OTKa30yCTOMYHUBOCTD
CHUCTEMBL.

Hcnons3oBanue @
craTu4eCcKoro NAT mo3BoOJIsIET Q&
BBIJCIIUTH JJ1 CEpPBEpaA %
oTnenbHpIN 1P




Xapaktepuctuku DI-LB604

2 WAN - nopta 10/100 MbuT/c ans nogkntovyeHus K
rmobanbHON ceTu nocpeacTBom kabenbHoro, ADSL-mogema
unu Ethernet

4-noptoBbin kommyTatop 10/100/100MéuTt/c anga
NOAOKMNOYEHUSA NOKANbHOW CETU

BCTpOEeHHbIN MeXCeTEBOW 3KPaH
icnonb3oBaHMe O4HOBPEMEHHO ABYX NpOBanaepOB

lcnonb3oBaHMe BTOPOro npoBaijepa Kak pe3epBHOro,
aBTOMaTU4eckoe nepeksito4YeHne

BcTpoeHHbin firewall

Ctatundecknnn NAT

[TogkntoyeHune Kk nposanaepy VPN nnm PPPoE
3 NOrNMYeCcKnX ypoBHSA NpUopUTETa
PaclinpeHHble HacTpouka NAT



MHTepHeT mapLupyTmn3aTo
DI-704GU

» 4 [lopta GigabitEthernet(LAN)

* 1 MNopt Fast Ethernet(WAN)

= BcTpoeHHbin PrintServer ans pabotel ¢ USB nprnHetopm
* YHUKanbHaga cuctema aAnHamMmmnyeckou npuoputusanymm
Tpapduka StreamEngine™

» BcTpoeHHbIN Firewa

* BupTyanbHble cepBepa



