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YTo Takoe KOMMbIOTEPHbIN BUPYC?

Kownvromepuwtii gupyc — 310 CrieliualibHO HAIMCAHHAsI HEOOJIbINAs M0 pa3Mepam
IporpamMMma, KOTopasi MOXKET «ITPUIMCHIBATHY CE0s K APYTUM IIporpaMmam, a
TAK>KE€ BBINOJHATH Pa3JIMYHBIE HEKEIIATEIbHbBIC JICMCTBUS HAa KOMITBIOTEPE.
[IporpamMmma, BHYTpH KOTOPOM HAXOJUTCSI BUPYC, HA3BIBACTCA «3aAPAKEHHON.
Korma takas mporpaMma Ha4YMHAET PadOTY, TO CHaYaJla YIPaBICHUE MOTy4aeT
BUpYyC. BUpyc HAXOAUT 1 «3apaxaeT» Apyrue NporpamMmMebl, a TAKKE BBITTOIHIECT
KaKhe-HUOYb BpEAHBIE JEUCTBUS (HApUMeEp, MOPTUT (hailyibl HIIU TaOIUIY
pasMenieHus (ailyioB Ha JINCKE, «3aCOPACT» ONEPATUBHYIO NaMSATh U T.11.).

Bupyc — 310 nporpamma, obiagaronias CioCOOHOCTbIO K CAaMOBOCIIPOU3BEICHUIO.
Takas crioCOOHOCTB SIBJISIETCS] €IMHCTBEHHBIM CBOMCTBOM, MPUCYIIIUM BCEM THIIaM
BUPYCOB. BHpyC HE MOXKET CylIeCTBOBATh B «IIOJHOW U3OJISIIAIWY. ITO O3HAYAET,
YTO CETOHS HEJIb34 MPEICTaBUTh Ce0e BUPYC, KOTOPBIN Obl TaK WX UHAYEC HE
MCIIOJIb30BaJ KOJI IPYTUX IporpamMM, HHPopmMalinio o paiaoBoi CTPYKType WU
Ja)Ke TTPOCTO UMEHA JIPYruX nmporpamm. [IpuurHa 3TOr0 TOBOJILHO NTOHSTHA:
BUPYC JIOJKEH KAKUM-HUOYIb CIIOCOOOM 00ECTICUMTh Mepeaady ceoe ynpaBieHus.




= B HacTosmee BpeMs nzBectHo 0oaee S000
IpOrpaMMHBIX BUPYCOB, UX MOKHO
KJIACCU(DMLIUPOBATH MO CICIYIOIINM
IpU3HAKAM:

1) cpene oOuTanus
2) c1oco0y 3apakKeHUs Cpeabl OOUTAHUS
3) BO3/ICHICTBHUIO

4) 0COOCHHOCTSIM aJITOpUTMa




B 3aBUCUMOCTU OT cpeabl 06UTaHNSA BUPYCbl MOXHO
pa3aennTb Ha:

o CeTeBbI€ BUPYChl PACNPOCTPAHSAOTCA MO Pa3NYHbIM KOMMbIOTEPHbIM
CETAM.

o Dali/10BblE BUPYChI BHEAPAIOTCS rNaBHLIM 06Pa30M B MCTONHAEMbIE
moaynu, T. e. B davnbl, nmerowme pacwmpenms COM n EXE. ®aunnosble
BMPYCbl MOTYT BHEAPATLCA U B APYrne TuMbl (hansios, HO, Kak npaswo,
3anncaHHble B Taknx dannax, OHM HUKOrAa HE NMosy4vatoT ynpaBieHUne u,
cnenoBaTeNbHO, TEPSIOT CMOCOOHOCTb K Pa3MHOXEHWIO.

o 3arpy304Hbie BUPYChl BHEAPSAIOTCS B 3arpy304HbIN CEKTOP AncKa (Boot-
CEKTOP) WIN B CEKTOP, COAEPXKALLMN NpOrpaMMy 3arpy3kn CUCTEMHOrO
ancka (Master Boot Re-cord).

.dJannoso-aarQ)@quble BUPYChI 3apaXatoT KaK haii/ibl, TaK U 3arpy3qub|e
CeKTopa AMCKOB.




[lo cnocoby 3apakeHnst BUpYCbl AENATCS
Ha:

= Pe3uaeHTHbIe BUPYChbi NPU 3apaXXeHnn KOMMboTepa
OCTaBNSAOT B ONepaTMBHOWN MaMATU CBOKO PE3UAEHTHYHO
4acCTb, KOTOpasi MOTOM MEpPEXBaTbIBAET 0bpalleHmne
onepaLnoHHON CUCTEMbI K 06bekTaM 3apaxeHus (dhannam,
3arpy304HbIM CEKTOPaM ANCKOB U T. M.) N BHEAPSIETCS B
HUX. Pe3naeHTHbIE BUPYCbl HAXOAATCS B NAMSTU U
SABNSAOTCS aKTUBHbIMW BMNOTb A0 BbIK/TIIOYEHUS UK
nepe3arpy3kmn KoMnboTepa.

= Hepe3uaeHTHbIe BUPYChl HE 3apaXkaloT NaMATb
KOMMbOTEPA U ABNSIOTCS aKTUBHBbIMU OrpaHNYEHHOE
BpeEMS].




Mo cTeneHn BO34eNUCTBUS BUPYCbl MOXHO pa3aennTb
Ha cneayloLwune Buabl:

= HeonacHble, He MellatoLmne paboTe KoMnbloTepPa, HO
yMeHbLUaloLWmne ob6bem cB060AHOM ONepaTMBHOM NAMATY
M NAMATM Ha ANCKaX, AEUNCTBUS TaknX BUPYCOB
NPOSIBASAIOTCA B KaKMX-1MO0 rpauyeckmnx wunm
3BYKOBbIX 3a(ppeKTax.

= OnacHble, KOTOpblE MOIYT
NPUBECTU K Pa3NYHbIM HApYLLUEHUSM B
paboTe KoMnbloTEpa.

= OyeHb oracHble, BO3AENCTBUE
KOTOPbIX MOXET NPUBECTU K NOTEPE
NpoOrpamMM, YHUUYTOXEHUIO AaHHBbIX,
CTUPaAHUIO MHOPMALMN B CUCTEMHbIX
obnacrax amcka.




Mo 0c0O6eHHOCTSAIM anropuTMa BUPYCbl TPYAHO
KnaccupmumposaTb U3-3a 6onbluoro
pa3Hoobpa3us.

= [IpocTeniune BUpPyChbl - Napa3nuTUUYECKNE, OHW
M3MEHSIOT CoaepXXnUMoe pannoB U CEKTOPOB
AMNCKa U MOryT ObITb AJOCTAaTOYHO NErko
obHapy>XeHbl U YHUUTOXEHbDI.

= Bupycbi-penvkaTopbi(4epBu )-
PACMPOCTPAHSAIOTCHA MO KOMIMbIOTEPHbLIM CETSM,

BblHUC/IAKOT aApeCa CETEBbLIX KOMIMNbKOTEPOB U
3dlfncbiBakoT Mo sTMM agpecCaM CBOU

KOIMUn.




= Bupycbi-HeBUAUMKU (CTE/IC-BUPYChI) - O4EHDb

TPYAHO 0OHAPYXXWUTb M 06€3BPEANTD, TaK KaK OHY
nepexeaTbiBalOT 0bpalleHns onepaLoHHON
CUCTEMbI K MOPaXeHHbIM dannam n cekTopam
[INCKOB N NOACTaBNSIOT BMECTO CBOEro Tesa
He3apa)XeHHble y4aCTKKU AucKa.

» BUDYCbI-MYTaHTbI - COAEPXXAT arOPUTMBbI
LIJM%DOBKM -pacn@poBKKN, bnarogapst KOTOPbIM
KOMWUW OAHOTO U TOrO XKE BMUPYCa HE UMEIOT HU
OQHOW NOBTOPSAOLLENCH LIenoYKkn 6anTos.

n KBa3uBUDYCHbIE WU/IN «KTPOSIHCKUE>» MPOrpaMMbl
- XOTS OHM N HE CNOCObHbI K
CaMOpacnpoCTpaHeHnto, HO 0YeHb OMacHbI, TaK
KaK, MacKMpysCb Moji NoJie3Hyto Nporpammy,
pPa3pyLUatoT 3arpy304HbIN CEKTOP M panoByto
CUCTEMY OMCKOB.




[n4a 3alnThbl OT BUPYCOB MOXXHO MCMOJ1Ib30BaTh:

= Ob6Lne cpeacrea 3alnTbl MHPOPMaLIUK,
KOTOpble NOMAE3HbI TAKXKE U KaK CTPaxoBKa OT
(PMU3NYECKOU NMOpPUN AUCKOB, HENPABU/IbHO
paboTalroLux NporpaMmM nm oLLNO6OYHbIX
NENCTBUM MOSb30BaTENS;

= [IpodunakTnyeckme Mepbl, NO3BONSAIOLLNE
YMEHbLLUNTb BEPOSATHOCTb 3apa)EHUSI BUPYCOM;

= CneumannsnpoBaHHble MporpamMMbl AN4 3alUThl
OT BUPYCOB. = :

n



[ IporpaMmbI-1€TEKTOPHI

IIO3BOJISIIOT OOHAPY>KUBATh (Pailiibl, 3apaKCHHBIC OJHUM
M3 HECKOJIBKMX HU3BECTHBIX BUPYCOB. DTH IIPOTrpPaMMbI
IIPOBEPSIOT, UMEETCS JIU B (paiijiaXx Ha yKa3aHHOM
10J1b30BaTEIEM JUCKE crerupudecKas 111 JaHHOTO
BUpyca KoMOnHaIus 0antoB. [Ipu ee oOHapyXeHUH B
KaKOM-JIMOO (haiijie Ha DKpaH BbIBOJUTCS
COOTBETCTBYIOIIIEE COOOIIeHHE. MHOIHE JETEKTOPHI
MMEIOT PEKUMBbI JICUCHHUS WIIN YHUYTOXKEHUS
3apaXCHHBIX (paioB. CiaeayeT nogye
IIPOrPaMMBI-IETEKTOPLI MOTYT OOHAPY#
T€ BUPYCHI, KOTOPBIE €1 ''HU3BEC




I IporpaMMEbI-pEBU30OPEI

= MMeloT ABe CcTaanun paboTtbl. CHavana OHW 3arnoMUHAIOT
cBefleHNs1 0 COCTOSIHUW NPOrpaMM U CUCTEMHBIX
obnacren AnckoB (3arpy304HOro CeKTopa MU cektTopa C
Tabnuuen pa3bneHuns XecTkoro aucka).
[lpeanonaraeTcsi, YTo B 3TOT MOMEHT MporpamMmmsl u
CUCTEMHbIe 06/1aCTK AUCKOB He 3apaXkeHsbl. [locne 3Toro
C NMOMOLLbIO NPOrpaMMbI-PEBM30PA MOXHO B /1t060M
MOMEHT CPaBHUTb COCTOSIHME NPOrpaMM N CUCTEMHBbIX
obnacten AUCKOB C UCXOAHbLIM. O BbISIBIEHHbIX
HEeCOOTBETCTBUSAX COODLIAETCH rnosib30BaTesto.



[ IporpaMMBbI-(pUIIBTPBI

pacrnonaratoTcsi pe3uaeHTHO B OnepaTMBHON MNaMsTU KOMMbIOTEPa U
NepexBaTbIiBalOT Te 0bpalleHnss K OornepaLnoHHOM CUCTEME,
KOTOpPbIE UCMONb3YIOTCA BUPYCaMuK AN Pa3MHOXEHUS N HAHECEHUS
Bpeaa, 1 coobLaloT 0 HWX rosib3oBaTens. Mosb3oBaTesib MOXET
pPa3peLnTb UKW 3aNpPeTUTb BbINOTHEHNE COOTBETCTBYHOLLIEN
ornepaumw.

HekoTopble NporpamMMbl-uIbTPbl He "NOBAT" NOA03PUTENbHbIE
NENCTBUS, @ MPOBEPSIOT Bbl3bIBAEMbIE HA BbINOTHEHNE NPOrPaMMmbl
Ha Hann4ymMe BUPYCOB. DTO BbI3bIBAET 3aMeasieHne paboThbl
KOMMbloTEpa.

OAHaKo NpenMyLLECTBA UCNOJIb30BAaHUS NporpaMmM-buibTPoB
BECbMa 3HAUMTEJIbHbI — OHW MO3BONAIOT 06HAPY>XWUTb MHOTME
BMPYCbl Ha CaMOW paHHEN CTaaun, Koraa BUPYC €Elle He ycnen
PA3MHOXUTbCA U YTO-NMO0 NCMOPTUTb. TEM CaMbiM MOXHO CBECTU
YyObITKM OT BUPYCa K MUHUMYMY.



I IporpaMMebI-BaKIIMHbI (MMMYHH3aTOPBI)

= MOAMMDUUMPYIOT MPOrpamMmMbl U ANCKNU TakMM 06pa3oM,
YTO 3TO He OTPaXkaeTcs Ha paboTe nporpaMM, HO TOT
BUPYC, OT KOTOPOro npou3BOoAMUTCA BaKLUMUHALMS, CHNTaET
3TW MPOrpaMmMbl MU AUCKU YXKe 3apaXeHHbIMU. ITU
NporpaMMbl KpamHe HEIMMEKTUBHDI.



AIDSTEST

B Hawen cTtpaHe, ocobyto nonynsipHOCTb
npuobpenn aHTUBUPYCHbIE MPOrpamMMbl,
coBMellaolme B cebe @yHKUUMN AETEKTOPOB U
nokTopoB. CaMoOn U3BECTHOWN U3 HUX SABSETCS
nporpamma AIDSTEST [.H. Jlo3nHckoro. B
YKpanHe npakTU4yeckn Ha Kaxaom IBM-
COBMECTUMOM MNEPCOHASIbHOM KOMIMbIOTEPE €CTb
0oAHa 13 BepCcuun 3Ton nporpaMmmbl. OgHa 13
nocnegHux sepcunst obHapy>xnsaet 6osiee 8000
BMPYCOB.



DOCTOR WEB

B nocnegHee BpeMs CTpEMUTENBHO pacTeT
NONyNSAPHOCTb APYron aHTUBUPYCHOW
nporpamMmsbl - Doctor Web. Dr.Web Tak e,
Kak n Aidstest oTHOCUTCS K Knaccy
LETEKTOPOB - IOKTOPOB, HO B OT/IMYME OT
nocneaHero, UMeeT Tak Ha3biBAaEMbIN
"3BPUCTUYECKNA aHann3aTop" - anropuTwm,
NO3BONAOLLMNA OBHAPYXMBATb HEU3BECTHbIE
BMpYCbl. "JleyebHas nayTuHa", kak
NepeBOANTCS C aHITTMACKOrO Ha3BaHUE
NporpamMMmsbl, CTana OTBETOM
OTeYeCTBEHHbIX NPOrpaMMUCTOB Ha
HallecTBMe CaMoMOANMDULIMPYIOLLNXCS
BUPYCOB-MYTaHTOB. [locnegHue npu
Pa3MHOXEHUN MOANMUUMPYIOT CBOE TENOo
TaK, YTO HE OCTAETCHA HU OJHOM
XapaKTepHOU Lienoykn 6aunT,
NPUCYTCTBOBABLLEN B UCXOAHOW BEPCUM
BMupyca. Dr.Web MOXHO Ha3BaTb
AHTUBMPYCOM HOBOIO MOKOJIEHUS MO
cpaBHeHuto ¢ Aidstest n ero aHanoramu.

Dr.Web + kmoM

Bepcun npoayxra: v.5.0
MucTpyxuma: npucymcemsyem

A3k muTEpdeNca: pycokul
MNnardopma: Windows 95 - XP, Vista
D YHEKUNOHANBHOCTL: NONHAA



Microsoft Antivirus

= B coctaB coBpemeHHbix Bepcnn MS-DOS (Hanpumep, 7.10)
BXOAMUT aHTMBUpYCHas nporpamma Microsoft Antivirus
(MSAV). 3TOT aHTUBUPYC MOXET paboTaTb B peXxnmax

AETEKTOPA-AOKTOPA U PEBU3OPA.

s Avast!Antivirus

Avast AntiVirus + nuueH3unA

Bepcwa npoaykra: sce espouu
Mucrpyxumn: 4.8.1169 prof. edition
A3uix wuTepdenca: pycocxud, english
Mnardgopma: Windows 95 - Vista
DYHKUHOHANBHOCTL: MONHARA

Avast AntiVirus + nuueH3unA

Bepcua npoayxra: ece eepcuu
WucTpyxumn: 4.8.1169 prof. edition
Azuix waTepdenca: pycoxud, english
Mnardgopma: Windows 35 - Visfa
DYHKUMOHANBHOCTL: NONHEA




ADINF(Advanced Diskinfoscope)

s ADinf oTHOCHTCS K KJIacCy IPOrpaMM-pEBU30POB.
AHTHBHUPYC HMEET BHICOKYIO CKOPOCTh PadOTHI,
CIIOCOOCH C YCIEXOM IMPOTHUBOCTOSITH BHPYyCaM,
HaxoAsIuMcs B maMsATH. OH MO3BOJISET
KOHTPOJUPOBATh AUCK, YMTAasl €ro MO CEKTOpaM 4epes
BIOS 1 HE MCOAB3ys CUCTEMHBIE MPEPHIBAHUSA
DOS, K0TOpbI€ MOKET IIEPEXBATUTH BUPYC.
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Knwouyn Kacnepckoro

+ NporpaMmmbl

ANA NOUCKa KNKYeM
Bepcwa npoaykra: sce eepcuu
MHcTpykuma: npucymcmeyem
A3uix nuTepdenca: pycoxuu
Mnardgopma: Win 2000, XF, Vista
DYHKUHOHANBHOCTL: NONHaA
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= Kaspersky
l' . Internet Security

(1500 & At i

Kaspersky Antivirus + Knio4ym

Bepcun npoayxra: 2009
MHCTpYRUMA: npucymcemeyem
A3uix wuTepdenca: pycoxuu
Mnardopma: Windows XF, Vista
PYHKUMOHANLHOCTL: NONHEA
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antivirus

NOD 32

antivirus systiem
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NOD32 + xnioum NOD 32

+ ABTONOMUCK KINHOYEeH (Knoun He TpedyTCA)
Bepcua npoayxra: v3.0.672 Bepcua npoayxra: v2.7
MHCTPYRUMA: npucymcmeyem WHCTpYRUMA: npucymcmeyem
A3uix nuTepdenca: pycoxuu A3zLix waTepdenca: pycokuu
Mnardgopma: Windows XP, Vista Mnardopma: Windows NT/2000/XP

PYHKUMOHANLHOCTL: MNONHaA POVYHKUMOHANBHOCTL: NONHAA




