Jlekumnsa Ne2 XSS

[Mogrotosun: Amutpun MyKkoBKUH



OTKa3 OT OTBETCTBEHHOCTU

* IHdbopMmaumna npegoctaBneHa UCKNMIOYUTENBHO B
O3HaKOMUTENbHbIX LENAaxX.

* BClo OTBETCTBEHHOCTbL 3a UCMNONb30BaHNE N NPUMEHEHNE
Nofy4YeHHbIX 3HaHUU KaXabl y4acTHUK bepeT Ha cebs



CopepxaHue

* HTML
* Javascript

* XSS
* [1pakTuka



HTML

 HTML (HyperText Markup Language,
A13bIK PAa3METKN rmnepTekcTa) — 310
CUcTeMa BEPCTKM, KOTOpasi onpeaensier,
KaK N Kakue 3NneMeHTbl JOMKHb
pacrnonaraTtbCcsa Ha BeO-CTpaHuLLe.

http://htmlbook.ru

</BODY>

AHaTOMUS YeJIOBEKa
Masamu nporpammucTa




KoHcorb pa3paboTtyunka (F12)

 [locTynHa Ha Chrome No400OHbLIX

bpay3epax u Firefox

* IHCTPYMEHT, NO3BONAOLLNN
nony4yartb Maccy Nore3Hou
MHdpopmaLnm o BbIMNOSTHEHUM
CKpUMNTOB, B Opay3epe.

* YTOObLI €€ OTKPbITb

HeobXxoanMO Ha CTpaHuLE

HaXaTb F12

deviools Developer Tools - https://vk.com/feed

& O Elements Network Console Sources Timeline Profiles Resources Audits

P <div id="feed info bar” class="feed info bar" style="display:

none; ">.</div
> <div id="feed menu wrap"=>.</div
div id="feed empty” style="display: none;">3pecb Bw Oynete
BMAETb HOBOCTHY® JNIEHTY CBOWMX Apy3en.</div
div id="feed new posts" style="display: none" onclick:
Feed. showNewPosts () /div
v <div class="wall wrap clear fix
v <div id="feed wall" class="clear_fix
v <div ¢ wall _module wide wall module
¥ <div id="feed_rows
v <div class="feed_row
v <div id="post-17655824 64085" class="post
r="wall.postOver('-17655824 64085");
ut="wall.postOut('-17655824 640885');" onclick
wall.postClick('-17655824 64085', event);
v <div class="post table

P <div c s="post_image >.</div

v <div class="post_info
P <div class="fl r post actions wrap'=..</div
P> <div class="wall_text'=..</div
P <div class="post full like wrap sm fl r
w</div
> <div class="replies >.</div

div #feed_wall div #feed_rows div #post-17655824_64085 div div [EOEET
Console  Emulation Rendering
© ¥ <topframe> v Preserve log

[6.83] dom started
[06.738] Real time offset: 3, minDt: 0, final time offset: 3
'webkitMovementX' is deprecated. Please use 'movementX' instead.

'webkitMovementY' is deprecated. Please use 'movementY' instead.

EditThisCookie 2| ¢

Styles | Computed Event Listeners >

+, Kk @
}
.wide wall _module page.css?789:4371
.wall_text i fu

) text {
width: 537px;

.wall _text {

width: 337px;

padding: »5px Opx Opx 4px;

margin-left: -4px;
b

whit a Kk sord:

-
tasxt cf alli:
text-overflow: ellipsis;
position: relative;
}
div { user agent stylesheet
display: block;

Inherited from div#page body.fl r

common.js?1129 188:362
common.js?1129 188:759
common.js?1129 188:759



Y4TO MOXHO Y3HaTb B KOHCONA

« BCE!!!

* ONIEMEHTDI

*CeTb

* KoHCOnNb

* [lpodpmnnumpoBLLKK



3agaHune Nel

* OTKpbIBaeM rodon cant
* BbI3bIBaeM KOHCOJSTb pa3paboTymka

* I3y4yaem

« Kakue 3anpocbl OTNpasnseT canT BO BpeMsi padboThl
« Kakne ctunun npumeHarotTca B HTML anemeHTax

« Kakne coobLleHns BblgaroTCs B KOHCONMA




JavaScript

* <script type="text/javascript">....</script>



Cookie

* (OT aHrn. cookie — nevyeHbe) — HEOONbLLLION ParMeHT AaHHbIX,
OTNpaBneHHbIN BED-CEPBEPOM N XPaHUMbIWA Ha KOMIMbIOTEPE
nonb3oBartens. Beb-knmeHT (00bIYHO BED-Opay3ep) BCAKUN pa3
NPW NOMbITKE OTKPbITb CTPaHWULY COOTBETCTBYIOLLLENO canTa
nepecblnaeT 3TOT pparMeHT AaHHbIX BEO-CepBEPY B COCTaBe
HTTP-3anpoca.



[ Oe NpUMEHSAIOTCH

* [IpuMeHsIeTCAa ANa CoOXpaHeHUs! AaHHbIX HA CTOPOHE
NoJyib30BaTeEsd, Ha NpPpakTuke OObIYHO NCIMOJ1b3yeTCA OJA:
* ayTeHTUdMKaLMn Nonb3oBaTens;
* XpaHeHUs NnepcoHarnbHbIX NPEANOYTEHUI U HACTPOEK NONb30BaTENS;
* OTCIEXMBAHMA COCTOSIHUS CeaHca JoCTyrna nonb3oBaTens;
* BeJeHNSA CTaTUCTUKWN O Nonb3oBaTensX.



Kak nony4unTb cookie

 [1Nna YTeHna n 3anmcu cookie UCNOMb3yeTCA CBOUCTBO
document.cookie. OgHaKo, OHO NpeacTaBraeT cobon He OOBLEKT, a

CTPOKY B crieunanbHoMm cdoopmare, ans yaooHou MaHunynaumm c
KOTOPOW HY>XXHbl ONONHUTESbHbIE PYHKLMUM.

 <script>alert( document.cookie );</script>



ITak, HauHeM!

« 3axoanm Ha canT http://cources.keva.su

[Tpobyem nonyuunTb KYKM Ha cTpaHuLe XSS



XSS

* XSS (aHrn. Cross Site Scripting— «MeXCaUTOBbIA CKPUMTUHI») - TUM
YA3BUMOCTU MHTEPAKTUBHbLIX MHPOPMAaLIMOHHBIX CUCTEM B BEDE.
XSS BO3HUKAET, Korga B reHepupyemMble cepBepoOM CTPpaHULUbI MO
Kakon-TO NpUYMHE NnonagaroT Nonb30BaTENIbCKUE CKPUNTDI.
Cneunduka nogobHbIX aTak 3aKkroyaeTcs B TOM, YTO BMECTO
HenocpeacTBEHHOM aTaku cepBepa OHU UCTOSb3YHT YA3BUMbIN
cepBep B KAa4eCTBe CpeacTBa aTaku Ha KIMeHTa.

XSS He nyTaTb € CSS!! !



Yrpo3bl

* PeanbHble yrpossbi:

* BopoBCTBO cookie

 DoS ataku

« ATakm Ha bpay3ep nonb3oBaTersi, BOPOBCTBO AAHHbIX

* BbinonHeHmne Npon3BonbHLIX AEUCTBUN HA canTe nod y4eTHOWU 3annucbio
nonb3oBaTens



Buabl XSS

e [laccuBHbIE

* [laccmBHbIE XSS nogpasyMeBatoT, YTO CKPUMT HE XPaHUTCSA Ha cepBepe
YA3BUMOIO canTa, imbo OH HE MOXXET aBTOMAaTUYECKMN BbIMOSTHUTBLCS B
Opaysepe xepTBbl. [i115 cpabaTbiBaHWSA NACCUBHOM XSS TpebyeTcsi Hekoe
OONONHNTENBbHOE AENCTBMNE, KOTOPOE AOOSTKEH BbINMOSTHUTL Bpay3ep
XepTBbI (HANPUMepP, KKK no crieunanbHO cOOPMNPOBAHHON CChISKE).
X Takke Ha3bIBalOT NePBbIM TUNOM XSS

e AKTUBHbIE

* [Mpy aKTMBHBIX XSS BPEAOHOCHbIN CKPUMT XpaHUTCA Ha cepBepe, 1
cpabaTbiBaeT B bpaysepe epTBbl NPy OTKPbITUI KAKOR-NMBOo CTpaHMLbl
3apaXkEHHOro camTa. VIx Takke HasbiBalOT BTOPbIM TUMOM XSS.

* DOM XSS



[loyemy Tak nponcxoguT

» OTCYyTCTBME IKPAHUPOBAHUS CrELICMMBOSIOB HTML;

« OTCcyTCTBME mUnbTpaLmMm atpnbyToB U NX 3HAYEHUIN B
pa3peLUEHHbIX Terax;

*[logmeHa KOONPOBKU B 3aroJyioBke CTpaHUUbI.



Kak 3almnTUTbLCA

» 3aMEHATb CreLCUMBOIbI HA CEPBEPE;
» 3aMeHSTb CNeLCcUMBOSbl Ha KITMEHTE.



[lpoBepuM CBOU CUNDI

« 3axoanm Ha canT http://cources.keva.su

[TpoOyem BbINONMHUTL 3adaHUA Ha CTpaHuue XSS



