Internet Security

By Vadym Samoylov




Introduction

)

Leading Threats to Computer Security

How protect yourself and your Computer?
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Today online users are faced with multitude of problems. A
typical online user is vulnerable to virus, worms, bugs and
Trojan horses. They are also facing with phishing of financial
information and subjected to invasion of privacy with the
multitude of spy ware available for monitoring their surfing
behaviours.

Users can also faced with malwares that stop or totally destroy
their machines render them helpless. These instances only
indicate that the Internet is not a safe place for online users.

We are constantly vulnerable to hacked sessions, attacks and
phishes.



Viruses/Worms
Software programs
designed to invade
your computer, and
copy, damage or
delete your data

Trojan Horses
Viruses that pretend to
be programs that help
you while destroying
your data and damaging
your computer

Spyware
Software that secretly

watches and records
your online activities
or send you endless
pop-up ads
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To Protect Yourself To Protect Your Computer

. Use strong passwords 6. Use anti-virus software
2. Understand email is not 7. Use anti-spyware

secure software

3. Recognize phishing 8. Keep your computer
attempts updated

4. Make sure you use 9. Use a firewall
secure websites 0. Backup your important

5. Prevent identity theft files



1. Use Strong Passwords

» Keep you passwords
private and create ones

that are hard to “crack”
PASSW2RD

» Never share your
passwords with friends or ﬂ
be tricked into giving them N
away



Protect Your Passwords

» Do not reveal to others

» Protect any recorded
passwords

» NEVER provide your
password over e-mail or
based on an e-mail
request

» Do not type passwords on
computers that you do
not control (trust)

» Only enter passwords into
secure sites

Passphrase Change

Passsphasn Spedifications:

Old Passphaase:

New Passphaase.

Confiem New Passsphaa

Change your passwords at
least once a semester




2. Understand Email is NOT Secure

» Without the use of » Be wary of attachments
encryption, email can be received by email — they
intercepted and read can contain viruses
without your consent Word, Excel, PDF, picture

» Do not trust that an email and music files can contain
came from the person in viruses:
the “From” field An attachment from

someone you know can
contain a virus




. Recognize Phishing Attempts
» Mass email sent claiming to be from reputable -

or trusted organization AN
» May include links to a fake website \NON
» May ask you to reply with your username and

password

» May ask for other personal information (credit card, social
security, mother’s maiden name, etc)

» Some are poorly written
» Generally do not make sense (out of context)

» Mail may originate from or reply to free email services (Yahoo,
Gmail, Hotmail, etc)



4. Use Secure Websites

» Look for:
» “https://”
» Yellow lock in location or status bars

» Blue or green location bar
Firefox Examples
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Internet Explorer Examples
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» Anti-virus software can
detect and destroy
computer viruses before
they cause damage
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Use Anti-virus Software

» Just like a flu shot, for anti-
virus software to be
effective, you must keep it
up to date

» AVG




. Keep Your Computer Updated

Install all security updates
as soon as they are
available

Automatic updates
provide the best
protection

Be sure to restart your
computer after installing
updates
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Backup Your Important Files

» Reduce your risk of losing
important files to a virus,
computer crash, theft or
disaster by creating
backup copies

» Save copies of your
important documents and

Keep your critical files files to a CD, DVD, flash
in one place on your or USB drive, or online
computer’s hard drive backup services

SO you can easily » Test your backups

create a backup
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Thank you for your
attention and don’t forget
about your safety on the
Internet!:)



