KASPER§KY?

© AO «Jlabopatopus Kacnepckoro», 2016.
3aperucTpypoBaHHble TOBapHbIE 3HAKW U 3HaKM
06CnyXMBaHWS SBNSOTCS COBCTBEHHOCTBIO UX
npasoobnagarenen.



OTKPbITbIE BOMPOCHI MOKYNATEIJIIO

Kak 06bI4HO Bbl ncnoJib3yeTte yCTpOIZCTBO?
(BbixoguTte B NHTepHeT? 3awuTta knacca Internet Security — KIS-MD)

OnnayuBaeTe Nu Bbl NOKYTKN Yepe3 UHTEPHET, KakKnMm 06paso|v|?
(“BesonacHble nnatexu”, “besonacHas knasuartypa”)

KTo eLué MoxeT BOCNob30BaTbCs BalLMM YCTPONCTBOM?
(“PoanTenbCKnii KOHTPONb”)

Kakum dHTUBUPYCOM Bbl 3allilliaeTe Balln yCTpOVICTBa? Bcé nu Bac yCTpal/IBaeT?
(MnatHbI nnn 6ecnnaTtHeIN? BecnnaTtHble — 06bIMHO 0OXOAMTCA NONb30BaTENAM CNULWKOM Aoporo! HamHoro gopoxe rogoson nuueHsun KIS-MD)

UToObl Bbl XOTENN M3MEHUTL B BalleM aHTuBMpyce? Kaknm OH JOSmKeH ObiTh B ngeane?
(Komdhoprt, ynpaBneHue, ONONHUTENbHbIE CEPBUCHI, LieHa... B KIS-MD nokynartens CMOXeET HAanT! MMEHHO TO 4YTO eMy Heobxoaummo!)

Kak Bbl 3almaetTecCb OT CTOPOHHEro noAKImo4YeHns K Be6-|<a|v|epe n Ml/IKpOCpOHaM?
(“ABTOMaTMYECKasa 3almuTa OT CTOPOHHErO NOAKMIOYEHNS K BeO-kamepe 1 MUKpodoHam”)

KASPERYKY3



MUDbI O BE3OMACHOCTH

3ayem NnaTtuTb, Bedb eCcTb becnnaTtHble aHTUBUPYCbI?

Bce adHTUBUPYCbl O ANHAaKOBbIE...

[na Android BupycoB He cyLiecTByeT!

KASPERYKY3



3A4YEM MJATUTb, BEQlb ECTb BECITJIATHbIE
AHTUBUPYCbI?

OrpaHNYeHHbIN YHKLMOHArM

Hu3kasa ckopoCTb peakumn Ha yrposbl
Cnabag camo3awunTta

JloxxHble cpabaTbiBaHUA

OTcyTCTBME TEXHUYECKOW NOAOEPXKKM

MonnenbHble aHTUBMPYChI

KASPERYKY3



CPABHEHWE BEPCUW KIS N1 ANDROID

PyHKUMMN FREE MnaTtHan
Bepcusi Bepcusi

Be3onacHocTb

KoHdmaeHumanbsHOCTb

[MpocToTa

[MepenoBbie 3aLUTHbIE TEXHONOIMM

MpoBepka no TpebosaHMio Ha BpeaoHocHoe MO
ABTOMaTU4eckasa NpoBepka Ha BpegoHocHoe MO

3alwmTa gaHHbIX B Criydae noTepu Unm Kpaxun yCcTponucTea

brioknposaHne OULLNHIOBLIX CAUTOB M ONACHbIX CCbISTOK B
SMS

dunbTpaums Bbi3oBoB U SMS
CoxpaHHOCTb NIMYHbIX AaHHbIX
YnpasrneHue 4epes cmapT-4ackl Android Wear

He BnvsieT Ha ckopocTb paboThl yCTponcTBa
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+ + + +

+ + +

+
KASPERYKY3



KASPERSKY - 3TO SALLNTA MUPOBOI'O YPOBHA
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YErO Mbl XOEM OT 3ALLUNTBI?

SALLUTA
nn4yHoOro
NMPOCTPAHCTBA
BE3OIMNACHOCTb OT BTOPXXEHUHA
LLEHHbIX
AAHHbIX _ Q | _

BITOKNWPOBAHMWE
NOAO3PUTEJIbHOU
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OrPAOWUTE BALUE NNUYHOE NMPOCTPAHCTBO | g
OT BTOP)KEHMM KOH®PUOEHUUATIBHOCTb

3awmTtuTe cebs ot
MOLLIEHHMYeCTBa, cbopa
CBeJeHuin 0 Bac B MHTEPHETE™,
noarmsabiBaHus Yyepes Beb-
Kamepy* 1 Kpaxku JaHHbIX Npu
NOAKIHOYEHUM K MYONUYHBbIM
cetam Wi-Fi**

BE3OMNACHOE
COEOVWHEHUE

Hawa HoBasi TexHonorus
NoMoraeT 3alnTUTb BaLlun
[OaHHbIE NPU NOAKITHYEHUM K
nyonuyHbiM cetam Wi-Fi, n
no3BonisieT cBOOOAHO
obLlaTtbcsa 1 nocellaTb
nobumble Beb-canTbl U
cepsuchkl.* [pn 3TOM BCe
OTCbINTaemMble 1 MPUHUMAEMblE
OaHHble WndpyoTea s

60% nonbsosareneit 58% 6ecnokosTcs, uto 3aLMThI OT KPaXi 1
BEeCnoKOoSsITCS, YTO 3a HUMU CreasT, B MX NepCoHanbHbIe OTCNEKNBARNA.

*Tonbko Ha komnbtoTepax Windows n Mac
TOM uucre, Yepes BeG-kamepy AaHHbIEe MOTYT yKpacTb .

Y 14% nonbsosateneii nHtepHeTa
BbIrIM B3NIOMaHbI akKayHTbI -/
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OBECHNEYbTE AONONHUTENBHYIO SALLUUTY |
BALLNX PUHAHCOB HEHbIW

3M0yMbILLNEHHWKN

80% nonb3osarenei MOCTOSIHHO WLLYT HOBblE
BO3MOXXHOCTU 0114

coBepLiatroT NOXMLLEHVS BALLUX AeHer.
R doMHaHCOBbLIE JononHUTENbHBIN YPOBEHb
TpaH3aKuun B UHTEPHETE 3alWTbl OT MOLLIEHHUYECTBa

npw NONb30BaHUN OHMANH-
©aHKMHIOM M COBEPLLEHUN
MOKYMOK B MHTEpPHETE™
noMoXeT Bam obecneynTb
Be3onacHoOCTb CBOUX
CpeacTs.

43% nonb3osaTenelt cTankMBanucs ¢
MOMbITKAMW KPaXu AEHEr C UX cyeTa

*Tonbko Ha komnbtoTepax Windows n Mac
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OBECMEYbLTE HAOEXHYIO 3ALLUUTY NAPOJIEN
N YYETHbIX 3ANNCEWN

45% onpoweHHbix ncnonbayior
NnoTeHLUManbHO HeHaaeXHble MeToabI
XpaHeHus naponeu, nogsepras nx
PUCKY Kpau

a

Q

Npu atom 52% onpolueHHbix \/
CYMTAIOT, YTO MAPOSIN K aKKayHTaM —

3TO CaMble LieHHble AaHHble, KOTOPbIE

XPaHATCS Ha UX YCTPOMCTBAXx

- )
NcTouHmK: nccnegoBaHus «/labopatopum Kacnepckoro» 1 aHainTnyeckom kKomnaHum B2B KAsPERsK\{g
International



XPAHUTE BALWUN ®OTOIMPA®UN, MY3bIKY U BAXHDbIE
OOKYMEHTbBI B BE3OIMNACHOCTH

52% rnonb3oBaTenen
AopoXaT AaHHbIMU, KOTOPbIE &.

XPaHAT Ha CBOEM " o
ycTponcTee, bonblue, Yem e
caMmnM yCTPOMUCTBOM

38% pecnoHaeHToB obpalyatoTed ¢
AAHHbIMKN, KOTOPbIE XPaHATCH Ha
YCTPOWCTBE, O4E€Hb OCTOPOXKHO —
4YTOObl MOCTOPOHHMNE HE MOINN KX
BMOETb

NcTouHuK: nccnepoBaHuns «/labopatopuim Kacnepckoro» 1 aHanmtryeckor komnanum B2B KAsPERsKYE
International



O5A ANDROID BUPYCOB HE CYLLECTBYET?

B 2016 rogy “JlabopaTtopunen Kacnepckoro” obHapyXeHo:

Bpeﬂ,OHOCH bIX YCTAHOBOYHbIX NMakeToB

BaHkoBCKMX TposHUa

MobunbHbIX TPpOAHLEB-BbI MoraTtenemn

KASPERYKY3



TEHOEHUWU TOOA

» Pocrt nonynAapHOCT BpeJOHOCHOIO MO c npaBaMu cynepnosib3oBartesid, B NepByro
ovepenb peKIiaMHbIX TPOAHLIEB.

» PacnpoctpaHeHune 3nospenos Yepes Google Play Store n peknamHbie cnyobl

* [loaBneHmne cnocoboB 06xoaa HOBbIX MexaHnamoB 3awntbl OC Android

* PocT uncna mobunbHbIX I'IpOFpaMM-BbIMOFaTeJ'IeIZ

* AKTMBHOE pa3BnuTne MOBUIbHBIX BAHKOBCKNX TPpOAHLEB

KASPERYKY3



14

HE CTOUT SABbIBATD!

CREDIT CARD

&

BHSORE3Hc 5193

Android-ycTponcTtea npuBda3aHbl K AeHbram nosib3oBarens:
K 6aHKOBCKMM KapTam unmn danaHcy SIM-kapTbl

[Monb3oBaTenen OCyLLEeCTBIAT onsiaTty CepBMCOB U YCIyr
NCKINIOYNTESTbHO Yepe3 MObUIibHbIe YCTPOUCTBA

YBEepeHHbIN pOCT Yucna yrpos B oUpMeHHOM MarasmHe
npunoxeHun ans Android

KASPERYKY3



O5A ANDROID BUPYCOB HE CYLlI

ECTBYET?

Yao6Hoe npunoxeHne no3sonseT ckayatb My3bika BKonTakTe Ha Tenedon u nocnywars

My3bIKa B KOHTAKTe B KPACHBOM H byHKUMOHaNbHOM nneepe!

Mysblika n3 BKoHTakTe

Valera Volkoedov Music & Audio

s compatible with all of your devices

Add to Wishlist m

% Trarislate the description iiio English bsing Google Transiate?

OleHs BLICOKAR CKODOCTE CKavaTs My3sika BKoHTaKTe.

REVIEWS

*3 {16

'S & 5 & TN
2 1,050 total *1 -

Helpfulness v All Devices v All Versions v

Xenia Surname
/ * kR

\ Knaccroe npunoxerue Ho

ADDITIONAL INFORMATION

Updated Size Installs

June 23,2016 6.9M 10,000 - 50,000
Current Version Requires Android Content Rating
5 40andup Everyone

Learn more

Permissions Report Offered By
View details Flag as inappropriate Valera Volkoedov
Developer

Email valeravolkoedov@gmail com

GH | %

Oktabpb 2015. Yepes nogaensHoe npunoxerHune “Myabika VK” BopytoTca

aKKayHTbI nosfib3oBaTenen counansHoOn cetTn

KASPERYKY3



“AceCard” - TposiHeL, COCOBHbIN hanbLUMBbLIM OKHOM NEpPeKpbIBaTb

NHTEpdeNC BaHKOBCKUX NPUITOKEHUI
KASPERYKY3



Acecard Attacks on Unique Users in 2015

Acecard attacks
32 banking and payment
system apps

+ Google Play

+ Google Music

+ 5 social networks

+ 17 Russian banks
(sms intercept)

© 2016 Kaspersky Lab KASPERSKY2

Poccus - N°1 cpeaun aTakoBaHHbIX 3110BPeJOM
KASPERYKY3



KASPERSKY INTERNET SECURITY OJ14 ANDROID

OnTumanbHoOe pelleHue AnA 3awmnTbl OT BCex TUNoB yrpo3 ana Android:

030 T, 50%| 20:45

&

Kaspersky ’ EJ'IOKMpOBaHVIe OMNacHbIX CanToOB U npwnomeHmZ
Internet Security

AHTU-PULLIMHT - 3aLMTa OT MOLLIEHHUYECTBA B UHTEPHETE
AHTUN-Bop - NoucK yCTPOWCTBa B CriyYae noTepun Unm Kpaxm

dononHutenbHble pyHKUUN Ana cMmapTgOHOB:

duneTpaunsa HexxenaternbHbIX 3BOHKOB 1 SMS

JINYyHbIE KOHTaKThI, CKpbITble OT NOCTOPOHHUX Maas.
YCTpOMUCTBO 3aLUULLEHO >

(8 § 4 i ® ® Kaspersky Internet Security ana Android — yHuBepcanbHO€e peLLeHMe Kak anis NnaHLwweTa, Tak n
IOCTOAAHHaA

s R sauya cmapTdoHa! Mpu ycTaHoBKe HA TO UNN MHOE YCTPOMCTBO YCTaHaBNMBAETCS ONTUMarbHbIN Habop

m CEpBUCOB A5 COOTBETCTBYIOLLEro ycTporcTaal!

[obagnto, uTo NHTepdenc ona cMapTgoHa Nogaep>KMBAET rOPU3OHTasNbHYO OpMeH]'?K;llg)E:k'ﬁ?@@




KASPERSKY INTERNET SECURITY OJ14 ANDROID

Al 50%| 20:46

Be6-dOunbtp

Be6-OunbTp ycTaHaBNAMBAET 3aLUUTY B
6pay3sepax u 610kupyeT Beb-cainThbl,
KOTOpble MOTyT 3apasnTb YCTPOUCTBO
WM Ha KOTOPbIX MOTYT YKpacTb

d)VIHaHCOBbIe n gpyrue nu4yHble gaHHble.

NPOAO/IKUTb

0 © iy 2% 18:07

Bpaysep ¢ sawuton

'3

Chrome

[ns aToro 6pay3epa BK/OYEHa 3aluTa oT
BPEAOHOCHbBIX U PULIMHIOBbIX BE6-CalTOB.

Bbl MOXeTe 3anycKaTb 3TOT 6pay3ep He

TonbKo u3 Kaspersky Internet Security, Ho v 13
CNUCKa NPUNOXEHWIA.

3aKpbITb 3anyctutb 6paysep

PaclumpeHHas 3aiiuTa ot
BpeaoHocHoro 10O

MrHoBeHHas peakuusi Ha HOBbIE
yrpo3bl

brnioknmpoBaHmne onacHbIX NPUITOXEHNN
N canToB

3almTa oT MOLUEHHNYecTBa B
NHTEPHETE

KASPERYKY3



KASPERSKY INTERNET SECURITY OJ14 ANDROID

= bty e [Mouck ycTporcTBa B Criyyae noTepu UMnNn Kpaxu:

<  AnTM-Bop

*SIM-KOHTPONb COOBLUUT HOBLIM HOMEP YCTPOMNCTBA

Kowanns) *BriokMpoBaHme yTepsiHHOro yCTpOMCTBa Naponem

BnokupoBaHue 1 NOUCK YCTPOICTBa, TatHoe
$oTo, YaaneHue nMUHbIX AaHHbIX, CupeHa

MORYSEHVE KOMAHA [Tonck yctponctea B 30He gencrauna GPS
LR *TanHoe (pOoTO Yepes BHYTPEHHIO doToKamepy
e e et *YOaneHve nuuHbIX AaHHbIX

KapTbl Ana oTnpasku SMS-komaHa

OTTIPABKA IMCTAHLIMOHHBIX KOMAHZ *AKTMBaLUMS Cn peHbl, Oaxe, B 6633ByHHOM pexnme

OTtnpaBka SMS-koMaHp,
OTnpaBka SMS-koMaHA Ha Apyroe ycTpoicTBO

3ALUUTA OT HECAHKLUMOHUPOBAHHOIO

yaAREHUA YnoanéHHoe ynpasrneHue Yyepes noptan MyKaspersky

MoaTeepxaaTh yaaneHve
CeKpeTHbIM KOAO0M i

3anpalwmBaTbh CEKPETHbIN KOA Npuy
yAanesumn

YnpasrneHue 4Yepes cmapt-4acbkl Android Wear

KASPERYKY3



KASPERSKY INTERNET SECURITY OJ1id ANDROID

= 4l 0% 20:45 0 ® il 2% 18:06

N3baBnaeTt nonb3oBaTensa ot
HeXenaTtenbHbIX 3BOHKOB U SMS,
nyTém gobasneHns Homepa

®unbTp BLI3ZOBOB U SMS HexenaTtenbHoro aboHeHTa

B CMNCOK 3anpeLlEHHbIX KOHTaKTOB

Pexxum dunbtpayum

®unbTp BbI3OBOB U SMS 3arnpeLleHHble KOHTaKTbI

Mcnonbaya ®GunbTp Bbi30BOB M SMS, Bbl

MOXXeTe 6JI0KMPOBaTb HexxenaTenbHble

KOHTaKTbI, BxogsLue SMS peknamHoro

XapakTepa C HeYUCNoBbIX HOMEPOB, a PaspellueHHble KOHTaKTbl
TaK)Xe 3agaBaTb CBOM Npasuna

dunbTpaumm.

3aKpbITb

AOBABUTb HOMEP B CMUCOK
3AMPELLEHHbBIX KOHTAKTOB

< ) 0O

KASPERYKY3



KASPERSKY INTERNET SECURITY OJ14 ANDROID

Ll 50%] 20:46 30 © "¢l 0%l 18:05

CKpblBaeT KOHTaKTbl aboHeHTa Ha
YCTPOWCTBE Nnonb3oBaTens oT
NOCTOPOHHUX rnas3s

JINYHbIE KOHTaKTbI

JInYHbIe KOHTaKTbI JIN4HbIe KOHTaKTbI

CnpsiubTe BblGpaHHbIE KOHTaKTbI, @

TakKXXe UCTOPUID 3BOHKOB U Nepenucku ¢
HUMM OT NOCTOPOHHUX rnas CKprBaeMble KOHTaKTbl

3aKpbITb

NPOAO/IKUTb

KASPERYKY3



KASPERSKY INTERNET SECURITY OJ14 ANDROID

Q30 T .4l (50%] 20:45

0

drkele Wen e Obnapaet HarnAgHOW CMCTEMOM

Kaspersky & NOACKa30K A4 nosrib3oBaTend

Internet Security

Kaspersky
Internet Security

He BnuseTt Ha Bpemsa paboTbi OT
barapeun

He noTtpebnseT, gaxe, UHTEPHET-
Tpaduk Ang obHOBNEHUS
aHTUBUPYCHbIX 6a3!

YCTpOMCTBO 3alUULLEHO > 3anycTtute o6HOBNEHUE >

S o Mcnonb3ya Ana SToro NoAKMoYeHNs K
e Semee e Toykam goctyna ¢ 6ecnnatHbiM Wi-Fi

KASPERYKY3



KASPERSKY INTERNET SECURITY OJ14 ANDROID

Mopaepkka ynpaBneHns 4yepes

= Android Wear
ﬁ )} AnTu-Bop

‘G’ Be30MacHOCTb BaLLVX AaHHBIX

Mopanepxka Android Wear

KASPERYKY3



KASPERSKY INTERNET SECURITY OJ14 ANDROID

docTtynHo B

¥ Google play

1 ycTponcTteo/1 roa

KASPERYKY3



KASPERSKY INTERNET SECURITY A1 BCEX YCTPOUCTB
NPEONATAET BONbLUE ®YHKLIWW Y)XXE CEFOOHA!

wﬂ“s'dﬁ KAs PE RS KYs$ o

= 3Awury

HapexHas 3awmrta

MynbeTunnatopMeHHOCTb

KasperSky
Internet Security

ANs BCex ycTpoiicrs

BriokupoBaHne HaBA34MBOW peknamsl
3awuTa OT OTCNEeXnBaHUSA B CETU

ysiadsey

3awmTta oT rnepexsara naposnem

A3ND3ag yuaazuy

3awmTa oT NoAaKnNYeHnst K Beb-kamepe
PoonTtenbckuin KOHTPOIb

Be3onacHble nnaTexwu

KpyrnocyTto4yHas Texnogaepka

/ PRODUCT |

{ OF THE /

\
Y YEAR [
N

[TlpocTon nHTepdgenc
KASPERYKY3



POOUTEIIN

HapéHocTb 3alunThl

BesonacHocCTb geTten B UHTEPHETE

B0O3MOXHOCTb 3aLUMUTUTL BCE YCTPOUCTBA cpasy

KASPERYKY3



POOAVUTENAM — POONTENBCKUA KOHTPOIb

¥a Kaspersky Internet Security KAsPERsKYﬁ ? = X
| € ) Poautenbckuii KOHTPO/1b
—/
ﬂ AHapei, Tekylwmii Nnonb3osaTenb KoHTpons skntoueH ‘)
K f el
Paboriue aie o =
Orp: AOCTyna ¢ nol no NATHULY:
Mporpammet o
|| Brokuposats goctync | 21:00 Ao | 840
Wnreprer — B
| Paspewnts goctyn e 6onee 2 B AeHb
Obwenue

BbIXOAHbIE AHU
KoHTpons cosepxumoro

| Brokuposats goctyn ¢

Orpanuuenns gocTyna ¢ cy660Tel No BOCKpeceHbe:

21:00 Ao 8:0
[ Paspewus gocryn ve Gonee | 2 5 AeHb
MepepbiBbl B pabote
K p Byaer p By nepuogsl sp
Mogpobhee... [] Aenars nepepbis | Kakablii Hac B Tedenue 15 muHyT
Mpoduns

o O

Apyrve pewenna

Nuusbi kaburetr  fluyessua: ocranock 365 gHen

¥. Kaspersky Internet Security

KASPERSKY2 2 - X

x\(—/? PoauntenbCckuii KOHTPOb

KoHTpons eknroueH Q

ﬂ AHapei, Tekylwmii Nnonb3osatenb
Buibepute npodunb ana ykasaHHOTO NONb30OBaTENs:

C6op cratncTuku

BrinosxaeTcs Tonbko c6Op AaHHbIX O ASHCTBUAX NONL3OBATENS,

Pebenok (4+)
BuinonxaeTcs c60p AaHHLIX O ASACTEMAX NOAL30EaTENS. [TONBITKY NOCeUEHNS HEXEaTENbHBIX BEB-CAITOB, a TAKKE NONLITKK
3arpysku Gaiinos n3 uHTEpHETa BAOKUPYIOTCA.

Moapocrok (12+)

BrinonxAeTcs c60p AaHHLIX O ASHCTEMAX NOAb30BaTENS. [TONBITKY NOCEWEHNA HEXenaTeNbHbIX Be6-caiiTos 6aoKMpYIOTCA.

BuibopouHbie orpaHuuenus (Tekywuii npodunb)
n 3afaHbl NOAL3C

, IMEFOWUM AOCTYN K ynpasaeHunto PoauTensckum KOHTponem.

Wmnopr... 3Skcnoprt...

ﬁ’} Q AOpyrve pewenns  fluuneii kaburetr  fluuensua: octanocs 365 aHei

[leTn noa HageXxHon 3auTon!

KASPERYKY3




CTYOEHTHI

CoxpaHHOCTb AaHHbIX U BecnpepbiBHada paboTa

3awmTa B coumarnbHbIX CETAX

CkopocTb paboThbl

KASPERYKY3



CTYOEHTAM — AHTU-BJIOKEP U AHTU-BAHHEP

MBIOTEP 3ABJIOKHPOBAH!

Bauw KoMNLIoTep 3a6110KMPOBaN 33 NPOCMOTP, KONWPOBAHNE W
THPEXMPOBAHNO BIJIEOMATOPHAIOB COAOPXAUIMX SNOMEHTHI NOAoDHNMM
W HACKIWA Hag AeTuMK. [INA CHATHA 6NoKmMpoBiv Bam HeobxognMo

onnarut wrpad B pasmepe 400 pybnei na Homep MTC
8-989-754-43-94_ B cnyuae onnarbl CyMMbl paBHoi wpady nubo
NPeBLILIAION|EA 66 HA GUCKANLHOM YeKe TepMAHana GyaeT Haneuaran
KOJL Pa3bnoKAPOBKA. ET0 HYWHO BBECTH B 11016 B HWKHOR YaCTH OKHE M
Haxath kHonky "Paabnoxmposats”. Mocne cHaTa 6nokmposkm But
AOTKHbI YAANWTL BCE MATEPUAribl CONEPXALLNE SNOMEHTHI HACHITHA W
nepodunun. Ecrm B Teuenme 12 yacos wrpad He byper onnaven, Bce
AaHHbIe Ha Balem NepcoHaniHoM KOMNLIOTepe by/yT 6638038paTHO
YAaneHs, a f1eno 6yAeT NepeaHo B Cyj ANA pasbmpatenbcTsa no
crarbe 242 4.1 YK P,
lepe3arpyaka Win BLIKTIOYEHHO KOMNLIOTEPa NPHBEAET K
HeaameanuTenuHoMy yaanenmio BCEX pannbix, Biiovan xog
0NepaumnoHHOR cHcTeMbl M BIOS, ¢ HeBOIMOXHOCTLIO anbHerwero
BOCCTAHOBNEHMA

[ T

Arpbl n y4éba 6e3 3amenneHuimn, MOLLEHHNKOB U peKiaMbl

KASPERYKY3



OHNAWH-NOKYNATENWU

3alwuTa oT nepexoaoB Ha 3apaXkeHHble CanThbl

3almnTta oT MOLLEHHMKOB B MHTEepPpHETE

be3onacHoCcTb AaHHbIX N AeHer

KASPERYKY3



AKTUBHbIM MNOKYMNATENAM — BE3OMNACHDbIE MNJATEXW

¥a Kaspersky Internet Security KAsPERsKYi

| € | besonacHble nnaTexu
\ 4

Hert Beb-caiitoB, 406aBAEHHbIX
B besonacHble naarexm

Koraa sbi 6yaete nepexoauTs Ha seb-caiiT 6aHKa UV NAGTEXHOM
cuctemsl, Kaspersky Internet Security npegnoxut oTkpeiTs 3107 8€6-
canTe paysepe 1 ero 5 besonackbie
naaTexm.

Lobasuts se6-caiit & besonacHbie naarexu

@ KparHas KNasua:

G} Q Opyrve pewenuns

Beinonnaiite 6aHkoECKUe onepauum,

n ViTe NoKynkv & pHeT-
MarasvHax u cosepluaiite nroBeie
NAaTeX¥ OHNAIH Yepes 3alumieHHbI
6paysep.

m Otnpaguts oT36iE

Kak 310 pabotaer?

Nluunbi kabuner  fluyersua: octanocs 365 gHeit

4 Mouta

| mail @mail.ru v ‘
N [ o]
‘WI(AsPERSKvg x |3anomHuTL

Binioyena sawiTa BE0AA C KNABHATYPEl |

C MODWNBHBIMI NPHAOKEHNAMN

Tenedon unu email Hobpo noxanosatb
user
BKOHTAKTe — YHHBEPCANbHOE CPEACTED ANA OBLLEHNA W NOMCKE APY36H H 0AHOKNACCHHKOB,
Napons KOTOPbIM EXEAHEBHO NOMB3YHITCA ASCATKH MANMOHOE YenoBeK,
»7,7} MomeHTanbHas perucTpauma
KASPERSKYZ x

Bawe 1ma
BKnioueHa SaWpMTa BBOAA C KNABMATYPbI

Bawa bammnna

063

3aliuTta oT nepexsara fIM4HON N PUHaAHCOBOMN MHGOpMaLNK

KASPERYKY3



WHTEPHET MNMOJIb3OBATEJIAM - SAWWUATA NOAKIMIOYEHUA K

BEB-KAMEPE U 3ALL

UTA OT CBOPA NIAHHbIX

¥ Kaspersky Internet Security KASPER§KY3
‘\é-/ 3au.wrra npuBaTHOCTU
» Joctyn K Be6-Kamepe paspeLueH

MpegoTspaiaer Habnroaerme 33 Bamy Yepes seb-kamepy KOMNbIOTEPa.

i 3awura ot C60pa AaHHbIX BKJIKOYEHa
Yy
{}"1 ‘ 3 T oT c6opa MHPOPMaLMK O BaLLEN aKTUBHOCTM Ha BeB-caifTax.
Hacrpourts...
|
[ I o) DApyrve pewenna  JluuHeiit kabuxet

¥. Kaspersky Internet Security KASPERSKY#S

K(— ) PeknamHble areHTCTBa

Bcero peknamHbix areHTcTs: 1352

Kak 370 paboraer?

1000mercis
11FootballClub

20 Minutes France

24/7 Media
Kak 370 pabotaer? 23smilcen
2mdn.info
2Parale
2xbpub.com
360buyimg.com
360Game
380tl.com
Nuuensua: ocranoce 365 gHeit ("} Q Apyrve pewenus

Nuunbiit kaburer

Nuyensua: ocranocs 365 gHeit

3aluuTa NnMYHOCTM B pearibHOM 1 U poBOM Mupe

KASPERYKY3




BE3ONACHOE COEOAUHEHWUE

@ Kaspersky Secure Connection == K V. Kaspersky Internet Security KA$PERSKY§ ? — X

=

/—\ 3alyiieHHan nepejaya AaHHbIX
] _

‘\(—/‘ besonacHoe coeagnHeHne

KDI'AE Bbl YTO-TO MLLETE UAK NULWETE B MHTEPHETE, Bbl OCTABARETE MHOMO
nHGopMaumm o cebe.

M HTepHeT'COeAMHeH ne besonacHoe coeauHeHue — 3T0 KOrAa Baluy A3HHbIE NEPEAAIOTCA B MHTEPHET N0
Bauj‘Muj.eHO 33LMWEHHOMY KaHany 1 HE NOMN3AAIT B PYKMA MOCTOPOHHMX.

@

CrpaHa noaxnroYeHns

Ysnats 6onbwe

‘ mm Poccia > ‘ Vcnons3osanme dyHKuMoHansHOCT VPN MOXET DErypoBaTCA MECTHBIM
3aKoHoAaTENBCTEOM. Bbl MOXETE ucnonb308aTh GyHKUMOHAABHOCTL TONLKO B

. COOTBETCTBIV C €€ HasHAUEHEM 11 63 HapYLIEHUA MECTHORO
Powered by Hotspot Shield L 3aKOHOABTENLCTEA.

0,00 Kb / 200 Mb

Opyrue pewenns  fluuneii kabuner  Jluuensua: octanocs 365 aveit

ObecneunT 3amngpoBaHHbIM KaHaNoM rnepegavyn gaHHbIX
KASPERYKY3



noan CTAPLLUEITO BO3PACTA

HapéxHasa sawurta

KpyrnocytouHas nogaepka

[MpocTOTa N HEHABA34YMBOCTb

KASPERYKY3



NOXWIbIM NOAAM — MPOCTOU MHTEP®EWUC U
PEXWUM BE3OMNACHbIX MPOrPAMM

¥ Kaspersky Internet Security KASPERSKY2 ? - X ¥ Kaspersky Internet Security KASPERSKY# ? - X

‘:/‘ Pexxum Be3onacHbIx nporpamm
KomnbioTtep zawuuieH

Pexxum BesonacHbIX nporpamm

Ecnv 86l kntouvTe pexinm besonacHsix nporpamMm, To Ha KomnbloTepe GyayT

3aMyCKaTbCA TONBKO MSBECTHLIE ¥ AOBEPEHHBIE NPOrPaMMbl 13 6asbi nporpamm
: "Naboparopun Kacnepckoro”. 3to ¥ pexum ans L

nonb308aTeNel, KOTOPLIM HYXHa YBEPEHHOCTb B CBOEM 6e30NacHOCTU.

— = ] e con
( <

Mposepka O6HoBNeHue Ha3 be3onacHble

nnaTexm
BxntounTs u Tb BCE YC nporpamMmel
@ G | QI MpoBepka MOXET 3aHATL HECKONIBKO Yacos.
3awwuTa Poautensckuii 3almTa Bcex = E
NpVBaTHOCTK KOHTPO/b YCTPOWACTB >
G} Q Opyrve pewenna  Jluunei kaburetr  fluuensua: octanock 365 gHeit {a Q Opyrue pewenns  JluuHeik kabunet  fluuensua: octanocs 365 aHeit

[MpocToTa B Aetandax Ha nobom atane
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KASPERSKY INTERNET SECURITY /11 BCEX YCTPOUCTB
/

KA;PERSK‘{! KAS P E RS Kys om

= 3Aluty

3awmTta ansa 2x, 3X n 5-T1 YCTPOMCTB

KaSpersky,

Internet Security

APLBEeX ycTpojicrs j CB0GOAHbIV BbIGOP 3aLMLLAEMbIX YCTPONCTB:
Windows, Android n Mac

A;!Jnaéé xéu;éiﬁ\
ysiadsey

OnTuMmu3auuns Ans Kaxaoro yCTponcTaa

KASPERYKY3



BA30OBAA JIMLIEH3UA

g KA$PERSKY§
K 3

KaSpersky
Internet Security

ANA BCeX ycTpoiicts

Kaspersky:
Internet Security

ANs BCex ycTpoircts

Kaspersky-
Internet Security

ANA Beex yctpoiicts

Aysaadsey
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KASPERSKY INTERNET SECURITY [N BCEX YCTPOWUCTB

" KASPERfivy o,
Bcero ognH yHMBepcanbHbI Ko4 akTuBauum

KaSpersky -
Internet Security

ANs BCex ycTpoiicts

CB0OOAHbLIN BbIOOP 3alLMLaEMbIX YCTPOUCTB:
Windows, Android n Mac

Cpok gencrteua nuueHsmn 1 rog,

KASPERYKY3



KASPERSKY INTERNET SECURITY [N BCEX YCTPOWUCTB

W

Aysaadsey

A3uNoag ypuaayuy

KASPERSicys g

KaSpersky -
Internet Security

ANs BCex ycTpoiicts

[Mpu npogaxe 6a30BON NULEH3UU MOXKHO
HaNOMHMUTb NOKynaTesito 0 CBOEBPEMEHHOM
MNOKYMKe NpoaneHnst NIMUeH3nn B BalLeM
MarasuHe:

“INpunxoante K Ham Yepes rog 3a nPoasiEHNeM.
[MpoaneHne NUUEH3UM y Hac Bcerga ecTb B
Hanu4nu n NpogaeTcs co ckmuagkon!”

“MpuatHoro mcnonb3oBaHua KIS! bygem paabl
BUOETb BAc CHoBa Yepes rod. Mbl cMOXeM
NpeanioXnTe BamM NPoaSiEHNE NMULIEH3NN, KOTOPOE
BCerga eCcTb B Hann4ymMmn n npogaeTcya co CKnakon™
KASPERYKY3



NPOANNEHUE JIULIEH3UW

KASPERSKYS St [ 2ot KASPERSKYS ru [ Sipine KASPERSKYS 5ilirw o 2t

Kaspersky* Kaspersky® Kaspersky®

0 INTERNET INTERNET 0 INTERNET
= SECURITY or)_ SECURITY o_. SECURITY
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KASPERSKY INTERNET SECURITY /11 BCEX YCTPOUCTB

KASPERSKYS Stiir [l Saepmeres;
OauH koA akTuBauumn, aBa cpoka AenCcTBUS:

Kaspersky®

5 INTERNET
o. SECURITY .
ans acex ycpoiicrs 1 roa - B criy4ae npoaneHnss KoMMepyeckom

KASPERJKY# Siiny NULEH3UN
Kaspersky®
INTERNET 5
- SECURITY 8 Mec. - B crnydae npogneHuna becnnaTtHom

ZNg BCEX YCTPOUCTB

et npobHoON BEPCUU
KA)PER)KYE Sl

Kaspersky®

INTERNET PekomeHayetca ana npogneHns AHTuBupyca
SECURITY Kacnepckoro

ANS BCEX YCTPOUCTB
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KASPERSKY INTERNET SECURITY O51A MAC

Kaspersky Internet Security KASPERSKY2

Baw Mac 3aujuLeH.
NoppobHee

d

Mposepka

= € MyKaspersky ©

/N
R/

O6HoBneHue

5§ ©

BesonacHbie PoauTenbckum 3awmra
nnarexwu KOHTPONb NpUBaTHOCTH

@, Nuuensus: octanoch 300 aHen

3awmTa oT Bcex Tunos yrpo3 ans Mac

Be3onacHble nnaTexu

PoaontenbCkuin KOHTPOSTb

3awmTa NnpmuBaTHOCTM

[MpoBepka cCbINoK

BupTyanbHas knasuartypa
KASPERYKY3



BO3PAXEHUA CO CTOPOHbI NOKYNATENEN

[loporo!

Topmo3unT!

B 4ém otnnymne ot aHTMBUpYCa?
YXe ecTb “aHTmBupyc”

HeT noTpebHOCTK, MOry cam ckayaTb
KIS 3aHMmaeT mHoro mecral
Kaspersky He HpaBuTcs!
TexHn4eckum Bornpoc

KASPERYKY3



OOPOIO?

" KASPERfivy o,
CtoumocTb rogoBsoun nuueH3um - 55 BYN

KaSpersky -
Internet Security

ANs BCex ycTpoiicts

Aysaadsey

A3uNoag ypuaayuy

CToMMOCTb 30O EKTUBHON 3aLLNTLI 8 KOrM. B CYTKM

CKuaka npv npoaneHnn nuueH3um

KASPERYKY3



TOPMO3UT?

" KASPERfivy o,
Harpyska He3ameTHa, gaxe, Ha OoQKETHbIX

Kaspersky | LMMPOBbIX YCTPONCTBAX.
Internet Security

ANs BCex ycTpoiicts

Aysaadsey

A3uNoag ypuaayuy

Kaxxgasi HoBasi Bepcus bbicTpee, adpdekTUBHEE U
KOMJoOpTHEE npeablayLien Bepcumn.

Ha cante Kaspersky.by Bcerga goctynHa npobHas
BEpPCUS aHTUBUPYCHOIO peLleHus.

KASPERYKY3



AHTUBUPYC

KASPE“’Kﬂ KAspERS Kys s

bBa3oBbIN ypOBEeHb 3aWmnThI

HepoctaTouHbin Habop cepBUCOB nNpu padoTe B
NHTepHeTe

SNAIA-BUY
fsaadsey

YctaHoBKa Tosibko Ha K nog ynpasneHuem
Windows
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YXE ECTb “AHTUBUPYC”?

G KASpE "

becnnaTtHble adHTUBUNPYCbl B UTOre obxoasaTca cBoUM
nonb3oBaTteridmMm O4eHb ,u,oporo!

KaSpersky -
Internet Security

ANs BCex ycTpoiicts

Aysaadsey

AdbdekTnHasa 3awmta KIS ocsoboxgaet
Nonb30oBaTens OT KOMMbIOTEPHbLIX ONACHOCTEN.

A3uNoag ypuaayuy

YHuKanbHble TEXHONOrMM obeperaet OMHaHCHI,
nepcoHarsribHble JaHHbIE N JTNYHYIO XXN3Hb.

KASPERYKY3



HET MOTPEBHOCTU UJIK CKAYAEM?

W

Aysaadsey

A3uNoag ypuaayuy

KASPERSicys g

KaSpersky -
Internet Security

ANs BCex ycTpoiicts

CTonmocTb 3 (peKkTUBHOM 3aLUMTbl MeHee 8 Kon. B
CcyTKu!

Ob6palueHune B “KomnbloTepHyto noMoLb”
obxoauTcs B 5-6 pa3 gopoxe CTOMMOCTU rogoBOW
nmueHsum antTmsmnpycHoro 0.

MNpenoTBpaTUTh 3apa)keHne Bceraa nerve, Yem ero
BNocrneacTBumn neymtb!

KASPERYKY3



KIS SAHUMAET MHOI'O MECTA?

" KASPERfivy o,
CoT unu KOHTEHT 3aHMMaeT Ha 1K HecpaBHUMO

oonbLle mecTal

KaSpersky -
Internet Security

ANs BCex ycTpoiicts

A3uNoag ypuaayuy

O6bEMbI coBpemMeHHbIX HDD gocturatot
HEeCKONbKNX Tepadant!

480M6. — 3TO MeHbLUe, YeM OOBLEM caMow
ManeHbkon USB-cneLukn.
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KASPERSKY HE HPABUTCA?

" KASPERfivy o,
Hwkoroa He nonb3oBarcs

KaSpersky -
Internet Security

ANs BCex ycTpoiicts

A3uNoag ypuaayuy

HeraTuBHbIW OMNbIT - NONb30Baricd, HO OMeHb AaBHO

Ha cante Kaspersky.by Bcerga goctynHa npobHas
BEpPCUS aHTUBUPYCHOIO peLleHus!
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TEXHUYECKWNI BONPOC

oo KASPERSvs
TenedoH TexHu4ecko noaaepxku: 8 800 700 8811

KaSpersky -
Internet Security

ANs BCex ycTpoiicts

MrHOBEHHO OTBETMM B COLManbHbIX CETAX
(Facebook, BKoHTakTe, Google+, Twitter)

A3uNoag ypuaayuy

basa 3HaHun support.kaspersky.ru
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NONE3HbIN COBET:

PacckaxuTte nokynatento o pyHKLNN:
CokpblThe TenedOHHbIX KOHTAKTOB.

OTO NOMOXET BaM MHOIOKPaTHO YBENUYUTL
npogaxm
Kaspersky Internet Security ans Android.

[a! A ewé, B HEM ecTb AHTMBUPYC!
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NOJIE3HbLIE YTUITNTbI “JIABOPATOPUIA
KACIEPCKOIO”
oA CMAPTOOHOB U TTNAHWETOB. BECITJIATHO!



YTUnnTbl And CMAPT®OHOB U NJIAHLLETOB

YcTaHoBUTE Ha CBOW YCTPONCTBA

[eMOoHCTpupynTe NoTeHumarnbHbIM NoKynaTens .

;.\/-7

YcTaHaBnmBanTe Ha HOBble YCTPONCTBA NoKynaTesien B KadecTBe “‘KoMnnmmeHTa”

[ToBbIlLanTe nx NOoANIbHOCTbL!
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KASPERSKY QR SCANNER

MrHoBeHHas npoBepka 6e30nacHOCTMN TEKCTOB,
n3obpaxxeHnn n canToB, NpMBs3aHHbIX K QR-

Koay

NHdbopmauus ¢ otckaHmpoBaHHbIX QR-kogoB
OCTaeTCs Ha YCTPOWCTBE, NO3BONSASA BEPHYTLCH K
cTapblM CCbIfikaMm, N306paxeHnsam n cantam

HoctynHo gna Android n iOS
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KASPERSKY AD CLEANER

O eKTUBHO yoanseT peknamy B Safari

YBennunBaeT CKOPOCTb 3arpy3ku 1 HaBuraumn B
bpaysepe

[ocTyneH Tonbko ansa i0OS

KASPERYKY3



