NMHOOPMALIMOHHAA
BE3OINACHOCTb
METO[Obl 3ALWLATDI
WHOOPMALIUUA



NudopmannonHoii 6e30MaCHOCTHIO HAa3bIBAIOT KOMIUIEKC OPraHU3aLMOHHBIX, TEXHUYECKUX U TEXHOJIOTUYECKHUX MEP T10

3amuTe UHPOpMAIMK OT HEABTOPU30BAHHOTO JOCTYIIA, pa3pyIleHUs], MOAU(DUKAIINY, PACKPBITHS U 3aJIeP>KEK B TOCTYTIE.

I/IH(I)OpMaL[I/IOHHaH 0e3011aCHOCTh JAaC€T rapaHTHIO TOr'O, YTO JOCTUT'ArOTCA CICAYIOIINC TTCIIN.

*kon@uoenyuanvrhocms vaGopMau (CBOMCTBO HH(OPMAIIMOHHBIX PECYPCOB, B TOM YHCIIe HH(OPMAIINH, CBI3aHHOE C

TEM, UTO OHU HE CTaHyT JAOCTYMHBIMU U HE OyAyT PACKPBITHI 151 HEYIIOJTHOMOYEHHBIX JIUIL);

*lenocmHoCcmb I/IH(bOpMaLII/II/I U CBSI3aHHBIX C HEH MponcccoB (HCI/ISMCHHOCTB I/IH(i)OpMaHI/II/I B IIpOLCCCC €€ IICpCaadn Ujin

XpaHEeHWsI);

*0ocmynnocmp HHOpPMAaINY, KOTIa OHA Hy’)kHa (CBOMCTBO MH(OPMAIIMOHHBIX PECYPCOB, B TOM YHCIIe HH(OPMALIUH,

OMpCACIAIOIICC BOBMOKHOCTD UX IMOJIYUCHUS U UCIIOJIB30BAHUA 110 Tpe6OBaHI/IIO YHOJIHOMOYCHHBIX .HI/IH);

*yuem BCEX MPOIIECCOB, CBSI3aHHBIX ¢ MH(OpMAIIEH.



Obecneyenne 6e3o0macHOCTH HHGpOpMaUK
CKJIa/IbIBACTCSI U3 TPEX COCTABIISIIOIINX:

*KoHuaeHIInaIbHOCTH,
[[esi0CcTHOCTH,
*JIOCTYITHOCTH.

Toukamu pUIIOKEHUS ITPOLIecca 3alUThI
uHdopmalu K “HPOpPMAITMOHHON
CUCTEME SIBJISIFOTCS:

| = ~ I
| NHO®OPMALIN
|

eanmaparHoe ooecreyeHue,
*IIPOTrPaMMHOE 00CCIICUCHHE
*00ecTieueHHe CBsA3H (KOMMYHHUKAINH ).

Camu miporierypbl (MEXaHU3MBI ) 3aIUTHI
paszaensoTcs Ha

n
“ & . l |
I *3aIIUTY (PU3HUECKOTO YPOBHS,
ﬂ O

*3all[UTY [EpCOHAJIa

*OpraHN3alMOHHBIN YPOBEHb.



¥Yrpo3a 0e301acHOCTH KOMIIBIOTEPHOM CUCTEMBI - 3TO ITOTCHIIMATIBHO
BO3MOYKHOE TMTpouCIIecTBUE (MpeIHAMEPEHHOE WK HET ), KOTOPOE MOXKET OKa3aTh
HEKeJIaTeJIbHOE BO3/ICHCTBUE HA CaMy CUCTEMY, a TAaK)Ke Ha HH(OPMAITHIO,
XPaHALILYIOCS B HE.

AHanu3 yrpo3 MpoBEIEHHBIX ar€HTCTBOM HAIIMOHAIBLHOW acCOMaIuen
uH@opmarnnonHoi 6e3zomacHoctu (National Computer Security Association) B
1998 r. B CILIA BBISIBUII CIEAYIOUIYIO CTATUCTUKY:
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w




BUAbl UHOOPMALIMOHHbIX YIPO3
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-EE———

TexHonornyeckmne




IHoauTHKA 0€30IACHOCTH - 3TO KOMIUIEKC MEP U AKTUBHBIX
JIEMCTBUM T10 YIIPABJIEHUIO U COBEPILIEHCTBOBAHUIO CUCTEM U
TEXHOJIOTMH 0€30ITaCHOCTH, BKIIKOYasi ”HPOPMAILITMOHHY IO

0Ee30IaCHOCTb.

S JAaHU3ANUOHHASA 3a1UTa




OPITAHU3ALUNOHHAA SALLNTA

op2aHusauusa pexcuma U OxXpamHbsl.

opeanuzayus padomosl ¢ compyonukamu (IoJ00p U pacCTaHOBKA NIEPCOHANA, BKIIIOYas
O3HAKOMJICHHUE C COTPYAHUKAMHU, X U3yUEHUE, 00yUeHUE MTPaBUIIaM PabOThI C
KOHUISHIIMATBHON nHpOpMaIuel, 03HAKOMJICHHE C MEpaMU OTBETCTBEHHOCTH 32
HapyIlIeHHUE MPaBWII 3aUTHI HH(DOpMaLIUK U JAp.)

opeanu3ayus padomosl ¢ 0OKymMeHmamu i JOKyMEHTUPOBaHHON HH(pOpMaLuen
(pa3paboTKa, HICTI0JIb30BAHUE, YUET, UCIIOJIHEHUE, BO3BPAT, XPAHEHHUE U YHUUYTOXKEHUE
JOKYMEHTOB U HOCHUTEJIEN KOH(DHUACHIIMaabHON HH(OpMALIUN )

Op2aHu3auus UCNONb306AHUA MEXHUYECKUX cpedcme cOopa, 00padOTKH, HAKOIUIIEHUS U
XpaHeHUs KOHQUICHITMAIbHOW nH(OpMaLNy;

Op2anu3ayus padomsl NO AHAIU3Y 6HYMPEHHUX U 6HEUWIHUX Y2P03 KOHPUICHIIUATbHOM
uH(pOpMaIu U BEIpa0OTKE MEp MO 0OECTICUCHUIO €€ 3aIUTHI;

Op2aHu3auus padomaol NO NPOGEOEHUI) CUCHEMAMUYECKO20 KOHMPONA 3a pabOmoil
nepconana ¢ KOHPUAECHIUAIBHON HHPOPMALIEH, TOPSIAKOM y4eTa, XpaHSHUS U
YHUUYTOXKEHUS JOKYMEHTOB U TEXHUYECKUX HOCUTEIIEH.



TEXHUWYECKUE CPELOCTBA
SALIUTbl NUHPOPMALIUA

J1J1s 3a1uThl IepuMeTpa MHPOPMAIIMOHHON CHCTEMBI CO3AAt0TCSI:
*CUCTEMBbI OXPAHHOW U MOXKAPHOW CUTHAIU3ANH;
*CUCTEMBI ITU(PPOBOTO BUICO HAOTIONCHUS;
*CHCTEMBI KOHTPOJIS U yrpasiieHus gocrynom (CKVY/).

BaIlII/ITa HH(])OpMaHHH OT €€ YTCUKH TCXHUYCCKNMHU KaHa/IaMH CBA3H o0ecrneunBacTCs CICAYHOIITUMHA
CpeaACTBAMHU U MCPOIIPUATHUAMU:

*HCTOJB30BAHUEM SKPAHUPOBAHHOTO KaOelis M MPOKJIaIKa MIPOBOJOB U KaOesell B SKpaHUPOBAHHBIX
KOHCTPYKIIHUSIX;

*YCTaHOBKOM Ha JIMHUSIX CBSI3U BRICOKOYACTOTHBIX (DHJIBTPOB;
*IIOCTPOCHUE IKPAHUPOBAHHBIX TOMEIICHHUN («KaTCyi»);
*HCTOJB30BaHKNE SKPAHUPOBAHHOTO 000PYIOBAHUS;
*yCTAHOBKA aKTUBHBIX CUCTEM 3alIyMJICHHUS;

*CO3/JaHUE KOHTPOJIUPYEMBIX 30H.



AIMNAPATHBIE CPEAOCTBA
SALLUTblI MUHPOPMALIUA

CrnenuanbHbIE PETUCTPHI IJ11 XPAHCHUS PEKBU3UTOB 3aIUTHI: MAPOJIEH,
UJISHTUDUITUPYIOIINX KOJAOB, TPH(OB UK YPOBHEHW CEKPETHOCTH;

YerpoiicTBa n3MepeHus HHAMBUIYAIbHBIX XapaKTEPUCTHK YeIoBeKa (ronoca,
OTIIEYATKOB) C IEJIbIO €T0 UACHTU(PUKAIIUY;

CxeMpbl NpepbIBaHus Nepeaadd HHPOPMAIIKU B JIUHUM CBS3U C IEJBIO
MEPUOJINYECKON TPOBEPKHU AIPECA BbIAYU JAHHBIX.

YerporictBa ais mudpoBanus nHGopMaruu (KpunTorpaguueckue MEeTOIbI ).

Cucremsbl 6ecriepe00MHOTO MTUTAHUS:
* Hctounuku 6ecriepeOOMHOro MUTaHUS;
* PesepBupoBaHUE HATPY3KY;

* I'eHeparopbl HAIPSKEHUS.



NMPOIPAMMHbBIE CPEOCTBA
SALLUTblI MUHPOPMALIUA

* CpencTsa 3allMThl OT HecaHKIIMOHUpoBaHHOTO noctyna (HC/):

Cpenctpa ;

ManzaarHoe ynpaBlieHHUE T0CTYTIOM;
N3buparensHOE yIpaBlieHHE TOCTYIIOM;
VYrpaBieHue 10CTynoM Ha OCHOBE POJIeH;

KypnanupoBanue (Tak e Ha3bIBaCTCs AyIuUT).

CucTteMbl aHaJIU3a U MOJICIMPOBaHUS HH(POPMAITUOHHBIX TOTOKOB (CASE-cuctemsr).

CucTemMbl MOHUTOPHHTA CETEU:

Cucrembl oOHapy>keHuUs 1 ipenoTBparieHus srop>xkenwnii (IDS/IPS).

Cucrembl IpeoTBpaIIeHUs yTedek KoHpuaeHmaisHoi napopmarnun (DLP-cuctemsr).

AHaIM3aTOPhI MPOTOKOJIOB.

AHTUBUPYCHBIE CPEJICTBA.



NMPOIPAMMHbBIE CPEOCTBA
SALLUTblI MUHPOPMALIUA

MexceTreBble IKpaHBbIL.

Kpunrorpaduueckue cpeacrna:
* [udponanue;

* lludposas noanuce.
CucTteMbl pe3epBHOTO KOTIMPOBAHMUSL.

Cuctembl ayTeHTU(DUKAITUN:
* Tlaposns;
*  Kurou nocryna (pusudecknii Wi 3JeKTPOHHBIN );
* Cepruduxar;

* buomerpus.

I/IHCTp}IMeHTaHLHbIe CpCACTBa aHaJIn3a CUCTCM 3allIUThI:

*  MOHUTOPUHIOBBIN IPOTPAMMHBIN TPOIYKT.



BUbl AHTUBUUPYCHbIX NMPOI'PAMM

J1eTeKTOphI MO3BOJISIIOT OOHAPYKUBATh (haiijibl, 3apaKEHHBIE OJHUM U3 HECKOJIbKUX M3BECTHBIX BUPYCOB.
HexoTtopblie mporpaMMbl- A€ TEKTOPHI TAK)KE BBITTOIHSIOT 3BPUCTUYECKUM aHaNU3 (PaliIoB U CUCTEMHBIX
o0macTeil TUCKOB, UTO YacTo (HO OTHIONB HE BCET/a) MO3BOJISAECT OOHAPYKUBATh HOBBIE, HE H3BECTHHIE
porpaMMe-J1eTEKTOPY, BUPYCHI.

DUABTPEI - 3TO PE3UACHTHBIC MPOTPAMMBI, KOTOPHIE OMOBEIIAIOT MOJIH30BATEIISI O BCEX MOIBITKAX KaKOH-TH00
MIPOTPaMMBI 3aMMUCATHCS Ha JIUCK, a YK TeM 0oJiee 0T(hopMaTUpoOBaTh €ro, a TAKKE O IPYTUX MOJ03PUTEIBHBIX
JIEUCTBUAX.

[Iporpammel-s1oKkTOpa WK dhark He TOIBKO HAXOMAT 3apaKeHHbIE BUPYCaMHU (Daiiiibl, HO U «JIeHaT» UX, T.e.
yIaJSIIOT U3 (paityia TeNo MporpaMMbI-BUpYCa, BO3Bpaias (haniibl B ICXOJHOE COCTOSIHHE.

PeBH30pEI 3alIOMUHAIOT CBEJEHUS O COCTOSIHUM (PaiiIOB M CUCTEMHBIX 00JIacTel AUCKOB, a IPU MOCIETYOUIUX
3aIyCKax — CPaBHUBAIOT UX COCTOSIHUE UCXOAHBIM. [Ipy BBISIBICHUM HECOOTBETCTBUI 00 3TOM COOOIIAeTCs
I10JIB30BATEIIIO.

Croporka ninn (GUIBTPHI PacIoNaraloTcsi PE3UICHTHO B ONIEPATUBHON MTAMSATH KOMITBIOTEpA U IPOBEPSIOT HA
HaJIM4YKe BUPYCOB 3aIryckaeMble (paitiibl u BctaBisembie USB-nakonurenu.

[IporpamMMBbI-BaKIIMHEI UM UMMYHHU3ATOPbI MOJU(DUIIMPYIOT MPOTPAMMBI U IMCKU TaKUM 00pa3oM, 4TO 3TO HE
oTpaxaeTcsi Ha paboTe MporpaMM, HO TOT BUPYC, OT KOTOPOTO MPOU3BOUTCS BAKIIMHALIMS, CYHUTAET 3TU
IPOrPAMMBbI WIH JUCKU yKe 3apasKEHHBIMU.



HEOOCTATKU AHTUBUPYCHDbIX
MPOI'PAMM

Hu onHa U3 CyIiecTBYOMMX aHTUBUPYCHBIX TEXHOJIOTHI HE MOXKET 00€CIIEUUTh TTOTHOM
3alIUThI OT BUPYCOB.

AHTUBHUpYCHAasI MporpaMMa 3a0MpaeT YacTh BEIYUCIUTEIBHBIX PECYPCOB CUCTEMBI, HArpyKas
HEHTPAJIBHBIN MPOLIECCOP U KECTKUM JUCK. OCOOEHHO 3TO MOXKET OBITh 3aMETHO Ha CJIa0bIX
KOMITIBIOTEPAX.

AHTHUBUPYCHBIE IPOTPAaMMBbI MOTYT BHJIETh YIPO3Y TaM, T7e €€ HeT (JI0’KHbIE CpadaThIBaHUA).

AHTUBHPYCHBIC TIPOTPaMMBI 3arpy’Kat0T 0OHOBIEHUS U3 MIHTepHEeTa, TeM caMbIM
pacxoays Tpaduk.

Paznuunbie MeTo1bl U(POBAHUS U YITAKOBKHU BPEIOHOCHBIX MTPOTPAMM JICNIAIOT JaXe
U3BECTHBIE BUPYChI HE 0OHAPYKUBAEMBIMHU aHTUBUPYCHBIM MTPOTPAMMHBIM oOecrieueHuem. s
0OHapYKEHUS ITUX «3aMaCKUPOBAHHBIX» BUPYCOB TPEOYeTCsl MOITHBIN MEXaHU3M PaCakOBKH,
KOTOPBIN MOXET JAemndpoBars Qaiiisl nepen ux npoBepkoil. OqHako BO MHOTHX aHTUBUPYCHBIX
mporpaMmax 3Ta BO3MOXXHOCTb OTCYTCTBYET U, B CBSI3U C 3TUM, YACTO HEBO3MOKHO OOHAPYKUTh
3amu(poBaHHBIC BUPYCHI.



MOHATUE KOMINBbIOTEPHOIO
BUPYCA

Komnvromepubwtii 6upyc — 3T0 cnieliyajibHasi IporpaMma, HaHOCAIIast
3aBEJIOMbII BpeJl KOMIILIOTEPY, Ha KOTOPOM OHa 3alyCKaeTCs Ha

BBIIIOJIHCHHUC, NJIX APYI'UM KOMIIBIOTEPaM B CCTH.

OCHOBHOU (DYyHKIIMEN BUPYCA SBISIETCS €r0 pAa3MHOXKEHUE.



KINACCUPUKALIUA
KOMIMBbIOTEPHbIX BUPYCOB

1o cpeae OOMTAHUS;
10 ONEPANMOHHBIM CHCTEMAM;
10 AJITOPUTMY PadoThi;

I10 ACCTPYKTUBHBIM BO3MOKHOCTSM.



daunoebie

eupychbli
HaHocAaT Bpea
doannawm.
Co3natoT
doann-aBONHUK
C UMEHeM
opurnHana.

3azpy304YHbie

eupychbl
BHEOPAIOTCS B
3arpy304HbIN
CEeKTop Aucka.
OnepaunoHHas
cuctema npu
9TOM
3arpyaetca c
omdkamu u
cbosamm

Makpo-

eupychbi
«loptaT»
OOKYMEHTbI
Word, Excel n
APYrnx
NpUKNagHbIX
nporpamMmm
onepaLlnoHHON
CUCTEMBI
Windows.

1) MO CPEAOE OBUTAHUA

Cemesnblie

eupychl
PacnpocTtpaHs
IOTCS MO
Internet yepes
9JTIEKTPOHHbIE
nMcbMa unu
nocrne
NoCeLLEHNS
COMHUTENbHbIX
CanToB.



2) MO ONEPALUMNMOHHBIM
CUCTEMAM

J1J1s1 KaXK10M OnepanoOHHON CUCTEMBI CO3JAaI0TCS CBOU
BUPYCHI, KOTOPBIE OyAyT «paboTaTh» TOJLKO B Hell. Ho
CYLIECTBYIOT M YHUBEPCAIBHBIE BUPYChI, KOTOPHIE
CIIOCOOHBI BHEAPATHCS B PA3JIMUHBIE ONIEPALIMOHHBIC

CUCTCMBEI.



3) MO AJIFCOPUTMY PABOTHDI

Pe3udeHm-
HOoCMb
Bupyctl,
obnaparowune
9TUM
CBOWUCTBOM
OEUCTBYIOT
NOCTOAHHO
noka
KOMMbOTEP
BKITHOYEH.

Camowugppo
eaHue u
nosiumMop-

pusm
Bupychbl-
NONMMOPAUKN
N3MEHSIOT CBOU
KOO WUIn Terno
npor-pamMmeil,
YTO UX TPYAOHO
ODHapPYXUTb.

Cmenc-

asizopumm
Bupychbl-
HEBUOVNMKMN
«MPAYYTCA» B
onepaTuBHOM
namaTn u
aHTMBMpPYCHas
nporpamMmma ux
HEe MOXeT
OOHapPYXUTb.

HecmaH-
dapmHble

npuemMbi
[MpuHuMnnans
HO HOBblE
MeToAbl
BO3EeNCTBUA
BMpYyca Ha
KOMMbIOTEP.



4) MO AECTPYKTUBHbIM
BO3MOXHOCTAM

besepeo-

Hble
He HaHOCAT
HUKaKoro
Bpeaa Hu
nornb3oBaTe-
M0, HK
KOMMNbIOTEPY,
HO 3aHUMaloT
MECTO Ha
)KECTKOM
aucke.

HeonacHble
HaHOCAT
MOpanbHbLIN
yiepo
Nonb30BaTeso
Bbi3biBaloT
BU3yaribHble
rpadouyeckue
NN 3BYKOBbLIE

9P eKTHI.

OnacHsble
YHUUTOXAIOT
MHpopmaLuuto
B dpamnax.
«lMoptaT»
doauvnbl,
aenaswot ux
HEeCUYNTbIBa-
eMbIMN U T.4.

OyeHb

OorfnacHbIe
cbmBatoT npoLecc
3arpy3kun OC,
nocrie 4ero
TpebyeTcs ee
nepeycTaHoBKa;
NN «NOPTAT»
BUHYECTEP, 4YTO
ero Tpebyetcs
doopmaTunpoBaTthb



BPEJOHOCHBbIE IN1POIr PAMMBI

* Tpoanckuii KOHb - 3TO TPOrpaMma, CoJepHkKalas B ce0€ HEKOTOPYIO Pa3pyIIAOIIY O
(YHKIHIO, KOTo%aﬂ AKTUBU3UPYETCS MPU HACTYIUIEHUH HEKOTOPOTO YCIOBHS
cpaOatbiBanus. OOBIYHO TaKKE MPOrpaMMbl MACKUPYIOTCS MO KaKue-HUOY b
MIOJIC3HbIE YTUIIUTHI. BUIBI 1€CTPYKTUBHBIX AEUCTBUN:

* YHuutoxxenue nHpopmaiuu. (KoHKpeTHbIH BHIOOP 0OBEKTOB U CITIOCOO0B YHUUTOXKCHUS 3aBUCHT
TOJILKO OT (paHTa3uM aBTOPA TaKOM MmporpaMmmbl U BodmoxkHocTel OC. Ota QyHKIUA ABISETCS
oO1elt T TPOSTHCKUX KOHEH M 3aKJIaI0K ).

 [lepexsat u mepemxada nHGopManun. (Iaposici, HabupaeMbIX Ha KJIaBHAType).

* lleneHnarnpaBiieHHOE U3MEHEHUE MPOTPAMMBbL.

* Yepeamu HA3bIBAIOT BUPYCHI, KOTOPHIE PACTIPOCTPAHSIIOTCS MO NNIOOATBHBIM CETAM,
nopaxas LeJIble CUCTEMBI, & HE OT/ICJIbHBIE TPOTPAMMBI. DTO CaMBbIi OACHBIA BUJ
BHUPYCOB, TaK Kak 00bEKTaMU HAMAJAECHUS B 3TOM CITy4ae CTAHOBSTCS
MH(POPMaIMOHHBIE CUCTEMBI TOCYIaPCTBEHHOTO MaciiTada. C mosiBIeHUEM
o0anpHOM ceTu Internet 3ToT BU HapylieHUs! 0€30MTaCHOCTH MPECTABISAET
HauOOJBIIYIO YTPO3Y, T.K. EMY B JIFOO01 MOMEHT MOXET MOABEPTHYTHCS JIFOOOH U3
KOMITbIOTE€POB, MOJKIIOYEHHBIX K 3TOM ceTh. OCHOBHAas (PYHKIIMS BUPYCOB JAHHOTO
THUIIA — B3JIOM aTaKyeMOW CUCTEMBI, T.€. TPEOJAOJICHUE 3aIUTHI C LEIbIO0 HAPYIICHUS
0€30IaCHOCTH U LEJIOCTHOCTH.



¢ I/II[eHTH(l)I/IKaIIHH — 3TO HAa3bIBAHUC JIMITOM ceos CHUCTCMC,

2 ayTeHTI/I(l)I/IKa]_[I/IH — 9TO YCTAHOBJICHHUC COOTBCTCTBUA JINIId HA3BAHHOMY

UM UACHTU(DUKATOPY;

* aBTOPU3ALMA — IPEAOCTABICHUE 3TOMY JIUIY BO3MOXKHOCTEU B
COOTBETCTBUE C MOJIOKEHHBIMU €MY MIPABAMHU UJIY IPOBEPKA HATTUYUS [IPAB

P MONBITKE BHITIOJHUTH KaKOE-JIM0O JICHCTBUE



