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OueHka ysi3BMOCTY Bug Bounty Hunters - TanaHTIuBbIE STHYECKHUE XaKEPBL,
HaHATHIE KPAyJCOPCUHTOBBIMM CTYKOaMH O€3011aCHOCTH
JUTSL TECTUPOBAHUS CETEN CBOUX KJIMEHTOB. KoMnaHus
MMEET JIOCTYM K IIUPOKOMY CIIEKTPY TBOPUYECKUX

XaKEPCKUX TAJAHTOB.

Hacker One - opnHa u3 nepBbIX
KOMITAaHUH, KOTOpasi MpeIoCTaBuia 3TU
ycayru. Takxke TEeCTUPYEeT OCHOBHBIE
W HHTEPHET-TEXHOJIOIMH, Takue kKak Open

— =4 | SSL, pasznmnuHbIE CEPBEpBI, TAKUE KaK
Nginx u Apache, u Takue g3bIKH, Kak
PHP, PythOIl u Perl. HpI/IBJ'IeKaCT e
100 000 xakepoB misi OOHApyKEHUS
ySI3BUMOCTEW W BBIIJIATUI MUJUIMOHBI
JI0JUTApOB B BHUJE BO3HATPAXKICHUN 3a
ook B IHTEpHETE

THE MOST TRUSTED HACKER-POWERED
SECURITY PLATFORM

Il WITH CAUTION

HACKERONE SOLUTIONS




OueHka ysi3BUMOCTH

afraln
Cisco

OueHka  ys3BUMOCTH  BBISIBIISIET
YSI3BUMOCTH, KOTOpPBIE MOTYT OBIThH
MCTIOJIb30BaHbI

3JIOYMBIIIJICHHUKAMHU.
Ouenku YSI3BUMOCTH MOTYT]
IIPOBOJUTHCS pPETryIIsIpHO 17|

peryaspHO  WIX  MOTYT  OBITh
HalleJIeHBI Ha ONpeCTICHHBIE
KOMIIOHEHTHBI cuCTEMBI 10T.

Ouenka YSI3BUMOCTH 4acTo
BBLITIOJIHSICTCS C  HCIIOJIb30BAaHUEM
TOTOBBIX MHCTPYMEHTOB, HAIPUMED,
B Kali Linux.




OueHka ysi3BUMOCTH
[Mpouecc OLUeHKM ya3BUMOCTH

Asset
|dentification
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management
systems

* Inventory records

* Network

afraln
cisco

Service Software Validation
Discovery Scans . White-box tests
* Pentests
K ors —> =oltware ) =3 + Testing refinement

« UDP Ports configurations
*« Web services « Software versions

* Vulnerable services

Reporting —




OueHka ysi3BUMOCTH
[Mpouecc OLUeHKM ya3BUMOCTH

COBIT 5 for Risk

Il Pyicki
o

KomnoHeHTbl opraHuaauum

Mpoueccs! Opr. Kynetypa n
CTpyKTYpa noseaexne

TPUHLMNLL NONUTUKK, MPOLIEAYPbI
Vishopraiin: MpeanoxexusA ll Mepcoan u
omay n UT-cepauct! [l kKOMNETeHL

COsO 1ISO ISO/NEC
ERM 31000 27005

lNpouecc
coaepxauun
pUCK

[pyrve fokyMeHTbl
n3 Gubnuorekun
COBIT5

Puckosbe

CLieHapun
ITILISO/ ISONEC
IEC 20000 | 27001/2

afraln
cisco

Mertogonoruss COBIT for Risk pa3zpaborana
acconuanueir [SACA (Information Systems
Audit and Control Association) B 2013 rogy u
0a3upyeTcs Ha JIYUIINX MPaKTUKaX YIPaBICHUS
puckamu (COSO ERM, ISO 31000, ISOMEC

27XXX # ap.).

Mertonomorus paccMaTpuBacT PHCKHU
MH(POPMAIMOHHOMN 0€30MacHOCTH
OPUMEHUTENIPHO K  pHUCKaM  OCHOBHOM
NEATCIbHOCTH  OpTraHU3alluM,  OIHCHIBACT

MOJIXOJIbI K peanu3aiuu PyHKIUU yHpaBICHUS
puckamMu HUHGOPMAIMOHHON O0€30MacHOCTH B
OpraHu3alMd U K MpoleccaM KadyeCTBEHHOTO
aHaJIn3a PHCKOB MH(pOPMaIMOHHOM
0€30IMaCHOCTH U YIIPABICHUSI UMU.




OueHka ysi3BUMOCTH

KoMnoHeHTbl opraHusauum

OnucaHue npouecca

OnucaHune yHKUUK yrnpaBneHna puckamu

ynpaBneHns puckamu

NOACHAET, KaK J0rmKeH
MNOACHAET, KaK A0MmKHa Npoueccoi Opf fyncmpa cpyHKuuanpraTb
ObITh BbICTPOEHA KoMETETT shliehe b npoLecc ynpasneHus
N HEHTDI
YHKUNA yIpaBNEeHNS Lt L pp
4 byrry ynpaBneHHs puckamu Vb ana
pUCKamu 1 Kak B ee e RCEAM aHanuaa u CHUKeHNA
pamKax AOMKHbI MpuHLMNbL, NONUTUKK, NPoLeaypbI puckos VB, Bnusiownx
B3alMOAelCTBOBaTb :
Ha OCHOBHble
OCHOBHbIE KOMMOHEHTHI T
opraHu3amm
p L Vicbopmais lMpeanoxeuna @ [lepcoHan n opraHu3atum

n UT-cepauchl ll KOMNETEeHL uu

[Tpu peanuzanuu GyHKIUHU U MIpoliecca YIPABICHUS] PUCKAMU B OPraHU3ALMK METOAOJIOTHS BBIIEISET CIEAYIOIINe
KOMITOHEHTBI, BIUSAIOIINE KaK HA pUCKU UH(OPMALIMOHHON 0€30MacHOCTH, TaK U Ha MPOLIECC YIPABICHUS UMU:
[IpuHUONMBL, TONUTUKH, IPOLEAYPHI OpPraHU3aLUN;

[Ipoueccsr;

OprasuzanoHHasl CTpyKTypa;

KopnioparuBHas KyJbTypa, 3THKa U IIPABUJIA TOBEACHNUS;

Nudopmarus;

NUT-cepBucel, UT-undpactpykrypa 1 NpuiaoKeHUs;

JIroqu, UX OMBIT ¥ KOMIIETEHLIUH.




MGTOI[OJIOFI/ICI;'I ABJIAIOTCA PUCKOBBIC CLICHAPHUH.
KOTOpOC B ClIyda€C BO3HHKHOBCHHS, MOXKCT

BO3/ICHCTBUIO HA JOCTHXKECHUE LIEJIEN OpraHUu3alum».

OueHka YA3BUMOCTN OCHOBHBIM 3JIEMEHTOM aHaJdW3a W YIPABICHUS PUCKAMU
nH()OPMAITMOHHON Oe3omacHOCTH B COOTBETCTBUHU C

Kaxxnpiii crieHapuii mpeacTaBIsieT COOOM «OTMMCaHHWE COOBITHS,

IIPUBECTH K

HEOIIPEICIICHHOMY (MO3UTUBHOMY 1581051 HETaTUBHOMY )

JIns KaXXI0ro pHUCKOBOTO CLEHApHST B METONOJIOTHM  OIPEIEJI€HAa CTENEeHb €ro

MIPUHAJICKHOCTHU K KaXJOMY TUITy PUCKOB:

Crparernueckue pUCKM — PHUCKH, CBA3aHHBIE C YNYIIEHHBIMA BO3MOKHOCTSIMH
ucnionb3zoBanust WT 1ns  pa3BuTUs W NOBbIIEHUA A(P(EKTUBHOCTH OCHOBHOM
NEATEIIbHOCTU OPTaHU3aIUY;

IIpoeKkTHBIE PUCKH — PUCKH, CBsI3aHHbIE C BiausHUeM MT Ha co3maHue Wil pa3BUTHE
CYILECTBYIOIIMNX NPOLIECCOB OPraHU3alllH;

Puckn ynpasnenuss UT u npenocraBinenus MT-cepBUCOB — pPUCKU, CBA3AHHBIE C
o0OecrnieueHreM AOCTYMHOCTH, CTAOWJIBHOCTH W MPENOCTaBleHUs mojb3oBarensam UT-
CEpPBUCOB C HEOOXOMMBIM YPOBHEM Ka4eCTBA, MPOOJIEMbI C KOTOPHIMU MOTYT MPUBECTH
K yuiepOy 1Ji1 OCHOBHOM JIEATEIbHOCTH OPraHU3aIIHH.

afraln
cisco




OueHka ysi3BUMOCTH

Kaxx b1l pUCKOBBIN CIIEHAPHUM COACPIKUT CICAYIONIYH HH(DOPMAIIHUIO:
Tun ucToyHMKa yrpo3sl - BHYTPEHHUN/BHEIITHUH.
Tun yrpo3sl - 3JI0HaMEpEeHHOE JIEUCTBUS, IPUPOHOE SBJICHUE, OIIMOKA U
zp.
OnucaHue COOBITHSA - TOCTYIT K MH(POPMAIIUK, YHUUYTOKEHUE, BHECEHUE
U3MEHEHUH, pacKpbhITue UHGOPMALIMH, KpaXka U Jp.
Tunbl akTUBOB (KOMIIOHEHTOB) OPraHU3aIMHU, Ha KOTOPKIE BIIMSIET
coOrITHE - TIoaH, TIpouiecchl, UT-undpactpykrypa u ap.
Bpewms coObITus.

afraln
cisco



OueHka ysa3BMMOCTH
[Mpouecc OLUeHKM ya3BUMOCTH

JlanbHeiiiee yIIpaBJICHUE pUCKaMu
OCYLLECTBJISAECTCS IIYTEM aHajn3a OCTATOYHOIO
YPOBHS PHUCKOB U IIPUHATUS PELICHUS O
HEOOXOJMMOCTH peaTU3alMK TOMOTHUTEIbHBIX
MEP CHUKEHUS PUCKOB.

MGTOI[OJIOI‘I/I}I COLUCPKUT PCKOMCHIAIIUU IIO
BHCAPCHUTIO MCDP CHMIKXCHU PpHUCKOB
IMPUMCHUTCIIBHO K KaXXIOMY n3 THUIIOB
KOMIIOHCHTOB OPraHHU3alluH.

BapuaHTbl pelieHus
no pucky

M3beranne CHuxeHune
nepeﬂaqa m

PuckoBble
CcLieHapum

l

AHanus puckos —» KapTa puckoB

l

AnneTuT K pucky

MapameTpbl peLueHns
no pucky

I'IpVIHHTme S ekTns- CreneHb
~-p=  PELIEHUA N0 - HOCTb BO3JeiCcTBuA

pucky
peanusaunn HOCTb

Cnucok
peLueHuii no

puckam S

* pearvpoBaHus
MpuopuTesayys Hopwa- -

PELIeHNi N0 - NbHbIA

puckam

Hopma-
NbHbIA

CoOoTHOLWWEHNe CTONMOCTH U

v

MnaH pearnpoBaHus
Ha PUCKU C ykasaHuem
NPUOPUTETOB PELLEHN I

no puckam

apdekra



OueHka ysi3BUMOCTH
Tunbl OUEHKN YA3BUMOCTU

OLIEHKY Ys3BUMOCTH MOYKHO Pa3fe/IuTh HA TPU THUIA:

[ bBenbrit AMIMK - OIEHIIMKH 3HAKOMBI C CETeBBIMU
CHCTEMaMH M 4aCTO pab0Tar0T BHYTPH OpraHU3aIIUHY.
OHM 4acTO COCPEAOTAYNBAIOTCS HA OMPEACICHHBIX
aCMEKTaX CUCTEMBI.

) YepHslii AIMK - 5Ta OLICHKAa Hanboee OIM3Ka K
peanbHOM aTake. OLCHIINKH, KOTOPhIE OOBIYHO
paboTaroT C TPEThE CTOPOHOM, HE 3HAIOT CETEBOM
apXUTEKTYPHI.

[ Cepplii AMKK - TECTUPOBIIUK YAaCTUYHO 3HAKOM C
TECTUPYEMBIMHU CETEBBIMUA CUCTEMaMM, BKIIFOYAsI JOCTYII
K JOKYMEHTAIIMA BHYTPEHHEU CETEBOM APXUTEKTYPHL.
Ilenb cOCTOUT B TOM, YTOOBI IPOBEPUTH YSI3BUMOCTH,
ONPEJICIUTD JIETKOCTh UX WCIIOJIb30BaHUS U ONIPEICTUTh
MOTEHIUAJIbHOE BO3JENCTBUE DKCILJIONTOB.

White, Black, and Gray Box Testing

Ny

Insider knowledge of network

No knowledge of network

Targetted knowledge of network




OueHka ysi3BUMOCTH
Tunbl OUEHKN YA3BUMOCTU

loT nop yaapoM: BpefOHOCHbI€ NporpamMmMbl
npoTtus "MHTepHeTa Bewen"

B Mupe HacuuTbiBaeTcs 6onee 6 Mmunnunapaos "yMHbIX" ycTpoincTe. O TOM, HACKONBKO OHW MOryT ObITb ONACHbI
B pyKax 3/10yMbILLNEHHUKOB, MUp y3Han B 2016 rogy ¢ nosisneHnem 6otHeTa Mirai. Ho ncropms BpegoHOCHbIX
NporpamMM, aTakyrLwiux YCTPONCTBA "MHTEpHeTa Bewlen”, Havyanacb HAMHOIro paHbLUe.

TSUNAMI
HYDRA Kpoccnnandopsesssit (RC-batck - TROJAN.LINUX.PNSCAN N BRICKERBOT
MNepean apegonocHan dyrxumamu DDOS, 8 2010 Guin 3ameven TPOosHEeL, JAPaANAIOWINA YIBHMBIC Bort, amnogsaumi w2

loT-nporpasma. n seponax gns ARM, MIPS u SPARC nnardopm, ycrponcraa Saxgopom Tsunami. ug cTpor loT-ycrpocrea.

PSYBOT GAFGYT
MNepesit ITW-2nospen Ans IRC-backdoor ¢ $ymkumen @ MIRAI
MIPS-nnargopmb, 3arvem CXAHMPOBAHUA AnanasoHos |P-anpecos “av) ¥ oo Knomel, Hajime,
Uteltend - passurne PsybOt. B NOMCKAX YRIBMMLIX YCTPORCTR v Remaiten, Moose,

2 4 6

2008 2009 2010 2014 2015 2016 2017

KASPERSKY



OueHka ysa3BMMOCTH
TecTupoBaHne Ha NPOHUKHOBEHWE ©

s o Er—C

TecTupoBaHue Ha MPOHUKHOBEHHE (pen testing) COCTOUT U3
peabHBIX IEJICHANIPABICHHBIX aTaK, KOTOPHIE BBISBIISIOT
MOTEHIIMAJIbHBIE BO3CHCTBUS, CBI3aHHBIE C N3BECTHBIMU
YSI3BUMOCTSIMH.

KBanuduirpoBanHbie 3THYECKUE XaKephbl OEpyT Ha ceOs
POJIb 37I0YMBIIUICHHUKOB U 3aITyCKAIOT HACTOSIINE aTaKH,
KOTOpbIE IPU3BAHbI BOCIPOU3BECTH TO, UTO MOTYT CJIeaTh
37IOYMBIIIJICHHUKH.

TectupoBanue Ha MPOHUKHOBEHHE - TO HHCTPYMEHT
OLICHKH, UCTIOJIb3yEeMbIl MTPU TECTUPOBAHUU «UEPHOTO SIIIIUKA -
XaKepbl JEUCTBYIOT, HE 3Hasl O BHYTPEHHEN paboTe 1eaeBoi
CUCTEeMBI. TecTupoBaHUE HA TPOHUKHOBEHHUE TaKKe
UCIIOJIb3YETCS JUISI IOATBEPIKIACHUS TOTO, YTO YSA3BUMOCTH,
BBISIBJICHHBIC B IPYTUX OIICHKAX YS3BUMOCTEH, IEHCTBUTEIHLHO
CYIIECTBYIOT - TECTUPOBAHUE CEPOTO SITUKA.

[TeH-TeCcThl UCTIONB3YIOTCS IS TOATBEPIKIACHUS
3¢ (HEKTUBHOCTH Mep, MPUHSITHIX I YCTPAHSHUSI YI3BUMOCTH.




OueHka ysi3BUMOCTH
NHCTpyMEHTbI 0TObOpakeHns NopToB

[

v

NHCTpyMEHTBI COMTOCTABJICHUSI TTIOPTOB UCTIONB3YIOTCS ISl
OOHapyKEHUsI OTKPBHITHIX MMOPTOB B KOHEUHBIX CUCTEMAX U
CETEBBIX YCTPOUCTBAX.

ITpumepsni: Nmap, Netcat wim ckanep noptoB SolarWinds.
dopma rpadudeckoro mHrepderica mnoap3oBareas Nmap,
HazbplBaeMas Zenmap, MOXET TMPeIOCTaBUTh OYECHBb
noApOOHYI0 MH(POPMALIUIO 00 OJHOW CUCTEME WJIU O PAJIE
CUCTEM B CETMEHTE CETH.

MoskeT oOHapy)uBaTh XOCTbI B c€TU. Mory cooOmuTh 00
OTKPBITHIX TOpTax. MOXET OmNpeaessTh ONepallMOHHBIC
CUCTEMbI, paloTarolre Ha XocTax. MOXKET pacKpbIBaTh

MOAPOOHOCTH O Ciayk0ax, padOTalOIIMX HA OTKPBITHIX |

IMopTax, BKIKO4Yass BCPCHUU IIPOIrPaMMHOIO O6CCH€‘ICHI/I$I, B
MpouccCC, U3BCCTHOM KaK CHATHUC OTIICHATKOB I1AJILIICB.

Scpn Ipols  Profle  Help
K & & > @
ew Scan Command Wizard Save Scan  Open Scan  Reportabug  Help

lense Scan on scanme.nmap.org 171.67.22.3 10.0.0.10 wap yumanet zardoz yunanet X ]

fget: |0 wap yuma.net Zardoz. yuma. Mt[ v | Profiie: | Intense Scan l v ] S(an]

nmap T Aggressive -A scanmenmap.org 171.67.22.3 10.0.0.10 wap.yuma net zardog.yum;

Hosts. | services | L““__’_":"‘;J"“‘“°“““‘E!‘°_“°"“.5£'EE;":1
|Starting Nmap 4.50 ( Attp://linsecure.org ) at

| 2007-12-11 15:40 PST
17167.22.3 | Interesting ports on scanme.nmap.erg (205.217.153.62):
- | Mot _shown: 1706 filtered ports
* 100010 | PORT STATE SERVICE VERSION
| 22/ open ssh OpenSSH 4.3 (protecol 2.0)
B wap yumanet 19: / open domain
B zacdozyumanet) |7 Losed gopher
|80/tcp open http Apache httpd 2.2.2
| | MTML title: Authentication required!
|| MTTP Auth: NITP Service requires autheatication
| Aulh type: I!.nx( realsm =« Nmap-Writers Content
[ 113/1cp closed
mm types qene Al purpose
| Running: Linux 2.6.X
| 05 details: Linux 2.6.20-1 (Fedora Core S)
t..n.n. 45,328 cays (since Sat Oct 27 10:38:07 2007)

((Fedora))

| TRACEROUTE (using port 22/tcp)

|HOP RTT  ADDRESS

1! 3.27 wap.yuma.pet (192.168.0.6)

|2 10.56 brasl2-lo.plteca. sbeglobal net
|

-

[¢] Enable Nmap output highlight
cam— ] |

&8 Preferences & Betresn

cisco



OueHka ysi3BUMOCTH
NHCTpyMEHTbI 0TObOpakeHns NopToB

[

v

NHCTpyMEHTBI COMTOCTABJICHUSI TTIOPTOB UCTIONB3YIOTCS ISl
OOHapyKEHUsI OTKPBHITHIX MMOPTOB B KOHEUHBIX CUCTEMAX U
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ITpumepsni: Nmap, Netcat wim ckanep noptoB SolarWinds.
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[ 113/1cp closed
mm types qene Al purpose
| Running: Linux 2.6.X
| 05 details: Linux 2.6.20-1 (Fedora Core S)
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((Fedora))
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[¢] Enable Nmap output highlight
cam— ] |

&8 Preferences & Betresn

cisco



OueHka ysa3B1UMocCTH
NHCTpPYMEHTbI 3aLUnTbl Naposien

CnalOble maposii Ha MopTajax NpUIOKeHUW IHTepHeTa Belle BbI3BIBAIOT
0€CIOKOMCTBO.

Heckonbko pacnpoCTpaHEHHBIX METOJOB aTaku Ha IMapojiu, KOTOPbIE MOXHO
UCIIOJIb30BaTh JIJIs1 OLIEHKU 0€30IMaCHOCTH MapoJIeil:

I'pybast cuma - 3Ta araka SBISIETCA OYEHb TPYIOEMKHM, HEIP(PEKTUBHBIM,

aBTOMATU3UPOBAHHBIM CPEJICTBOM IMPOBEPKH BCEX BO3MOXKHBIX KOMOMHAIUMI OYKB,
nr@p ¥ CUMBOJIOB ISl POBEPKHU BXO/a B CUCTEMY.

ATaka 1O CJIOBapl0 - 3Ta araka HCIOJb3yeT CHHCKH CJIOB, KOTOPHIE MOTYT
UCIIOJIb30BaThCs B KAUECTBE MapOJICH.

AHanu3 ¥ B3JIOM NApOJIEH - aHAJIM3aTOPhl MPOTOKOJIA MOTYT MCIOJIb30BaThCS IS
nepexpara ayTeHTU(PUKAIUOHHOTO TpaduKa, COJACPIKAIIETO XEUIUPOBAHHBIE
napoJiu.

XelMpPOBaHHBIE MAPOJIM TAKKE MOTYT OBITh OOHAPYKEHBI B (PAMIOBBIX CHCTEMAX
ycTporictB MHTepHeTa Bemieid. Takue HMHCTpymMeHTHI, kak John the Ripper wu
Aircrack-NG, MOTYT UCIIOJIB30BaThCS AJ1s MTOMBITKY B3JI0MAaTh X3II-IIIM(DPOBAHUE.




OueHka ysa3B1UMocCTH

NHCTpyMeHTbI 3aluThl naposen

SIMPLER,

STRONGER

AUTHENTICATI

Now Available

What is FIDO? FIDO2: WebAuthn & CTAP  Download Specifications

BE TN The A3 pace 11 pronEng upget

be3onacHoCTh MMEHU TOJIb30BATENSI UMEET BAXKHOE
3HaYEHUE - OJIOKMPOBKA YYETHOM 3alUCU MOXKET
OBITh 3JIOHAMEPEHHBIM OTKAa30M B OOCIY>XKHMBaHUU,
Ipd  KOTOPOM  3JIOYMBIIUICHHUKHM  HAMEPEHHO
MBITAOTCS 3a0JI0KUPOBATh 3aKOHHBIX
ITOJIb30BATEIIEH.

HeobxoaumMo paccMOTpPETh PacIIMpPEHHBIE MOIXOIbI
K ayreHTHdukanumu B cucremax loT, xorma
CYILIECTBYET BBICOKHUN PUCK HaHECEHHUS yIiiepOa uiu
dbuzmyeckoro  Bpema  JIIOASM, — HampUMeEp, B
MPOMBIILICHHBIX cUCTEMax yIpaBJICHUS
Nurepuerom (IICS). HauuoHanbHBIA HUHCTUTYT
crangaproB u  tTexnonorud  CIIA  (NIST)
pazpaboTai  PYKOBOISIIME  MPUHIUIBI  JJIs
U (PPOBBIX YIOCTOBEPEHU.

ayreHTuukauu s [oT.

Anpsae FIDO (Fast IDentity Online), mokazaHHbIN Ha
PHCYHKE, pa3padoTall HOBbIC TEXHOJIOTUM M CTaHAapThl




NHCTpYyMeHTbI Ans paboTbl C YSA3BUMOCTSIMU BED-NPUNOXEHUI

Q OWASP ZED

.0penVAS
E1 BURPSUITE

CCCCC



NHCTpYyMeHTbI Anst paboThl C YI3BMMOCTAMM BED-NPUNOXKEHU

B nononnenne k mactpymenram m3 nakera Kali, koTopbie
UCIIOJI30BAJIUCh B 3TOM KypC€E, HEKOTOPbIE JPYTUE U3BECTHHIE
UHCTPYMEHTHI:

OWASP ZAP - Open Web Application Security Project (OWASP) -
TO OCHOBHOW CIPABOYHHUK IO YA3BUMOCTSIM BEO-IIPHIOKECHUM.
OWASP ZED Attack Proxy (OWASP ZAP) - sTt0o OecruiarHblii
WHCTPYMEHT OLEHKH YSI3BUMOCTEU C OTKPBITHIM UCXOIHBIM KOJOM,

OWASP ZED

€.0penVAS

S Open B Vulnerability Assessment System

i3 SUITE

UCIIOJIB3YEMbIN 111 TECTUPOBAHUS «UEPHBIM SIITAKOM.

OpenVAS - nnargopma OpenVas oObeAUHSET psii UHCTPYMEHTOB
CKaHUPOBAHUS YSI3BUMOCTEH B €IWHOE IPUIIOKEHHUE, KOTOpPOE
BKJIIOYaeT B ce0sf XpaHEHUWE JaHHBIX 00  YA3BUMOCTSX,
MJJAHUPOBAHUE CKAHUPOBAHUSI M CO3/JAHUE OTUETOB.

Burp Suite - 3T0 KOMIUIEKCHasi Tpynna HHCTPYMEHTOB JJISI TECTHUPOBAHUS
ySI3BUMOCTEU BEO-TIPUIIOKEHUM, KOTOPbIE MOTYT ONpeAeanTh Hanuuue 10 OCHOBHBIX
ys3Bumocter OWASP. On  Bkitouaer B ce0sl  CKaHep, HacTpauBaeMbId
aBTOMAaTUYECKUI WHCTPYMEHT aTaku M BEO-CKaHEpP, KOTOPBIA MOXKET OTOOpakaTh
(halisIoBYI0 CUCTEMY BEO-TTPUIIOKEHHUS.




yCJ'IerI Mo OUEeHKe YyA3BUMOCTH Cisco Security Assessments and Penetration Testing

kak ycayry (SECaaS), npemocTaBisioT
MIUPOKUI  CHEKTP  YIPABISEMBIX  yCIYT

0€30I1acHOCTH, BKJIIOYAs CKaHUPOBAHHE
YA3BUMOCTEM.

Otu ycnyru npemnaraioT Alienvault, Qualys u
Mandiant.

CISCO HpeI[JIal“aeT OLIGHKy HpOHHKHOBeHI/Iﬂ issessment and penetration testing team detects vulnerabilities in critical devices,
networks, and applications.

CETH KaK 4acTh CBOET0 MOPTQess NPOAYKTOB U

yCIYT B 00J1aCTH O€30MaCHOCTH.

afraln
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CTOYHMKM nHOopMaLnn 06 ya3BUMOCTAX

Psin ucTOYHUMKOB MHQOpMaIMU 00 yrpo3ax ycepaHO padoTaroT Haj
OOHapyXKEHUEM, HUCCIICIOBAHUEM U PACHpPOCTPaHCHUEM HH(pOpMAIUU
00 yrpo3ax 1o Mepe ux o0HapyKeHHS.

Cisco Talos Intelligence Group - ogHa U3 KpyHHEUIINX B MUPE TPYIIT
KOMMEPUYECKOTO aHAJIN3a YIPo3.

Talos 3ammmaer kineHTOB CiSCO OT M3BECTHBIX U BO3HHUKAIOIIUX
yIpo3.

HamumonanbHas 6a3za manHbeix ys3Bumoctert (NVD) NIST pacmmpsier
obmue ysa3BUMOCTH M mojaBepkeHHOCTH (CVE) nomoaHUTENbHBIM
aHaJIn30M, 0a30M JaHHBIX U JETAIM3UPOBAHHON MOMCKOBOM CUCTEMOM.
[TocTaBumku 000pyI0BaHUSI U TPOTPAMMHOTO 00€CTICUEHUS JTOJKHBI
MH(POPMUPOBATH KJIMEHTOB W OOIIECTBEHHOCTh 00 YA3BUMOCTSX B
CBOMX MPOJYKTAX U MPEJOCTABIISITH UCIIPABIICHMUS.




OueHka puckoB VIHTepHETa BeLlen .

bonpmmmucTBO moaxoaoB k 0e3onacuoct OT MEDIUM
KacaroTcsi 0€30IaCHOCTH JIIOJICH U
obopynoBanus. OT-KOMMYHHKaIIHS 9acTO
npeacTaBiser coooir M2M c¢ noapMu, KOTOpbIe
KOHTPOJUPYIOT ¥ KOHTPOJIHPYIOT
IIPOMBIIIIJICHHBIC, SHEPTETUUCCKHE, LOW
IKOJIOTMYECKHUE WJIU UHTEIIEKTyaIbHbIC
TOPOJICKME CUCTEMBI, cpeau npodero. [oT
CO3/1a€T HOBBIN HAOOp yrpo3 O€30MaCHOCTH U3-

3a OrPOMHOM MOBEpXHOCTH araku [oT.

[IpruMepoM MOXKET CITYyKUATh KOMIIPOMETAIUS
KPUTHYECKU BaKHBIX KOMIIOHEHTOB
MPOMBIIIEHHOW HH(PACTPYKTYPhI, KOTOPHIE
TeNePh MOJKIIOUCHBI K IHTEpHETY.




NHCTpYyMeHTbI Ans paboTbl C YSA3BUMOCTSIMU BED-NPUNOXEHUI

Kto Te YI'PO3bl, KOTOPBIC XOTAT HAIIACTh Ha

Hac?

Kakue ys:3BUMOCTH MOTYT HCITOJIb30BaTh
3JIOYMBIIIJICHHUKH ?
Kak ymayHble aTaku MOBIUAIOT Ha

OpTaHU3aIHIO?

KakoBa BCPOATHOCTb BOBHUKHOBCHHA

pa3HbIX aTak?

Yto MOXKET cenarb OpraHu3anus st
YCTPAHEHUS pUCKA?

afraln
cisco

Jlns ompeniesieHns prcKa B TIEPBYIO
ouepeapb He0OXOIUMO OTBETUTH Ha
CIICTYIOIINE BOIIPOCHI B paMKaX OIICHKU

pHUCKa:

Threat
Actors

‘ B ) Attack

£
&

Attacks

Attack

Vulnerabilities

Vulnerability

Security
Measures

o sghe-

Vulnerability

oc‘)o—'

Vulnerability

Exploit

Conseguence:

Enc Loss of:

Reputation

|
= .
|

Identity
2 Safety
Devices

Advantage

Equipment




Obuwasa cncrema oueHkn yassumocten (Common Vulnerability Scoring System)

CVSS - 310 onieHKa pUCKa, MpeTHa3HAYEHHAS JJIS
BBISIBJICHUSI OOITUX aTpUOYyTOB U CEPbE3HOCTU ————
ySI3BUMOCTEN B KOMITBIOTEPHOM 000pYIOBaHUU U

POTrPaMMHBIX CUCTEMAX.

CVSS 3.0 - 3TO HE 3aBUCAIINI OT MPOU3BOAUTENS,
OTpacieBOM CTaHJIAPT, OTKPBITHIN (HPEHMBOPK s
B3BEIIMBAHUS PUCKOB YS3BUMOCTH C UCIIOJIb30BaHUEM

uch a3 low, medium, by

inerabilty management processes

'S worldwide, and the SIG's mission is 1o continue to

Improve it
Goats/Deliverables

CVSS 15 currently at version 3 0. Links on the left lead to CVSS version 3 0's specification and related deliverables

PA3JIMYHBIX [TOKA3aTEeIICH. K e o Sl s o O R A e
OTH Beca B COBOKYITHOCTH JIAOT OLIEHKY PUCKA, OSS
IIPUCYIICTO YA3BUMOCTH. O 0 5 o A i sl S sl 8 o8
UHCITOBAs OLCHKA MOYKET HCIIONb30BAThCS IS k e A A e .}
ONpPEACICHHUS CPOYHOCTH YSI3BUMOCTU M IPUOPHUTETA €€

YCTpaHEHHS.

He Bxirodaer mokazarenu 0e€30MacHOCTH, OTOMY YTO
OH ObLT pazpaboran misi UT-6e3omacHoctu. bymyrue
CUCTEMBI OLIEHKH JIOJKHBI BKJIHOYATh JOMOJHHUTEIbHBIE
METpUKH, cieruduunbie A1s peanuzanuii [oT.




[pynnbl nokasaTtenen CVSS

Base Metric Group

Exploitability metrics  Impact metrics

Confidentiality

Attack Vector ITnack

Attack Complexity Integrity Impact

Privileges Required | Availability Impact

User Interaction

Temporal Metric Environmental Metric Group

Group

Exploit Code

Maturity

Modified Base

Remediation Level Metrics

Report Confidence

Confidentiality
Requirement

Integrity
Requirement

Availability
Requirement

HNuctpyment CVSS Tpelyert, yToObI OLICHIIUK BbIOpal 3HAYEHUS B
Tpex rpynnax nokasareyen s KaKJ101 BbISBIICHHOW YSI3BUMOCTH.
Ha pucyHke mokasaHbl TpW Tpynnbl IOKa3arejaed U OTAEIbHbIC
ITOKAa3aTeNH, COCTABISAIOIINE KAXKIYH0 TPYIIILY.

bazoBas rpynma mnoxasarenend - MPEACTABIAECT XAPAKTEPUCTUKH
YSI3BUMOCTH, KOTOPBIE SIBJIAFOTCS IOCTOSHHBIMH BO BPEMEHU U B
Pa3HBIX KOHTEKCTAX.

B03MOKHOCTh HMCIOJIB30BAHMSI - 3TO OCOOEHHOCTH HKCIUIOWTA,
TakMe KakK BEKTOp, CIOKHOCTb W  B3aMMOJECHUCTBUE C
M0JIb30BATEIEM, HEOOXOUMBIE JIJISl IKCIUIONTA.

ITokazarenn Bo3uencTBUA. Bo3aelcTBHE SKCIIONTAa OCHOBAHO Ha
tpuazae LIPY: koHbuaeHIMaTbHOCTD, LIEIOCTHOCTh U JOCTYITHOCTb.
Temporal Metric Group - U3MepsIeT XapaKTEePUCTUKH YSI3BUMOCTH,
KOTOpPBIE MOTYT M3MEHSATBCA CO BPEMEHEM, HO HE B PA3HBIX
IIOJIB30BATENBCKUX CPEaax.

Environmental Metric Group - u3MepsieT acneKkThl ySI3BUMOCTH,
KOTOPBIE KOPEHATCS B CPeIe KOHKPETHOM OPTraHU3aLlNH.




basoBas meTpuyeckada rpynna CVSS

Base Metric Group

Exploitability
metrics Impact metrics

Confidentiality
impact

Attack Vector

Attack Complexity Integrity Impact

Privileges Required il Availability Impact

User Interaction

MeTtpuku Hcnoib30BaHUs 0a30BOM TPYMHITbI METPUK BKITIOYAIOT:

Bekrop araku - oTpaxkaet OJU30CTh K 3JI0YMBIIIJICHHHUKY.

CIIO)KHOCTh aTaku - BBIPAXKAECT KOJIMYECTBO KOMIIOHEHTOB, MPOTPAMMHOTO
obOecrieyeHus, 0OOpPYAOBaHUSI WM CETEUM, KOTOPhIE HAXOJSATCS BHE KOHTPOJIS
3JIOYMBILIJIEHHUKA U KOTOPBIE JOJKHBI IPUCYTCTBOBATh.

TpeOyembie mpuBUIIeTUN - PUKCUPYET HEOOXOAUMBIN YPOBEHB JJOCTYIIA.
BzaumonenctBue ¢ TOIB30BATENEM - BBIPAXKAET HAIUYUE WIM OTCYTCTBUE
TpeOOBaHUS K B3aUMOJICHCTBUIO C MOJb30BATEIIEM.

O0beM - yKa3bIBAET, TOJKHBI JIA ObITh 3aJ€HCTBOBAHBI HECKOJIBKO OPTaHOB.
Metpuku Bo3A€CTBUSI 0A30BOM TPYIIIBI METPUK BKIIIOYAIOT:

Bnusnue — Ha  KOH(UIEHIMATBLHOCTH -  M3MEpPSIET  BIMSHUE  Ha
KOH(UACHIIUAIBHOCTb U3-3a YCHEITHO UCIIOIb30BAaHHOHN YSI3BUMOCTH.

BrnusiHue Ha 11e710CTHOCTD - U3MEPSET BIUSHUE HA LEJTOCTHOCTh U3-3a YCIEIIHO
VCIIOJIb30BAHHOW YSI3BUMOCTH.

Brnusinre Ha 1OCTYIIHOCTH - U3MEPSET BIMSHUE HA JOCTYIHOCTh HU3-3a YCIIEUIHO
VCIIOJIb30BAHHOW YSI3BUMOCTH.




Mpouecc CVSS

" O\SS

Common Vulnerability Scoring System Version 3.0 Calculator

€V V10 Calculbator

CVSS Base Metrics Group - 3T0 c¢moco0® OIEHKH
ySI3BUMOCTEH  0€30MacHOCTH, OOHApYXEHHBIX B
IPOTrPaMMHBIX M alllapaTHBIX CUCTEMaX.

OH ONHUCHIBAET CEPHE3HOCTh YSI3BUMOCTH Ha OCHOBE
XapaKTepUCTUK YCIELIHOTO UCIIOJIb30BaHUS
YSI3BUMOCTH.

Jlpyrue TpyImmbl TMOKa3aTelel U3MEHSIOT 0a30BYIO
OLIEHKY CEpbE3HOCTH, YUUTHIBAS BIMSHUE BPEMEHH U
(GaKkTOpOB OKpy’Karolel cpelibl Ha 0a30BYIO OILICHKY
CEpPbE3HOCTH.

B mpouecce CVSS ucnonb3yeTcss MHCTPYMEHT IO
Ha3BaHueMm Kanbkynsarop CVSS v3.0.

Kanpkynarop moxox Ha aHKETy, B KOTOpPOH
BBIOMPAIOTCS BapUAHTHI, ONMUCHIBAIOIIUE YSA3BUMOCTh
U KaXJIOW TpyNIbl IOKas3arelied, a 3areM
TE€HEPUPYETCS OLICHKA.

1 vatons r 4 summary of e atrmaton 1 he slos
30 (rowang 3398

(d B pgomonHeHuWe K YHUCIOBOMY PEUTHHTY
CEPhE3HOCTH TAKXXE CO3/aCTCSl BEKTOPHAsI
CTPOKa, KOTOpasi CyMMHUPYET CJIIECJIIaHHbIN
BBIOOD.

(1 3arem 3Hauenus merpuku Temporal u
Environment  u3MEHSIOT  Pe3yJbTaThl
0a30BOM  METPUKHU, YTOOBI IOITYYUTH
OOIIYIO OIICHKY.




YrnybneHHoe MogenupoBaHue yrpos

MopenupoBaHue yrpo3 - 3TO TPOAKTHUBHBINA
MOAXOA K OIGHKE OE30MacHOCTH CHCTEM H
MIPOTPaAaMMHOTO obecrieueHusI.
MopnenupoBanue  yrpo3  Jydiie  BCETO
MPUMEHSTh Ha TPOTSHKEHUH BCETrO Ipoliecca
pa3pabOTKH.

Tpu noaxoaa K MOACIMPOBAHUIO YIPO3:

ATakyrommmn - c TOYKHU 3peHuUs
3JIOYMBILIJIEHHUKA.
OpueHTanuss Ha 3allUTy - AHAIAUPYET

APXUTEKTYPY CHCTEMBI I BBIABICHUS yTIPO3
pasiMuHbBIM dneMeHTaMm. Mcnomne3dyercsa B
9TOM KJacce.

Opuenranusi Ha aKkTUBBI - (OKycHpyeTcs Ha
KJIACCU(UKAIIMU aKTHUBOB M TPUCBOCHUH UM
CTOMMOCTH.

.

Understand the system

Determine vulnerabilities and
assess risk

Mitigate threats

[Iponecc moaenupoBaHus yrpO3 HAYMHACTCS C MIOHUMAHHUS
CHUCTEMBI I OTBETOB Ha CIICAYIOIINE BOMPOCHI:

UYro Mbl Mozenpyem? KakoBbl TOTEHIIMAIBHBIE YTPO3bI?
Kakue puckn? UTo MOXKHO CIIeNIaTh Iyl YCTPAHEHUS PUCKOB?




Llenn 6e3onacHOCTU CUCTEMBI

[lepBblii mar - ompenenuTh LEad 0€30NaCHOCTH I
CUCTEMBI, UCXO/ISl U3 €€ Ha3HAUYEHHUSI U PaOOTHI.

BaxxHO moOHMMAaTh, Kakue THUIIBI JAHHBIX 00pabaThIBaroOTCs
CUCTEMOM, a TaKXe MOCIAEACTBUS KPaKH WM YHUUTOKECHUS
JaHHBIX.

[IpuBener nu morepss AAHHBIX K (UHAHCOBBIM MOTEPSAM?
Ecnu na, To B Kakoi cTeneHu?

byner nu Hanecen yuiep0 penyrauuu komnanuu? Ecnu na,
TO KaKOBbI OyIyT MOCJEACTBUSA JIJIsl Ou3Heca?

[IpaBuTenscTBA ©  ApyrHe OpPraHU3alMM  TPUHUMAIOT
npaBuia, peryaupyromue coop, nepenadyy M XpaHEHUe
JTaHHBIX.

Hapymenue »3Tux mnpaBuil MOXKET TOBJIE€Yb 3a COOOM
cepbe3Hble (PMHAHCOBBIE U IOPUANYECKHUE IITPAdBbI.
Kputnueckue cucreMbl HHPPACTPYKTYpPHl JOJKHBI OBITH
BCErna JOCTYyHHbl, cOOM MOTYT MMETh CEpbE3HbIC
MOCJE/ICTBHUSL.

afraln
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[NoTokn gaHHbIX

[Tocne Toro, kak 1eau  OE30MACHOCTH
onpeneseHbl, GYHKIUN apXUTEKTYPbl CUCTEMBI
JOJKHBI OBITh TPEACTABIICHBI B BUJE CXEMBI.
Juarpammbl motokoB ganHeix Data flow
diagrams (DFD) upe3BpruaiiHO MOJIE3HBI IS
BU3yanu3auuu cuctemsol [oT.

DFD oto0paxarT nyTH, M0 KOTOPbIM JaHHbIC
OyIyT TPOXOAWTh  MEXKAY  Pa3IMYHBIMU
(YHKIIMOHAJIbBHBIMM KOMITOHEHTAMH CHUCTEMBbl,
BKJIFOYAs TOYKM BXOJA B CHCTEMY, a TaKKE
YCTPOMCTBA W JIFOACH, HCHOJB3YIOIMIUX OTH
TOYKH BXOJIA.

Step 1

Step 2

L Identify Security Objectives

Document the loT System Architecture

Step 3

Step 4

Step 5

’ Decompose the loT System

l Identify and Rate Threats

’ Recommend Mitigation
—



KOMMOHEHTHI avnarpamMm rnoTokKkoB AaHHbIX

KommnonenTsl, Bxoasmue B cuctemy loT DFD:

IoT ycrporcrna:

[Inro3e1 [0T - moO3BONAKOT mnepenaBaTh HJaHHBIC
naTyukoB o [P-ceTn.

MecTHBIE IPUITOKEHUSA:

[lorpaHn4HbIE YCTPOMCTBA - Pa3pPELIATE OTIIPABKY
BHYTPEHHETO [P-Tpaduka MEXKTY
MECTOMONIOKEHUSIMU U IHTEpHETOM MU 00JIaKOM.
[Tpunoxenust TaHHBIX

XpaHWJIUILE TaHHBIX:

VYhpasnsome - OpUIOKEHUS -
JNAaHHBIE [JI1 TPUHATUA PELICHUM,
JIEUCTBUE KOHTPOJIb.

MoOusnbHbIE TPUITOKEHUS

DFD wucnons3ytoT 4 cuMBoJjia Jj1si 0003HAUYCHHS ITHX
YCTPOMCTB.

00pabaThIBalOT
BBO/SIIUX B

Data Flow Diagram Symbols

Type Description Gane and
Sarson

External Entity Users, contractors, and partners outside
of the control of the system that send or
receive data

Yourdon and
Coad

Process Data output from sensing, actuating,
traffic forwarding, analysis, control

systems

Data Store Data at rest in local, fog, cloud, or data

center storage

I

[

Data Flow Single headed arrows indicated uni-
directional data flow; Double headed

arrows indicate bi-directional data flow

Cyobextel DFD 1momkHBI COOTBETCTBOBATH
OCHOBHBIM MpPaBUJIAM:

JIroboit  mporecc  JTOMKEH  HUMETh
MHHHUMYM OJINH BXOJl U OJIUH BBIXO/I.
XpaHuauila AaHHBIX JTOJXXHBI UMETh TTOTOKH
JUIsL TOCTyMa JJ1sl 3alIMCU M YTCHMUS.

JlaHHbIE, XpaHSAUIUECS B CHUCTEME, JIOJKHbI
MPOUTH XOTS ObI OJIUH TIPOIIECC.

KaK

afraln
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30HbI cUCTEMBI

30HBI MOXKHO OIPEICITUTh
KaKk o00JIaCTH CHCTEMBI,
TpeOyrole  pa3andHoM
aBTOpU3AIUU u
ayTeHTU(UKALINY.

30HBI TaKX€ IMOMOTAIOT

local zone

local

user

device zone

0 device

field gateway
zone

loT

“€> Gateway € Gateway €

web gateway

Zone

Cloud

loT Cloud Services Zone

Control
applications

1 remote user
\ zone

| loT Data
P T

Frontend
services

remote
user

OTPaHUYUTH ntemet’ \_ -

ITOJIBEP’KEHHOCTD /

PA3IUYHBIX yacreun Analytics
applications

CUCTEMBI  YSI3BUMOCTSIM,

CBSI3aHHBIM C  KaXXJI0U - —_—

30HOM.

[MpumepamMmn 30H MOryT ObITb CEHCOpHas 30Ha ceTu, BeO-npunoxenusa, IP-
LUSIH03, rpaHmua cetn n T. L.

30Hbl MOTyT BObITb BNOXEHHbLIMW, €CNU KOMMOHEHTbLI PacnonoXeHbl BHYTPU
Opyron opraHusaumun.




OnpepnenuTe rpaHunLbl JOBepUs

loT Cloud Services Zone

Control
trust trust trust app“cations trust
boundary boundary boundary A boundary
.\ \ \ p
\ field gateway * web gateway \\ remote user
local zone \\ device zone zone \\ zone \\ zone
| \ \
\ \ \ \
local ' devi loT Gat Cloud Frontend i remote
user | (EEgIE COVIOS. ey 0l 1A eway.(.'.). Gateway (':* services Store user
' i
R — —— — ’
/ / Internet /7
’ ’ /
’ 4 4 Analytics
applications
FpaHI/IHBI AOBCPHUA Ppa3rpaHUYIHUBAIOT YYaCTKH .

CETH, IJI€ YPOBEHb JIOBEPUS MEXAY OOBEKTAMHU
Ha 000MX KOHIAX MMOTOKA pa3InyEH.

TTOTw




OnpepenunTe rpaHuubl 4oBEPUS

loT Cloud Services Zone

Control

trust applications

boundary

trust
boundary

trust
boundary

trust
boundary

remote user
zZone

field gateway *
zone :

web gateway

local zone device zone zone

local
user

remote
user

<> device

Internet

Analytics
applications

Hanpumep, naHHbie, iepeaaBaeMble U3
nuiro3a MIHTepHeTra Bemiel B 00JIauHbIM
LJTF03, IIEPECEKAOT IPAHULLY TIOBEPUSL.
Paspemenus g nuiro3a [oT
OTJIMYAKOTCA OT PA3pEIICHUN 1JIs
00J1TaYHOTO 1ITI03a, KOTOPBIN JOCTYIIEH
B IHTEpHETE U NOCTYNEH /11 MHOTHUX
ITOJIb30BATEIIEH.
Tpaduk gaHHBIX, KOTOPBIA MEPECEKAET
3Ty TPAHUILY, JOJIKEH ObITh
aBTOPU30BAaH U ayTEHTU(UIIMPOBAH HA
BXOJSAILEM YCTPOUCTBE.




STRIDE

cisco

STRIDE Threat Classifications

Threat Example Threats
Classification

Spoofing

Tampering
Repudiation

Information
Disclosure

Denial of
Service

Elevation of
Privilege

Impersonating a legitimate
user or device

Modifying data, code, or
device

Disabling ability to prove or
disprove events

Making privileged information
available to unauthorized
parties

Cause device to be
unavailable to perform
legitimate functions due to
illegitimate traffic, data, or
software

Obtaining higher privileges
than would normally be
authorized

* Pretending to be a valid user or device
Pretending to be another server

Laptop impersonates loT gateway to perform man
in the middle data interception

Modifying sensor data
Physical device hacking

Corrupt or destroy log files
Alter data record timestamps

Gathering sensitive information from log files

Using SQL injection to steal personal data from web
application

Crashing a web site

Sending data absorbing CPU cycle, storage, or
device power resources

Allowing remote user to run commands, switch
from a limited user to admin

Using intercepted credentials to logon to data
dashboard




STRIDE

Moaoxoq STRIDE npepoctaBnser Habop kateropum,
KOTOpbl€ OYEeHb MOSiE3HbI ONA BbISBMEHUS NOTEHUMANbHbIX
yrpo3 B cuctemax MIHTepHeTta BeLLew.

STRIDE - ato abbpesuatypa ot Spoofing, Tampering,
Repudiation, Information Disclosure, Denial of service n
Elevation of Privatge.

STRIDE npegocrtaBnser cxemy Kraccudukaumm AOns
noeHTudmkaumm yrpos ana kaxagoro anementa DFD.
[ToHUMaHMe Toro, Kakue yA3BUMOCTU OTHOCATCHA K KaKum
9fleMeHTaM CUCTEMbI, MNOMOXET COKOHOMUTL BpPEMA B
npoLecce MoaenMpoBaHUs yrpoas.




OueHka puckos ¢ nomouibto DREAD

DREAD Categories
Damage potential
Reproducibility
Exploitability

Affected users
Discoverability

O Kaxpgaa yrposa, ngeHtnduumnposaHHass STRIDE, tenepb gormkHa ObITb
OLleHEHa Ha npegMeT CTeNeHn pucka ans opraHnsaumn.,

d Mogens DREAD gaet KonnyecTBeHHYIO OLIEHKY pucKa.

d 3ToT Gann MOXHO MUCNoNb3oBaTb C OUEHKAMM CTOMMOCTU pucka Angd
OLIEHKW XXenaTenbHOCTU U OCYLLECTBMMOCTM CHUXKEHUS YTPO3bl.

cisco



Mogenb oueHku yrpo3 DREAD

- High (3) Medium (2) Low (1)

Damage
potential

R Reproducibility

E Exploitability

A Affected users

(or devices)

D Discoverability

System down or under
threat actor control;
damage to people or
facilities.

Every attempt will be
successful.

Easily carried out by
inexperienced threat
actor.

Enough devices to cause

serious outages. All users

who are up to standard.
Widely known in the

attacker community. High

value to attackers.

Loss of important data;
some temporary system
compromise or loss of
availability.

Estimated to work half the

time.

Requires skilled attacker.

Some devices that are not

patched or in up to
current standard.

Little known and not
widely present, some
benefit to threat actors.

Minor to medium loss
of data or system
impact.

Difficult to reproduce,
exploit requires special
conditions.

Requires very skilled
attacker or attacking
organization.

Few users or devices
under edge case
configurations or roles.

Little known and of
little interest.




Mogenb oueHku yrpo3 DREAD

E Exploitability Easily carried out by

inexperienced threat

Damage System down or under Loss of important data;
potential threat actor control; some temporary system
damage to people or compromise or loss of
facilities. availability.
R Reproducibility Every attempt will be Estimated to work half the
successful. time.

Requires skilled attacker.

JIia mpuMeHeHus 3TUX Mozeien K cucremam HMHTepHeTa Bewieun
MOTYT MOTPeOOBaThCA HEOOIBbIINE MOAU(DUKAIINU, TOCKOJIBKY OHU
ObUTH pa3padOTaHbl JJI MPOTPAMMHBIX CUCTEM.

Kaxmas YSA3BUMOCTb, UJICHTU(PUIIMPOBAHHAS STRIDE,
oneHuBaeTcs 1o 1Aty kareropusim DREAD. 3nauenus pentunra:
3 = BBICOKUU

2 = cpenHuun

| = HU3KUM

Ha pucyHke II0Ka3aHO 3HAQUEHHUE MOKa3arejleu il KaxIou
KATETOPUU. DTHU 3HAYEHHSI OTHOCATCS K OPraHU3allid U CHCTEME,
Ha KOTOPBIC BIUACT YSI3BUMOCTb.

devices that are not
td or in up to

t standard.

nown and not
present, some

k to threat actors.

- High (3) Medium (2) Low (1)

Minor to medium loss
of data or system
impact.

Difficult to reproduce,
exploit requires special
conditions.

Requires very skilled
attacker or attacking
organization.

Few users or devices
under edge case
configurations or roles.

Little known and of
little interest.




PekomeHaaumm no cMaAr4eHmio nocrneacTsnmn

a

a

d
d
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besonacHas paszpabotrka u pasBepthiBanue loT-cucrem - Hambosnee 3PEKTUBHBIA CIOCOO
CHU3HUTb PUCKH.
Heckonbko pekoMeHaaIuii mo 6e30macHoMy Ju3aHy:

YuTute oXxBar aTaku - pa3BepThiBaHUs MHTepHETa Bemiedl OyayT MMETh OOJIBIINWKA OXBar
aTaKh Ha YPOBHE YCTPOMCTRA.

PaccMoTpute ycTpoicTBa, KOTOpbIE€ MOCTPOCHBI C O€30MaCHBIMU KOH(PUTYpalUsIMU TI0
YMOJTYaHUIO U MEXaHU3MaMU OOHOBJICHHUS.

VYuuteiBaiiTe MOJUTUKHA 0€301TACHOCTH NAPTHEPOB U CTOPOHHUX CEPBUCOB.

Jlymaiite 0 6€3011acCHOCTH BO BCEM.

OO1IKe CTpaTeruu CMSTYCHUS

JIepKuTe MPOILIMBKY YCTPOMUCTBA B AKTYAJIbHOM COCTOSIHUU.

PerynsipHo OOHOBISANTE NPUKIIAAHOE TPOTPAMMHOE 00€CIICUEHHUE.

Paznenute Tpaduk UT u MaTEepHETa Belieil B CETIX OpraHu3aliim.

ITo BO3MOXKHOCTH 00ecneubTe (PU3NUSCKYI0 0€30I1aCHOCTb.

Hcnonp3yiiTe 0€30n1acHbIC TPOTOKOIBI OOMEHA COOOIIEHUAMHU U (D pOBaHUE.
B3anmoaeicTByTe C IEpCOHAIIOM CETEBOM 0€30IMaCHOCTH BHYTPU OpraHU3aIUY.




CTtparterum ynpasrneHusi puckamu anagement Framework Process

~ Risk Identification

Monitor and
Assess Results

Score, weigh,

Risk Assessment prioritize risks

Risk
Management

CTpykTypa ynpaBreHna puckamu
NIST (RMF) - 310 umknunyeckmin u | X
HenpepbIBHbIN NPOLIECC. [P i

@n:irisk.-response Determine risk response,
cisco .

plan actions



The NIST Risk Management Framework Process

CTtparternn ynpasneHns puckamm

Identify assets, vulnerabilities, threats

Risk Identification

Nnentudukanus pyuCcKOB U OLIEHKAa PUCKOB MapasjieibHbI MOAXOTY /
MozenupoBanus yrpo3. RMF 3aMmbikaeT Kpyr, BKItodas I€HCTBUSA 110
pearupoBaHUI0 Ha PUCKU, OLICHKE pEardpoBaHUs U OLECHKE
pearupoBaHusl. —
Nnentudukanus U  COMOCTABICHUE YIPO3 C  YA3BUMOCTSIMU /
Ha3bIBACTCA O0bEAMHEHUEM YTPO3 U ysI3BUMOCTEH (Yrp-VYs3). > _

[Tapel Yrp-¥Ya3 MOryT HCIIOJB30BaTbCsA B KAueCTBE OCHOBBI IS oo P
0003HaYEeHUs1 PUCKa IO BHEAPEHHS MEP O€30MacCHOCTH.
ba30BbIil YPOBEHb MOKHO CPABHUTH C TEKYIMMU OLICHKAMU PUCKOB

KaK CpPeICTBOM OIIEHKH 3((HEKTUBHOCTH YIIPABICHUS PUCKAMU.

Score, weigh,

Risk Assessment _ _~ '
prioritize risks

=
@

Risk

Determine risk response,
plan actions

OTO onpenenseTr HeoTbeEMSIEMbIN MPOJUSTb PUCKa OpraHn3aumn.
Pucku MoryT ObITb OLLEHEHbI UK B3BELLEHbI Kak cnocob
onpegeneHns NPUOPUTETHOCTU CTPATENIN CHMXKEHNA pUCKa.




PearnpoBaHue Ha pucK

Risk Impact

A

Transfer

Share the risk with other parties
such as insurers and security as a
service organizations.

Tolerate

@

Accept the risk and its
conseguences. Take no action to
reduce the risk.

Terminate

Eliminate the risk by ceasing the
activity that is the source of risk.

Take action to mitigate the threats
that generate risk to reduce
probablility or impact.

Risk Likelihood

Yersipe «'T» peakuuu Ha PUCK:
[IpenorBpamienne pucka (IIpekparuts) -
IIpekpatuTh  BBINIOJIHEHUE  JCHUCTBUH,
CO3/IAIOIINX PUCK.

CHmxeHue pucka (JieueHue) - YMEHBIIHUTE

PUCK, TIPUHSIB MEphl TI0 CHWKEHHUIO
ySI3BUMOCTH.
Paznenenue pHCKa (mepenayva) -

MepeyioKUTe YacTh pHUCKAa Ha JApyrue
CTOpPOHBI.

Vnepxxanue  pucka  (TEpOUMOCTh) -
[IpuMuTE PUCK U €0 MOCIIEICTBUS.

Ha pucyHke nmokazaHo, 4To pyKOBOJCTBO IO
MPUHSITUIO PEIICHUS O TOM, KaKOW OTBET
NPEANPUHSITh, BKJIIOYAET  B3BEIIMBAHUE
MOTEHIIMAJIBLHOTO BO3JICUCTBUS pHUCKAa C
BEPOSITHOCTHIO €TI0 BOBHUKHOBEHUSI.




BeseneHne B 6riokyenH
[MepcnekTnBbl GrokyenHa

Big Data
Mobility

Machine Learning
Social Media

Blockchain

-

Internet of Things 5 . l Robotics
> ; .‘-

The Cloud



BBeneHnne B 6riok4yenH
[lepcnekTuBbl BriokyenHa

List of transactions List of transactions List of transactions

1 | ) 1 [ S
;‘:’T‘ogi Hash of / ‘::3:‘032 Hash of J ’ :r:j'l‘oﬁfs Hash of
GGk this block/ " bilbek this block ‘ iRk this block

\. 1‘ ~ P \ //

A T

Briok4enH - 3T0 NOCTOAHHO PaCTyLUMK CMIMCOK TpaH3akumin B Buae Grokos.

OTn BNoKM cBA3aHbl N 3alMLLEHbI C MOMOLLIbIO KpunTorpadun.

BriokdenH ncnonb3yeT cneaytoulee:

LindppoBble nognucu

[leueHTpann3oBaHHbIN PeecTp

ANropnTm OOCTUXEHNS KOHCEHCYCa

Kaxkabin 6nok BkrtovaeT B ceba xew npeablayuiero drnoka, obpasys uenoyky 6nokos,
N3BECTHYIO KaK Lerno4vka 6rnokos




BeseoeHune B 6riok4enH
LindopoBasi nognucb

This is a message. The
digital signature with this

message creates a unique
hash.

Private key

Only you produced this message

Verifying a message with a digital signature

This is a message. The
digital signature with this
message creates a unique
hash.

Digital Signature:
110011001100

afraln
cisco

Digital Signature:

110011001100

256 bit signature

computationally infeasible to
guess

Public key J_>
N,

If true, you can feel very
confident that the message
was created by the person
who has the private key.




[eueHTpanu3oBaHHas byxrantepckasa KHUra

Ledger

Jose Maria

Matteo Gerlinde

Each party maintains an exact copy of the ledger. If Jose makes a change, all other parties
'y.'s'élé' validate the transaction and update their copy of the ledger.




[locTmxeHne Block Block

KOHCeHcyca ;
Prior PoW

73781183740057

Transaction 0004 Transaction

Transaction 000% Transaction

Transaction 000& Transaction

Block

D00 Transaction

Transaction

0009 Trar ion

OTHOCHUTEIIBHO KOPOTKOE BpeMsl. DTH KOMITBIOTEPBI H3BECTHBI KaK MalHEPHI.
OJ10Ka, BKJTIroUast ero PoW.

U (GPOBBIMU TIOIITUCSIMH.

Jlnst mpoBepKH TpaH3aKIKA B OJIOKE UCIIONB3YeTCs Mpoliecce, n3BecTHhIN Kak Proof of Work (PoW).
PoW - 510 anroputm (Xd111), BBIOJHIEMBIM KOMITBIOTEPAMH, KOTOPBIM TpeOyeT OOJbIIoro o0beMa BBIUYMCIUTEIBHOW pPaOOTHI 3a

brokueitn coctout u3 010koB. Kaknpiii G0k mpencTaBiseT co0Oi CIUCOK TPaH3aKIMK ¢ XeIIeM MPeabIAyIero OJ1oKa U XemeM 3TOro
Xem BBIYUCIISIETCS C MCTOAB30BAaHUEM Xellla mpesiaymiero Omoka (mpeapiaymuii PoW), a Taxke Bcex TpaH3aKIMK B 3TOM OJIOKE C WX

DTO AenaeT HEBO3MOKHBIM C BBIYUCIIMTEIBHON TOYKU 3peHUSI MOAU(PUKAINIO OJTOKA WIIH U3MEHEHHE TTopsiiKa OJIOKOB.




BriokyenH B npumeHeHnn k 6eszonacHoctn IHTepHeTa BeLlen

biiokyelH MOXXHO HCHOJIb30BaTh ISl PELIEHUST MHOTHUX

npo6sieM 0€30NacCHOCTH U JoBepus i MIHTepHeTa Belei:

Q OrcnexuBaHue U3MEPEHUN JAaHHBIX JAaTYUKOB U
MPEIOTBPAIICHUE BPEIOHOCHBIX JaHHBIX.

[ OGecneuenne uaeHtudukanuu  ycrpoiictea  loT,
ayTeHTU(UKAIUKU U 0€30MaCHON Mepenayu JaHHbIX.

d Pazpemmure nparuukam HHTepHeTa Bele Oe30MacHO
OOMEHUBATHCS TAHHBIMU HANPSIMYIO JIPYT C Jpyrom 0e3
MTOCPETHUKOB.

1 Pacnpenenennelii peectp yCTpaHSET €IUHCTBEHHBIN
HMCTOYHUK cOO€B B dKocHcTeMe MIHTepHeTa Beleii.

1 PaseepreiBanue [oT ynpommaercs, a 3kCruryaTaliuOHHbIE
pacxonbl [oT cHuxkawTcs Onaromaps OTCYTCTBHIO
MOCPEIHUKA.

d VYerporicta [oT HanpsiMmyro agpecyroTcsl ¢ MOMOIIBIO

OnoK4eitHa, 00ecreunBas HEU3MEHIEMYIO UCTOPHIO.

AR RRAE R
Cisco



