[lpaBuna no obecrne4yeHuto
MHdOpPMaLIMOHHOW DE30MaCcHOCTH
Ha pabo4yem mecTe



1. BBeaeHune

HacTtoawune npaBusiia npegHa3Ha4Y€eHbl

ansi obsasaTenobHOro O3HaKOMNEeHUaA
BblAeNIeHHOMY B OpraHusauumn
COTPYOHUKY, oTBevarLlemy
32 NHPOPMALMOHHYHO be3onacHOCTb
Npwu UCNoNb30BaHUN CcpencTB
KpunTtorpagunyeckou 3alnThI

nHdopmaumunm u pabote B 3aLUULLEHHON
TENeKoOMMYHUKaLIMOHHOW CUCTEME.



2. OcHOBHbIe NMOHATUA

Cucmema — aBTOMaTM3MpoBaHHasd WHAOPMaLNOHHAs
cucrtema nepenayu n npunema NHdopmaumnm
B 9NTEKTPOHHOM BUOe o TENEeKOMMYHUKALUNUOHHbIM
KaHanam CBA3M B BUAE HOPUONYECKN  3HAYUMBIX
OJTIEKTPOHHbLIX OOKYMEHTOB C UCMOSIb30BaHMEM CPeacTB
9NEeKTPOHHOM noanucu.
ABTOMaTuU3npoBaHHoe paboyee mecto (APM) — MNMOBM,
C MOMOLLbIO KOTOPOW Nonb3oBaTenb OCYLUECTBSAET
noaknto4veHue ansa pabotsl B Cucrteme.

Cpedcmeo Kpurimoepaghudeckou 3auiumsl UHghopMayuu
(CK3U) -  cpeactBO  BbIMUCIIUTENBHOM  TEXHUKN,
ocyLlecTBnaruiee KpunTtorpaguyeckoe
npeobpasoBaHue uWHMOpMauun ans obecnevyeHnsa ee
be3onacHocCTw.



QrnekmpoHHas rnoonucek (3rl) - NHopMauUns
B 3NEKTPOHHON  dopMe, KoTopas  NpuUcoeaduHeHa
K Opyrou MHdoopmaumnm B 9NIEKTPOHHOWU doopme
(mognucblBaemMon uMHMopmaunm) wunm nHeiM obpasom

CBsA3aHa C Takou NHOPMaLNEN N KoTopas
NCNONb3YyeTCs ansa onpegeneHns nuua,
noAnucbiBatoLLEro NHdopMaLMmIo. B Cucteme
ansa noanucaHus SNMEKTPOHHbIX OOKYMEHTOB
SNIEKTPOHHOW  MOAMNUCLID  UCMNOMb3YEeTCA  TEXHOMNOMs
9NTIEKTPOHHO-UMJPOBON noanucu (QUIT)

B MHAPACTPYKTYPE OTKPbITbIX KITHOYEN.

Krirou 3l - yHuKkanbHasa nocrnenoBaTefisHOCTb CMMBOJSIOB,
npeaHasHayeHHaqa onga cosgaHua aneKTPoHHOM NoanucH.
Kntou 3l xpaHUTCca nonb3oBaTefieM CUCTEMbI B TalHe.
B MHQpaCTpyKType OTKPbLITbIX KIMHYEU COOTBETCTBYET
3aKkpbITOMY Krntody SLIIM.



Knirou nposepku 3l - yHUKanbHas NocnenoBaTefibHOCTb
CUMBOJSIOB, O4HO3Ha4YHO CBA3aHHas C KNo4YoMm
9NIEKTPOHHOM noanucu N npeaHasHa4YeHHasq
Onsi NPOBEPKU  MNOASNMIMHHOCTU  QMNEKTPOHHOW  MOAMUCH.
Kntou npoBepkn 3l mM3BecTteH BCEM MNOMb30BaTENSIM
CUCTEMbI W1 MO3BOMSIET ONpPeaennuTb asTopa noanucu

N OOCTOBEPHOCTb 9JIEKTPOHHOIo OOKYMEHTA,
HO He NO3BONSET  BbIMUCMNUTbL  KIMKOY  3N1IEKTPOHHOM
nognucu. Kntou NPOBEPKU Ol cynTaeTcs

npuHaanexawmm nonb3oBaTesnito, ecrnm oH Obinl emy
BbldaH YCTAHOBMIEHHLIM MNOpPAAKOM. B nMHMpacTpykType
OTKPbITbIX KIKOYEW COOTBETCTBYET OTKPbLITOMY KITHOMY
QUIT.

Cepmucbukam Krroya rposepku 31 - SNeKTPOHHbIN
OOKYMEHT WU OOKYMEHT Ha OymMaXHOM  HocuTene,
BblJAHHbIE yOOCTOBEPAIOLLNM LEHTPOM nmbo
OOBEPEHHLIM  JIMLUOM  YOOCTOBEPSIOLWIEro  LeHTpa
N noATBepXxaatLlme NpUHagnNeXXHoCTb Krtova NPOBEPKU
9NIEKTPOHHON noanucu Brnagenbly ceptudumkara Kroda
NPOBEPKN INEKTPOHHOW NOAMUCHK.



Yoocmoeepsrowuu ueHmp - opuanyeckoe nuuo
NN NHONBUAYaANbHbLIN npegnpuHUMaTenb,
ocyLlecTBnanumne doyHKL MU No CcO3OaHuIo
N Bblgaye CcepTUMdPUKATOB KIHYEN NpPOBEPKU
ONMEKTPOHHbIX  noanucen, aTakKe  UHble
doyHKL MM, npegycMOTPEHHbIE
3aKOHOOaTENbLCTBOM.

Bnaoeneu cepmugbukama Krnroda rposepku Il -
nnUo, KOTOPOMY B YCTaAHOBJIEHHOM NoOpsake
BblOaH cepTndukar Kroya NPOBEPKU
9NEeKTPOHHOM noanucu.
CpenctBa Ol = LUndopoBarbHble
(Kpuntorpaduveckue) cpeacrtsa, UCMNosb3yeMble
ans peanmaauum xots bbl OOHOW U3 cnegytowmnx
doyHKUMN — co3O0aHue JNeKTPOHHOU noanucu,
NpOBEPKA 3MNEeKTPOHHOW noanucu, co3aaHue
KItova 9fIEKTPOHHOM NoANuUCK N Krtoda NnpoBepKu
9NEKTPOHHOW NoAanucu.



Cepmugbukam coomeemcmeusi — OOKYMEHT,
BblAaHHbIX MO NpaBuinamMm CUCTEMbDI
cepTudukaunm ans noaTreepXxaeHuns
COOTBETCTBUA cepTUPNLMPOBAHHON NPOAYKLNM
YyCTaHOBEHHbIM TPEDOBAHUAM.

[loOmeepxO0eHue nooIuUHHOCMU 3f1IeKMPOHHOU
roornucu 8 arieKMpPoHHOM OOKyMeHme —
NONOXUTENbHbIN Pe3yNbTaT NPOBEPKU
COOTBETCTBYHOLWNM cpeacTtesom Il
NPUHaANEXHOCTU 3NEKTPOHHOM MOAMNMUCH

B 9J1IEKTPOHHOM AOKYMEHTe BragenbLy
cepTnduKaTta Krnroda npoBepkn nognucu

N OTCYTCTBUS UCKaXXEHUN B NMOANMUCAHHOM
OAaHHOW 3NEKTPOHHOU NoAnUCbLIO0 3NEKTPOHHOM
OOKYMEHTE.



Komrnipomemauusi Krnoda — yTpata OOBEPUSI K TOMY, YTO UCMOSb3yEMblE
Krmoun  obecnedmBaloT  Oe3onacHocTb  MHQopmaumn. K cobbiTuam,
CBA3aHHbLIM  C KOMMPOMETAUMEN  KIMHOYEeW,  OTHOCATCH,  BKKYas,
HO He OrpaHnYyMBasiCb, CriegyroLlme:

[ToTeps KIIFOUEBBIX HOCUTEIIEM.

IToTepst KIHOYEBBIX HOCUTENEH C UX MOCICAYIOIUM OOHAPYKEHHEM.
YBOJIBHEHHE COTPYIHUKOB, MMEBIIMX AOCTYII K KJIIFOYEBOM
MH(pOpMaIIHH.

Hapyurenune npaBui XpaHeHUS 1 YHAYTOXXEHUS (ITOCIE OKOHYAHUS
CpOKa JICMCTBUSA) 3aKPHITOrO KJIt04a.

Bo3HUKHOBEHHE NOAO3PECHUN HA YTEUKY HH(DOPMAIIUU UIIH €€
HMCKa)XCHHUE B CUCTEME KOH(PUICHIIMAIbHOM CBSI3H.

Hapymenue neyaty Ha celide ¢ KIIFOYeBBIMU HOCUTEISIMU.

Cnyyau, KOTJia HEIb3s IOCTOBEPHO YCTAHOBUTH, YTO MPOU3O0ILIO

C KJIFOUEBBIMM HOCHUTEIISIMM (B TOM YHMCIIE CITydaH, KOTJIa KIII0UE€BOM
HOCHTEIIb BBILIET U3 CTPOS U JOKA3aTEIbHO HE OIPOBEPTHYTA
BO3MOKHOCTb TOT'O, YTO, JAaHHBIM (haKT MPOU3O0IIIET B PE3YIbTATE
HECAHKIIMOHUPOBAHHBIX JICHCTBUN 3JIOYMBINIJICHHUKA).



3. Puckn ncnonb3oBaHUa aneKTpoOHHOMU
noanucu

[1pn ncnonb3oBaHUKU 3NIEKTPOHHOM NO4MUCK CYLLECTBYIOT
onpegeneHHble PUCKN, OCHOBHBLIMU N3 KOTOPbIX
ABNAKOTCA cnegyroLwme:

Puckun, cBa3aHHbIe C ayTEHTUMUKALNEN
(noaTBepXXaeHnem NoanIMHHOCTN) nonb3oBaTens. Jnyo,
Ha KOTOPOro yKasbIiBaeT rnoanucb nog JOKYMEHTOM,
MOXET 3asBUTb O TOM, YTO NOAMNUCH
chanbcnduympoBaHa U He NPUHAZNEXNT JaHHOMY
nuuy.

Puckn, cBsidaHHbIE C OTPEKAEMOCTbIO (OTKa30M

OT COOAEPXKMUMOro AoKyMeHTa). JInuo, Ha KoTopoe
yKa3sbIBaeT Noanucb Nog AOKYMEHTOM, MOXET 3adBUTb
O TOM, YTO AOKYMEHT ObIfT UBMEHEH U HE COOTBETCTBYET
OOKYMEHTY, NoAnMcaHHOMY AaHHbIM NULIOM.



Puckn, cBa3aHHble C tOpUANYECKON 3HAYNUMOCTbIO
9fIEKTPOHHOM noanucu. B cnyyae cynebHoro
pa3bupartenbcTBa OHA U3 CTOPOH MOXET 3asiBUTb O TOM,
YTO AOKYMEHT C 3NIEKTPOHHOWU NOAMNUCHLID HE MOXET
nopoXxgaTb LpUanvyeckn 3Ha4YnMMbIX NOCrNeacTBmn

NN cYNTaTbCA OOCTATOYHbIM 4OKa3aTeNbLCTBOM B cyde.

Puckun, cBa3aHHbIE C HECOOTBETCTBMEM YCNOBUU
NCMNONb30BaHUA 3NEKTPOHHOW NOAMNMUCU YCTAaHOBMEHHOMY
nopsaaky. B cnyyae ncnonb3oBaHUSA 3f1eKTPOHHOM
nognucu B nopsake, He COOTBETCTBYHOLLEM
TpeboBaHMAM 3aKOHOOATENBLCTBA UMMN COornalleHnn
MeXay ydacTHUKaMU 3fIeKTPOHHOro B3anMMOOeNCTBUAS,
ropyanyvyeckaqa cmna noanucaHHbIX B JaHHOM criyvae
OOKYMEHTOB MOXET ObITb NOCTaBfieHa Noa COMHEHME.



Pucku, cBa3aHHble C HECAaHKLIMOHUPOBAHHbIM
OOCTYrNoM (MCrosfib30BaHMEM SfIEKTPOHHOW
noanucu 6e3 Begoma Bnagensua). B cnyyae
KomnpomeTauun knrodva Il

NN HECaHKLUMOHUPOBAHHOIO JocTyna

K cpeacteam Il MoXeT ObITb Nony4yeH
OOKYMEHT, NopoXaarLwwnn ropngmnyeckm
3Ha4YMMble NOCNeacTBMA N NCXoOALWNN OT UMEHN
Nonb30BaTeNs, KIMY KOTOPOro Obir
CKOMMNPOMETUPOBAH.

JIns CHUOKEHUsT JJaHHBIX PHCKOB HJIM UX HW30€KaHUE
IIOMMMO ONpPEJEICHUS MOpPsJAKa HMCHOJIb30BaHMS
3JICKTPOHHOMU OITUCH pH JIEKTPOHHOM
B3aMMO/ICHCTBUH MPETYCMOTPEH KOMILUIEKC IIPABOBBIX
M OPraHr3alMOHHO-TEXHUYECKUX Mep OO0ECIICUCHHUS
MH(OPMAITUOHHON 0€30ITaCHOCTH.



4. Obwmne NprUHUMNbI OpraHn3aLmnn
MHJOPMaLMOHHON DEe30NacHOCTU
B Cucrteme

Kpuntorpadpunyeckas nogcucrema Cuctemol
ONnpaeTcs Ha OTe4YeCTBEHHOE
3aKOHOOaTENbLCTBO B 00nMacTm anekTpoHHOM
noanucu, MHPPaACTPYKTYPbI OTKPLITLIX KNoYen
N 3almTbl MHOPMaL MK, B TOM YuCre,

Ha aencteytowme NOCT u pykoBogsLimne
ookymeHTbl PCb n OCTIK, a Takke

Ha MexayHapoaHbin ctaHaapT X.509,
onpenensoLwmm NPUHLMMbLI 1 NPOTOKOSbI,
MCrosib3yemMble Npu NOCTPOEHUN CUCTEM

C OTKPbITbIMM KITHO4aMMW.



IHpacTpyKTypa OTKPbLITbIX KIKOYEN — 3TO cUCTeEMaA, B KOTOPOU
KaXOblW Nosib3oBaTeNib UMEET Napy Kryen — 3aKpbIThbin
(CEKPETHbIN) U OTKPLITbIW. [1pn 3TOM MO 3aKPbITOMY KITHOYY
MOXHO MOCTPOUTL COOTBETCTBYHOLLUN EMY OTKPbLITLIN KITHOM,

a obpaTtHoe npeobpaszoBaHMe HEOCYLLIECTBUMO UM TpeobyeT
OrPOMHBIX BPEMEHHbIX 3aTpaT. Kaxkablin nonb3oBaTerb
CucteMbl reHepupyeT cebe KIIoYEBYIO Napy, 1, COXpaHSAA CBOW
3aKpPbITbIX KMNOY B CTPOrov TanHe, AenaeT OTKPbITbIN KoY
obuwenoctynHbiM. C TOYKM 3peHUSA MHAPACTPYKTYPbI OTKPbITbIX
KIto4Yen, wmndpoBaHue npeacrasnsaetr cobon npeobpasoBaHme
COO00LLEHMA, OCYLLECTBIIAEMOE C MOMOLLbIO OTKPbLITOrO KIitoya
nonyyarens nHgopmaunun. TonbKko nonyyarenb, 3Had CBOU
COOCTBEHHBIN 3aKPbITbIW K04, CMOXET MPOBECTN obpaTHoe
npeobpasoBaHue 1 npovnTaTb coobLeHns, a 6onbLIEe HUKTO
caenartb 3TOro He CMOXET, B TOM 4YuCe — U caM OTnpaBuTeErb
lndpporpammbl. SNEKTPOHHAsS NoANnUCcb B MHPACTPYKTYpe
OTKPbITbIX KIMHOYEN — 3TO NpeodbpasoBaHme coobLLEHUS

C NOMOLLIbKO 3aKpbITOro Knto4va otnpasutens. J1toboun
Xenawwmm MoXeT Anst NpoBEPKU Nognmcu npoBectn obpaTHoe
npeobpasoBaHne, NPUMEHNB 0OLLENOCTYMHbLIN OTKPLITHIW KITHOY
(krtod npoBepkn 3l1) aBTOpa AOKYMEHTA, HO HUKTO HE CMOXXET
NMMUTUPOBATb TaKOW AOKYMEHT, HE 3Hasl 3aKpbITOro Krnro4a
(krirova 3l) aBTOpAa.



Obsi3aTeribHbIM Y4aCTHUKOM N0H60U MHAPACTPYKTYPbI
OTKPbITbIX KINOYeN ABNAETCA YOOCTOBEPSAIOLNA LIEHTD,
BbINONMHAKLLNN PYHKLUUN LLeHTpa OBEPUA BCe
cCUcTeMbl OKyMeHToobopoTa. [pn atom
YOocToBepsoLwWmn LEHTP obecneymBaeT BbINOMHEHNE
cnegyroLwmx OCHOBHbIX PYHKLNMN:

BbIMYCKaeT cepTdUKaThl KNnyen NpoBepKu
9NIEKTPOHHLIX NOAMNUCEN U BblAAET UX NOSb30BaTENSM;

BblJaeT Mnornb3oBaTensaM cpeacTBa 3NeKTPOHHOM
noanucu;

co3gaeT no obpalleHNs M 3asagBUTENEN KITHo4un
9NEKTPOHHbLIX MoANMUCEN N KINOYN NPOBEPKU
9NEKTPOHHbIX Noanuceu;

nony4aeT n obpabaTbiBaeT coobOLLEHNS

O KOMMPOMETAaUUN KNoYeWU; aHHYNUPYET BblAaHHbIE
3TUM YOOCTOBEPSIOLLMM LIEHTPOM CepTuUcmkarhbl
KIno4Yen NpoBePKU ANEKTPOHHbLIX No4nNucen, oosepue
K KOTOPbIM YyTpayeHo,;



BedeT peecTp BblAaHHbIX N aHHYTMPOBAHHbLIX 3TUM
YAOCTOBEPSAOLLMNM LEHTPOM CEPTUPUKATOB KITHOHEN
NPOBEPKM ANEKTPOHHLIX Noanucen (aanee — peecTp
cepTudurkaToB), B TOM YnUCrie BKOYaoLWwmnm B cebs
MHdopmMaLmio, coaepKallytocs B BblAaHHbIX 3TUM
YAOCTOBEPSAIOLLMNM LEHTPOM CepTUPUKATaX Knroveun
NPOBEPKN SNEKTPOHHbLIX Noannucen, n nHdpopmauuto o gaTtax
npekpalleHnsa 0eNCTBUS UNN aHHYNTMPOBaHUSA
cepTudnkaToB KIHoYen NPOBEPKM INEKTPOHHbLIX No4nnucen

N 06 OCHOBaAHMAX TaKNX NMpekpaLleHnsa nnn aHHynMpoBaHus
n obecneymBaeT gOCTYN NnL K MHpopmaunu,
cogepallenca B peectpe ceptudumkaTos;

NpoBePSAET YHUKANbLHOCTb KIoYen NPOBEPKU ANTEKTPOHHbIX
noannucen B peecTtpe cepTMduKaTos;

OCYLLECTBNSAET N0 obpaLleHNsM Y4aCTHUKOB 3SIEKTPOHHOIO
B3aMMOOENCTBUA MPOBEPKY 3NEKTPOHHbLIX NOAMUCEWN;

onpenenseT NopsaoK pazdopa KOHMITNMKTHLIX CUTyaLuumn
N goKasaTenbCTBa aBTOPCTBA 3MNEKTPOHHOro AOKYMEHTA.



CBOI OeATenbHOCTb YOOCTOBEPSAOLWMNA LEHTP OCYLLECTBNSAET
B CTPOromM COOTBETCTBUUN C 3aKOHOAATENLCTBOM, COOCTBEHHbBIM
pernamMeHToM U cornalleHnamMmm mexay y4aCTHMKamu
9NIEKTPOHHOro B3anmMmoaencTeus. brnarogaps cobnoaeHuto
HeobXxoauMbIX TPeDOBAHUN NCKITIOYAKOTCS PUCKN, CBA3AHHbIE

C lopnanveckom 3Ha4YMMOCTbIO OOKYMEHTOB, NOAMNMUCAHHbIX
9NEeKTPOHHOU NOANUCHLI0, N CHUXAaKOTCA PUCKM HECOOTBETCTBUA
YCNOBUN NCMOSIb30BaHUA 3NEKTPOHHOW NOAMNCH
YCTaHOBIIEHHOMY MOPSALKY.

CepTundukar krntoda nposepkn 3l 3aBepAeTca 3NeKTPOHHOM
NoANNCbLI0 YOOCTOBEPAIOLLEro LeHTpa U NoaTeepaaet oakT
BNageHMs TOro Unu MHOro ydacTHuUKa gokymeHToobopoTa Tem
NN UHBIM KITKOYOM npoBepku Al 1 COOTBETCTBYHOLLMM eMY
krntoyom 3l1. bnarogapa ceptndukatam, nonb3oBaTenm
CuctemMbl MOryT Orno3HaBaTb ApPYr Apyra, a, Kpome Toro,
NPOBEPATb MPUHAANEXHOCTb 3NIEKTPOHHOW NOANMUCH
KOHKPETHOMY MOfb30BaTesto N LenoCTHOCTb (HEM3MEHHOCTL)
cofepXXaHus nognnucaHHoOro arekKTPOHHOro AOKyMeHTa. Taknum
obpa3omM NCKMNYaKTCHA PUCKU, CBA3AHHbIE C NOATBEPKOEHUEM
No4SIMHHOCTM MoSib30BaTeNs U 0TKa3oM OT COAEPKMMOro
OOKYMEHTa.



[TIpeobpasoBaHna COOOLLEHNI C UCNONb30BAHNEM
KIHOYEN JOCTATOYMHO CNOXXHbI U NPOU3BOASATCS

C NOMOLLIbIO CcrieunanbHbIX CPEACTB 3NEKTPOHHON
nognmncu. B Cucrteme ansa atux uenen Ucrosnb3yeTcs
CK3WU, nmeroulee ceptudurkar cooTBETCTBUSA
YCTaHOBIEHHbLIM TPEDOBAHUAM KaK CPeaCTBO
anekTpoHHomn noanucu. laHHoe CK3U - ato
nporpaMMHoOe obecneyeHne, KOTopoe peLlaeT OCHOBHbIE
3aJauu 3aWmTbl MHoOPMaLUMK, @ UMEHHO:

obecrnevyeHne KoHnaeHumansHOCTU MHdopMaLnmn —
lWndppoBaHue Ang 3awnTbl OT HECAHKLUMOHUPOBAHHOIO
OOCTyna BCEX ANEeKTPOHHbIX JOKYMEHTOB, KOTOpbIe
obpaullatotcst B CUCTEME;

noaTBeEpPXXAeHne aBTopCcTBa JOKYMEHTa — NPUMEHEeHNe
Orl1, koTopasa cTaBUTCA Ha Bce Bo3HMKalowme B Cucteme
ANeKTPOHHbIE JOKYMEHTbI; BNOCNEACTBUM OHa
NO3BONSET pellaTh Ha 3aKOHOAATENbHO 3aKpenneHHow
OCHOBe NtoOble CNopbl B OTHOLLEHMM aBTOPCTBaA
[OKYMEHTA;



obecnevyeHne HeoTpeKkaeMoCTn — NpuMmeHenmne Ol

n obsizaTenbHOE COXpaHEHUE nepeaaBaeMbIX JOKYMEHTOB
Ha cepBepe CuctemMbl y OTrpaBUTENA U nosryyarens;
noanNUCaHHbIV AOKYMEHT obnagaeT topnanyeckomn cUnon

C MOMEHTa NoAnncaHuns: HMU ero cogepkaHue, H1U cam doakT
CYLLIECTBOBaHUA OOKYMEHTA HE MOTYT ObITb OCMOPEHDI
HMKeM, BKIto4aa aBTopa OOKYMEHTA;

obecrievyeHne LenoCTHOCTU AOKYMEHTa — npumMmeHeHue I,
KOTOpas coaepXuTt B cebe xall-3HadeHne (YCNoXKHEHHbIN
aHanor KOHTPONbHOW CyMMbl) NOANMMCLIBAEMOIO AOKYMEHTA;
Npun NONbITKE N3BMEHNUTb XOTS Obl OANUH CUMBOJI B IOKYMEHTE
Mnn B ero noanunucu nocne Toro, Kak AOKYMEHT Oblfi
noanucaH, byaet HapyweHa 3l1, yTo byoeT HeMeaneHHo
ONarHoCTUPOBAHO;

ayTeHTUdMKaumsa y4acTHUKOB B3anmoaencTeusi B Cucteme
— Kakabl pa3 Npu Ha4yane ceaHca paboTbl cepBep
Cuctembl 1 Nonb3oBaTenb NPeabABAAT APYr ApPYry CBOM
cepTudurkaTtbl u, Takmm obpa3om, n3deraroT onacHoOCTH
BCTYNUTb B MIH(POPMALIMOHHbLIN OOMEH C aHOHMMHbIM FTULIOM
VN1 ¢ NULIOM, BblaatoLuym cebs 3a apyroro.



YpoBeHb 3aluileHHoCcTU CUCTeMbl B LIENTOM
PaBHAETCA YPOBHIO 3aLLULLEHHOCTN B €€ CaMOM
crnabom mecrte. [loaTomy, yunTthiBas To,

4YTO cucTemMa obecrneymBaEeT BbICOKMN YPOBEHb
MHdopmMaLMOHHON Be30nacHOCTM Ha NyTn
CreloBaHNS 3NEKTPOHHbIX JOKYMEHTOB MeXay
y4YyaCcTHUKaMM OOKYMEHTOODOOPOTa,

0151 CHUXKEHUS nnn ns3bexxaHnsi puckoB
HeobxoaMMO TaK XXe TuwaTernbHO cobnoaaTb
Mepbl 6€30MacHOCTU HENOCPEACTBEHHO

Ha pabo4mx MecTax nosib3oBaTeseN.

B cnepgytowlem pasgene cogepxarcs
TpeboBaHUA N pekoMeHaauun No OCHOBHbLIM
MepaM MHPopMaLMOHHON BEe30MNacHOCTU

Ha pabo4yemM MecTe nonb3oBaTens.



5. TpeboBaHuA N pekomeHaauum no obecneyeHunto
NHpopMaLMoHHON Be30nNacHOCTN Ha paboyem MmecTe norb3oBaTens

Pabouyee mecTto nonb3oBatena CUcrtemMol NCMOSIb3YeT
CK3U ana obecne4yeHnsa LLenoCTHOCTM,
KOHOUAEHUMANbHOCTU U NOATBEPXKAEHNSI aBTOPCTBA
MHpopmaunmn, nepegasaemMmon B pamkax Cuctemol.
[Mopsigok obecrnevyeHns nHdpopmauMoHHON De30MacHOCTH
npu pabote B Cnucrteme onpenensieTca pykoBoautenem
opraHmsauumn, nogknodaruiencsa Kk Cuncteme, Ha OCHoBe
pekomMeHaaumMn no opraHN3aLnoOHHO-TEXHUYECKNUM
MepaMm 3alUnTbl, U3NOXEHHbIM B JaHHOM pasferne,
aKkcnnyaraunoHHon gokymeHTaumm Ha CK3W, a Takxke
OEUCTBYIOLLEINO POCCUNCKOro 3akoHo4aTeNbLCTBa

B obnacTtu 3awmTbl MHPOpPMaLUW.



5.1 [lepcoHan

LonxeH ObITb onpeaeneH U yTBEPXKAEH CMMCOK AL, UMEKLLMX O0CTYN
K Kno4eBou MHdopmMauun.

K pabote Ha APM c yctaHoBneHHbiM CK3W gonyckatTca TONbKO
ornpegesieHHble anga aKkcnnyarauum nuua, npowleline cCoOoTBETCTBYHOLLYHO
NOArOTOBKY U O3HAKOMIIEHHbIE C MOSIb30BaTESIbCKOW JOKYMEHTaLUMeEN

Ha CK3W, a Takke gpyrumm HOpMaTUBHLIMU LJOKYMEHTaMU

N0 NCNONb30BaHWUIO 3NEKTPOHHOW NOANUCK.

K ycTaHoBKe 0OLLECUCTEMHOIO U crieymarnbHOro NporpaMmmMHoOro
obecneyveHus, a Takke CK3W, gonyckaloTcs gOBepPEHHbIE Nuua, npoweawmne
COOTBETCTBYIOLLYO NOArOTOBKY U N3YyYMBLUME OOKYMEHTALNIO

Ha cooTBeTcTByloLee 10 n Ha CK3N.

PekomeHayeTcs Ha3Ha4vyeHne B opraHusaunu, akcnnyatumpyowen CK3U,
agMMHMUCTpaTopa 6e30nacHOCTU, Ha KOTOPOro Bo3naratTcs 3aJaun
opraHusaummn pabot no ucronb3oBaHuio CK3U, BbipaboTku
COOTBETCTBYHOLUMX UHCTPYKLNI AN NOSfb30BaTENEN, a TaKke KOHTPOSIIO
3a cobntogeHmnem TpeboBaHn No 6e3onacHOCTH.



[1OMXHOCTHbIE MHCTPYKUUKN nonb3oBaTtenen APM
n agMuHUCTparTopa 6e30nacHOCTN OOMKHbI
yuYnTbIBaTh TPEOOBAHMA HacToAWwmMX [pasun.

B crniyyae yBonbHeHUA nnu nepesoga B apyroe
nogpasaernexHve (Ha gpyryto AOSMKHOCTb),
N3MEHEHUA PYHKUMOHArbHbIX 06513aHHOCTEN
COTPYOHMKA, UMEBLLEIO AOCTYN K KNYEBbIM
HocuTenam (Ol n wundpoBaHUsa), 4OMKHA ObITh
npoBefeHa CMeHa KIHoYen, K KOTOPbIM OH MMET
OOCTyn.



5.2 PasmelleHne texHmnyeckmnx cpeacts APM
C ycTaHoBneHHbIM CK3U

[ormKHO ObITb NCKNOYEHO DECKOHTPONBLHOE
NPOHMKHOBEHME N NpebbiBaHME B NOMELLEHUSAX,

B KOTOPbIX pasmellarTcsa TexHndeckme cpeacrtesa APM,
NOCTOPOHHUX NL, NO PpoAy CBOEN OEATENBHOCTH

He ABMSOLWKMXCS NepcoHarnom, AonyLweHHbIM K paboTe
B YKa3aHHbIX nomMmeLleHmnax. B crnyyae HeobxoanmocTu
NPUCYTCTBUS TaKNX NUL, B yKa3aHHbIX NOMELLEHNSIX
OOMmKeH ObITb 0becneyeH KOHTPOrb 3a UX AEUCTBUSAMM.

PekomeHayetcs ncrionis3osate APM ¢ CK3U

B OHOMOJS1b30BATENBLCKOM pexnme. B otaenbHbIX
criyyasx, npn HeobxogmmocTu ncrnosnb3osaHnsg APM
HEeCKONbKUMU Nuuamu, 3Tu nuua OomkHbl obnagaTb
paBHbIMW NpaBaMu 4OCTYyNa K MHdopMauun.



He gonyckaetcs octaBnaTb 6€3 KoHTpona APM

NPW BKITKOYEHHOM MUTAHUN U 3arpy>KeHHOM
nporpammHom obecnedeHnn CK3W nocne BBoga
Knroveson nHopmauun. [pn yxoae nonb3oBaTens

c pabo4yero mecTta OOIMKHO UCMOSIb30BaTbCA
aBTOMaTMYeCKOe BKMNYEeHMEe 3KpaHHOW 3acTaBKu,
3awumieHHon naponeM. B oTaenbHbIX criyvyasax

Npuv HEBO3MOXHOCTU UCMNOMNb30BaHNSA NapOSibHOW
3awmThbl, gonyckaetcs 3arpyska OC 6e3 3anpoca
napons, Npm 3ToM OO KHbI ObITb peannM3oBaHbl
OOMNONHUTENbHbIE OpPraHN3aUNOHHO-PEXUMHbIE MEpPbI,
NCKNoYarLme HecaHKUMOHUPOBaHHLIN goctyn K APM.

PekomeHayeTca NnpeayCMOTPETL Mephl, UCKMoYatoLwwne
BO3MOXHOCTb HECAHKLMOHUPOBAHHOIO M3MEHEHU4
annapaTtHou Yyactn APM, Hanpumep, onevyaTbiBaHne
cuctemHoro onoka APM agmunHuctpatopom. Takxe
BO3MOXHO B 3TUX Lensax NnpuMeHeHue cneuuanbHbIX
CpeAcTB 3alnTbl MHPOPMaLUN — annapaTHbIX MoayIeu
O0OBEPEHHON 3arpysKku.



PekomeHayeTca NPUHATb MEPBLI MO UCKIHOYEHUIO
BXOXOEHUS N, HE OTBETCTBEHHbIX

3a agmunHuctpuposaHue APM, B pexum
KoHJourypuposaHua BIOS (Hanpumep,

C UCnonb3oBaHMEM MaposfibHOM 3aLlUnThI).

PekomeHayetca onpegenntb B BIOS ycTtaHOBKM,
MCKNoYatoLme BO3MOXHOCTb 3arpy3Kku
onepaunoHHON CUCTEMbI, OTITIUYHOWU

OT YCTaAHOBTIEHHOWN Ha XXeCTKOM AUCKe:
OTKJIH0YaEeTCs BO3MOXHOCTb 3arpy3Kkn ¢ rmbkoro
ancka, npmoga CD-ROM, ucknto4vatoTest npovune
HecTaHOapTHble BMAbl 3arpy3ku OC, Bkno4vas
CETEBYIO 3arpysKy.

CpepnctBamun BIOS gormxHa 6bITb UCKNHOYEHA
BO3MOXHOCTb paboTbl Ha [TOBM, ecnun Bo BpeMms
ero Ha4yarnbHOWM 3arpy3km He NpoxoaaT
BCTPOEHHbIE TECTHI.



5.3 YcTaHOBKa nporpamMmMHOro
obecnevyeHnsa Ha APM

Ha texHunyeckux cpencrtesax APM c yctaHoBneHHbIM CK3U
HeobXo4ANMO UCMOoSb30BaThb TOMBKO NIMLEH3MOHHOE NMporpaMmMHoe
obecnevyeHne PUPM-N3roToBUTENEN, NOSTyHEHHOE N3 OOBEPEHHbIX
NCTOYHMKOB.

Ha APM porkHa ObITb yCTaHOBIEHA TONLKO ofgHa onepaunoHHasd
cuctema. [pm aTOM HEe JonycKaeTca UCnosb3oBaTbk HECTAHOAPTHbIE,
N3MEHEHHbIE UK OTNagoYHble Bepcun ornepalmmoHHON CUCTEMDI.

He pnonyckaetca yctaHoBka Ha APM cpefacTs paspaboTku 1 oTrnagku
nporpaMMHOro obecnedeHus. Ecnun cpencrea oTraaku NpUoXeHnn
HeobXxoauMbl AN TEXHOMOrM4Yecknx NoTpebHocTen nonb3oBarengd,
TO UX NCNONb30BaHWE OOMKHO ObITb CAHKLIMOHUPOBAHO
agMUHUCTpaTopom bezonacHocTu. B ntobom criyyae 3anpellaercd
McnonbL30BaTb 3TN CpeacTBa Ansl NPOCMOTPa U peaakTUpOBaHUS
Koda 1 namsaTu npunoxxeHnn, ncrnonoesyowmnx CK3M. Heobxogmmo
NCKIIOYNTL NornagaHne B CUCTEMY CPeACTB, MO3BONSOLLNX
OCYLLECTBNATb HECAHKLUMOHNPOBAHHbIN AOCTYMN K CACTEMHbIM
pecypcam, a Takke nporpamMmm, nNo3BonsaoWmX, nosib3ysicb
owmndbkamn OC, nonyyatb NpuUBUNernv agMuHUcTparopa.



PekomeHOyeTcsa orpaHnynTb BO3MOXHOCTU
nonb3oBaTtens 3anyckoM TOSbKO TeX
NPUNOXXeHUU, KOTopble pa3peLleHsl
agMUHUCTPATOPOM Be30rnacHoOCTW.

PekomeHOyeTca YCTaHOBUTL N UCMNOMb30BaTh
Ha APM aHTuBMpycHoOe nporpammHoe
obecneyeHune.

Heobxoamnmo perynsipHo OoTCneXmnBaTthb

N ycTaHaBnmBaTb OOHOBIIEHUA DE30MacHOCTH

nns nporpammHoro obecneveHnsa APM (Service

gacks, Hot fix n T n.), o6HOBNATL aHTUBUPYCHbIE
asbil.



5.4 HacTtpounka onepayMoHHOW CUCTEMBI
APM

AOMUHUCTpaTop 6e30MacHOCTM OOMKEH CKOHAUIYpUpPOBaTb
onepaunoHHY CUCTEMY, B Cpede KOTOpPOoU ninaHupyeTcs UCnofb3oBaTh
CK3W, n ocyliecTenatb Nnepmoanyeckn KOHTPOsb caerniaHHbIX HacTpoekK
B COOTBETCTBUM CO criegyrowmmMmm TpeboBaHUSIMMU:

[TlpaBom ycTtaHoBKkM 1 HacTponkn OC n CK3W gomxeH obnagaTb TOSbKO
agMuHucTpaTop 6e3onacHocCTu.

Bcem nonb3oBaTtenam v rpynnam, 3apernctpmposaHHbiMm B OC,
HeobXoaAUMO Ha3HaA4YUTb MUHUMASIbHO BO3MOXKHbIE AS19 HOPMaribHOMN
paboTbl Npaea.

Y rpynnbl Everyone gomkHbl ObiTb YaaneHbl Bce NpUBUNErnu.

PeKomer,yeTcsq NUCKITIOYNTb NCMOJ1b30BaHNE peXnMMa aBTOMaTN4E€CKOro
BXOAa nosib3oBaTesid B onepaunoHHYKO CUCTEMY MNPUN €€ 3alrpy3Ke.

PeKo_M_eHnyeTcsq nepenMmeHoBaTb CTaHOAPTHYI0 YYETHYIO 3annucb
Administrator.

[omkHa bbITb OTKMNOYEHA yYeTHas 3anuck Ansi rocteBoro Bxoda Guest.



ICKNoYnTL BO3MOXHOCTbL YAalIeHHOro ynpaseHus,
agMuUHUcTpupoBaHuns n mogmdukaumm OC un ee
HaCTpOoeK, CUCTEMHOIO peecTpa, ANd BCeX, BKoyagqa
rpynny Administrators.

Bce Heucnonb3yemble pecypcbl CUCTEMbI HEOOXOANMMO
OTKITIOYNTb (NPOTOKOIMbI, CEPBUCHI U T 1.).

LOormKHO BbITb NCKNOYEHO UMK OrPaHNYEHO C YY4ETOM
BblOpaHHOW B opraHu3aumnm rnonTukn 6e3onacHoCcTu
NCrosib30BaHMe norib3oBaTenamm cepsuca Scheduler
(nnaHmpoBWMK 3agad). Npn ncnonb3oBaHNMM gaHHOIO
cepBuca cocTaB 3anyckaemMoro nporpaMmmMmHoOro
obecnevyeHna Ha APM cornacoBbiBaeTcs

C agMMUHNCTPaATOPOM DE30MacHOCTH.

PekomeHayeTcsi opraHnM30BaTh 3aTMpaHne BPEMEHHbIX
doannos 1 oannos nogkadkm, PopmMmnpyembix

nnn moauduumpyemeix B npouecce padotel CK3U. Ecnu
9TO HeBblinonHMMO, To OC gormkHa UCMornb3oBaTbCA

B OHOIMOJSIb30BaTENMbCKOM PEXMME N HA XKXECTKUN OUCK
OOMKHbI pacnpocTpaHATbCA TpeboBaHUs,
npeabaBnseMble K KITH0YEBbIM HOCUTESNAM.



[1omXHbl ObITb YCTAHOBIIEHbI OrPAHUYEHNST HA OOCTYM
nonb3oBaTenen K CAICTEMHOMY PEeecTpy B COOTBETCTBUM
C NPUHATOW B opraHmM3aunm noimTnkon 6e3onacHocTy,
4yTO peanunayetcsa npu nomowin ACL nnmn yctaHoBKkou
npas gocrtyna npu Hanndne NTFS.

Ha Bce gupektopuun, cogepxaline cucteMHble dpannsol
Windows 1 nporpammebl n3 komnnekra CK3W, 0omkHbl
ObITb YCTAHOBSIEHLI NpaBa A4OCTynNa, 3arnpeLllarLwme
3annucb BCeM Mosib3oBarenam, Kpome AoMUHUCTpaTopa
(Administrator), Cospatens/Bnagensua (Creator/Owner)
n Cncrembl (System).

[onxHa ObITb UCKNOYEHa BO3MOXHOCTb CO3daHus
aBapuMHOro gamna onepaTtmMBHOM NAMATU, TaK KakK OH
MOXET coaeprkaTb Kpuntorpaduveckn onacHyto
NHdopmMaLumio.

PekomeHayeTcs obecrneunTb BeeHNE XypHanoB aygmTa
B OC, npu aTOM OHa AgosrmkHa bbITb HACTpOeHa

Ha 3aBepLueHne paboTbl Npu NepPENONHEHNN XYPHAIIOB.

PekomeHOyeTca Npon3BeCTM HACTPOUKY NapamMeTpoB
CUCTEMHOrO peecTpa B COOTBETCTBUM
C 9KcnnyaTtaunoHHon gokymeHTaumen Ha CK3N.



PekomeHayeTtcs paspaboTtatb U NPUMEHUTb NOMUTUKY HA3HAYEHNSA U CMEHBI
naponen (ans exoga B OC, BIOS, npn wndpoBaHnm Ha napone U T 4a.),
ncnonb3oBaTb PUIBLTPbLI NAapoien B COOTBETCTBUM CO CreayoLumm
npasunamMu:

AJTMHa naporns AomkHa bbITb HE MeHee 6 CUMBOMOB;

B YMCNEe CUMBOSOB Nnaporns ob6a3arenibHO OO KHbI MPUCYTCTBOBATb OYKBbI
B BEPXHEM U HMXKHEM pernctpax, undpbl 1 cneunanbHble cumBonb (@, #, 9,
&, *, % nTn.);

naporb He AOMMKEH BKNOYaTb B Ce0S1 NTErko BbIYUCISIEMbIE COYETAHMS
CMMBOMOB (MMeHa, hamunun n T 4.), a Takke obLENPUHATBLIE COKPaLLEHUS
(USER, ADMIN, ALEX n T .);

Npn CMeHe naposid HOBOE 3Ha4YeHMe OOMMKHO OTNMYaTbCA OT npeablayLwero
He MeHee YeM B 4-X No3nUUnaXx;

NNYHBbIN Naposib nosfib3oBaTtesib HE NMEET lMpaBa coobLaTb HUKOMY,
HE JONYCKaeTCA XPaHUTb 3arnCaHHblE Naposin B JIETKOAOCTYMHbIX MeCTaX,

NepuoANYHOCTb CMEHbI NMaporsisi onpeaenseTca NPUHATON MONMUTUKON
6e30MacHOCTN, HO He A0MKHA NpeBbIlaTh 6 MECSLEB;

yKasaHHagqa rnonmTtmka obasarenibHa anst BCeX YYETHbIX 3anucen,
3apernctpupoBaHHbix B OC.



5.5 YcTtaHoBKa 1 HacTtpounka CK3W

YctaHoBka 1 HacTpornka CK3 Ha APM gomkHa BbINONHATLCA
B NPUCYTCTBUM agMUHUCTPaTOpa, OTBETCTBEHHOIO 3a paboToCnoCOOHOCTL
APM.

YctaHoBka CK3UM Ha APM gomxHa npom3BoanTbLCA TOMNbKO C ANCTpUbYyTUBA,
NOSTIy4EHHOro NO AOBEPEHHOMY KaHany.

YctaHoBka CK3U 1 nepBrnyHas nHmumannsauus Knoveson nHpopmayum
OCYLLECTBIISAETCA B COOTBETCTBMU C IKCMNyaTauMOHHOW LJOKYMeHTaunemn
Ha CK3W.

[Mpun yctaHoBke MO CK3U Ha APM porxeH 6bITb 06ecnevyeH KOHTPOsb
LeSTOCTHOCTM U AOCTOBEPHOCTb AnCTpudytnea CK3N.

PekomeHgyeTca nepen yctaHoBKOW npounssecTtn nposepky OC

Ha OTCYTCTBME BPEOOHOCHbLIX NPOrpamMm C NOMOLLbI aHTUBUPYCHbIX
CpeacTs.

1o 3aBepLUEHUN MHULMaNN3aumMn OCyLLECTBAAKTCS HAaCTPOMKA N KOHTPO!b
pabotocnocobHocTu MO.

3anpeLwaeTcs BHOCUTb Kakne-nmbo nameHeHus, He NpeayCMOTPEHHbIE
aKcnnyaTayMoHHOW OOKYMEHTaumMen, B nporpammHoe obecneveHne CK3W.



5.6 lNooknoveHue APM Kk cemsam obuwezo
rosib308aHUs

[Mpun ncnonb3oBanmnn CK3U Ha APM, noakntoYeHHbIX K ceTaMm obLiero
NOMb30BaHUSA, OOMKHbI ObITb NPEeanPUHATLI AONONHUTENBbHLIE MEPHbI,
NcKNoYawLme BO3MOXHOCTb HECaHKLIMOHMPOBAHHOIO AOCTyna

K CUCTEMHbIM pecypcam UCMNOSb3yeMbIX OnepaLnoHHbIX CUCTEM,

K nporpaMmMHOMY o06ecrneyeHuto, B OKPYXEHUU KOTOPOro OYHKLUNOHUPYIOT
CK3W, n k komnoHeHTam CK3W co CTOpOHbI yKa3aHHbIX ceTen. B kayecTse
Takon Mepbl peKoMeHAyeTCcHa ycTaHoBKa 1 ucnosnb3osaHne Ha APM cpencts
MEXCETEBOIo 3KpaHnpoBaHus. [lomkeH 6biTb 3aKpbIT 4OCTYMN KO BCEM
HEeWNCnoJsSib3yeMblM CETEBbLIM NOpTaM.

B cnyyae nogkritoveHus APM ¢ yctaHoBneHHbIM CK3W kK 00LwenoCcTynHbIM
CETAM rnepegadun gaHHbIX He0H6X0OMMO OrpaHUYNTbL BO3MOXHOCTb OTKPbITUS
N UcnosiHeHna bannoB U CKpUNTOBLIX 06bekToB (JavaScript, VBScript,
ActiveX n T 4.), Nofy4eHHbIX N3 ceten obLlero nosib3oBaHuS,

6e3 nposeeHNa COOTBETCTBYHOLLNX NPOBEPOK Ha NpeaMET COaepKaHUS

B HMX NPOrpamMMHbIX 3aKagoK U BpeAOoHOCHbIX Nporpamm.



5.7 ObpalleHne ¢ KrnoveBbIMU HOCUTENAMM

B opraHnsaummn gormkeH 6bITb onpeaenexd n yTBepXXaeH nopsiaok yyeTa,
XpaHeHNs 1 NCMosSib30BaHNA HOCUTESNEU KnoveBou nHdopmauum

c kntoyamu Al n wndpoBaHnA, KOTOPbIN OOIMKEH UCKMNYaTb
BO3MOXXHOCTb HECAHKLUMOHNUPOBAHHOIO 40CTYMNa K HAM.

[ns xpaHeHns KIo4eBbIX HOCUTENEN B MOMELLIEHUSIX JOIMKHbI
yCTaHaBNMBaTbLCA HAAEXHbIE MeTanInyeckne XxpaHunuuia (cendei),
o0opyaoBaHHbIE HAAEXKHbLIMU 3anNMParLLIMMK YCTPONCTBaAMM.

3anpeulaeTcs:

CHuMaTb HecaHKLUMOHMPOBaHHbIE aAMUHUCTPATOPOM 6e30MacHOCTH
KOMWUW C KITHOYEBbIX HOCUTENEN.

3HaKOMUTb C coepXXaHNEM KITHOYEBbLIX HOCUTENEN UK NepeaaBaTtb
KItoueBble€ HOCUTENN NULAM, K HAM He JONYLIEHHbIM, a TakKe BbIBOAUTb
KItoueByo nHdopmaumio Ha gucnnen (MmoHntop) APM unu npuHTep.

YcTaHaBnmBaTth KIoYeBOM HOCUTESNb B CHYUTbIBAOLLEE YCTPOUCTBO
[MOBM APM B pexumax, He npeayCMOTPEHHbIX (DYHKLIMOHUPOBAHNEM
CUCTEMBbI, a TaKXe ycTaHaBnmBaTb HocuUTesnb B apyrme NMNOBM.

Ncnonb3oBaTbh ObIBLLUME B paboTe KMNOYEBLIE HOCUTENN OIS 3anncu
HOBOW MHJOOpMaLUM Be3 nNpeaBapuUTENIbHOIO YHUUYTOXKEHUSA HA HUX
KrtoveBon nHdopmaummn cpeacreamm CK3U.



5.8 ObpalleHne ¢ KnovYeBou
MHQOopMaLnen

Bnapgeneu ceptudumkara knroya nposepkn Il 0bs3aH:
XpaHuTb B TanHe Kntod Il (3aKpbITbIN KIHOY).

He ncnonb3oBaTtb A 3NeKTPOHHOW NoAnmMcu
N LWNppoBaHUA KIoYmn, ecnm emy U3BEeCTHO, YTO 3TH
KIMKOYN UCMONb3YHTCH UMM UCNOSb30Banmch paHee.

HemenneHHo TpeboBaTb NPMOCTaAaHOBNEHUA OENCTBUS
ceptudukara Kroda nposepkn Il npn Hann4um
OCHOBaHMW nonaraTb, YTO TanHa Knto4va Il (3aKkpbIToro
KIto4a) HapylueHa (npousoLusia KomnpomMeTauus Krwoya).

OBbHOoBNATL cepTnduKaT Knroda nposepku Il
B COOTBETCTBMU C YCTAHOBMNEHHbLIM PErfiaMeHTOM.



5.9 YYeT 1 KOHTPOIb

[encteus, ceasaHHble ¢ akcnnyaTaunen CK3W, gomkHbl donKcnpoBaTbCs

B «XKypHane nonb3oBaTtensi CETU», KOTOPbIN BEAET NMNLO, OTBETCTBEHHOE
3a obecne4veHne nHpopmaumoHHon 6esonacHocTn Ha APM. B xypHan
KpOMeE 3TOro 3anucbiBatoTCcsa pakTbl KOMNPOMETaLUN KINHYEBbIX
OOKYMEHTOB, HELWWTATHbIE CUTyauun, NPONUCXoasLine B CUCTEME

N cBA3aHHbIE ¢ ncnosnb3oBaHneMm CK3W, npoBeaeHne pernamMeHTHbIX pabor,
OaHHbIE O NOMYYEHHbIX Y agMUHUCTpaTopa 6e30nacHOCTM opraHM3aumn
KITHOYEBbIX HOCUTESNAX, HELUTATHLIX CUTyaumax, npomsowwenunx Ha APM,

c yctaHoBrneHHbiM 1O CK3N.

B XXypHane MOXeT oTpaxaTbCs crneaytowas nHpopmaums:
narta, Bpems;
3annucb O KOMMNPOMETALNKU KIoYa;

3anucb 06 N3roToBNEHUN NNYHOIO KINOYEBOro HOCUTENS NOoNb3oBaTens,
NoeHTMMKaTOpP HOCUTENS;

3anmcb 06 N3roToBNEHUN KOMUW NMTIMYHOMO KIHOYEBOro HOCUTENs
Nnornb30BaTersiv, I/I,lJ,eHTI/IC*)I/IKaTOp HOCUTEIA,

3anucb 06 N3roToBNEHUN PE3EPBHOIO KITHOYEBOro HOCUTENS NONb30BaTENS,
NoeHTMMKaToOpP HOCUTENS;



3anncb O NONy4YeHnn ceptTudurkara Krnoda rnposepkun 3,
NOMNHLIN HOMEP KNo4YeBOro HOCUTENA, COOTBETCTBYHOLLUM
ceptudoukary;

3anuncu, oTpaxawLlme Bblaady Ha pyku nonb3oBaTtensm
(OTBETCTBEHHbLIM UCMNOSTHUTENAM) U caavy MU

Ha XpaHeHWe NUYHbIX KIHYEeBbIX HOCUTENEW, BKIToYas
pe3epBHbLIE KIMHYEBbLIE HOCUTENN;

cobbITuA, nponcxoguswme Ha APM nonb3oBarens
c yctaHoBneHHbIiM 10 CK3W, ¢ ykazaHnem npmnymH
N NPeanpPUHATLIX JEUCTBUMN.

[Tonb3oBaTtens (MMbo agMuHUCTpaTop 6e3onacHoCTH)
OOIMKEeH nepuoanyeckn (He pexe ogHoro pasa B gBa
MecsiLa) NpoBOANTb KOHTPOSb LENOCTHOCTH

N neranbHOCTU yCTaHoBSEHHbIX konun 10O Ha Bcex APM
co BcTpoeHHoU CK3W ¢ nomoLLbio nporpamm KOHTPOIS
LEeNOCTHOCTMN, NpocMaTpuBaTb COODLLEHNSA O COBBITUAX
B XXypHane EventViewer onepaunoHHON CUCTEMBI,

a Takke NpoBOoAUTL Nepuoguveckoe TecTMpoBaHue
TEXHUYECKMX U NPOrpaMMHbIX CPeACTB 3aLlnThl.



B cny4yae oOHapyXeHUa «NOCTOPOHHUX»

(He 3aperncTpupoBaHHbIX) Nporpamm,
HapyLLUeHNA LLeNnoCTHOCTN NPOrpaMMHOro
obecneyeHunst NMdO BbIABNEHUS dpakTa
NoBpEXOEHUA rNevYaTen Ha CUCTEMHbIX Driokax
pabota Ha APM pgorkHa BbiTb npekpalleHa.
[To naHHOMY PaKTy OOIMKHO ObITb NPOBEAEHO
crnyxebHoe paccnegoBaHUe KOMUCCUEN,
Ha3Ha4yeHHON pyKoBOAUTENEM OpraHusauuu, rae
NPOM30LLI0 HapyLueHne, N opraHn3oBaHbl
paboTbl N0 aHanM3y 1 NMKBMAaUNN HEraTUBHbIX
nocneacTBMn OaHHOIO HapyLUEeHUS.

PekomeHayeTtca opraHnsoBatb Ha APM cuctemy
ayauTa B COOTBETCTBUU C MOSIUTUKOU
6e3onacHOCTN, MPUHATOW B opraHn3auuu,

C perynspHbiM aHann3om pesynsratoB ayauTa.



0. 3akrodyeHume

HacTtoawiune npaBusia CoCTaBJiI€EHbI HA OCHOBE.

depnepansHoro 3akoHa oT 06.04.2011 Ne 63-d3 «O6 af1eKTpOHHOM
noanncu»;

denepanbHoro 3akoHa ot 27.07.2006 N2 149-®3 «O06 nHdopmaumu,
NHPOPMALMOHHbLIX TEXHOMOMMSAX N O 3aLumTe MHopMaununy;

npukasa PAINCU ot 13.06.2001 Ne 152 «O6 yTBEpXAEHUN NHCTPYKLMN
06 opraHmnsauum n obecneveHnn 6e3onacHOCTU XpaHeHUs, 06paboTKK

N nepegadun No KaHanam CBA3M C UCNONb30OBAHMEM CPEACTB
KpunTorpaguieckoun 3awmTbl MHOPMaLUnN C orpaHUYeHHbIM OOCTYMNOM,
He cofepXallen cBeageHuin, CoOCTaBnNALWNX roCygapCTBEHHYIO TaNHY »;

npukasa ®CH ot 09.02.2005 Ne 66 «O6 yTBEpXaAeHUN [TonoxeHns
0 pa3paboTke, NPOU3BOACTBE, peanusaumn n aKcnyataumm

lndopoBarsibHbIX (KpunTorpaduyeckmnx) cpeacTs 3allunTbl MHoOpMaLnm
(MonoxeHwne MNK3-2005)».

aKcnnyaTaymoHHon gokymeHTaumm Ha CK3W, koTopoe ncnonbayeTcs
B Cucreme.
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