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TexHonorum Wi-Fi

IBONOLUUA TEXHONOrMmn

OTuom-ocHoBaTenem Wi-Fi aensetca asctpanunckui nHxeHep xoH O’CannueaH, kotopbii B 1991
rogy paspabotan nepsyto Bepcuto NpoTokona. B aTom xe rogy amepukaHckas komnaHus At&t
BbIMyCKaeT nepBoe yCTPONCTBO BecnpoBogHOM Nepedaymn AaHHbIX, KoTopoe paboTaeT Ha YyacToTe
2.4gHz. Yctponctso Hassanu WavelLan.

CTOUT OTMETUTb, YTO CKOPOCTb Nepeaayvm gaHHbIX cocTaBnsana He bonee 2 Mbéut/c

1997 rop - BbixoanT cneundukaums IEEE 802.11, kotopasa He nmena ocobbix otnnynm ot Wavelan.
CkopocTb nepegaym gaHHbIx He 6onee 2 MéuT/c.

2000 rog nosiensieTca HoBas cneumdukauma 802.11b. CkopocTb nepenayn gaHHbix o 11 Moéut/c.
2002 rog — BbIxoguT HoBaga Bepcna — 802.11a. Yactota 5 gHz. CkopocTtb o6meHa o 54 MowuT/c.

2003 rog o3HameHoBaH nosieneHnem 802.11g. 54 M6wuT/C Tenepb BO3MOXHO M Ha YactoTe 2.4gHz.
[Moasunca npotokon wngposaHmsa WPA.

2004 roq — wmndpoBaHMe nepexoauT Ha HOBbIN YpoBeHb BesonacTtHocTu. Mup yBuagen WPA2.
Xakepbl ULWLYT HOBblE criocobbl B3noma.

2009 rog — ohuumanbHO nNpeacTaBneHbl YCTPOUCTBa ¢ nogaepxkon ctangapta 802.11n. CkopocTb
nepenaym gaHHblx o 600 M6ut/c Ha yacTtoTtax 5 gHz n 2.4gHz. [laHHbIM cCTaHAapT UCNOSb3yeTcH B
OonbLIKMHCTBE cOBpPeEMEHHbIX cmapTdoHoB 2016 roaa.

2014 rog — nosensetcsa ctangapt 802.11ac. CkopocTb nepegaym gaHHbIx 6onee 1 6uTt/c.

2016 rog — Bepgetca pa3paboTka ctaHgapTa 802.11ad. CkopocTb nepegaym gaHHblx ot 7 [6ut/c.
Pabota B gnanasone 60 rlu.
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Mecto Wi-Fi B Mmoaenu OSI
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TexHonoruv Wi-Fi

Mecto Wi-Fi B Mmogenun OSI

dunsnyecknm ypoBeHb — cnocob nepenaym cUMrHaaos
6 ctaHaapToB IEEE cepun 802.11

YposeHb MAC - cnocob gocrtyna K oblien cpeae:
OanH obwmnm cnocod pana Bcex 6 BapuaHTOB
dn3nyeckoro ypoBHs4

YpoBeHb LLC - nepenayva AaHHbIX
«OanH o06bLwmin cnocob
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Pe>xuMbl pabotbl Wi-Fi

Touka AocTyna Tou4Ka pocTtyna
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NMHDPACTPYKTYPHbIN [P OM3BOJIbHbIN
PEXMM PEXMM

(ad hoc)
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Wi-Fi n Ethernet
TexHonorna Wi-Fi noxo)xa Ha Ethernet
Aapecauna — MAC-aagpeca

Pasgendemasq cpepa:
‘Ethernet — kabenwu
*Wi-Fi — paanoadup

O6wmn dpopmat Kaapa yposHa LLC
CtaHaapt IEEE 802.2

p. 6
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CraHpapTtbl dmnsnueckoro yposHsa Wi-Fi

HasBaHue CKopocTb YacroTa

11 M6/c
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dusunuyecknm yposeHb Wi-Fi

NHdpakpacHoe nsnydyeHune
«802.11, ycTapeBwunn Meton

DN1eKTPOMarHMTHOE U3fiyyeHune:

2,4 Tu -802.11b, 802.11g, 802.11n
51Ty - 802.113, 802.11n, 802.11ac
60 Ty - 802.11ad

Avana3oHbl 2,4, 51Tu un 60 I'Mu He TpebyloT NMUEH3NPOBAHUSA:
*MO>XHO MCMoJsib30BaTb CBO6OAHO

Jina 4actotr 2,4 wn 5 [Tu Aapyrme ycTpoucrtBa TakKxe
MCMNO/b3YIOT 3TOT AMANa30H U CO3A4atoT NMoMexu .

p. 8
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OcobeHHOCTU pagnokaHana

Heo6xoamnma npsMas BUAUMOCTb MEX Y
TOoukom aoctyna AP n ctaHumen STA
XapakTep pacnpocTpaHeHns
onpeaensieTcs caeayrwmmmn npoueccamMmm:
OTpaxeHue Npm Hamumm Ha Tpacce
raaKkmx MOBEPXHOCTEM, MHOIO
NPEeBbILWALLMX

AJTMHY BOJTHbI (12-13 cm)

JlIndppakuma — orméaHme NpendaTCcTBUMN,
NPEnNaTCTBYOWMX MPAMOMY MPOXOXAEHMUIO
curHana (Ha kpasgax cTeH, 34aHUN, Kpbiwax)

ePaccesHue — Ha6AaeTCHd NP HATMUKK
LLIEepOXOBaATOM MOBEPXHOCTM HA MYTH
PaaAMOBOIHBbI, PA3MEPblI KOTOPOW
COU3MEPUMbI C AJTMHOM BOSIHbI (CTOM6bI,
BbIBECKW, 3HAKU, AEPEBbA)

O.
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OcobeHHOCTU pagnokaHana: 3aMmupaHus curHana (eguHr)

MenkomacuwTaéHble 3aMUpPaHUSA —
CB43aHbl C MUBMEHEHMEM aMJINTYAbI

n
da3 curHana

KpynHoMmaclwwTaéHble 3aMUpaHUs —
CBA3aHbl C PACCTOSHUEM A0 MPUEMHOM

AHTEHHDI

""WMV\

CMeueHne aHTeHHbI

MouHocTs cursana (aB)

MouwocTs curnana (aB)
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OcobeHHoCTN paanokaHana: MHorony4yeBoe pacnpocTpaHeHue

NOTONOK

MNepepaming~ R NpueMHNK
\

,/ \\>

ApenATCcTBHUE

‘MexcmmMmBOJSIbHAA MHTEpPpdEepeHUMd
OTpunuaTenbHas nHTepdepeHums (Downfade)
‘[lonoxmTtenoHas nHTepdepeHums (Upfade)
«O6HyNneHune curHana (Nulling)
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OcobeHHOCTU pagunokaHana: MHorony4yeBoe pacnpocTpaHeHue:
BnnsaHue Ha pe3ynsTUPYIOLWNINA CUTHan

Mpamble U OTPaKEHHbIS CHTHAAbI  [10N0KUTENbHAA MHTepdepeHU A
HanpnemHWKe B @©ase M YyCHAeHWe CMFrHana
BekTopHas P ¢ y

AALS AT
AnarpaMma SRS R T i N
e IR X DN \/ \/ \/ \/
NN N
MpAamble U OTpaKeHHbIe cMTHaNbl  OTpuyaTtenbHana HHTepdepeHyna
Ha npuemHuke HE BR3Q n ocnabneHne curiana,

\ BNAOTb 40 NOAHOIO 3aryXxaHuAa
TIRTITIRT SN

% N N I

PN NN X

Mymenm Marunynsuuu haz NPUHAMBIX CUZHAN08
Mbl MOXEM UCRYCCMaeHHo cozdasames
NoAOKUMENBHYIO URMephbepe HUUKD

U younuaame peaynemupyowull cuzHan
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OcobeHHOCTU paauoKaHana: brogxeT MOLWHOCTHU

A
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MUHUMaSIbHbIM YDOBEHb CUIHaNa ANs
PabdoTbl
802.11ad Ha MUHMUMaNbHOW CKOPOCTH
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npun nepenatumke B 10dB HyxHa
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OcobeHHOCTU Ucnonb3oBaHua 802.11ad
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TexHonoruv Wi-Fi

3aBMCMMOCTb CKOPOCTM OT OTHOLIEeHUsA curHan/wym (rate vs SNR)

802.11b 1
DSSS 2

Rate SNR
(Mbps) (dB)

4
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802.11a/d_6
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OFDM 9
12
18
24
36
48

8

10
13
16
19
22
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dakTOopbl, YMeHbliawwme SNR
1.AP, pa6oTawuwme B
HeMNepeKPbIBAOLWMXCHA KaHaax
(1,6,11) , HTEepdepeHuUMd
2.AP, pa6éoTawolwme B CMENHOM
KaHane, ypoBeHb KOIN3UN
3.060pyanoBanme DECT
4.060pynoBaHme Bluetooth
5. MMKPOBOIHOBOE MU3NyUeHMe
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3aBMCMMOCTb CKOPOCTM OT OTHOLIEeHUsA curHan/wym (rate vs SNR)

MCS Value Achieved by Clients at Various Signal to Noise Ratio Levels (SNR)
2 3 4 5 | 6 10

7 8 9
None  None | NSRS RSN MVICS 11 MCS 11 MCSIT1| MCST|  Mocarion Key
802.11a/g 20MHz None | VCS1 MCS2) MCS2) MCSZIMES2I MCS3 MCS3  None=Grey

802.11n  20MHz None Mesmmcs2 mcs2
802.11n  40MHz None NICSION WICSION MBSO MCS 1 MCS1 MCS1 opsc=Onge
802.11ac  20MHz None 16-QAM = Yellow
802.11ac  40MHz None NIGSION MICSION MBSO MCS 1 MCS1 MCS 1 eomu=tie

802.11ac 80MHz None None None None None | NNSINNENNN FESNRES

802.11ac 160MHz None None None None None None None None None None

11 12 E 14 15 | 16 17 | 18 | 19

802.11b 20MHz MCS2 MCS2 MCS2 MCS2 MCS2 MCS3 MCS3 MCS3 MCS3 MCS3 80211 Type Key
802.11a/g 20MHz MCS4 MCS4 MCS4 MCS4 MCS5 MCSS5 MCSS5 MCS6 MCSé MESEN  so211b
802.11n 20MHz MCS3 MCS3 MCS3 MCS3 MCS4 MCS4 MCS4 MCS5 MCSS MCS6  80211ag
802.11n  40MHz MESHIMCS2 MCS2 MCS3 MCS3 MCS3 MCS3 MCS4 MCS4 MCS4 802.11n
802.11ac 20MHz MCS3 MCS3 MCS3 MCS3 MCS4 MCS4 MCS4 MCSS5 MCSS MCS6  80211ac
802.11ac 40MHz MESHIMCS2 MCS2 MCS3 MCS3 MCS3 MCS3 MCS4 MCS4 MCS4

802.11ac 80MHz MESHN MESHN MESHIMESHI MCS2 MCS2 MCS3 MCS3 MCS3 MCS3
802.11ac 160mHz [N N I MICS'1 MICSH MICSHI MESI MCS 2 MCS2 MCS 3




TexHonornn Wi-Fi

MC53 MCS3 MCS3 MCS3 MCS3 MCS3 MCS3 MCS3 MCS3 MCSB

MCS5 MCSS -——-_ 57

MCS4 MCS4 MCS4 -----_
MCS3 MCS3 MCS3 MCS4 MCS4 MCS4 MCSS MCSS MCS6 MCSé
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«HenepekpbiBaoLmecsa» KaHanbl

.18
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«HenepekpbiBaoLmecsa» KaHanbl

|KaHan 6|
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Bce cuMTalnT, UTo WKUPpUHA KaHana — 22MIy (Tak n ecTb). Ho, Kak

nokasbIBaeT UNIOCTPAUMA, CUTHa Ha 9TOM He 3aKkaHuMBaeTCcd, M Aaxe
Henepecekawlwmecs KaHanbl nepekpbiBaoTcd: 1/6 m 6/11 — na ~—20dBr, 1/11

— Ha ~—36dBr, 1/13 — Ha —45dBr. p. 19



TexHonoruv Wi-Fi

Bce nu kaHanbl oAnHaKoBbI C TOYKU 3peHnA KnneHrta?

Y 60/IblUMHCTBA KJIMEHTCKMUX YCTPOMCTB MOLWHOCTb nepeaatymka
CHMXEHA Ha <«KpamHux» kaHanax (1 wu 11/13 pna 2.4 Tw).
BoT npumep ang iPhone u3 gokymeHTtauun FCC (MOWHOCTL Ha

nopTy
AHTEHHbI) ¢
Low
Middle
High 13.50
MpnumHa B TOM, uyTOo Wi—FI — CB43b LWKMPOKOMOJSI0CHAs,
yaepxaTb

CUrHa< UETKO B npeaesiax pamMKu KaHajla He yaacTcs. BoT u
NMPUXOAMUTCSH CHM¥ATb MOLWHOCTb B <«MOrpPaHUUHbIX» CcJiyyasix,

UTOO6bI 20
He 3aaeBaTb coceaHme ¢ ISM amana3oHbl.
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Ocob6eHHOCTU paguoKaHana: AganTaumsa CKOpPOCTH

Wi-Fi no3BongeTr MeHATb CKOPOCTb NPU pa3HOM YpPOBHE
CUrHana:

*BbICOKMM YPOBEHb — CKOPOCTb YBE/NYMBaETCH

*HU3KNN ypoBEeHb — CKOPOCTb YMEHbLUAEeTCs

ApanTtaumsi CKOPpOCTU peanim3yeTcs 3a CHEeT UBMEHEHUS:
-Konnyecrtea ncnosb3yemMbiX KaHanNoB

*«LINPUHBI» NCNOSIb3yEeMbIX KaHasioB

MeTon0OB KOAMPOBAHUA

‘IHTepBana Mexay curHanamu (Guard Interval)
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Ocob6eHHOCTU paguoKaHana: AganTaumsa CKOpPOCTH

Theoretical throughput for single Spatial Stream (in Mbit/s)
MCS | Modulation Coding 20 MHz channels | 40 MHz channels = 80 MHz channels | 160 MHz channels
index type rate 800ns 400ns 800ns 400ns 800ns 400ns 800ns 400 ns
GI GI GI GI GI GI GI GI
0 BPSK 1/2 6.5 7.2 13.5 15 29.3 32.5 58.5 65
1 QPSK 1/2 13 14.4 27 30 58.5 65 117 130
2 QPSK 3/4 19.5 21.7 40.5 45 87.8 97.5 175.5 195
3 16-QAM 1/2 26 28.9 54 60 117 130 234 260
4 16-QAM 3/4 39 43.3 81 90 175.5 195 351 390
5 64-QAM 2/3 52 57.8 108 120 234 260 468 520
6 64-QAM 3/4 58.5 65 121.5 135 263.3 292.5 526.5 585
7 64-QAM 5/6 65 72.2 135 150 292.5 325 585 650
8 256-QAM  3/4 78 86.7 162 180 351 390 702 780
9 256-QAM | 5/6 N/A N/A 180 200 390 433.3 780 866.7

.
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Oco6eHHOCTU pagnokaHana: MpocTpaHCTBEeHHbIN NOTOK

Ncnonb3oBaHMe HECKONIbKMX aHTEHH ANd nepenayvn U npnemMa curHana:
‘[Toasunock B 802.11n, ncnonb3dyetca B 802.11ac

*[IpOCTPAHCTBEHHbLIN MOTOK — CUrHasna, pacnpoCTpaHALWMNCA OT OA4HOM
AHTEHHbI 4O ApPYroun

‘Icnonb30BaHME HECKOSIbKUX MNPOCTPAHCTBEHHbIX MOTOKOB MO3BONSET
yBeNMUYnUTb CKOPOCTb Nepeaayn AaHHbIX

Multiple Input Multiple Output (MIMO):
MeTo4 KoaMpoBaHUSA cUrHana

ANs NCNOJSIb30BAaHUSA HECKOJIbKMX
AHTEHH
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YposeHb MAC B Wi-Fi: konnansum

Wi-Fi ncnonb3yeT pa3gensieMyto cpeay nepeaaym AaHHbIX
*BO3MOXHbI KON3UN

3apada yposHa MAC B Wi-Fi:

«ObecneunTtb AO0OCTYN K pasgenssemMonM cpege TONbKO  OAHOrO  KOMMbiOTepa
B KaXAbl MOMEHT BPEMEHMU

*be3onacHoOCTb Nepepayn gaHHbIX

‘[lepenaBaemMbil CUrHAN HAMHOIO MoOLHEe NPUHMMAEMOro
*[Mpobnembl «CKpbITON» N «3aCBEYEHHOW» CTaHUUU
*CuUrHan o KoIM3nUnM MOXET He AOMNTU A0 BCEX KOMMbIOTEPOB

Wi-Fi ncnonb3yeTt noaTBepXxaeHne A0CTaBKM Kaapa:
*ObHapyxeHune KONIN3MI, N0 OTCYTCTBUIO MOATBEPXKAEHMUS
*O6Hapy>xeHune ownbok

[Mpy OTCYTCTBMM NOATBEPXAEHUSA Kaap NepechblilaeTca NOBTOPHO
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YposeHb MAC B Wi-Fi: konnansum

MeToa AocTtyna K cpeae B Ethernet:
*CSMA/CD - MHOXeCTBEHHbIN A0CTYyNn C MNpPOCAYLUMBAHUEM HeCyLWen 4acToTbl U
pacno3HaBaHUEM KONTN3UN

MeTtop poctyna K cpene B Wi-Fi:
*CSMA/CA - MHOXeCTBEHHbIN [A0CTyn C MpoCaylWMBAHMEM Hecywen 4YacTtoTbl C
NnpeaoTBpalleHNEM KOMN3UN

/ Moanenb CSMA/CA CnoTbl \
HUAAHM

Kaap ACK 1112|3141 5 Kaap
\ J | |\ J | | J | J
| | | | |
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S s s 2 z o
X < 2 g o o & 5 X
© s28ac 35 & o3 5 ©
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CSMA/CA

B Wi-Fi koMmnbloTepbl NpOCNyLWMBAKOT HECYLLYIO YTObbl onpeaennTb, cBO6OAEH NN KaHan

Ecnn kaHan 3aHAT, KOMMNblOTEp YCTaHaBNMBaET TalMep OXuaaHusi = BPeMsl pe3epBauuu
KaHana + nepuoa Moa4aHuS

+ Bpemsa pesepBaumm KaHana - BpeMs, HeobxoaMMOe Ha TMOJIHYH nepenavy
coobuweHns: BpeMsa nepenayvn Kagpa + KOPOTKMM MeXKaApoBbln WMHTepBan +
BpeMsi nepefayn noaTBEpPXAEHUS

* [lepnop Mon4yaHMAa — cyMMa C/NOTOB OXMAAHUA
Kagpbl B Wi-Fi umeloT npmnopuTerT:
« OnpependeTr 4NUTENbHOCTb MEXKaApOBOro MHTepBasa

* Kaﬂ,pbl C HauBbICLLUM  TNMPUOPUTETOM  OTMPAaBIIAKOTCA MNOoC/eE KOPOTKOIro
MEXKaaApoBOro MHTeEpBasia

« Kagpbl noateepxaeHna (ACK) Bcerga nMerT HauBbICLWIMKA NpUopUTeT

—  [ONnTenbHOCTb  MEeXKaapoBOro MuHTepBasa = KOPOTKUM  MeXKaapOBbI
MHTepBan + 2*cnoTt oXxunaaHus

pD. 26
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CSMA/CA

CnoT oXmaaHusa — NpoOMeXyToK BpeMeHN (UKCUPOBAHHOM A/INHbI

Konnyecteo C/IOTOB OXWAAHUA KOMIMbOTEPLI

npoMexyTke oT 0 40 31 1 yMeHbLalT BbiI6paHHOE YnNCo

BblbMpaloT cay4vyanmHbiIM  0b6pa3om

802. | 802.11 | 802.11 |[802.11n | 802.11 | 802.11ac | 802.11ad
11b a g (2.4 n (5
M) M)

KopoTKui 10 16 10 10 16 16 3
MeXKaapoBbIi
UHTepBan (MKc)
SIFS
CnoT oxunaaHus 20 9 Ounm | 9 mnm 9 9 1
(Mkc) 20 20
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CSMA/CA

MNepenadya HOBOro Kagpa HAUMHAETCA MO WUCTEYEHUM MEXKAApPOBOro WMHTEpBana U
JOCTUDKEHUU HYJIEBOrO CIOTA OXUAAHUSA

HaunHaeT nepepayy TOT KOMMbIOTEP, KOTOPbIA Bbibpan HauMMeHbllee 4YUC/I0 CNOTOB
oXuaaHus

KoMnbloTep nepenaeT Kaap 1 0XUAAET NOATBEPXKAEHUS

Ecnn noareepxaeHune He npuwnio:
*[Mponsowna owmnbka
*[Tponsowna Konnm3unsg

MponssoanTCA NOBTOpHas nepeaada Kagpa
‘BpeMsa  oXuaaHus  yBeNIMUMBAETCA  3KCMOHEHUMANbHO C  KaXaoW  HOBOM
nonbiTkon (kKak B Ethernet)
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NMpotokon MACA

Metoa noctyna CSMA/CA He pewaeT npobneMy CKpbITOM U 3aCBEYEHHOMN CTaHUUMU
*TeopeTnyeckn aTo Tak
*Ha npakTnke CSMA/CA nouTu Bceraa A4OCTaToO4YHO

NMpoTtokon Multiple Access with Collision Avoidance (MACA)
*[lpegHa3HayeH Ansa peweHus npobnem CKpbITON U 3aCBEYEHHOW CTaHLUUKn
*MoxeT ncnonosoBatbcsa B Wi-Fi (He ob64a3aTenibHO)

*[lpMeHsieTCcss B OCHOBHOM B Npoun3BOJSIbHOM pexunme (Ad-hoc)

Mepen oTNpaBKOM AAHHbIX KOMMbLIOTEP OTNpPaBAsSeT ynpasnaswouwee coobuieHune:
*Request To Send (RTS)

*CoobLleHne KopoTKoe, KONIN3UM NoYTn He bbiBaeT

*BkntovaeTt pasmep coobuieHns ¢ AaHHbIMU

MpMHMMaWMN KOMNbIOTEP OTBEYAET COObLLEHMNEM:
*Clear To Send (CTS)
*TakxXe BKJ/IIOHAET pa3Mep 0XunaaeMoro coobueHus

KomnbtoTepsbl, yBuaeswee coobuweHne CTS xayT
*Bpems Ha nepenavy AaHHbiX (pa3mep AaHHbiX B CTS)
*Bpems Ha nepenavy noaTBepXaeHUs
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NMpotokon MACA: ckpbiTasa CTaHUUA
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NMpotokon MACA: ckpbiTasa CTaHUUA
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NMpotokon MACA: ckpbiTasa CTaHUUA
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NMpotokon MACA: 3acBeyeHHasa CTaHUuA
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NMpotokon MACA: 3acBeyeHHasa CTaHUuA
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NMpotokon MACA: 3acBeyeHHasa CTaHUuA

Hble, 1500
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dopmMmaTt kaapa Wi-Fi yposHa MAC
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dopmMmaTt kaapa Wi-Fi yposHa MAC
[Touemy B Kagpe Wi-Fi yueTbipe agpeca?

Ha3HauyeHne aapecos:

Aopec oTnpasuTend

Aopec nonyJyartens

Apec TOUYKM AOCTYyMa OoTnpaBuUTens
Alpec TOUYKM AOCTYyMa nony4dyartend

Touka aocTyna Touka pocTyna

é é
EB;QQ

KnneHTsl KnneHTsl
37
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dopmMmaTt kaapa Wi-Fi yposHa MAC
[Touemy B Kagpe Wi-Fi yueTbipe agpeca?

Ha3HauyeHne aapecos:

Aopec oTnpasuTend

Aopec nonyJyartens

Apec TOUYKM AOCTYyMa OoTnpaBuUTens
Alpec TOUYKM AOCTYyMa nony4dyartend

Touka aocTyna Touka pocTyna

é é
EB;QQ

KnneHTsl KnneHTsl
p. 38
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Appeca B kaape Wi-Fi

Tou4ka gocTtyna

&
=Ly=

P4

To4ka aocTtyna

=

=

KnneHTsl KAneHTsl

To From | Aapec 1 | Aapec 2| Aapec | Aapec
DS DS 3 4
0 0 RA/DA | TA/SA | BSSID n/a * RA - Receiver address

e TA — Transmitter address
O 1 RA/DA TA/BSS' SA n/a ° DA — Destination address

D « SA - Source address
1 0 RA/BSSI | TA/SA DA n/a * BSSID - naeHTHdUKATOP
D cCeTu

1 1 RA TA DA SA p. 39
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Tunbl kagpoB Wi-Fi

Kaapbl A4aHHbIX
‘[lepenava AaHHbIX

Kaapbl KOHTpOns
*YnpaBneHue nepegavyen gaHHbIX
[Tpnmepsbl: RTS, CTS

Kagpbl ynpaBneHuns
Peannsauyna cepsucoB Wi-Fi
[lpnMepsbl: accoumaumsa ¢ ToO4KOM AoCTyna

Teno kaapa Wi-Fi

Kaap AaHHbIX

Kaap ¢dopmaTta LLC

*MakcumanbHasa annHa 2304 6ant (B Ethernet 1500 6anT!)
*MoxeT 6bITb nycTbiM (0 6anT ana kagpa ACK)

Kaapbl KOHTPONIA 1 ynpaBneHns
*Ynpasnswowasa nHpopmMaums
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None ynpaBneHusa Kagpom

Bepcuda npoTtokona
Bepcusa npotokona 802.11

Tun kagpa
«[laHHbIX, KOHTPON4A, YnNpaBaeHus

[ToaTnn Kagpa
Kakon nMMeHHO Kaap 3a[aHHOro Tuna

K DS/ OT DS (k/0oT pacnpenenntesibHON CUCTEMBbI)
‘HanpasneHne paBuxeHuna Kaapa nNpu WHPPACTPYKTYPHOM
pexunme paboThl

RT (ReTransmission) - npu3HakK TMOBTOPHOW nepenayn
Kagpa
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dparMmeHTaumna kaapos B Wi-Fi

Owmnbkn npu nepegaye cny4yatoTcs 4yacTo
1 owwmnbka Ha 1000 6baunT

MOXHO N nepenasaTb AaHHble? [la, MOXHO!
«JJNVHHbIE Kaapbl HY>XHO pa3buTtb Ha pparmeHTbl MeHee 1000 6anTt
*CKOpOCTb ynageT, HO AaHHble byayT nepenasaTbCA

CxeMa paboTbl:

«OTnpasuTtens pa3zbusaeTt 601bLLION KaAp HA ManeHbkne parMeHThl
Kaxabln pparMeHT nepenaeTcs No CeTU OTAENbHO

[Tony4yaTenb 3anuceiBaeT gparMeHTbl B bydep

V13 dparmeHTOB B b6ydhepe cobupaetcs oanH 6onbLion Kaap

®nar MF B none «YnpasneHve Kagpom»

*More Fragments (ewe dparmMeHTbl)

*[lpn3HaK Ncnonb3oBaHMsa parMeHTaunm

*®parMeHTbl 60/1bWOro Kagpa nepeaarTcs C ycTaHoBNEeHHbIM dnarom MF
[TocneaHnn dparmMeHT nepepaetca 6e3 aToro dnara

NMone «YnpaBsieHne o4yepeaHOCTbIO» Kaapa ypoBHS MAC
*Sequence Control (ynpaBneHune nocnenosaTelbHOCTbIO/04EPEAHOCTbIO)
HoMep pparMeHTa
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YnpaBsieHue nutaHueMm

Wi-Fi yacTto ncnonb3ayercs B MOBUIbHbIX YCTPOMUCTBAX
*O4yeHb Ba>XHO 3KOHOMUTb 3/IEKTPOIHEPTMIO YTOObI NPOANTb CPOK paboTbl baTapeu

Crangapt IEEE 802.11 PSM

*PexnMbl paboTbl CTaHLUMN: aKTUBHbLIA N CNSAWNN

‘B cnsaweM pexnMme CTaHUMSA HE NPUHMMAET M He NepeaaeT AaHHble

*Touka AOCTyna 3anucblBaeT Kaapbl AN «CRswen» ctaHumm B 6ydep

«Cnawasa» CTaHUuMUs perynsipHo npocbINaeTcsl N YnTaeT BCe Kaapbl OT TOYKM AOCTyna
‘[lepepaBaTb Kaapbl CTaHUMS MOXeT B Ntoboe BpeMms

®nar PM
Power Management (ynpasneHune nnTaHuUeM)
‘[Toka3blBaeT, B KAKOM peXxmnme HaxoaumTcs CTaHUUS

®nar MD
*More Data (6osiblie faHHbIX)
*CUrHaNnU3npyeT, YTO eCTb eLle Kaapbl ANs nosyyeHus
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Be3zonacHocTtb Wi-Fi

Wi-Fi ucnonb3yet anekTpoMarHMTHoOE U3anydeHne and nepepsayv AaHHbIX:
«[laHHble AOCTYMHbI BCEM

3awunTa AaHHbIX BCTpoeHa B Wi-Fi

LLIndbposaHne

«@nar Protection Frame B 3aronoeske kKaapa

LLiIndpytoTca ToNbKo gaHHble, 3aronoskn 802.11 nepenatoTcs B OTKPbITOM Bue

Wired Equivalent Privacy (WEP) — nepBoHa4anbHas cxema, BblCOKasi y93BMMOCTb
BbinyweH B 1999, nepBaga ataka onybnnkosaHa B 2001
Wi-Fi Protected Access (WPA) — BpeMeHHas yny4lleHHas cxema
 BbinyweH B 2003
Wi-Fi Protected Access 2 (WPA2):
« BbinyweH B 2004
« Wcnonb3yeTcs cenyac
 CraHgapt 802.11i
« LlWndposaHme Ha ocHoBe AES (Advanced Encryption Standard) 0. 44
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MIMO — Multiple Inputs / Multiple Outputs
MHOXeCTBEHHbIe BXoAbl /| MHOXeCTBEHHbIe BbIXOAbl

receivers

receiver

receivers
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MIMO: Multiple Input Multiple Output
MISO: Multiple Input Single Output
SISO: Single InputSingle Output

MIMO 3x3
HOYTOYKM

BbICOKOrO yPOBHA
(Intel 6300, 5300)

MIMO 2x1 (MISO)
BONBWUHCTBO BIOAKETHBIX HOYTOYKOB,
HEeTOYKMW,
(Intel 5100)

MIMO 1x1 (SISO)
BONbWMHCTBO MOBUNBHbBIX YCTPOMCTB
(cmapTdoHbl, nhaHweTsbl, puaepsl, KMNK 1 1.n.)
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MIMO — Multiple Inputs / Multiple Outputs: pasnn4yHbie BapnaHTbl

Pa3sHeceHue npu MNonyyeHnu curHana

[Mpy HaAMYUKU KaK MUHUMYM ABYX NPUEMHUKOB

C pa3HeCeHHbIMW aHTEHHAMW NMOABNAETCA BO3IMOXHOCTb
BblDOpa NyYLWMX U3 NPUHATBIX MPAMbBIX U NEPEOTPaMKEHHbIX
CUTHANOB, a TaKkXKe ux KombuHuposaHua Ha Npueme

PasHeceHue npu O'rnpaBKe CUrHana

an Haan4mn Kak MUHUMYM OBYX NepeaartTiMKoB

C pa3HeCeHHbIMW aHTEHHAMM MNOABJIAETCA BO3MOXHOCTb
oTnpaBrUrpynnbl MAEHTUYHbBIX CUTHA/IOB ANA yBENNYHEHWNA
KONUYeCTBa KONuia MHd)OleaLIMM M NOBbIWEHNA HAOEKHOCTU
Ha nepejgaye.

MpocTpaHCTBEHHOE MY/IbTUMN/IEKCUMPOBaHUE CUTHANO0B
(06beguHeHue cuHrHanos)

ﬂpm Ha/ M4 Kak MUHUMYM ABYX NepedaTtimMkoB 1
MEPUEMHWKOB C Pa3HECEHHbIMW aHTEHHAMMW MNMOABJ/IAETCA
BOSMOXHOCTb OTMNPaBKU rpynnbl pasanydHblX CUrHan0B 4NA
peasin3aum BO3IMOXKHOCTU O6bCﬂ,MHCHMﬂ 3TUX CUTHa 0B

MpuemHnK

et v
Tx v \ v Rx

PasHeceHune Ha npueme
{Receive diversity)

MNepegamink Mpue MHNK

TX:Z/TY:RX

PasHeceHWe Ha nepefaye
(Transmit diversity)

MNepegamink NpuemHnK

Y=L
Tx >< Rx
& o &
MpocTpaHcTBEHHOE

MyNbTUNNEKCUpOBaHUe
{Spatial Multiplexing)

Ha NpUeMHUKE U COOTBETCTBYKOLWLETO yBETUHEHMA NOJOCBI MPONYCKAaHWUA p . 47
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MIMO: TexHonorusa MRC — maximum ratio combining

HanpaBneHa Ha NoABbLEM YPOBHS CUrHana B HanpaBneHuun
ot Wi-Fi knnenta k Touke [loctyna WiFi

CurHanbl Ha npuemHuKax Toukn loctyna MTOroBbI curHan
I nocne ob6paboTkm

| ’-\_\

| i -
; | Cmewermne dasbl PHUEMHINK-
1

| -"—'? v

' MpuemHuk-2 %
2 . a
(B
I3
: A v MpuenHuk-3
| 2
| (o2
.|| Cmewenune dassi Bnmn-me KONnuyecTea anIeMHbIX aHTeHH Ha SNR
! Z 16
Iy ! : theory —+—
AVAAVAAVAY, @ e
| = 12
- n
g 10
e
U s8¢}
=2
Y
c 6
]
2 )
2 3
2]

2 a s 8 18 12 14 16 18 28 p 48
KonunuecTtso NPUEMHBbIX AHTEHH '
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MIMO: TexHonorusa Transmit beamforming
yrnpaBneHue guarpammomn HanpasneHHoctu AH

(a) Spatial reuse per AP (b) Spatial reuse per receiver
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MIMO: TexHonorusa Transmit beamforming
yrnpaBneHue guarpammomn HanpasneHHoctu AH

NMpouecc KanMepPoOBKK BbIFISAMUT CleayoWwmMM 06pas3om:

1.Touka gocTyna GOpMUPYET M OTnpasadeT cneunanmamposarHHbii kaap (Null Data
Packet Announcement — NDPA) AN OMOBELWEHWS KJIMeHTa. B HEM coaepXUTCH
MHPOpPMaLMA O KOJTMUECTBE NepenaTumkoB, KOJIMUECTBE NMOTOKOB U APYrue
COMyTCTBYOLWME AaHHbIE.

2.anee knueHTy otnpasngeTcsa Null Data Packet (NDP). 3To aenaeTcs Ang Toro,
UTOO6bI KJIMEHT, aHaIM3MPysa MHPOPpMaLMIO B 3aroJiloBKax Ha GPU3MUECKOM YPOBHE,
cCMOr copMMpPoOBaATb OTUET O MOJIYUEHHOM CUIMHaNEe U OTNPaBUTb ero 06pPaTHO
TOUuKe AocTyna.

3.KNMEHT aHaNM3upyeT NoJlyueHHbIM (Ha BCex aHTeHHax) CurHas no Kaxaom
NnoAHecyWwen 1 GopMUPYET MaTpULYy HaNpaB/EHHOCTU C ONPeAeSIEHHOW aMNANTYA0M
n daszon. [laHHas
MaTpuLa 3aHMMaeT AOCTaATOUHO 60J1bLLION 06beM (0OCOB6EHHO C YUETOM LUMPUHDI

KaHanoB B 11ac), NosTown SIFS
4 MonyuaTtenb (Touka AocCT MHbOPpMaLMKU
dOpMUPYET AMarpamMmmy + 5 NDP NDP
Beamformer (roura goctyna) LAnRouncement
Compressed
Beamformee (kamenr)
SIFS
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MIMO: TexHonorusa Transmit beamforming
yrnpaBneHue guarpammomn HanpasneHHoctu AH

dopMMpoOBaHME AMarpamMmmbl HaANPaBJIEHHOCTW MPOUCXOAUT
clleAytoWwmMm

06pa30M. Kaxaasd aHTeHHas HaUMHaeT nepenaBaTb HEKYIO
CYnepno3numio BCeX MPOCTPAHCTBEHHbIX MOTOKOB C ONPeAeEHHbIMMU
KoaddbuumeHTamu (baza, amnamtyaa). NMpUUuém KosbdUUMEHTbI ANd
Kaxaoro notoka Ha Kaxaom

aHTeHHe 6yAYyT CBOMW.

CTOMUT 06paTUTb BHMMAHWME, UTO peasibHbI BbIMIPbIW OT
TEXHOJIOT MU

bOopMMPOBaAHUNA AMarpamMMbl HanNpPaBAeHHOCTWM Mbl NOJIydaeM TOJIbKO
B TOM CJlyuae, eCcJih KOJIMUECTBO aHTEHH Ha nepenady y Hac
MnpeBOCXOAUT

KOJTMUECTBO MepeaaBaeMblX MPOCTPAHCTBEHHbLIX MOTOKOB.

115 MHOTOMOMb30BaTENbCKOM nepenaun (multi-user beamforming),  P- 51

FNNNALIAAA AVASNCIALA AMRALIAIKA IYVAFRIARNADIL A FNAIAAVAMAIAT AMAA Iy aAalr AAFA
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MIMO: TexHonorusa Transmit beamforming
yrnpaBneHue guarpammomn HanpasneHHoctu AH

Anga peann3aumm gaHHOM GYHKLUMKM NOTPEe6oBa/IOCh MBMEHMTbL dopMaT
Kaapa Ha ®M3nMUeCKoOM YPOBHe, A06aBMB Ccneunain3npoBaHHble

3alr OJIOBKKW AJ14 COrJiaCoBaHM4A MNMapaMeTpoB C HECKOJIbKNMMH
nosib3oBaTenaMmmn. Kpome Toro, nosgBmsioCb pasaesieHne Kaapa Ha
nosiyuaTtenen (Kaﬂ,p aapecoBaHHbIM BCeEM, Kaap AJ19 KOHKPETHOr o

KauveHTa)
OFDM PHY modulation ' VHT modulation
— R
(identical for all users) > :4 (received per-user)
8ps Bys dps 8ys 1 dps 8ps 4ps Variable
VHT- VHT
L-STF L-LTF L-SIG VHT-SIG-A STF VHT-LTF SIG-B Data ,
(a) VHT-SIG-A1 \
bits 1
g Number of | Number of | Number of | Number of | =
2 § § Group ID space-time | space-time | space-time | space-time -‘g E
£ |2|° streams | streams | streams | streams o5 | @
L (user 0) (user 1) (user 2) (user3) |5
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MIMO: TexHonorusa Transmit beamforming
yrnpaBneHue guarpammomn HanpasneHHoctu AH

ng npeaorTBpalleHms MHTepOEeEPEHUMM NepeaaBaeMoro cmurHana

npwv

MHOIOMOJSIb30BATE/IbCKOW nMepenave, AMarpamMmmMma HanpaBiaeHHOCTH
AN

KaX(AOr0O KJIMEHTAa CTPOUTCH TakMM 06pa30oM, UTO CUrHa A4
COCEeAHMUX

KITMEHTOB T1[

(2121519

(@) O
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AaomuHuctpupoBaHue ceten Wi-Fi: Koutponnepbl Wi-Fi + AP’s

JomawHmm Wi—Fi KopnopaTueHbin Wi—Fi

Tpe6oBaHUsA K 6€630MaCHOCTU cTaHaAapTHbIE, BbicokMe Tpe6oBaHMA K 6630MaCHOCTM — 6eCnpoOBOAHAA CETb
«LeHa» A0oJ1Ha

nepegaBaeMbix AaHHbIX O6bIUHO OUEHb HM3Kas. TOB6bITb CTO/b XEe 6€e30MaCHOM, UTO M NPOBOAHANA CEeTb NPeANnpPUATUS.
€CTb Aaxe eCsn 3/10YMbILLSTIEHHUK CMOXET [MOHATHO, NACCUBHOMW 3allMTOM TOUeK AOCTyna cucTtema

B3JSlOMaTb 3aWmMTy (@ 3HAUMT OHa 6blia NMaoxo 6e30MNacHOCTU He OrpaHMuMBaeTCs. 3awmTa A0aHHA 6biTb aKTUBHOM
HacTpoOeHa) — HMUEro BaXHOro U M NMPEBEHTUBHOWN.

KOHbOMAEHUMANbHOrO OH HE CMOXET

nepexBaTUTb.

Bce ynpaBseHMe CBOAMTCS K HACcTpoMke oAHOM Touek AocTyna AECATKU UKW AaXe COTHU. HywHO:

TOUKM AocTyna. Kakom—ToO BHELWHEW CUCTEMbI HE 06HOBAATHL [0,

HYXHO. *BHOCUTb MBMEHEHUSA B HACTPOMKKM HECKOJIbKMUX UJTU BCEX TOUEK;
*OTCNEXMBATb — BCE JIM TOUKU «JleraibHble»;
*MMETb BOBMONXHOCTb BU3yasibHO MAaHMpPOBaTb PaAMOMNOKPbITHE
30aHun4;
*MOHUTOPUTb MECTOMOJIOXEHME MOSIb30BATESNIEN B 3aHUU,
*MOMMMO KOPMOopaTMUBHOIro AO0CTyMna NpeaocTaBfsTb TrOCTEBOM —
6bICTPO M YAO6HO;
*M MHOIOE APYroe...

[TOHATHO, UTO Takoe BO3MOXHO TOJIbKO MPW LEHTPASIM30BAHHOM
ynpaBJZIEHWUW BCEMKW TOoukaMu aocTyna. /a9 aTOro U CAywuT
KOHTPpOMJIED.

BecwoBHOro poyMMHra mexay Toukamum AocTyna POYMUHE xenaTeseH. UTo6bl a6OHEHT, NepemMellasiCb BHyTpu oduca,
HeT — Aa U He HYyXeH OH — TOoukKa—TO oAHa. He UyBCTBOBaJI MEPEKJIIOUEHUS MeX Ay ToukamMm goctyna. XoTs l-4<’3CTOD . 54
1 B odumce COTPYAHMKM pasdoTaloT Ha xoay?
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MTSRUS €@ & [A |52

= Dashboard

local PLANT

WAN i LAN = WLAN
i
Active 0 Active 0 Active 11
Inactive 0 Inactive 0 Inactive 0
Pending 0 Pending 0 Pending 0

UniFi Network
LAN = WLAN 11
UniFi
E Security
Gateway

Internet
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PLANT OZSS v LABELS: SIMPLE i [ 2G DEVICES (10) | 5G DEVICES (1) ] [gelY LNl Jy TOPOLOGY pickelolL VNIl 5G COVERAGE -90 dBm 0

B

e

(5
i
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A 1
STR
C | D

2

Google
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High Density Wi-Fi - Wi-Fi Bbicokon nnoTHocTH

ﬂpMMeHeHMG naty-aHTeHH CeKTOpHOﬁ HanpaeneHHoOCT An4 rnoBbllUEeHNA
MNNOTHOCTKW NOAKMHOYEHN

.;.,..,,“x"“K”“K""“i')“x‘);‘...,)
@ i 'y
- ((zo .;|'.‘.‘.|$ . _1x»)
T - (bt
p : = \ A _(i-)_(-‘e)‘(z>XIx>th-) 3 / oy
N i o it \ " s Connected Stadium Wi-Fi & /
,(?;‘Lf{_iy; di:';' i l:’::lrffi‘l'("\ﬂt‘.ﬁv)_ % ({?i _\‘:}.%ﬁ@%}lgm ;.14}._,) \;?»
i ] r— 17 - " —- ﬂt\ =i | r 4 9 « . .‘::‘\'\ =
Oo NMNocne
UJupome AYENKN C HU3KOW NNOTHOCTLIO l'loprrrue C BbICOKOW NMMOTHOCTBLIO
NOAKNIOYEHUN

+ MeHbluve s4elnku No3BONSIT yecTponcTBam paboTtaTh Ha 6onee BbICOKUX CKOPOCTAX
+ Bonble aueek = Bonblue NNOTHOCTU (= CKOPOCTU = KITMEHTOB)
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LPV-Specific Apps
(Yinzcam, Data
won pmmuma | Analytics, etc.)

ClearPass: Access Policy Mgmt
- Guest Services, Advertisements

—-. HLR, HSS
(Multiple

Operators)
il

!l

PGW/GGSN
OPERATOR CORE

Services



