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KOHCTUTYLUUA POCCUNCKOU ®EOEPALUN

Crartba 23

1. Kaxablii nMeeT MPaBO HA HEMPUKOCHOBEHHOCTh YACTHOM JKU3HHU, JUYHYIO M CeMEHHYIO TAallHy, 3alIUTY CBOeH
4eCcTH M 100pPOro MMeHH.

2. Kaxxnplii MMeeT MpaBo Ha TAlHY NepenucKu, TeJe(OHHbIX NMEePeroBOpPoB, MOYTOBBIX, TeJerpaHbIX U MHBIX
cooOmeHnii. OrpaHuyeHue ITOro NPaBa JONyCcKaeTcsd TOJALK0 HA OCHOBAHUM CYICOHOI0 PEIIeHs.

Crarbia 24

1. CﬁOQ, XPAHCHHUEC, UCIIO0JIbH30BAHUE U PACIIPOCTPAHCHUEC I/IHQOQMagI/II/I 0 YACTHOM KM3HH JUa 0e3 ero corjiacusi

HEC JOIIYCKAIOTCsl.

2. Opraspl rocyiapcTBeHHOW BJACTH M _OPraHbl MeCTHOIO caMovIIpaBJICHHUA, UX JOKHOCTHBIC JIUIIAQ 00s13aHbI
o0ecneYuTh Ka/kKAOMY BO3MOKHOCTH O3HAKOMJIEHUsI € JOKYMEHTaAMH M MaTepuajlaMu, HEIMOCPECIACTBCHHO
3aTparuBarOmiuMmi €ro mnmpaBsa u CBOﬁOIH)I, €CJIM UHOC HE MPEAYCMOTPEHO 3aKOHOM.

Crarbi 29

4. Kaxiplii uMeeT NpaBo CBOOOJHO HMCKATh, IOJY4aThb, NepeaaBaTb, NMPOU3BOAMTL H PACHPOCTPAHATH
uHpopMmanuw J00bIM 3aKOHHBIM cnocodoM. IlepeueHb cBemxeHMii, COCTABJISIOIIUX TOCYIAPCTBEHHYIO TAaiiHY,
onpenaeasiercs gpeaepajbHbIM 3aKOHOM.

5. 'apanTupyercst cBo001a maccoBoii uHpopmanuu. Illensypa 3anpeuraercs.

Crarba 71
B Beaenun Poccuiickoit @enepanuu HAXOAATCH:

u) deaepajJbHble JHePreTHYeCKHe CHUCTEMbl, SII€PHAsl JHEPreTHUKAa, PaCIIENJISIIONIHecs MaTepHuaJibl;
(denepanbHble TPAHCTIOPT, MYTH CO00IIeHNsI, MHGOPMALINS U CBA3L; AeATEJIbHOCTh B KOCMOCE.



3AKOHOOATEJIbHAA BA3A 3ALWLNNTbBI NLHOPOPMALIUUA

KOHOUOEHUUATIBHOIO XAPAKTEPA

1. ®enepaabubiii 3ak0H Ne 149-D3, 2006
«00 unpopmanun, vHGOPMANMOHHBIX TEXHOJIOTHAX U 0 3aIIUTe HHPOPMATUID)

2. DegepanbHbin 3aKoH Ne 152-d3, 2006 «O nepcoHanbHbIX AaHHbLIX»

3. ®enepanabHbiid 3ak0H Ne 98-D3, 2004 (¢ 13MEeHEeHUAMM U JONOJTHEHUAMH OT 2 (heBpais
2006 rona Ne 19-@3; ot 24 uroas 2007 roga Ne 214-®3) «O koMMepUYeCKOM TaAaWHE»

4. Yka3 llpe3ngenrta Poccuiickoin @enepanun ot 6 mapra 1997roma Ne 188
«00 yTBep:KIeHNM TepeYHs CBeleHUul KOH(PUAEHIIUATBLHOI0 XapaKTepay

S. IloctanoByaenue IlpaBureascrea PO ot 21 nosops 2011 . N 957
"O0 opraHu3anuu JUUEH3UPOBAHUSA OTAEJAbHbIX BH/I0B JAeATEeJIbHOCTH "
C usmMeHeHussMM M J0NOJTHEeHUsAMH OT: 16 anpess, 28 aBrycra, 4, 14 cenrsiopsa 2012 r.

6. [locranoBienue [IpaButeascra P® ot 3 pespans 2012 . N 79
"O JMIEH3UPOBAHUH IEATEJbHOCTH M0 TEXHUYECKOH 3al[UTe KOH(PUIACHIINATbHON

uHpopmanun'
7.1octanoBienue Illpaputeascrea P® ot 15 aBrycra 2006r. Ne 532

«O JMIEeH3UPOBAHNH IEITeJILHOCTH 10 pa3padoTke U (MJIK) NPOU3BOACTBY CPEACTB 3alUThI
KOH(pUICHIUATIHLHOU UH(OPMALIMH»



3AKOHOOATEJIbHAA BA3A SALLUTBI UHOOPMALIUKA

KOHOUMOEHUUAJIBHOIO XAPAKTEPA

1. NMocTtaHoBneHue lNMpaButenbctea P® ot 16 anpens 2012 r. N 313
"O06 yTBepxaeHun NonoxxeHusa o NMNLEH3UPOBaHNN AeATEeNbHOCTU NO
paspaboTke, NPON3BOACTBY, pacnpocTpaHeHUIo WUgpoBasibHbIX
(kpunTorpaduueckux) cpeacts, UHQPOPMaALUOHHbLIX CUCTEM U
TeNeKOMMYHUKaLNOHHbIX CUCTEM, 3alULEeHHbIX C UCNOJ/Ib30BaHUEM
wndgpoBanbHbIX (KpunTorpagpnueckmnx) cpeacTs, BbIMOSIHEHUIO PaoOT,
OoKasaHuio ycnyr B o6nactu wncgpposaHusa nHpopmaymm, TEXHUNYECKOMY
o6cnyxuBaHuio WndgpoBanbHbIX (Kpuntorpacgunuecknx) cpeacTs,
UHPOPMALMOHHbIX CUCTEM U TeNTIeKOMMYHUKALUOHHbIX CUCTEM, 3allULLEHHbIX C
ucnosb3oBaHneMm WwWundpoBasibHbIX (KpunTtorpaduueckmnx) cpencTs (3a
WUCKJ/TIOYEHNEeM cnyyasi, eC/in TeEXHNYecKoe oocnyxuBaHue WngppoBaibHbIX
(kxpunTorpaduueckux) cpeacts, UHQOPMaLUOHHbLIX CUCTEM U
TeNeKOMMYHUKaLNOHHbIX CUCTEM, 3alULEeHHbIX C UCMOJ/Ib30BaHUEM
lwngpoBanbHbIX (Kpuntorpagpmnyeckux) cpeacTs, ocyllecTBnseTca Aons
oGecnevyeHNss COOCTBEHHbIX HYXXA OpUANYECKOro nuua nav UHGQUBUAyasibHOro
npeagnpuHumarensa)”

NoctaHoBneHue NMpaButenbcTea P® ot 3 mapta 2012r. N 171

"O NUuUeH3upoBaHUU AeATeIbHOCTU NO pa3paboTke N NPOU3BOACTBY CPeACcTB
3awmnTbl KOHpMaeHynanbHon nHopmaymun™



OcHoBHbIe nonoxeHuna ®egeparnbHOro 3akoHa ot 27.07.2006 Ne 149-®3

«00 nHpopmaummn, HPOPMaLIMOHHLIX TEXHONOIMAX U O 3aLunTe MHhopmMaunmn»

PerynupyeT oTHOLWEHUSA, BO3HUKaKOLWMeE Npu:

1) OCyLLECTBMNEHUM NpaBa Ha NOUCK, Nony4vyeHne, nepegady, NPon3BoaCTBO U
pacnpocTpaHeHne nHdopmauuu;

2) NPUMEHEHNN NHPOPMALMOHHBIX TEXHOSOMNN;
3) obecrnevyeHumn 3awmTsl tHpopmaumn.,

Ocuopupie HPUHITUTILI ITPABOBOI'O PEI'YJIMPOBAHWS oTHomieHu# B cdepe nHbopmaliy, HHPOPMAITMOHHBIX
TEXHOJIOTMH U 3aIUThl HHQOpMaInu:

- YCTQHOBJIEHHE OrPAHUYEHUN JOCTYIa K MHPOpPMAIIMU TOJIBKO (peiepaibHbIMU 3aKOHAMH;

- obecnieuenue 6ezonacHoctu Poccuiickoit deaepannu npu co3gaHU HHPOPMALMOHHBIX CUCTEM, UX IKCILTyaTallud U
3allUTe CoAEprKallleiicsi B HUX UH(POpMAIINH;
- TOCTOBEPHOCTh MH(GOPMAIIUN U CBOEBPEMEHHOCTD €€ MPEA0CTaBICHMS;

Nudopmanus Oé6aanatens undopmanun npu
OCYIIIEeCTBJICHNM CBOMX MPAaB 00sI3aH:

- IPUHUMATH MepHbI 110 3aLIuTe
uHpoOpMaLUN;

Oo0mexocrynuas Nudopmanus - OTPAHMYMBATH A0CTYN K HH(pOPMALHH,
HH(l)OpMaHI/IH OrpaHquHHOFO ,HOCTYHa _ ecJIM TaKkasl 0013aHHOCTh YCTAaHOBJICHA
) (l)ellepaJILHblMI/I 3aK0OHaM
AOCTYNl K KOTOPOH

orpaHuyeH (eaepajbHbIMH
3aKOHAM

O0s13aTeJILHBIM ABJISIETCH COO/I0eHEe KOH(PUICHIMAIBHOCTH HHPOPMALIUN, JOCTYII K KOTOPOil
orpann4eH PenepajbHbIMHU 3AKOHAMU




®EOEPAIIbHbIA 3AKOH ot 27 utons 2006 Ne 149-®3 12
«06 uHpopmaummn, MHPOPMALMOHHbIX TEXHONOINMAX U O 3awuTe MHhopmauumn»

Ctatba 2. OCHOBHbIE NOHATUA, UCNOSNb3yeMble B ®3

1. UHdbopmauumsa — cBegeHns (CoobLLeHUs, JaHHble) HE3aBUCUMO OT (hOPMbl UX NPeaCcTaBneHuUs.
5. Obnagarenb uHdoOpmMauum — nMUO, CaMOCTOATENbHO co3gaBllee MHpopmauuio, Mo nonyyusBlLiee Ha
OCHOBaHMM 3aKOHa UM 4OroBopa NpaBo paspeluaTtb Uy orpaHnymBaTth 4OCTYN K MHGOOpMauun, onpegensemMon no

Kakum nimbo npusHakam.

7. KoHdwmaeHumanbLHOCTbL MHPOPMaUUK - 0b0s3aTeNbHOE AN BbINOMHEHUS NULIOM, NOMYYMBLUXM AOCTYN K ONpeaeneHHoM
nHdbopmauun, TpeboBaHne He NepeaaBaTh Takyt MHdoOpMaUUio TPeTbMM Nuuam 6e3 cornacus ee obnagartens

Ctatbsa 9.0rpaHnyeHne gocryna K uHcpopmaumm
4. ®epepanbHbiMi 3akOHaMW yCcTaHABMNMBAKOTCS YCIMOBUA OTHECEHUS WHOPMauUMU K CBedeHWsIM, COCTaBMSHOLWUM
KOMMEPYECKYIO TaiHy, Cry>XeGHylo TaiiHy M WHyI0 TaiiHy, 00A3aTenbHOCTb COOMNIAEHUS KOH(UOEHUMANbHOCTU TaKoW

WHdOpMaLnK, a Takke OTBETCTBEHHOCTb 3a ee pasrnalleHue.
5. WHpopmaums, nornyyvyeHHaa rpaxgaHamu (CbM3M“IeCKVIMl/I J'IVILI,aMM) npu wucCNnonHeHnMn wMm onpepnersieHHbIX BUOOB
OeATeribHOCT!U (I'IpO(beCCMOHaJ'IbHaFI TaVIHa) noaneXxuT 3allnTe B cly4yadX, eCclin Ha 3Tu nnua @3 Bo3noxeHbl 06513aHHOCTU

no cobnoaeHNIo KOHUAEHUMaNnbLHOCTU Tako MHAoOPMaLIMK.

CtaTtbsa 16. 3awmrta nHcpopmaumm

1.3amura wunnHdopmaumu, npeacrasjsieT  cO000M NPUHATHE IPABOBBIX, OPraHM3ALMOHHBIX M TEXHHMYECKHX Mep,
HANPpaBJIEHHbIX HA:

-o0ecmeueHue 3alllUThI I/IH(l)OpMaI[I/Il/I OT HENPABOMEPHOTO O0CTYIIA, YHUYTOKCHUS, MOI[I/I(I)I/IIII/IPOBaHI/IH, 6J10Kl/lpOBaHl/Iﬂ,
KOIIMPOBaHUS, MPEAOCTABJICHUNA, PACIIPOCTPAHCHHUSI, 4 TAKIKEC 0T HHLIX HECIIPAaBOMEPHBIX JeMCTBMI B OTHOIIEHUH TaKoOM

uHopMmanum;
-co0u1roeHne KOHQPUICHIHAJIBbHOCTH HHGOPMALMU OTPAHUYEHHOTI0 JOCTYIA;

- peajiu3anuIo MpPaBa Ha A0CTyNn K uHopMaunu




OcHoBHbIe nonoxeHnsa ®egepanbLHOro 3aKoHa

«006 nHcpopmauum, MHOOPMaLIMOHHbIX TEXHOSNOMMAX U O 3aLuuTe MHchopmMaLun»

O6Ga3aTenbLHOCTL cobnaeHusa KOHgpu eHLbVIaanOCTVI UHcopmaumnmn, OCTYN K KOTOPOU
orpaHuyeH peaepanbHbIMU 3aKOHaMHM (CT. 9.2);

O6s3aTeNbLHOCTL BBOAA rocyAapCTBEHHO UH(hOPpMaLMOHHOW CUCTEMbI B 3KCnlyaTauuio B
nopsigke, yctTaHOB/IEHHOM 3aKa3umkom (cT. 14.5);

MeToabl n cnocobbl 3alnTbl MHOpMaLUKU NPU CO3A4aHMU U SKCNNyaTauum
rocyaapcTBeHHbIX MH(POPMaLMOHHbLIX CUCTEM AOSKHbI COOTBETCTBOBaTb TPEOOBaHUAM,
ycTaHoBneHHbIM POUB, ynonHomo4vyeHHbIM B obnactu NMATP n T3U (cT.16.5)

YctaHoBneHHble PenepanbHbIM 3aKOHOM oT 27.07.2006 Ne 149-03 TpeboBaHuUA K
rocyaapcTtBeHHbIM MHPOPMALMOHHbLIM CUCTEMAM, PACMNPOCTPAHAKTCA HA MyHMUUNANbHbIE
WH(hOPMALMOHHbIE CUCTEMbI, ECNIN NHOE He NPeAYyCMOTPEHO 3aKOHOA4ATENNIbCTBOM
Poccunckoun ®epgepaumnm (cT.13.4).

O6sa3aHHOCTM oGnaaaTensa nHdopmaumn, onepartopa MHPoOpPMaLMOHHOU cucTeMbl (cm.16.4):
- npenoTBpalleHue HeCaHKUMOHUPOBAHHOIO AoCcTyna K UH(popmauumm, He UMeKoLLUM NnpaBa
Ha gocTtyn K uHdpopmauum;

- cBOeBpEeMeHHoe obHapyxeHune hakToB HECaAaHKLMOHMPOBAHHOIO AOCTYyMNa K MHpopmauuu;
- NpeaynpexaeHne BO3MOXHOCTU He6MaronpuATHbLIX NOCNeACTBUM HapyLWeHUs nopsaka
AocTyna K uHpopmauuu;

- HegonyuleHue BO3AENCTBUA Ha TeEXHUYECKMe cpeacTtBa ob6paboTkm nHopmauum, B
pe3ynbTaTte KOTOPOro Hapywaetcs ux (oyHKUMOHUpPOBaHUeE;

- BO3MOXHOCTb He3amMeAaNnuTerbHOro BocctaHoBneHnsa nHgopmaummn, moandpmumpoBaHHoOun
WU YHUYTOXEHHON B crneacTtBue HeCaHKLMOHUPOBAHHOIO A0CTYyMNa K Hew;

- NOCTOSAHHbLIN KOHTPOJb 3a o6ecneYyeHnemM ypoBHSA 3alimULLEeHHOCTN HchopMaLuu.




OTBETCTBEHHOCTb 3A HAPYLUEHUE MNMPABWUJ
SAWLNTBI NHPOPMALINA

BOINPOC 1.

MPABOBbIE OCHOBDbDI

TEXHUYECKOW 3ALUUTDI
WHPOPMALIUA
KOH®PUOEHUUATIBHOI'O
XAPAKTEPA




BOIPOC 1.

. 1
lMpaBoBble OCHOBbI TEXHNYECKOM 3alUTbl MHPOopMaunn KOHpaeHUNANbHO: v
Xapaktepa

CNCTEMA — KOMMJIEKC, COCTOSAILUMMA M3 MPOLECCOB,
TEXHNYECKUX U NpPOrpamMMHbIX CpeacTB, YCTPOUCTB U

nepcoHana, ob6naaatoLnii BO3MOXHOCTbIO
YAOB/ETBOPATb YCTAHOB/IEHHbIM MOTPEOHOCTAM UMK
Lensim.

FocypapcTBeHHbIV cTaHAapT Poccuiickon deaepaumm
FOCT P MCOIM3K 12207-99.

NHdopmauuoHHas TEXHONOIMA.

Mpouecchbl XXM3HEHHOTO LKA NPorpaMMHbIX CPeAcTB

FOCT P UCOIM3K 12207-99 npumeHsieTCsl NpuU nNpuoodpeTeHnn
cucrtem, nporpaMmmMHbIX NPoOAYKTOB 7 oKasaHuu
COOTBETCTBYIOLIMX YC/IYr; a TaKke MpuU nocrtaBKe, pa3paboTke,
akcnayatayMm U COMNPOBOXAEHUU NPOrpaMMHbLIX MNPOAYKTOB U
nporpaMMHbIX KOMMNOHEHTOB NMporpamMMHo-annapaTHbIX cpeacTs
KaKk B caMOW opraHusauuun, Tak u BHe ee.




BOIPOC 1.

. 1
lMpaBoBble OCHOBbI TEXHNYECKOM 3alUTbl MHPOopMaunn KOHpaeHUNANbHO: v
Xapaktepa

CUACTEMA — cneuyndouueckoe Bon/ioweHue
MHPOPMALUNOHHON  TEXHOJIOTMM C  KOHKPETHbIM

HasHadyeHuem U ycnosuamu akcnnyartauum (FOCT P
NCO/M3K 15408-1-2008, cT1.2.51).

HauuoHanbHbI cTaHpgapT Poccuiickoin Pepepauumn

FOCT P NCO/M3K 15408-1-2008

"MndopmayoHHas TEXHOMOIUS.

MeToabl 1 cpegcTBa obecrnevyeHnsi 6e30MacHOCTMU.

Kputepun oueHkn 6e3onacHoCcT MHOpPMaLUOHHbIX TEXHOTOTUIA.

HacTb 1.

BBegeHue n oowana mogeno"”

(yms. u BBedeH 8 delicmsue ripukasom

PeodepasibHO20 azeHmMcmasa o MexHU4eCcKoMy pea2y/iuposaHuro u Mmemposio2uu

om 18 dekabps 2008 2. Ne 519-cm)




BOIPOC 1.

lMpaBoBble OCHOBbI TEXHNYECKOM 3alUTbl MHPOopMaunn KOHpaeHUNANbHO: v
Xapaktepa

MHPOPMAUVMOHHAA TEXHO/IOT'NA — npuembl,
Cnocoobl U  MeTOoAbl NMPUMEHEHUA  cpeacTB
BbIUNC/IUTE/IbLHOW  TEXHUKU MNpPU  BbINO/IHEHUMN
doyHKUMN cOopa, XpaHeHNsa, oopadoOTKU, nepegavyn u

UCNOJ/1b30BaHNA AaHHbIX.

MexrocypapcTBeHHbIi ctaHgapTt FTOCT 34.003-90.
UHdopmaLmoHHas TexHoNnorus.

Komnnekc ctaHgapToB HA aBTOMATU3UPOBaHHbIE CUCTEMbI.
ABTOMaATU3UPOBaHHbIE CUCTEMbI.

TepMUHbI 1 onpegeneHud.




BOIPOC 1.

y 1
[NpaBoBbLI€ OCHOBbI TEXHUYECKOMU 3aLlnTbl MH(pOpMaL MM KOHPUAEHLNANBHO: L
Xapaktepa

SALUWNWLAEMAA WVHOOPMAUMNOHHAA TEXHOMNOIMNA —
nHpopmaluMoHHaaA TeXHOoJ1Iorus, npegHasHadyeHHasa Ans
coopa, XpaHeHus, 00padoTKM, nepepayu n
NCNOJ/Ib30BaHUS 3almiuiaemMmom nHdopmayum C

TpedyeMbiM YPOBHEM €€ 3alULLLEHHOCTHU

P 50.1.053-2005

PekomeHgauum no ctaHgapTU3aLum.
NHdopMaLMOHHbI€ TEXHOJIOTNMN.

OCHOBHbI€ TePMUHbI U onpeaeneHnsa B 06/1acCTu
TeXHUYECKOW 3aunTbl MHOpMaLnW.




OCHOBHbIE NONOoXeHus Cbe.qepanbl-loro 3aKOHa

«06 nHdopmaumm, NHPOPMaLMOHHbLIX TEXHOSOrMAX U O 3aWwmTe MHopmMauun»
OTHOCUTENNIbHO MH(OPMALMOHHLIX CUCTEM

NudopmanuoHHbie CHCTEMbI

A A

T'ocynapcTBeHHbIe MyHuIMnaibHbIe Nubie
MH(pOpPMAaIMOHHbIC nH(pOpMAITMOHHBIE uH(pOpMAITMOHHBIE
CUCTCMBbI CUCTCMBI CUCTEMBI

ObsazarenbHble

Mepbl

Oco0eHHOCTH MOAKITIOYECHHUS
rOCYyIapCTBEHHBIX
MH()OPMAIIMOHHBIX CHUCTEM K
NTKC (MuTepuer) MOryT
OBITH YCTAHOBJICHBI
HOPMATHUBHBIM MPABOBBIM
aktoM [Ipe3nnenra
Poccuiickon Penepanun

TpeboBaHMs 110 3alTUTE

OCTOK Poccun

nH(pOpMaIUY YCTaHOBJICHHBIE

[Topsimok co3nanus u
skcruryatauuu UC, He
SIBIISTFOIIIAXCST
rOCyJapCTBEHHBIMU WUJIH
MYHUIIANAIbHBIMH,
ONpeAeseTCs onepaTopamu
taknx IC B COOTBETCTBHU C
TpeOOBaHUSIMHU

3aKoOHojaTeIbLCcTBa Poccuiickoit
denepanuu
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CtaTtba 5. NHdopMmauunsa Kak 0ObEKT NpaBOBbIX OTHOLUEHUN
1. UHdopmauma MoxeT ABNATbLCA 0O bEKTOM NYOGSINYHbIX, FPaXX4aHCKUX U UHbIX NPABOBbIX OTHOLLUEHUW.
MHdopmauua moxeT cBOOOAHO MCNONb30BaTbLCA JOOLIM NULUOM U nepefaBaTbCA OAHUM JULOM APYroMy JuvLy, ecnu
cdepaepanbHbLIMM 3aKOHaAMM He YCTaHOBMEHbl OrpaHM4YeHUsi AocTyna K MHpopmauum nubo MHble TpeboBaHMA K MOPSOKY ee
npenocTaBrieHUs UM pacnpoCcTpaHeHus.

CtaTtba 6.0060napgarenb nHpopmauun
1. O6napartenem uHcopMaUun MOXeT ObiTb rpaxgaHuH (pusnueckoe nuuo), rpuagndeckoe nuuo, Poccuinckaa depepaums,
cy6bekT Poccurickon ®enepaumm, MyHuumMnanbHoe o6pasoBaHue.

5. Obnagatenb MHdOpMaLUmn, ecnv MHoe He NpeaycMOTpPeHOo deaepanbHbIMU 3aKOHaMUM Bnpase:

1) PaspewaTb unu orpaHmumBaTthb AOCTYN K UHchopMauumn, onpeaensaTb NOPAAOK U YCNOBUSA TaKoro AOCTynNa;

2) Ucnonb3oBaTb UH(popmaLmio, B TOM YUCIIe PacfnpoCTPaHATb ee N0 CBOeMYy YCMOTPEHUIO;

3) MNepepaBaTb MHpopMmauuto Apyrum nuuam no AOroBopy UN Ha UHOM YCTaHOBIIEHHOM 3aKOHOM OCHOBaHWMU;

4) 3awmwartb yCTaHOBNEHHbIM 3aKOHOM crnocob6amMu CBOM npaBa B Crly4Yae He3aKOHHOro nony4veHusi Hcopmauum mnum ee
HEe3aKOHHOro UCNOosib30BaHUSA UHbIMU NULAMMU;

5) OCYLLEeCTBNATb UHbIe AeUCTBUA C UH(popMaLmMen Unu paspellatb OCyLEeCTBNEHME TaKuX AeUCTBUN.

Cratba 17. OTBETCTBEHHOCTb 3A [PABOHAPYWWEHUA B C®EPE WH®POPMALUNU,
WHO®OPMALMOHHbLIX TEXHOJTIOMMU U 3ALLUTbI UHOOPMALIUN

1.Hapymenusi TpeGoBaHuii ... BJe4eT 32 CO00i IMCHMINIMHAPHYI, IPAXKAAHCKO-NPABOBYI0, A/IMMHUCTPATHBHYI0 WJIH YIrOJOBHYIO
OTBETCTBEHHOCTb B COOTBETCTBHUHM € 3aKOHOAATEN1bCTBOM Poccuiickoin denepanun.

2. JInna, npaBa ¥ 3aKOHHbIC MHTEPeChbl KOTOPBIX ObLIM HAPYIIEHBI B CBSI3HM C pasriamieHHeM HHGOPMALHH OTPAHMYCHHOIO AOCTYIIA,
BIIPaBe 00paTUTLCA 32 CyleOHOM 3alUTON CBOMX IIPaB, TB TOM YHCJIE ¢ HCKAMH O BO3MelIeHHH YObITKOB, KOMIICHCAIIMM MOPAJIbHOIO
Bpena, 3alMTe YeCTH, JOCTOMHCTBA M /1eJ10BOi penyranuu. TpeOoBaHue 0 BO3MeIeHHH YOBITKOB He MOKET ObITH YIOBJICTBOPEHO B
cIy4ae NpeabsiBJICHUs] €ro JIMIOM, He IPMHUMABIIHM Mep 10 COOII0eHHI0 KOH(HICHIHAJIBbHOCTH HH(POPMALMH WIH HAPYIIMBIINM
ycraHoBJieHHbIe @3 TpedoBaHus 0 3amuTe HHGOPMALUH.




OTBETCTBEHHOCTb 3A HAPYLUEHUE MNMPABWUJ
SAWLNTBI NHPOPMALINA

Buabl nHdbopmMmauun
OrpaHNYeHHoro
pacnpocTpaHeHUus
KOH(bnaeHUManbLHOro xapakrepa
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NMEPEYEHD
cBegeHUn KoHdUuaeHLanbHOro xapakrepa

1. CBegeHunsa o pakrax, COObLITUAX U 0OCTOATENbLCTBAaX YaCTHOM XU3HU rpaXxaaHWHa,
nossonsawme naeHTMULUMpoBaTb ero FIMYHOCTb (NepcoHarbHble AaHHbIe), 3a
UCKNIOYEeHNneM cBeieHUN, noanexalwmx pacnpocTpaHeHUo B cpeacTtBax MaccoBomn
MHopMaumMmM B YCTaHOBMNEHHbIX eaepanbHbIMU 3aKOHaAMU Crlyvasx.

2. CBepeHus, coctaBnsaowme TaﬁHy cneacTtevd u cygonpoun3soacTtea.

3. CnyxebOHble cBeaeHUA, AOCTYN K KOTOPbIM OrpaHU4YeH opraHamMm rocyaapcTtBeHHOM
BriacTyv B cOOTBeTCTBUM € paxxaaHcKkum koaekcom Poccunckom chepepaumm n
denepanbHbIMM 3aKOHaMM (crny>kebHasa TanHa).

4. CBegeHus, cBAA3aHHble C NpodeccMoHarbHON AeATeNbHOCTbIO, AOCTYN K KOTOPbIM
orpaHu4eH B cootBeTcTBUU ¢ KOHCTUTYUMen Poccumnckon Pepepauum n doeaeparnbHbIMU
3aKkoHamu (Bpa4yebHas, HoTapuaribHasi, agBOKaTCKasa TaHa, TauHa nepernucku,
TenegoHHbIX MNeperoBopoB, MOYTOBLIX OTNpaBrfieHUN, TenerpacdHbIX U UHbIX
cooOLweHun n Tak ganee).

5. CBeaeHus, cBA3aHHbIe C KOMMEPYeCKOU AeATEeNbHOCTLIO, AOCTYN K KOTOPbIM
orpaHu4yeH B cootBeTcTBUMU C paxgaHCKum Kogekcom Poccumnckon chegepaumm u
cdenepanbHbIMKU 3aKOHaAMM (KOMMep4YecKas TauHa).

6. CBeageHNA O CYyLWHOCTU N300peTeHus, NOfIe3HOU MoAenu Unn NPOMbILLSIEHHOro
oGpa3ua ao ocpmumanbHOou nyonukaunum nHcpopmaLumm o HUX.
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INEPCOHAJIBHBIE JIAHHBIE  — nwo6as vHdgopmaums, oTHOCALWASACS K NPSIMO WU KOCBEHHO

onpeaesnieHHoOMy unan onpegenseMomy dusmyeckomy nuuy (CyobekTy nepcoHasbHbIX AaHHbIX) (PeaepasibHblin
3aKOH «O nepcoHasibHbIX AaHHbIX», CT. 3).

(c6edenus, cmaswiue u3BeCmMHLIMU pPAOOMHUKY Op2AHA 3ANUCU AKMO8 2SPANCOAHCKO20 COCMOAHUS 8 C8A3U C
20Cy0apCcmeenHol pecucmpayuert akma paircoancko20 COCMOSHUS, AGAAI0MC NePCOHANbHbIMU OAHHbIMUL)

NMPO®ECCUOHAJIBHAS TAMHA (IIT) — undopmanus, moaydennas rpaxaanamu (u3mueckumu

JIMIIAMH) NPH HCIOJHEHUHM MMH NMPO(eCCHOHAIBHBIX 003aHHOCTEH WJIH OPraHM3alUAMH NPH OCYLIECTBJICHUH UMM
ompenejieHHbIX BHAOB JesiTejibHOCTH. OO0bexkThl IIT: BpauyeOHasi TaiiHa, TailHA CBA3M, TallHA TMEPEeNHUCKH,
TeJIe(POHHBIX MEPEroBOPOB, MHBIX COOOIEHW, HOTAPHAJIbLHASI TAalHA, ABOKATCKAS TalilHA, TaiiHA YCHIHOBJICHMS,
TailHa cTpaxoBaHusi, TaiiHa ucnoeau. ®3 or 27.07 2006 Ne 149. K IIT He OTHOCHTCHA KOMMepYeCKasi W
roCcyIapCcTBeHHasl.

CJIIYKEBHASI TAMMHA — 3awmiiaemasi No 3aKOHy KOH(uAeHUManbHas uHopmauus, cTaslias U3BeCTHOMN
B rocyAapCTBEHHbIX OpraHax n opraHax MecTHOro camoynpasJ/sieHUs1 TO/IbKO Ha 3aKOHHbIX OCHOBaHUAX U B
CUTy UCNOJTHEHUA UX NPeACTaBUTENAMUN CNYXeOHbIX 06513aHHOCTEN, a TaKKe cnyXxeo6Hasa uHdopmauumsa o
[EeATENbHOCTU rocyAapCTBEHHbIX OPraHOB, AOCTYN K KOTOPOW orpaHuyeH hegepasibHbIM 3aKOHOM UNU B
cuny cnyxeo6Hoit Heo6xogumoctn FOCT P 51583-2000. 3awwmTta uHdopmauuun. Mopsapgok cospaHuA

aBTOMaTU3MPOBaHHbIX CUCTEM B 3alMLEHHOM UCNONMHEeHUN. OGLMe NOJTOXEHUA

KOMMEPYECKAA TAUWHA — pPeXumMm KoHdunaeHumanbHoOCTM uUHcpopMauuu, MO3BONAKOIWMNA ee
oGnapgatento Npu CyLeCcTBYHOLWMX UM BO3MOXHbIX OOCTOATENbCTBaxX YBeNWYUTb AOXOoAbl, M3bexaTb
HeonpaBAaHHbIX PpacxoAoB, COXPaHUTbL NOSIOXKeHUe Ha pbiHKe TOBapoOB, paboT, ycnyr Unm nony4yumTb UHYHO
KOMMep4YecKyo Bbiroay («O kommep4yeckon TanHe» oT 29.07.2004 Ne 98-d3);
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UHdopmauunsa, coctaBnswowasl, Cny>XedoHyro TauHy,
MOXeT MMeTb Hemasiyro CTOMMOCTb, HO He HOCHUTb
KOMMepYeCcKoro xapakrepa.

Mpumep 1. PAKT PASIMALWIEHUA CNYXXEBEHOWU TAUHbI

NpeactaBum cedbe, 4YTO MoONoAeHbLKOM paboTHuue
HEeKoro npeanpusaTUs MNOHPABUJICA HOBbIN W
AOOBONIbHO CMMNATU4YHbIXM COTPYAHUK, U OHa
nornpocuna KagpoBukKka agatb Homep ero tenedoHa.

Ecnn uMHcnekTop No Kagpam nogaactcsA Ha yroBopbl
AEeBYLUKW, OH, 0e3ycnoBHO, pa3rnacurt
nepcoHasnbHble AaHHble pPaboTHUKA, KOTOpble B
OAaHHOM criyvae OyayT OAHOBPEMEHHO SIBRATbCSHA
Cry>XeOHOM TanHOMN.
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OTBETCTBEHHOCTb 3A HAPYLUEHUE MNMPABWUJ
SAWLNTBI NHPOPMALINA

OxpaHa nHpopmauun
orpaHU4YeHHOro
pacnpocTpaHeHus
KOH(bnaeHUManbLHOro xapakrepa




PepepanbHbIU 3aKOH «O KOMMepP4YeCKOU TauHe» 26
OT 29 ntonsi 2004r. Ne 98-O3 (c u3sMeHeHUAMM U JonosTHeHNAMMU oT 2 cheBpansa 2006 roga Ne 1y-

d3; oT 24 niona 2007 roga Ne 214-d3)

Crtatbsa 1. Llenu u cdhepa npencreuga Hactosawero PengepanbLHOro 3aKkoHa
CtaTtbsa 2. 3akoHoaaTenbLcTBO Poccumnckoum Penepaumm o KoMMep4eCcKom TanHe

CtaTtbsa 3. OCHOBHbLIE NOHATUA, UCNONb3vVeMble B HacTosawem PenepanLHOM
3aKoHe

CtaTtbga 4. [IpaBo Ha oTHeceHue nHdbopmauum K MuHdbopmMmauuuun, cocTaBnaoLLen
KOMMep4YeCcKVIO TauHV, U cNocoObLI Nonv4YeHusa Takon nHdopmMauumu

CtaTtba 5. CBegeHuUs, KOTopble He MOryT COCTaBNATL KOMMepP4YeCcKVI0 TauHy
CtaTtbga 6. [IpenoctaBneHne nHdopMmaunuu, cCocTaBnALLEN KOMMEDPYECKVIO TauHVY

Ctatbmn 7 - 9 yTpaTtunum cuny c 1 aHBaps 2008 roaa. - PegeparnbHbIN 3aKOH OT
18.12.2006 N 231-D3.

Cratbsa 10. OxpaHa koHdUAEeHUNaNbHOCTU UHOPMaLLUK

Ctatbs 11. OxpaHa KoHdUaAeHUMaNbLHOCTU UHMdOPMaLUUMU B paMKaX TOVAOBbLIX
OTHOLUEHUN

CrtaTbs 12 yTpaTuna cuny c 1 asHBaps 2008 roga. - PegepanbHbin 3aKOH OT 18.12.2006
N 231-P3.

Ctatbsa 13. OxpaHa KoH(huaeHUManbLHOCTU UHdOPMaALIMK NPU ee NpeaoCcTaBNeHUuu
Ctatbs 14. OTBeTCTBEHHOCTb 3a HapvlleHue Hactosuwero PeaepanbLHOro 3akoHa

CraTtbsa 15. OTBeTCTBEHHOCTb 3a HenpeaocTaBlieHUe opraHamMm rocygapcrtBeHHOU
BIacTU, UHbIM rocyaapcTBeHHbLIM opraHam, opraHamMm MecTHOro
camoynpaBneHusa nHdopmMauum, CocTaBNAOLWEN KOMMePYeCKYIO TauHY

CrtaTtbsa 16. [lepexogHble NONOXeHUs
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Ctatbsa 3

n.l. KOMMEPYECKAA TAMHA - pexum KoHumaeHUUArIbHOCTHU
nHdopmaLumn, NO3BONAKOLLUN ee obrnagaTento Npu CyLeCcTBYOLWNUX UK
BO3MOXHbIX OOCTOAiITeNbCTBAaX YBEJNIMYUTL A0XoAbl, u3bexarb
HeonpaBAaHHbIX pacxonoB, COXPaHUTb NONMOXeHne Ha pPbiIHKe TOBapoOB,
padoT, ycnyr nnuv Nosly4uTb MHYKO KOMMEPYECKY0 BbIroay;

(n. 1 B pen. PegepanbHOro 3akoHa ot 18.12.2006 N 231-P3).

n.2. AHOOPMALUWUA, COCTABNAKWIAA KOMMEPYECKYHO TAUHY
(CEKPET NPOU3BOAOCTBA), - cBepeHuMa nwboro xapakrtepa
(NnpousBoAcTBEHHbIE, TEXHWYECKME, IKOHOMUYECKUNE, OPraHM3aLNOHHbIe
W apyrve), B TOM u4ucne O pe3ynbratax WHTenseKkTyanbHou
AeATerIbHOCTU B Hay4YHO-TEXHUYECKOU cdepe, a TakKkKe cBedeHUs O
cnocobax ocywecTBrieHMss npogeccuoHarlbHOU [AOeATEeNbHOCTMH,
KOoTopble UMeroT AEeNCTBUTENbHYIO unun NoTeHUMasribHyH
KOMMEepPYeCKYH LeHHOCTb B CUJTY HEU3BECTHOCTU UX TPETbUM fnuuam, K
KOTOPbIM Yy TpPeTbMX NnuU HeT cBOOOAHOro AocTyrna Ha 3aKOHHOM
OCHOBaHUMU

M B OTHOLWEHNUUN KOTOPbIX o6nap,aTeneM TaAKUNX CBe.quVIVI BBeOEeH PeXnm
KOMMep4YeCKOU TauHbI,
(n. 2 B pea. PeaepanbHOro 3akoHa ot 18.12.2006 N 231-P3)
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UHdopmauusn, cocTaBnsoLwas KOMMep4YeCcKyHo TauHy,
npeactaBnseT O6ONbLLOU UHTEpeC AN KOHKYPEHTOB, TaK Kak,
BOCMOJSIb30BaBLUUCbL €1, OHU MOTYT NMINLLUNTb CBOEro conepHukKa
Ha pblHKe HEKMX NPpenMyLLecTB.

Mpumep 1. PAKT PASIMALEHUA KOMMEPYECKOW TAUHbDI

Bocnonb3oBaBWUCL CMUCKOM KIIMEHTOB CBOEro KOHKYPEHTa,
dompma pe3ko noBbicUna 00 bLeMbI CObITa COOCTBEHHOro ToBapa
M YMeHblUMNMa UX Y KOHKYPEHTa, 4TO T[pPUHECSI0 eMy
HenonpaBMMbIU (PUHAHCOBbLIN YPOH.

K KoMmmep4yeckou TanHe, KaKk npaBusio, OTHOCATCS:
- coaepkaHue bU3Hec-NNaHoOB NpeanpuUATUS;
- HOy-Xxay;
- OLleHKM PbIHKOB CObITa U CErMeHTOB NOTPEOUTENbCKUX
PbIHKOB;
- TOproBsble U hMHAHCOBbLIE CEeKpeTbl U T.A.
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CrtaTtb4sa 4.

NMPABO HA OTHECEHUE UH®OPMALIMU K UHOOPMALIUN, COCTABNAIOLLEN
KOMMEPYECKYIO TAUHY, U CNOCOBbI NONYYEHUA TAKOU UHOOPMALIUU

1. [llpaBo Ha oTHeceHue MH(opPMaLUUU K MHOPMaLIUK, COCTABIAIOLLEN
KOMMep4ecKyto TalHy, U Ha onpeAerneHne NepeyHs n cocTaBa TaKou
WHpopMaLUKN NpMHaANEXUT obnaaaTento Takon MHdopmaumm ¢ y4eTom
nonoxeHun Hactoswero PegepanbLHOro 3akoHa.

2. YTpaTtun cuny c 1 aHBaps 2008 roaa. - ®eaepanbHbIii 3aKOH OT 18.12.2006 N 231-
3.

3. WHdopmauumsa, cocTaBnsoaa KOMMEPUYECKYH TanHy, Nofly4eHHas oT ee
oGnanaTenﬂ Ha OCHOBaHUK ooropopa uiaun Apyrom 3aKOHHOM OCHOBaAHMUMW,
CYMTaeTCA Nosiy4eHHOM 3aKOHHbLIM CMOCOOOM.

4. WHpopmaums, cocTaBnslolas KOMMep4YecKyto TaMHy, obnaparenem
KOTOpOM SIBNSAETCA Apyroe rivuo, cCYMTAeTcA Noriy4eHHOM He3aKOHHO,
€eCnin ee nosny4YyeHue oCyLecTBMANOCh C YMbILWIIEHHbLIM NMPeoaofieHueM
NPUHATBLIX obragarterniem nHopmaunm, CocTaBrAOLLEN KOMMEPYECKYH
TauHy, Mep No oxpaHe KoH(punaeHuManbHOCTU 3TOU UHcopmauuun, a
Takxe ecnu nonydarouwee 3Ty UHdopmMaumilo nUUo 3Hario UM UMersno
AOCTaTO4YHble OCHOBAHUA nonaratb, YTO 3Ta MH(popmMauuna cocTaBnseT
KOMMepUYeCKYH0 TanHy, obragarterieM KOTOpou AABNAETCA Apyroe numuo, u
YTO OocyLlecTBrsAOLWee nepeaady atonm uHdopmaumm nMUoO He UMeeT Ha
nepeaavy 3tom uHopmaumMm 3aKOHHOro OCHOBaHUA.



1)

2)
3)

4)

5)

6)
7)
8)
9)

10)
11)
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CraTtbsa 5. CBEOEHUSA, KOTOPbIE HE MOI'YT COCTABJNIATb KOMMEPYECKYIO TAUHY

Pexum KommepquKon TalHbl He MOXeT ObITb YyCTaHOBIJI€H nuuyamMmu, ocyllecTBlisAOlWLIMMA
npeanpHUMmaTesibCKyro AedTesibHOCTb, B OTHOLUeHUU crieayroLlmnx ceeaeHnn:

coaepXxawmxcda B ydypeauTesribHbIX AOKYMEeHTaX ropuanvdecKkoro numua, AoOKyMeHTax, noarBepxaakoLwnx
(baKT BHeCeHuss 3anmcen O HPpUOANYECKUX JNnuUuuax u 06 nHanBuayanbHbIX npeanpuHuUMmarTensax B
CcooTBeTCTBYyHOLWMe rocyaapCTBeHHblIe peecCTpbl;

cogepXaluxca B AOKYMEHTax, AAallWMX NpaBO Ha ocyllecTBrieHMe npeanpuHUMATENbLCKOM
AeATeNbHOCTY;

O coCTaBeé umyulectBa rocyoapCrBeHHoOro uiauM MyHuUuUUNnanibHOro yHUTApPHOro npeanpusaTuUus,
rocynapCTtBeHHOro yypexaneHumsa n 00 ncnonb3oBaHUN UMM cpeancTB COOTBETCTBYHOLUUNX OroaXeToB;

O 3arpsisHeHUU OKpyXxawlLlen cpeabl, COCTOSSHUN NPOTUBONOXapPHOM 6e30MacHOCTU, CaHUTaApPHO-
3aNuaeMunoriorm4eckou U pagmauuoHHom obcTtaHoOBKe, 6e30MacHOCTU NMULLEBLIX MPOAYKTOB U APYrux
c¢hakTopax, oOKa3blBalOWMX HeratTMuBHoe BO3AeNCTBUME Ha  obecneyeHne  OGesonacHoOro
(PYHKUMOHNPOBaAHNSA MPON3IBOACTBEHHbLIX OOBLEKTOB, 0€30MaCHOCTU KaXAaoro rpaxaaHuMHa W
©e30nacHOCTU HaceneHus B LLenom;

O YNCIEHHOCTU, O cocTaBe paboOTHMKOB, O cUCTEeMe onnaThl Tpyaa, 06 ycrnoBusx Tpyaa, B TOM uucre o6
oxpaHe TpyAa, O nNoKasaTensaAx MpPOU3BOACTBEHHOro TpaBMaTusMa W npodceccuoHanbHOU
3aboneBaeMoOCTH, U O HaNN4YUM cBOOOAHbLIX pabo4ynx MecrT;

O 3aAo0fKeHHOCTU pabotogatenen nNo Bbinsiate 3apaboTHOM nMnaTbl U MO UHbIM couuaribHbIM
Bbinsatam;

O HapyweHusaAXx 3akKoHopaTenbcTBa Poccunckon depepaumm u ¢akrax npuBrevYeHUsa K
OTBETCTBEHHOCTU 3a COBEpLUEHNE ITUX HapYyLUEeHUN;

00 ycnoBMSIX KOHKYPCOB WM ayKLUMOHOB MO MpPMBaTU3aLMU OOBLEKTOB rocygapCTBEHHOW WNu
MYHMLUMNaNbHON COOCTBEHHOCTH;

O pa3Mepax U CTPYKType AOXOA4O0OB HEKOMMep4dYeCKUX opransauMﬁ, O pa3Mepax U cocrtaBe UX
nvyuiecTtBa, 006 nx pacxopnax, o YHYNCJIeHHOCTU U 006 onnarte TpyAa ux paGOTHMKOB, 00 ncnonb3oBaHUn
6e3Bo3mMe3aHOro TpyAa rpaxgaH B AeATeJSIbHOCTU HeKommepquKoﬁ opraHun3auuu;

O nepeyHe nuy, nMerLwunx npaBo aencreoBartb 6e3 AOoBepeHHOCT OT MMEeHUN PUANYEeCKOro Jinua,;
006513aTeNbHOCTb PaACKpPbITUA KOTOPbLIX UMM HEeOAOMYCTUMOCTb OrpaHu4eHuUss OOCTyna K KOTOPbIM
yCTaHOBJI€EHa UHbIMU d)e.qepaanblMM 3aKOHaMMu.
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CtaTtbs 10. OXPAHA KOH®UOEHLUUAITbBHOU MHOOPMAL UM (KW)
n.1. Mepsl no oxpaHe KU, npuHnmaemsble ee obnagarenem, AOMKHbI BKIOYaTb:
1) onpepeneHue nepeYvyHs nHopmaumm, COCTaBnAKOLLIEN KOMMEPUYECKYH TanHy;

2) orpaHMYeHue AocTyna K MHcopmauum, CocTaBnAOLWEN KOMMEPYECKY TauHy,
nyrem

YyCTaHOBJIEHUA nopsiaka obpaleHua ¢ 3TOM MHpopmMaumen U KOHTpona 3a
cobnwgeHnem

TaKoro nopsigka;

3) yyeT nuu, NONy4YMBLUUX AOCTYN K UH(hopMaLun, COCTaBNSAIOLWEN KOMMEPYECKYHo
TaWuHy,

U (Mnu) nuu, KOTOpbIM Takas MHdopmauunsa Obina npegocTaBrieHa UNn nNepeaaHa;
4) perynnpoBaHue OTHOLIEHUN MO UCNONb30BaHUIO UHOpMaL UK, cocTaBnAKOLLEN
KOMMep4YeCKyr TauHy, paboTHUKaMn Ha OCHOBaHUU TPYAOBbLIX 4OrOBOPOB U
KOHTpareHTaMuy Ha OCHOBaHUM rpaxaaHCKo-NMpaBoOBbLIX 4OMOBOPOB;
5) HaHeceHUe Ha MaTepuanbHble HOCUTENU (AOKYMEHTbIl), coaepXXalwue

uHcopmauuio,
COCTaBNSAOLWY KOMMepYecKyr TauHy, rpuca "Kommepyeckas TamHa" C
yKa3zaHuem
obnagartens atom uHdopmauum (ANA LLPUANYECKUX NNL, - NONTHOEe HauMeHOoBaHne
n

MEeCTO HaxoXaeHus, Ana uHAMBMAyarnbHbIX NpegnpuHumarenen - ammnusa, ums,
OTYeCTBO rpaxaaHuHa, ABnALWeroca MHAuBMAyanbHbIM NnpeanpuHMMaTesniem, U
MEeCTO XUTeNbCTBa).
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Crtatbs 11. OXPAHA KOHOUOEHUNANTBHON NHO®OPMALIUK B
PAMKAX TPYAOBbIX OTHOLUEHUA

n.1. B uensax oxpaHbl KOHMAEHUNANLHOCTU UH(POpPMaL KN
paboToaaTesnb 006s3aH:

1) O3HAaKOMWUTb MNOA PpacnuUCcKy pPaboTHMKA, M[AOCTYyNn KOTOporo K
nHdopMaLumn, COCTaBNAIOLWEN KOMMEPYECKYI0 TaMHy, Heo6xoamum Ans
BbINOJIHEHMSA UM CBOUX

TPyAOBbIX 00s13aHHOCTEN, C nNepeyHeMm WUHhopmMauumn, COCTaBMNAILLEN
KOMMEpPYEeCKYK0O  TauvHy, obrnagartensamu KOTOPOU  ABNAIOTCA
paboTopartenb u ero

KOHTpareHTbl;
2) 03HAaKOMUTb NOA PacnUCKy paboTHMUKa C yCTaHOBIEHHbIM paboToaaTtenem
PEXUMOM KOMMEpPUYECKOU TanHbl U C MepaMu OTBETCTBEHHOCTMU 3a ero
HapyLleHue;
3) co3patb paboOTHUKY HEOOXOAUMbIE YCIOBUSA ANA COONoAeHNA UM
yCTaHOBJIEHHOro pabortogarenem pexxuma KOMMepP4YeCKOU TanHbl.

n.2. Joctyn paboTHMKa K MH(popmaLmun, COCTaBNAIOLWEN KOMMEPYECKYHO TauHy,

ocyljecTtBIifieTCcA C ero corrfacus, ecrqim 3TO He npeaycmMoTpeHo ero
TPYAOBbIMU

00s3aHHOCTAMM.
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CraTtbsa 13. OXPAHA KOHOUOEHUUWATIBHOCTU UHO®OPMALIUU NPU EE
NMPEOOCTABJIEHUA

1. OpraHbl rocyaapCcTBeHHOW BNacTU, UHble rOCYyAapCTBEeHHbIe OpraHbl, OpraHbl
MECTHOro camoyrnpaBrfieHUs1i B COOTBETCTBMM C Hactoswum PepepanbHbIM
3aKOHOM U WHbIMK cheaeparnbHbIMU 3aKOHaMM 00fi3aHbl CO3A4aTb YCIOBMSA,
obecneuymBarowme oXpaHy KOH(pMaeHLUManHOCTHU nHdopmauumm,
npenocTaBfieHHON UMM KPUAUYECKMMX §nuUuaMu UMM MHAMBUAYaSibHbLIMU
npeanpuHUMaTensmu.

2. JOMKHOCTHbIE NULa OpraHoB rocyaapCTBEeHHOW BNacTU, UHbIX
rocyaapcTBeHHbIX OpraHoB, OpraHos MEeCTHOro camoynpaBrieHus,
rocyaapcTBeHHble UMM MyHUUMNalNibHble CryXawue yKasaHHbIX opraHoB 06e3
cornacusa obnagarena nHgpopmauum, COCTaBnALWEN KOMMEPYECKYHO TalHy, He
BNpaBe pa3srnawartb WM nepegaBaTtb  APYyrMM  nuvuam, opraHam
rocyaapCTBeHHOM BRNacTW, WHbLIM TrOCyAapCTBEHHbIM oOpraHam, OpraHam
MECTHOro camoyrnpasfieHUsi CTaBLUYyd WM3BECTHOM UM B CUIly BbINOJIHEHUSA
AOJMKHOCTHbLIX (CryXeOHbIX) obsa3aHHOCTEM WH(opMaLMIo, COCTaBNAOLWYIO
KOMMEPYECKYH0 TauHy, 3a WCKIJIlOYeHWeM cny4yaeB, nNpeaycMOTPEHHbIX
HacTosAWwMM PeaeparnbHbIM 3aKOHOM, a TaKXXe He BrnpaBe UCMNONb30BaTb 3TY
MHOPMaLIIO B KOPbLICTHbLIX UITU UHbIX JINYHbIX Lenax.

3. B cny4yae HapyLweHunsa KOHuaeHUManbLHOCTN MHopMaLumn AOMKHOCTHLIMN
NiuuamMm OpraHoB rocyfapCTBeHHOM BNacTU, UHbIX FOCYAapCTBEeHHbIX OPraHoB,
OpraHoB MeCTHOro camoynpaBneHus, rocyAapCTBEHHbIMU U MYHUUMNANbHbLIMU
Cny>awMMKM YKasaHHbIX OpraHoB 3TU JfuvLa HeCYyT OTBETCTBEHHOCTb B
COOTBETCTBMM C 3aKOHoAaTernbcTBOM Poccumnckon depgepauyum.
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OTBETCTBEHHOCTb 3A HAPYLUEHUE MNMPABWUJ
SAWLNTBI NHPOPMALINA

XapakTepucTuka npaBoOBbIX U
HOPMAaTUBHbIX AOKYMEHTOB No
3alnTe NnepCcoHarnbHbIX AAHHbIX




OcHoBHbIe nonoxeHna ®epnepanbLHOro 3aKkoHa
oT 27.07.2006 N2e152-®3 «O nepcoHanbHbIX AAaHHbLIX»

PeOepParibHBIM 3aKOHOM PerysimpyroTca OTHOLWEeHUA, CBA3dHHBIE C O0OPaA0OOTKON
NepCOHAJIbHbIX OdHHbIX

IlepcoHanbHbIE IaHHBIE — J1100as1 HHPOPMALUS, OTHOCAIIASICS K ONpeAe/IeHHOMY WJIN ONpeieisieMOMY HA OCHOBAHUH
Takoi nHpopMaunu pu3ndeckoMy July (Cy0ObeKTy NepCOHAJbHBIX IaHHBIX), B TOM YHCJIe ero pamuians, ums,
0T4YeCTBO, 'O, MECHLl, 1ATA U MECTO POKIACHHS, apec, CeMeiHoe, COLMAIbHOE, MMYIIECTBEHHOE MMOJI0KEeHHE,
o0pa3oBaHue, npodeccusi, 10X0Abl, ApPyras MH(GOpMALNSL;

OnepaTOpaMn H TPETHUMM JIHIAMHU, IMMOJYIAIIUMHA J0CTYII K NIEPCOHAIBHBIM JJaHHBIM, 10J7KHA 00ecneYnBaThCs

KOH(HMIEHINAJbHOCTh TAKHX JAHHbIX, 34 HCKJIKYCHUEM CJIydacsB, 00e3JTMYUBaAHUA MNEPCOHAJIBHbBIX JaHHbIX H B
OTHOILIIEHUMH OﬁmeHOCTyHHbIX MNEPCOHAIBHBIX JaHHbIX

DeepajbHbIMUA __ 3aKOHAMHM _ MOIYT ObITh _YCTAHOBJICHBI OCOOCHHOCTH _Y4YeTa IMEPCOHAJBLHBLIX JIAHHBIX B
rOCYIAPCTBEHHBIX M MYHUUMNAJIBHBIX HH(POPMALUMOHHBIX CHCTEMAX IMEPCOHAJBHBIX [AHHBIX, B TOM YHCJIe
HCII0JIb30BAHUE PA3JIMYHBIX CIOCO00B 0003HAYECHUS NMPHUHAMJICKHOCTH IEPCOHAJBHBIX JAHHBIX, COJEP:KALIMXCH B
COOTBETCTBYIOLIECH TIOCYIapPCTBEHHON MJIM MYHMUMIAJbHON HMHGPOPMALMOHHON CHCTEMe NEePCOHAJBLHBIX JAAHHBIX,
KOHKPETHOMY CYObEKTY IIePCOHAJIbHBIX IaHHbIX.

MepsbI 110 00ecriedeHU 0 0€30MACHOCTH MEPCOHATBHBIX JAHHBIX MPHU UX 00padoTKe

\

®CTIOK Poccum  OCyIIECTBISIET
KOHTPOJIb BBINIOJHCHHUS TpeOOBaHUM
obOecrieyeHnsa 0€30MaCHOCTH

Omneparop 00513aH NPUHUMATH
HeoOXOMUMbIe  OpPraHu3alUOHHbIE H
TeXHHYeCKHe Mepbl, B TOM 4YHCIe

\/

HCN0Jb30BATH mudpoBaibupie | | TpedoBanus K o0ecre4yeHn o 0e30macHOCTH

(kpunrTorpaguyeckune) cpeacrsa, AJIs MEePCOHAJIBHBIX JAHHBIX YCTAaHOBJICHBI

3aMTHI MEPCOHAJBHBIX JAHHBIX. IlocTranoBIeHUEM IIpaBuTeabcTBa Poccuiickoi
®enepanuu ot 17.11.2007 Ne781




HOpMaTMBHbIe AOKYMEHTbI B obnacTtu 3aWwmnTbI nepCcoHalribHbIX AaHHbLIX

®PepepanbHbi 3akoH «O NnepcoHanbHbIX AAHHbIX»

Perynupyet oTHOLIEHUSs, CBAA3aHHbIe C 06paboTKON NepcoHarnbHbIX 4aHHbIX C UCNONb30BaHMEM CPEACTB

aBToOMaTn3agmm

MoctaHoBneHue MpaButenbcTBa P® ot 1 HOAGpsA 2012 r. N 1119
"O6 yTBepXAeHUN Tpe6GoBaHUii K 3aliUTe NepCoOHa/IbHbIX AaHHbIX NPU UX 06Pa6oTKe B
MH(POPMALMOHHbIX CUCTEMAX NEPCOHA/IbHbIX AaHHbIX"

VYeranapiuBaeT TpeGoBaHus K 06ecneyeHmo 6e30nacHOCTU NepcoHanbHbIX AaHHbIX NpU nx obpadotke B UCTOH

«MeToauka onpeneneHus
aKTyanbHbIX Yrpo3
6e30nacHOCTU NepCcoHarnbHbIX
AaHHbIX NpU nx obpaboTtke B
MH(OPMaLMOHHbIX CUCTEMAX
NnepcoHasnbHbIX 4aHHbIX»

OnpepenseTca U3 nokasareneu
MCXOAHOM 3aLUMLLEHHOCTHU, K
KOTOPbIM OTHOCATCA: 1.
TeppuToJipuajibHOe pa3MelieHue
CHUCTEMbI, HAJTUYIUC HOI[KJIIO‘{GHI/Iﬁ K
I/IHTepeHeT, pa3rpaHM4eHue 10CTryna K
IIT (Bcero -7): mepBblii — HCXOAHASA
3AIMUINECHHOCTDb CUCTEMBI;

2. YacroTa (BepOATHOCTD pPeaJu3aluu
YIPO3bI, KOTOpasi onpeesisieTcst
IKCIEPTHBIM 06pa3oM.

basoBbie Moaen
yrpo3 0e30nacHOCTH
NMePCOHATbHBIX
JAHHBIX MPH UX
o0paboTke B
HH(OPMATMOHHBIX
cucreMax
MePCOHATbHBIX
JAHHBIX.

I

Y

CocTtaB n
cogepxaHue
OpraHM3aLUOHHbLIX U
TEXHUYECKUX Mep Nno
obecnevyeHunro
6e3onacHoCTH
nepcoHasnbHbIX
OaHHbIX NpU Ux
o6paboTke B
MH(OPMALMOHHbIX
cucrtemax
nepcoHanbHbIX
OaHHbIX

(Mpuka3 PCTIK
Poccun ot 18
theBpans 2013 r. N
21)

TpeboBaHus
0 3awuTe
UHcpopmMauumn, He
cocTaBnsaoLwen
rocyapCcTBEHHY
10 TalHYy,
cogepxaliencs B
rocyAapcTBEeHHbI
X
MH(OPMaLNOHHLI
X cuctemax
(Mpukas PCTIK
Poccuu ot 11
ctheBpansa 2013 r.

OnpepeneHune NepeYvHA aKTyanbHbIX YIrpoO3, cornacHo
6a3oBoM Moaenu.

\/

PERY
NX7)

\/

OnpenesisieT MeTOIbI H CIIOCOOBI O6ecneYeHnss 6e30NacHOCTU NePCOHaNbHbIX AAHHbIX
npu nx obpaborke B UHHOPMaALIMOHHBbIX CUCTEMAX NEPCOHaNbHbIX AAHHbIX

Mpukas ®CTIK
Poccun, ®CB Poccum
1 MuHuHdopmcBsasu

Poccuum ot 13
c¢deBpansa 2008 r.

Ne 55/86/20

Mopspok
npoBeaeHUA
Knaccudukaumm
MH(OPMAaLMOHHbIX
cucrtem
nepcoHanbHbIX
OaHHbIX.

Onpepenser
MOPHAA0K
npoBeaeHus
Knaccudukaumm
MH(OpMaLMOHHbIX
CUCTEM
nepcoHanbHbIX
AaHHbIX
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AaHHbIX NPU UX obpaboTke B MHPOPMALUOHHBLIX CUCTEMAX
nepcoHanbHbIX AAaHHbIX"

HactoAwmn A[OKYMEHT ycTaHaBNnMBaeT TpPebGoBaHUA K 3aluTe
NepCcoOHas/IbHbIX AAaHHbIX NPU MX 00pPadGoTKe B MH(OPMALUOHHbIX
cucTtemMax NepcoHasibHbIX AaHHbIX U YPOBHU 3allULEHHOCTU TaKuXx
OAaHHbIX.

Be30nacHOCTb MEPCOHA/IbHbLIX AaHHbIX MNMPU UX O00pabdboTKe B
UH(poOpMaLUNOHHON cuUcTeMe obecneunBaeTcss C NMOMOLWbIO CUCTEMDI
3alUTbl MEPCOHaJIbHbIX [OaHHbIX, HEUTpPa/IU3YyIoLEN aKTyasibHble
Yrposbl.

Cuctema 3aWinuTbl NepcoHanbHbIX AaHHbIX BKIO4YaeT
B cebsa opraHusauMoHHble U (MNIU) TeXHU4YecKue Mepbl,
onpepeneHHble ¢ y4yetom AKTYAJIbHbIX YIPO3
6e3onacHocTH nepcoHarbHbIX AaHHbIX n
MHPOPMALMOHHBLIX TEXHONIOrMMU, MUCNOoJSib3yeMbiX B
MHPOPMALMOHHbIX CUCTEMAX.
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AaHHbIX NPU UX obpaboTke B MHPOPMALUOHHBLIX CUCTEMAX
nepcoHanbHbIX AAaHHbIX"

Be3onacHOCTbL nNepcCoHasibHbIX MOaHHbIX MNpU UX
obpaboTtke B nHpopmaLuMOHHON cucTeMe obecneymBaeTr
onepaTtop 3TOM CUCTEMbI, KOTOpbIN oOOpabaTbiBaeT
nepcoHanbHble AaHHble (ganee — onepartop), Unu nuuo,
ocyllecTBnsoLlWee 00OpabOTKy nepcoHaribHbIX AaHHbIX
No NOpPYYEHUIO onepaTopa Ha OCHOBaAHUN 3aKr4YaemMoro
C 3TUM nNuMUOM poroBopa (Aarnee — YNOMTHOMOYEHHOe
nvugo).

JoroBop mexay onepaTtopoM U YMNOSFIHOMOYEHHbLIM
nMUoOM  OONXeH  npeaycMmaTtpuBatb  O0OA3aHHOCTb
YNOSIHOMOYEHHOro nuua obecneuntb Oe30MacHOCTb
nepcoHaribHbIX AaHHbIX MNOpM UX o0oOpaboTke B
nHcpopmMaLMOHHOUN CUCTEME.




NoctaHoBneHue NpaButenbcTBa PP ot 1 HOAO0pPSA 2012 r. N 1119

"O6 yTBepxaeHun TpeboBaHNM K 3aLMUTe NepPCOHaNbHbIX AAHHbIX NPU UX
obpaboTke B MH(hOPMALMOHHBLIX CUCTEMAX NEePCOHaNbHbIX AaHHbIX"

CornacHo 1.6 nansoro Ionoxenus [Tog akTyanbHBIME yIpo3aMu O€30MTACHOCTH MEPCOHABHBIX TaHHBIX
MOHUMAETCS] COBOKYITHOCTb YCIIOBUN U (DaKTOPOB, CO3AAIOIINX AKTYaJIbHYIO OMACHOCTh
HECAHKI[MOHUPOBAHHOTO, B TOM YHKCJIE CIIy4allHOTrO, JOCTYIA K MEPCOHAIBHBIM JaHHBIM MIPU UX 00paboTKe
B MH()OPMAIIMOHHON CUCTEME, PE3yJIbTaTOM KOTOPOIr0 MOTYT CTaTh YHUUTOXKEHUE, U3BMEHEHHE,
OJOKMpPOBaHKE, KOMUPOBAHUE, IPEIOCTABICHUE, PACTIPOCTPAHEHHUE MTEPCOHANIBHBIX JIAHHBIX, & TAK)KE UHBIC
HEIPABOMEPHBIE ICUCTBHUS.

Yrpo3sbl 1-ro TMna akTyasibHbl 415
MHAOPMAaLIMOHHOWN CUCTEMBI, €CN AN
Hee B TOM Yncne akTyanbHbl Yyrpo3bl,
CBA3AHHBbIE c Hannuynem
HEe4OKYMEHTUPOBaHHbIX
(HegeknapupoBaHHbIX) BO3MOXHOCTEN B

UHdopmaumoHHasn
cucrema

CUCTEMHOM nporpaMmMHOM NepCcoHasrbHbIX
obecrnevyeHnn, ncnonb3yemMmom B AAHHbIX
MHOPMaLMOHHON CUCTEME.

¥Yrpo3bl 3-ro Tvna akTyasibHbl 4191 UHPOPMALMOHHOW CUCTEMBI,
ecnv pna Hee akTyasibHbl yrpo3bl, HE CBA3AHHDBIE c
HaIMunemMm HeOKyMEHTUPOBaHHbLIX (HeAeK1apnpoBaHHbIX)
Bo3MoxxHocTen B CUCTEMHOM v MPUKNAAHOM
nporpamMmmMHOM obecneyeHnn, NCnonbL3yemMomM B
NHpOpPMaLNOHHOW cucTeme.




VIEPONMPUNATNA NO O0eCne4eHNo 0e30MNacHOCTU NepcoHalibHb
OaHHbIX NPU X 06paboTke B MHAOPMAaLMOHHbIX CUCTEMAaX

* onpepgeneHue yrpo3 6e3o0nMacHOCTU MepcoHaribHbIX AaHHbLIX NMpU UXx obpaboTke,
cdopmmnpoBaHme Ha UX OCHOBE MoAern Yyrpos;

e pa3paboTKy Ha OCHOBe MOAeNiM Yrpo3 CUCTEMbI 3alUTbl NePCOHaNbHbIX AaHHbIX,
obGecneymBaloLWwen HeUTpanusauumilo npegnosiaraeMbiX yrpo3 ¢ UCMosfib30BaHUEM
MEeTO4OB M CNOCOOOB 3alUTbl NMEePCOHalNbHbIX AaHHbIX, MPeAYCMOTPEHHbIX AnA
COOTBETCTBYHOLLEro Krnacca MHPOpMaLUOHHbIX CUCTEM;

°* MpOBepKy FOTOBHOCTW CpPeAcCTB 3aluTbl MHGOPMALUM K MUCNONL30OBAHUIO C
coCTaBlieHUeM 3aKITlo4eHUN 0 BO3MOXHOCTU UX 3KCNnyaTauuu;

¢ YCTAHOBKY “ BBOA B 3KCMJiyatauunro cpeacTB 3allUThbI VIH(*)OpMaLIMVI B COOTBEeTCTBUMA
C IKCnnyatauyuoHHOU N TeXHUNYECKOU OOKYMEeHTaLluneun;

e O0OyuYeHMe Nnuu, UCNOSb3YIOLWUX CPpeAcTBa 3aWmnTbl UHopMaUun, NPUMeHsieMble B
MHJOPMaLMOHHbLIX CUCTEMaXx, NpaBunam padoTbl C HUMU;

°* y4yeT MPUMEHsIeMbIX CpPeAcTB 3awWuTbl WHGoOpMauuK, IKCMnyaTauMOHHOU W
TeXHUYeCKOM AOKYMEHTaLMUU K HUM, HOCcUTernen NepcoHanbHbIX AaHHbIX;

° yyeT nuu, AONYLUEHHbIX K paboTe ¢ nepcoHanbHbIMU JaHHLIMU B UH(OPMALUOHHOM

cucteme;

°* KOHTpONnb 3a coOONAeHMeM YCIOBUMA WCNONb30OBaHUSA CPeACTB  3alUThbl
uHdopmauun, NPeayCMOTPEHHbIX  3KcnslyaTalMOHHOM 7 TeXHUYeCKomn
AOKYMeHTauuemn;

e pa3bupaTenbCTBO U COCTaBJfIeHME 3aKkn4vyeHUn no dakrtam HecobnaeHUsA
YCIOBUMW XpaHEHUs1 HOCUTeNen NepcoHarnbHbIX OAaHHbIX, MICMONb30BaHUA CPeacTB
3aWmnTbl UHcopmauumn, KOTOopble MOFyT  MPUBECTU K  HapyLeHUIo
KOH(PMAEHUMANBbHOCTU MNEepPCOHalNbHbIX MAaHHbIX WM OPYrMM  HapyLUeHUAM,
NPUBOAALLMM K CHUXEHUIO YPOBHSA 3alMLLEHHOCTU MNepCOHalNbHbIX AOaHHbIX,
pa3paboTKy M nNpPUHATUE Mep NO NPeaoTBpPALLEeHMIO BO3MOXHbLIX OMNAaCHbIX
nocrieaAcTBUM NOAOOHBLIX HAPYLUEHUN;

* onucaHune CUCtembl 3allnTbl NepCoHalNIbHbIX AdaHHbIX.
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obecnevyeHnsa 6e30NacCHOCTU NepCoOHarbHbIX AaHHbIX, MPU UX
obpabotke B UCIMNAO

Metonnueckue nokymMeHThl PCTIK Poccun

bazoBas MOJIEJIb yIpo3 Glslmiem: vyl Metonrka omnpeneieHus akTyaldbHBIX — yIpo3
135 01610) S 011520 D QI P21 0203 .G 1 0) BB 70 Q0 (0] oX: (01030 (I : | OC30TIACHOCTH [IEPCOHANBHBIX JAAHHBIX [PH HX
UH(OOPMAIIMOHHBIX CHUCTEMaX TMEPCOHANBHBIX | [No[e)or:(a7elu i cE 732 (1)10)0) Y E0002 00020505 b @@ 7 (65 1<) V2.«
JAHHBIX MEPCOHABHBIX TAHHBIX

TpeboBaHus
0 3ammTe nHGOpPMAIUHU, HE COCTaBIIAIOICH
TOCYJIapCTBEHHYIO TaliHy, COAep KaIlencs B
rOCYIapCTBEHHBIX HHPOPMAITMOHHBIX CHCTEMaX

MeToaudeckue JOKYMEHTHI MPeAHa3HAYCHBI TS NCITOJIb30BAHMS TIPU MTPOBEICHUH PabOT 10
oOecneueHnIo 6€30MacCHOCTU MEePCOHATBHBIX TAHHBIX TIPH UX 00pab0OTKe B CIAEAYIOITUX
WH(OPMAIIMOHHBIX CHCTEMaX MEePCOHATBHBIX JAHHBIX:

NCII/] rocynapCTBEHHBIX OPTaHOB;
NCII/] MyHUIUMITAIBHBIX OPTaHOB;
NCIIJI ropuandecKux JInIl;

NUCITA ¢puznueckux auu.
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B VIHCbOpMaLI,VIOHHbIX cucrtemMmax nepCoHasnibHbIX AaHHbIX

BaszoBasi MoZlesib YIPo3 NpefHa3HauveHa A1 peLleHuns cieayowmx 3aaay;

. a3paboTKMU 4YacTHbIX Moaenen yrpo3 6e3o0nacHoOCTU HEBCOHaanbIX OaHHbIX B
OHKpeTHbIX WH(POPMaLNOHHBIX CTeEMax C y4€TOM MX Ha3Ha4yeHusl, YCIIOBUN U
ocobeHHocTeU (PpYyHKLIMOHUPOBAHUS;

. aHanu%a 3aLllULLEeHHOCTU MHQ)OFMagMOHHbIX CUCTEM MNepPCOHaNbHbLIX OaHHbLIX OT
%rpos €30MaCHOCTU B XO04€e OpraHM3aunn U BbIMOITHEHUA paboT no obecrneyYyeHuro

€30MaCcHOCTU NepCoHalibHbIX AdHHbIX;

v

° Eaggaﬁonm CUCTEMbI 3dllUNTbl MNepCoOHAJNIbHbLIX AadHHbIX, obecneuyuBaro n

enTtpann3aumio npeanosiaraémMbiX yr'?os C ncnosfibaosaHnem metTogoB M CnocoooB

3allinTbl NepCoOHAalNIbHbIX AOadHHbIX, peaAyCcCMOTpPEeHHbLIX AnsA CcooTBeTCTByHOLWIero
Knacca I/IHd) PMaAaUNOHHbLIX CUCTEM NepPCOHAalIbHbIX AaHHbIX;

* npoBeaeHus Me OﬂpMHTMVI, HanpaBJiIeHHbIX Ha npeaorBpadilleHune
H CaHKgMOHMgOBaH oro QOCT¥I13 K NnepcoHasnbHbIM AaHHbIM U (UIN nepenayn ux

nnLaM, He UMELLMUM npaBa 40CTyna K Takou MHchopMauuu;

e Hepaon €HUAA BO3JENCTBUA HAa TeEXHUYECKue cpencrtsa MH$)O£M8L|VIOHHI:IX CUctem
€epPCOHalJIbHbIX AOaHHbIX, B pe3yJsibTaTé KOTOPOro mMoxe biTb HapyweHO uXx
HKUMOHUNPOBaHUe,

* KOHTpOJA 3a obecneyeHuem YPOBHA 3alUUWLEeHHOCTU NepCoOHalNIbHbIX AaHHbIX.




ba3oBas mogenb yrpos

Ge3onacHoCTU NepCoHalibHbIX AaHHbLIX COAEPXUT:

Knaccudumkaums yrpo3 6e3onacHOCTU NepcoHanbHbIX AaHHbIX

AHanu3 n xapakTepuUCTUKN Yrpo3 BO3MOXHOM YTEeYKN NO TeXHUYECKMM KaHanam

AHanus w”n XapakTepuCTUKM Yrpo3 HeCaHKUMOHMPOBAHHOro AocTtyna K
uHopmaumMm B MH(pOPMaLMOHHON CUCTEMEe MepCOHasbHbIX AaHHbIX, BKIOYasn
XapaKTepUCTUKU  UCTOYHUKOB  Yrpo3  HeCaHKUMOHUPOBAHHOro  AOCTynNa,
XapaKTepUCTUKU YA3IBUMOCTEN CUCTEMHOroO M MNPUKNAAHOIoO MNpPorpaMmmMHoOro
obecneyeHUs, XapakTepUCTUKM Yrpo3 06e30MacHOCTM NepCOHasbHbIX AaHHbIX,
peannsyemMbiX C UICNONb30BaHNEM NMPOTOKOSIOB MeXCeTeBOro B3auMoaeucTBmus u
nporpaMMHO-MaTeMaTU4eCKUX BO3AENCTBUU, XapaKTePUCTUKN HETPaAULIMOHHbIX
MH(POPMALMOHHbIX KaHaroB W pe3ynbTaToB HECaHKUMOHUPOBAHHOrO WU
crlyyaMHoro gocrtyna

TunoBble Moaenu yrpos 6e3onacHocTHn nepcoHanbHbIX AaHHbIX,
obpabaTbiBaeMbiX B MWHGPOPMALUOHHbLIX cUCTEMaxX (aBTOMATU3MPOBAHHLIX
pabo4nx mecTax, fioKaribHbIX U pacnpeaerneHHbIX UHOPMaUMOHHbIX CUCTEMaX)
He MMeLUX U UMEeLWUX NOAKITIOYEeHNEe K CeTAM CBA3U oOLero nosfib3oBaHUA U
(vnun) ceTam mexxpgyHapogHoro nHcpopmMauMoOHHOro oomMeHa
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AaHHbIX NPU NX 06paboTke B UH(OOPMALMOHHBLIX CUCTEMAX NEePCOHanbHbIX 4aHHbIX

MeToauKa onpeaenieHns akTyasibHbIX Yrpo3 6e30nacHoCcTu
npegHasHayeHa AnA POPMUPOBaAHUA NepeyvHsi aKTyasibHbIX Yrpos
6e30MacHOCTU MNepPCOoHa/IbHbIM [OaHHbIM, O6pabaTbiBaeMbiM B
NH(OPMALMOHHBIX CUCTEMAX.

e (@opmMupoBaHue nepevyHA WUCTOYHUKOB Yrpo3 MnepcoHanbHbIM AaHHbIM
OCyLUeCTBNsieTCA MeToAOM 3KcrnepTHoro onpoca. Ha ocHoBe 3KcnepTHOro
ornpoca v aHanusa pe3ynsraToB CeTeBOro CKaHMpoBaHust UHPOpPMaLMOHHON
cuctembl hopmMupyeTcsl nepevyeHb €e YA3BMMbIX 3BeHbeB. 10 AaHHbIM
obcnegoBaHua WMHGpOPMaLUUMOHHON cuUcTeMbl dopMMpyeTca nepevYeHb
BO3MOXHbIX TEXHUYECKUX KaHasloB yTe4Kn nHdopmaLuuu.

e NMyTem aHanu3a yKa3aHHbIX MNepeyYHeMN onpenenslTcs ycnoBus
CyllecTBOBaHUSi B MWH(OPMALMOHHOM cuUcTemMe  Yyrpo3 6GesonacHocTu
nHdopmauun n coctaBnseTcs UX NONHbIN NepeyYeHb.

e Ha ocHoBaHMM NONMHOro nepe4vyHsa yrpo3 6e3onacHocTU UHcpopmauun B
COOTBETCTBUM C NOPAAKOM OonpenerieHns akTyalnbHbIX YIpo3 6e3o0nacHoOCTU
nepcoHanbHbIX AaHHbIX B MH(OPMALMOHHbLIX CUCTEMaX MNepCOHasNbHbIX

AaHHbIX opMMpyeTCA nepeyvYeHb aKTyalibHbIX Yrpo3 6e30MacHOCTH
NnepcoHanbHbIM OAHHbIM.



CocTaB u cogepxaHue
OpraHn3auMoOHHbIX U TEXHUYECKUX Mep

no obecne4yeHnto 6e30NacHOCTU NepPCoHarnbHbIX AaHHbIX NPU NX 0OpaboTKe
B MHPOPMALMOHHbIX CUCTEMAX NepPCOHalbHbIX AAaHHbIX

Mepbl no o6ecneyeHUO O6e30MaCHOCTU MepPCOHasIbHbIX AaHHbIX
peannsyroTcs B paMKax CUCTeMbl 3alWMTbl NePCOHa/IbHbIX AAaHHbIX,
co3gaBaeMOM B COOTBeTCTBUM C TpeboBaHMAMU K 3alUTe
NepcoHasibHbIX AaHHbIX MNPU NX 0O0padGoTKe B MH(OPMALUOHHbIX
cucremax nepcoHasIbHbIX AaHHbIX, YyTBEPXAEHHbIMU
noctaHoBneHnem [lpaButenocrBa Poccuinckon depepauuun ot 1
HOosAOpA 2012 r. N 1119, U [O/MKHbI ObiTb HanpaB/ieHbl Ha
HeUTpasI3auuio akTyasibHbIX Yrpo3 6e30nacHOCTU NMepcoOHasIbHbIX
AaHHbIX.

Mepbl no o6ecne4yeHUO 06€30MaCHOCTU MEePCOHasIbHbIX AaHHbIX
peann3yroTcd B TOM 4ucnie nocpegcTtBoOM MNPUMEHEHUA B
UHQPOPMAUNOHHON CUCTEME CpeacTB 3awWutbl  UHGpopmauyum,
npoweawunx B YCTaHOBJ/IEHHOM nMopsagke npouenypy OLUEHKU
COOTBETCTBUA, B CJlydyasiX, Korga npuMeHeHue TaKux cpeacrtsB
HeooGXo4MMO AN HEUTpans3auun aKTyanbHbIX Yrpo3 6e30nacHOCTMU
NepcoHaNnbHbIX AaHHbIX.
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OCyLYEeCTBJ/ISIeTCSA OLeHKa COOTBEeTCTBMNSI MHPOPMaLNOHHON CUCTEMBbI
TpeboBaHNsIM 6e30MacHOCTH

OueHka CcoOOTBETCTBUA UH(GPOPMAUMOHHLIX CUCTEM MNEepPCOHalNbHbIX AAaHHbIX
TpeboBaHMAM 6e3onacHOCTU nHdopmaunm NPoBOANTCSA:

Ana nHdopmMaumnoHHbIX cuctem 1 n 2 KknaccoB — ceptudukauma (atrecrtayua) no
TpeboBaHUAM 6e3onacHOCTU MHopMaUunu;

Aana nHpopMaLuMoHHbIX cucTeM 3 Krnacca — AeknapupoBaHMe COOTBETCTBUS UIU
ceptudmkauma (arrecrtaumsa) no TpedboBaHUAM Oe3onacHocTu wuHcpopmauumn (no
peleHnto onepartopa);

Ana nHpopMauUOHHbLIX CUCTeM 4 Krnacca oueHKa COOTBeTCTBUA NpPoBOAUTCA MO
pelueHnto oneparopa.

B cootBeTcTBMM C nonoxeHnsamu depepanbHoro 3akoHa «O NUUEH3UMPOBaHUMU
oTAeNbHbIX BUAOB AeATeNbLHOCTU» U TpeboBaHMAMM nocTaHoBneHus MpaButenbcTBa
Poccuinckon ®egepaumm «O NUUEH3MPOBaAHUN AeATENbLHOCTU NO TEXHUYECKOW 3aluuTe
KOHpMoeHumanbHom uHdopmMmauun»  onepaTtopbl  UHGPOPMALUMOHHbLIX  CUCTEM
NnepcoHanbHbIX AaHHbIX MpPU NpoBeAeHUN MeponpuATUA No obecneyeHUIo
6e30MacHOCTM MepcoHanbHbIX AaHHbIX (KOH(uAaeHUManbHOW MHpopMauuK) Npu ux
obpabotke B MWHGOPMaAUMOHHBLIX cuctemax 1, 2 KnaccoB WU pacnpenenieHHbIX
MHOPMaALUUOHHBLIX cuctem 3 Knacca [OOMKHbl NOMAYYUTb JIMLEH3UK Ha
ocyLieCcTBNeHne JAeATeNIbHOCTU NO TexXHUYeCKOM 3awuTe KOoHduaeHUManbLHON
uHdopmMauun B yCTaHOBJIEHHOM NopsigKe.




PYKOBOAOALUME OOKYMEHTbI ®CTIK

Mo 3ALLUTE KOHOPUOEHLUMUATIBHOU UHOOPMALIMK

PO «PO «ABTOMaTU3npoBaHHbIe CUCTEMbI. 3aliUTa OT HECAHKLMOHNPOBAHHOIo
aocTtyna K nicpopmauuun. Knaccudukauma aBTomaTusMpoBaHHbIX CUCTEM U

TpeboBaHusA no 3awmrte nHcpopmaumm» 1992 r.

e PO «Cpep,CTBa BbIYMCIIUTENIbHOU TEXHUKN. 3aLlimTa oT HeCaHKUMOHUPOBAHHOIO
AOCTyna K VIHd)OpMaLIMM. NMoka3aTenu 3awULLEeHHOCTHN OT HeCaHKUMOHUPOBaAHHOIO

AaocTtyna K uHcpopmauyumn» 1992 r.

 P[ «CpeacrtBa BblYnCnUTenbHOM TeXHUKN. MexceTeBble 3KpaHbl. 3awuTa oT
HeCcaHKUMOHNPOBaHHOro gocrtyna Kk uHcpopmaumn. Nokasarenu 3awuLLeHHOCTU OT

HeCcaHKLWOHUPOBAHHOIO gocTyna K uHopmauun» 1997 .

P[0 «BpemeHHOEe NonoxeHue no opraHnusaumnm paspaboTKku, N3rotoBJfIEHUA U
aKcnnyatauymm nporpamMmMHbIX U TEXHUYECKMUX CPeacTB 3alnTbl MHopMauum ot
HeCaHKUMOHMPOBAHHOIO A4OCTYyNa B aBTOMaTU3UPOBaHHbIX CUCTEMAX U CpeacTBax
BbIYUCIIUTENIbHON TEXHUKN» 1992 T.

e PO «3awuTa OT HeCaHKLMOHMPOBAHHOIO A0CcTyna K uHcpopmauuu. Hactsb 1.
lNMporpammHoe obecne4vyeHue cpeacTs 3awmuTbl MHpopmauuun. Knaccudukaumsa no
YPOBHIO KOHTPOJSIA OTCYTCTBUA HeaeKnapupoBaHHbIX BO3MoXHocTen» 2001 T.

e P[ «besonacHocTb MH(pOPMaALUNOHHBLIX TeXHONOrunu. Kputepmmn oueHku
6e3onacHoCcT UHPOPMALMOHHbIX TexHornornm» 2002 r.

e «CneuymanbHble TpeboBaHNUA N peKOMEeHAALUMUMN NO TEXHNYECKOW 3aLuuTe
KoH(pmnaeHunanbsHon nHdopmauum (CTP K)» 2002 r.
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SAWLWUTE KOHOUOEHUUATNIBHOU UHOOPMALIUU (CTP-K)

CTPYKTYPA JOKYMEHTA

e TepMuHbI, onpeneneHus U CoOKpaLLeHus
e OOWMe nonoxeHus

e OpraHusauus padboT no 3awmute KOH(pnaeHUNanNLHON
UHd(opmauunun

e TpeboBaHUA N peKoOMeHAaLuun No 3aLnTe pevyeBoun
KOHpuaeHUumMansHou nHdopmaumm

e TpeboBaHUA M peKoOMeHAaUuuun no 3awuTe

KOoHdnaeHunansHon nHhopmaumm, oopabarbiBaemou B
aBTOMaTU3UPOBaHHbLIX CUCTEMAX

e PekomeHaauum no obecnevyeHmo 3aLuThbl
KOH(hmaeHumanHOM nHpopmauunm, cogepxalliemcs B
HerocyaapCcTBeHHbIX MH(POPMaALMOHHLIX pecypcax, npu
B3aumonencTBmn aboHeHTOB ¢ UHPOPMaLUOHHbLIMU CETAMMU
obLliero nonbL30BaHUA

- n“l‘_‘\l"lll‘ﬂ



MPUNOXEHUA KCTP-K

OcHOBHBbI€ HOPMATHBHbIE NIPABOBbIE AKTHI U MeTOAHYECKHE JOKYMEHTHI 10 3aiuTe HHpopMauu

IIpumMep 1OKYMEHTAJIbLHOI0 O(pOPMIICHHS MEPEeYHs CBeAeHU KOHPUICHIIUAJIBHOIO XapaKTepa

(I)opMa TEXHUYCCKOTO IMacnmopra Ha aBTOMAaTU3UPOBAHHYI0 CUCTEMY

(I)opMa TEXHUYCCKOI0 IMMacnopra Ha 3amuimacMoc nmnoMeIueHue

(I)opMa arrecrara CoorBeTcCresusd aBTOMaTI/II}I/IpOBaHHOﬁ CUCTEMBbI

(I)opMa arrecrara CooTBeTCTBUA 3allIMINACMOT0 ITOMCIINCHUA

dDopma aKkTa KJIacCHPUKANUUA ABTOMATU3UPOBAHHOU CHUCTEMBbI,
MPeAHA3HAYECHHOU 1JIsl 00pad0TKN KOH(PUACHIIMAIBLHON HH(POPMAIUKT
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I1o 3ammure
rocyI1apCcTBEHHbIX
HH(POPMAIMOHHBIX
pecypcoB
HEeKPUNTOrpapuIeCKNMHU
METOAaMU

I1o 3amure
HEroCyIapCTBEHHBIX
HHPOPMANMOHHBIX
PecypcoB, COCTABJIAIOIIUX
KOMMEPUYECKYI0 TAUHY,
0AHKOBCKYIO TAlIHY
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KOH(puaeHuuaabHou nunpopmanun» (CTP-K)

3amuTe MoaJIe:KarT:

UHdopMmaumnoHHbIe pecypcbl MHPOPMaLMOHHbLIX CUCTEM
COBOKynHOCTb d)aﬁnOB AaHHbIX, COCTaBNAKOLWWUX Mchopmau,mo nonb3oBaTenen wu nporpamMmmMHbIX
NPoOAYKTOB, onpeaensarowmnx MH(bOpMaLI,VIOHHyIO TEeXHOJTIOIrnio.

CpeactBa u cuctembl MHopMaTU3aLuu

CBT, AC pasnuyHOro ypoBHA M HasHayeHnss Ha 6ase CBT, B T. 4. MHPOpMaALNOHHO-

BbIYUCNUTENbHbLIE KOMMMNEKCHI, CETU U CUCTEMbI, CPEACTBA U CUCTEMbI CBA3WN U rnepenayvn LaHHbIX,
TEXHUYECKMe cpeacTea npuema, nepegadm n obpaboTtkm nHdopmauum (TenedoHnmn, 3ByKO3anucu,
3BYKOYCUIEHUS, 3ByKOBOCMPOU3BEOEHNS, NeperoBOpHble N TeNIeBU3MOHHbLIE YCTPOUCTBA, CpeacTBa
N3roTOBIEHUS, TUPAXNPOBAHNSA OOKYMEHTOB N ApYyrne TeXHUYECKNe cpeactesa obpaboTkn peveBon,
rpadoundeckon, Buageo- n  OyKBEHHO-UMPPOBOM  MHPOpPMaUUK), nNporpamMMHble CcpeacTsa
(onepauuoHHbIE CUCTEMbI, CUCTEMbI YynpasreHus 6asamu gaHHbIX, gpyroe obLlecuctemMHoe U
npuknagHoe nporpammHoe obecnedeHue), cpeacTtea 3awWmTbl MHOPMaLUMKN, UCMoNb3yeMble And
3aWwmTbl KOHPUOEHUMANBbHON MHGOpPMaLK

IMomemenus
JIsl BeICHU S MEPEroBOPOB CO CBEACHUSAMM OrPAHUYCHHOIO J0CTYyIIA




3awuTe noanexuT pedeBas nHpopmauma u E
nHpopmaumnsa, oopadbarTbiBaemaa TEXHUYECKUMUN
cpeAacTBaMM, a TaKxe npencrtaBrieHHas B BUge
MH(POPMATUBHbIX INTEKTPUYECKUX CUTHArIOB,
donsnyeckux nornen, HocuTernen Ha OymaxxHom,
MarHUTHOW, MarHUTO-oNTU4YEeCKOU N UHOU OCHOBe.




OCHOBHBbIE MONOXEHUA

«CMEUNATIbHbIX TPEBOBAHUU U PEKOMEHOALUW»
Nno 3ALUUTE KOHOUOAEHUMANBHON NHOOPMALIUU

1. 3awumTta nihopmaumm Ha oo LekTe nHhopmaTUslaLmm 4OoCTUraeTcs
BbINOJSIHEHMEM KOMMJIeKCa OpraHn3auuoOHHbIX MEPONPUATUN U TPUMEHEHNEM
(Npn Heob6x0ANMOCTHN) CPEACTB 3aLWMUTbI UHOPMALIUK OT YTEUKH
nHdopmauum nnu BoO3AeUCTBUSA Ha Hee Mo TeXHUYECKMM KaHanam, 3a cyeT
HeCaHKUMOHUPOBAHHOIO A0CTYyNa K HEW, Mo NpeAynpexaeHu o
npeaHaMmepeHHbIX NPOorpaMmMHO-TEXHUYECKUX BO34ENCTBUMN C Lenbio
HapyLweHUs UerioCTHOCTU (Mmoancpukaumm, yHMUYToXXeHus) uUHpopMmauuu B
npouecce ee o6padboTku, nepenavm n XxpaHeHUsl, HapyLeHUs ee AOCTYNHOCTHU
U padboTOCNOCOOHOCTU TEXHNYECKUX CPEeacTB.

2. OTBeTCTBEHHOCTL 32 obecneveHne TpebOBaHUN NO TEXHUYECKOU 3alumTe
KOH(pmAaeHUManbLHON NH(OpPMaLMK Bo3naraeTcsa Ha pykoBoguterneu
opraHunsaumu, aIKCNyaTMpyroLmx oobeKkTbl MH(popMaTUulaLuum.

3. Pa3paboTka mep u obecnevyeHue 3awuTbl UHPOPMaLUU OCYLLECTBIIAIOTCA
noapasaeneHnaMM no 3awmurte nHpopmaumm nnum otaenbHbIMU
cneuynanucrtamMu, HasHa4aeMbIMN PYKOBOAUTENAMU OpraHusauum ans
npoBeneHus Takmx pabort. PaspadboTka mep 3awinTbl MH(pOpMaLIMMN MOXET
OCYLLEeCTBMNATbLCA TaKXKe CTOPOHHUMU OpraHM3aumsaMmm, MMerLWUMN NTINLEH3UN
OCTIK Poccum.

4. [Ona3awmTtbl KOH(MaeHUnanbLHOon nHcopmMmaLm UCNONb3YIOTCA
ceptudmuupoBaHHbIe No TpeboBaHMAM 6e3onacHOCTU UHdopmMaLum
TeXHMU4YecKkue cpeacTBa 3awWwmnTbl MHOpMaLUUN.



[ocypapcTBeHHbIe CTaHAapPThI

F'OCT P 50739-95. Cpeacrea BblYUCIINTENBHOW TEXHUKW. 3aluuTa oT
HECaHKLMOHMPOBaAHHOIro AocTyna K Hpopmaunun. Obwme TexHnyeckme TpeboBaHus.
[occTtaHgapT Poccun

FOCT P 50922-2006. 3awimnTa nHpopmaumm. OCHOBHbIE TEPMUHBI U ONpeaeneHus.
[occTtaHgapT Poccun

FOCT P 51188-98. 3awyuta nudopmauunmn. IcneltaHus nporpaMmMHbIX CPEACTB Ha
Hann4yme KOMMNbIOTEPHbIX BUPYCOB. TMNOBOE pyKoBOACTBO. [occTaHaapT Poccumn

F'OCT P 51275-2006. 3awwimTa nHpopmaummn. O6bekT nHpopmatnsaymm. Paktopsl,
BO3aencTBytowme Ha nHpopmauuo. Obwme nonoxeHus. FlocctaHgapt Poccun

FOCT P UCO 7498-1-99. 'HpopMaLMOHHasi TEXHOMOrus. B3aanmMocBsi3b OTKPbIThIX
cucteM. basoBag atanoHHas mogens. YacTb 1. basosasa mogens. [occtaHgapT
Poccumn

FOCT P UCO 7498-2-99. 'HpopMaLMOHHasi TEXHOSMOrus. B3aanMocBsi3b OTKPbIThIX
cuctem. basoBag atanoHHas mogernb. HacTb 2. ApxuTekTypa 3aluTbl tHpopmMaLunu.
[occTtaHgapT Poccun

FTOCT P MICO/MOK 15408-1-2008. MeToabl n cpeactea obecneyeHnsi 6e3onacHoOCTH.
Kputepun oueHkn 6e3onacHoCcTn MHOOPMAaLMOHHbIX TeXHoNormn. Yacte 1. BeaeHue um
obuwasa moaenb. locctaHgapt Poccun

F'OCT P NCO/M3K 15408-2-2008. MeToabl 1 cpeactBa obecneyeHns 6e3onacHOCTH.
Kputepun oueHkn 6e3onacHOCTN MHOOPMALMOHHLIX TEXHOOrMn. YacTtsb 2.
DyHKUMOHaNbHLIE TpeboBaHma 6esonacHocTu. [occTtaHgapT Poccun

F'OCT P MICO/M3K 15408-3-2008. MeToabl 1 cpeactea obecneyeHns 6e3onacHOCTH.
Kputepun oueHkn 6e3onacHOCTN MHOOPMALMOHHLIX TEXHOormn. YacTtsb 3.
TpeboBaHusa goBepua kK 6besonacHocTu. [occTtanaapT Poccmn
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HOPMaTUBHbIX 1 METOAUYECKMX AOKYMEHTOB no 6besonacHoctn UT -

1 ypoBens 2 YypPOBeHbB 3 ypoBeHbB 4 ypoBeHbB
@ TunoBas nporpamma
o y KoHuenuus o6ecneyeHus MonoxeHwne no | o6ecneuyeHuns 6esonacHoCcTH
(= TexHu4yeckum <
= PernamMeHT B 6e30MacHOCTM oGecneyeHuro uwspgenun UT
2 y 6e30MacHOCTH B
Eé O 6e3onacHocTn UT uspenuin UT SHEHHO o BasoBasi Moaenb
- wbih ool Bl "\ o6ecneueHus GesonacHocTn
B XKM3HEeHHOM uukne UT
Pa3zpadorka 3aBepuiena 2005 4 PykoBOAALLMIA h
OOKYMeHT (2002r.) | 7 O6Lwas MeToAONOrusi OLIEHKM
KpuTepum oLieHku 6e3onacHocTtu nsgenun UT
\ 6e3onacHocTu UT /\\
- N BasoBasa mogenb yrpos
roCcT UCO/M3K MNonoxeHue no 6e3onacHocTu usgenun UT
TexHUYECKMiA 15408-2008. «MUT. paspa6otke N3 n 36 5
© OrAMEHT MeTtoab! n cpeactea Ob. L ™\ yKOBOACTBO
E (0 Tp eboBaHuAX K Kputepuu ouetiky E::> = " ggnpel\;llggg?_la;mo
> P C 6e3onacHocTn UT» ( )
8 cépe.chBaM fpocpunn saumTe! PykoBoacTBO no paspabortke
oGecneyeHus
\_
N 6esonacHocT UT BeeaeH ¢ 1.01.2004r. > < N3 w36
/ PykoBoacTtBo no
peructpauum
L npocunen 3awmThbl
N
Tpe6oBaHuA K PykoBoacTBO AnsA
. y“acTHukam cuctembl UcnbiTaTenbHoW naGopaTopum
, OLieHKM COOTBETCTBUA |\
g J
g MonoxeHue o nopsake > l ™\ PyKoBOACTBO ANSi OPraHoB
) OLeHKU COOTBETCTBUSA .... Honoxenueno cepTudmKauum
" MHCMEeKLMOHHOMY \
KOHTPOIIO 3a
[eATENLHOCTIO PykoBoACTBO Ans 3asBuTens
UCNbITaTeNbHbIX
nabopartopuu
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(Mporpamma pa3paboTKn TeEXHNYECKUX perrnaMmeHToB Ha 2005-2006 roasbl,
yTBepxaeHa lNMpaButensctBoMm Poccunckoun Penepaumm ot 6.11.2004 r. Ne1421-p)

BKrno4yaloT TeXHU4YecKune pernaMmeHTbl:
«O 6e3onacHOCTN MH(POPMALMOHHBLIX TEXHONOTMN»

«O TpeboBaHUAX K cpeacTBamM obecrneyeHus 6e30nacHoOCTH
UWHPOPMALIMOHHbLIX TEXHOSIOMUMN.

OnpepensatoT:
OcHOBHbIe NOHATUA B obnactu UT;

[NepeyeHb 06BHLEKTOB TEXHUYECKOro perynmpoBaHus, ans
KOTOPbIX PUCK peanu3auum yrpo3 MoXxeT ObITb He4ONMYyCTUMO
BeJIvK;

Buabl noteHUnanbHbIX yrpo3 6e3onacHoctu UT n cnocobbl nx
peanusauuum;

[Mopsaok aHann3sa v oLeHKU PUCKOB yrpo3 6esonacHocTu UT;

KaTteropun o6-eKToB TeXHU4YECKOro perynmpoBaHusi B
3aBMCUMOCTM OT pUCKa peanusauunm yrpos;

TpeboBaHMA 6e30NacHOCTU ANA KaXXA0U KaTeropum oo bLeKToB
TEXHUYECKOro perynimpoBaHus;

Mopsaok npoBeAeHUs KOHTPONSA U Haa3opa.
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(Mporpamma pa3paboTKm TeEXHUYECKUX perrnamMeHToB Ha 2005-2006 roabl)

NMPOrPAMMA PA3PABOTKU TEXHUYECKUX PEFMAMEHTOB
(yTB. pacnopsxeHuewm [lpaBuTtenscTea Poccmnmckou
denepaunm ot 6 HOAOPA 2004 r. Ne 1421-p)

(C u3MeHeHnsaAMM oT 8 HOSIOPSA 2005 r., 1 doeBpans, 29
Mas 2006 r., 28 nekabps 2007 r., 25 ceHTa6ps, 10
nekabps 2008 r., 1 anpens, 20 aBrycTta 2009 r.)

(B pegakumm pacriopsikeHus [NpaBmutenbcTBa
Poccunckon ®egepaumm ot 9 mapta 2010 r. Ne 300-

p).



AOOKYMEHTbI BTOPOIO YPOBHA

Bknoyalor:

1. «KKoHUuenuua obecneyeHUs1 6e30nNacHOCTU nspenun
MH(OPMALMOHHLIX TEXHONOrMu» (2005r)

OCHOBHbIe NOHATUA U 00LLMe NONOXEeHUA No 6e30nacHOCTU
n3genuu UT.

Ha3HauyeHue, CTPYKTypa 1 OCHOBHOE coaepXaHue AOKYMEHTOB MNno
6e3onacHocTtn nspgenun UT (npodunna sawinTtbl U 3agaHnsA No
Ge3onacHocTH).

OcHOBHbIe Mepbl 0e30nNacHOCTU Npu pa3padoTKe M IKcnyaTauum
unsgenun UT.

2.«OCTP VICO/MGK 15408-2008 « MAH(popMaLIMOHHAsA TeXHOSOrusl.

MeTtoabl n cpeacTBa obecnevyeHus 6esonacHocTu. Kputepun
OLeHKM 6e3onacHOCTN MHPOPMALMOHHBLIX TEXHONOrMn». (BBeaeH ¢
1 oKkTAOpPS1 2009 1.)

CopepxuTt cpyHKUMOHaNbHbIe TpeboBaHUusA K cpeacteam UT m
TpeboBaHMA AOBepPUS.

3. MocTtaHoBneHusa NpaButenbcTBa Poccunckoun ®epepaumm n
nonoxeHusa «O ctaHgapTU3aumMm o6o0poHHOU npoayKuuun» n «O
nopsiake oueHKN COoTBeTCTBUA OOOPOHHOU NPOAYKLUU U
NpoAyKUuuun, ucnonbilyemon B uensax 3 orpaHn4YeHHOro gocryna»
(COOK DazDabOTKY NDOCKTOR 2005r1 )




OOKYMEHTbI TPETBEIO YPOBHA

KoHKkpeTu3npyroT TpeboBaHnNsi AOKYMEHTOB BTOPOro YPOBHS:

1. MonoxeHue no obecnevyeHnsa 6e30NacHOCTU NpPU pa3padoTKe , UCNbITaHUSAX,
nocTaBKe U 3KcnsyaTauum nsgenmm uHpopmMaumMoHHbIX TEXHONMOrMn»

Cuctema nonoxeHuu no AOCTUXEeHUNK TpeGyeMoro YPOBHHA ©e3onacHoOCTU
UT;

OGwume TpeboBaHMA N0 6e30MaCHOCTU Ha pa3NMYHbIX 3Tanax usgenun UT

2. P[] « Be3onacHoCTb MHPOPMaLMOHHLIX TeXxHonornn. Kpurtepmm oueHkKu

6e3onacHocTU MHpopMaLMOHHLIX TexHosnornn». Coorsercreyet FOCT P
MCO NCO/ MIK 15408-2008 n npeaHa3Ha4vYeH AN 3aKa34nKoB,

pa3paboTuynkoB, nonb3oBaTenen usgenun UT, opraHoB No oLeHKe
COOTBETCTBUSA C obecneyeHMeM onepaTMBHOro BHeCeHUSA U3MEeHEeHUH Nno
OMNbITY NPaKTUYECKOro NpMMeHeHus.

3. «[MonoxeHune no pa3paboTtke npocunen 3awmnTbl U 3a4aHUN NO
Ge3onacHoCcTU»

OnpepenseTt nopsanoK pa3paboTKu , OLUEeHKU, pernctpauum n nyonmkaumm
npodunen sawinTbl N 3agaHUK No 6e3onacHocTu ans usgenun UT,
npeaHa3sHa4YeHHbIX A5 06padboTkn HopmMaumm orpaHM4eHHOro gocrtyna.

4. «PykoBoacTBO NO perncrpauum npodunen sawiutbi»

NMpodunb 3awmnTbl — HO co cTaHaapTU3NpPOBaHHbLIM HAabopoM TpeboBaHUM NO
©e3onacHocTu usgenuu UT

5.«lMonoxeHune no MHCNEeKUMNOHHOMY KOHTPOJIIO 3a AeATeJNIbHOCTbIO YHYHAaCTHUKOB
CUCTEeMbl OLLIEHKN COOTBEeTCTBUA»

Onpep,enﬂeT ﬂOpﬂAOK n npou,e.qypbl KOHTpOﬂﬂ 3a COﬁﬂlOAeHMeM opraHaMM

M3p,en|/||/| UT, (boprl 7 nepwop,quOCTb npoBepoK.



AOKYMEHTbI YHETBEPTOI'O YPOBHA

OnpepensitoT MeToAbI U CNOCOOLI JOCTUXEHMA TPeboBaHUM,
3ajaBaeMbIX B JOKYMEHTax NepBbIX TPEeX YPOBHEWN.
i;ll_sl_a3osaﬂ Moaenb obecrneyeHus 6€30MNacHOCTU B XKU3HEHHOM LUKre

»
«TunoBas nporpamma obecne4yeHus 6e30nNacHOCTU Npu pa3padoTke u
conpoBoxaeHun usgenua UT»
OnpepensitoT COOTBETCTBYOLWME 3Tany Mepbl U paboThl Mo
obecne4vyeHnto 6€30MNaCHOCTU C Y4€TOM NPUHATON MoaesSIU XKU3HEHHOro

umkna cpeacrtesa UT
«O0Lwan meTogonorust oLeHkn besonacHocTu nsgenum UT»

CopnepXUT COBOKYNMHOCTb TUNOBbLIX METOAUK OLIEHKU BbINOSTHEHUSA
TpeboBaHun 6e3onacHocTm UT.
«basoBasa mogenb yrpo3 6esonacHoctu usgenum UT.

YcTaHaBnuBaeT CTPYKTYypy moaenu yrgos, dopMy npeacTaBneHns yrpos
B NpodunAx 3awmTbl 1 3a4aHUAX MO 6e30MNacHOCTU, ONUcaHue TUNOBbIX

yrpo3 ana usgenuu UT.

«PykoBoACcTBO No hopMuUpoBaHNIO ceMencTB npodurnen 3awmTbi»

YcTtaHaBnuBaeT nopsaaok hopmMupoBaHua ceMencTB npodhunen 3awmThbl,
cCoCTaB KnaccoB 3awuweHHocTy uspenum AT n cooTBeTCTBYHOLWNX UM
0a30BbIX NAaKeTOB TPeboBaHN AOBEepPUS U YPOBHEN CTOUKOCTU PYHKLIUN
Ge3onacHoOCTM.

«PykoBoacTBO no pa3paboTke npocumnen 3awmutbl U 3agaHNN NO
GesonacHoCTU»

MeToanyeckum ﬁ%KyMeHT K Pl «<besonacHocTb UT. Kputepumn oueHkun

©0e30nacHoOCTH
PykoBoacTBa Anf y4aCTHUKOB CUCTEMbI OLLeHKM COOTBETCTBUA.

OTBeTCTBUA, "X 3aaayvium




FOCT P UCO/M3IK 17799-2005
"UndbopMaLUOHHBbIE TEXHOSOMUM.
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MeToabl 6e3onacHocTn. PykoBoACcTBO no ynpaBrieHUIo 6e30nacHOCTbIO

IlepBas yacth «IIpakTuyeckue peKoMeHauum)»

Omnpenesisier 1 paccMaTpPUBAaeT CJeAYOIIUE ACMEKTHI MHPOPMAIIMOHHOU
0e30macHoOCTH:
e [IOJIMTUKA BE3OITACHOCTU;
® OPraHM3aus 3alIUThI;
e Kaccu(puKanMs U ynpaBjieHue HH(POPMAIMOHHBIMU PeCypCcaMu;
* yIIPABJICHHUE MEPCOHAJIOM;
e pusnveckas 0€30MACHOCTD;
* A/IMUHUCTPUPOBAHNE KOMIIBIOTEPHBIX CHCTEM U CETEH;
* yIpaBJIeHHE JOCTYIIOM K CUCTEMAM;
* pa3padoTKa U CONMPOBOKICHUE CUCTEM;
* IVIAHUPOBaHK e Oecrnepe00iiHON padOTHI OPraHU3AIUHU;
* IPOBEPKA CUCTEMbI HA COOTBETCTBUE TPEOOBAHMAM HH(POPMAIIUOHHOMN
0€30MaCHOCTH.

BTtopasa yactb _«Cneuundukaumm cuctemMbi» - pacCMaTpmUBaeT acnekTbl
WHcpopMaLUOHHOMN 6e30MNacHOCTU C TOUYKU 3peHna cepTucmkaumm
UHdopMaLMOHHON CUCTEMbI Ha COOTBETCTBUE TPpeboBaHUAM CTaHAapTa.
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"UndbopMaLUOHHBbIE TEXHOSOMUM.

MeToabl 6e3onacHocTn. PykoBoACcTBO no ynpaBrieHUIo 6e30nacHOCTbIO

MNOJIUTUKA UH®OPMALIMOHHOU BE3OINACHOCTHU

Ilenp: o0ecneyeHue peleHuss BOIPOCOB HHPOPMAIIMOHHOU
0€30MacCHOCTH M BOBJIEYEHHE BbICHIET0 PYKOBOACTBA
OpPraHu3aluy B JaHHBIUA MPOLIECC.

Pa3paborka v peaju3anus NOJMTHKA HHPOPMAIITMOHHOU
0€30MaCHOCTH OPraHU3alMM OCYIECTBJIACTCH BbICILUAM
PYKOBOJACTBOM NYTEM BbHIPA0OOTKH Y€TKOU MO3UIUH B
pelieHu BONPOCOB MH(POPMALMOHHON 0€30IIACHOCTH.

[lokymeHTanbHOEe OOopMIIEHNE

NMNonutnka nHcpopmayuMoHHOM 6e30nNacHOCTU AOMKHA ObITb
yTBepXaeHa, uagaHa n Hagnexawmm obpa3om goseaeHa Ao
cBeAeHus BCcex COTPYAHUKOB opraHu3saunn. OHa gomkHa
yCTaHaBNMMBaTb OTBETCTBEHHOCTb PYKOBOACTBA, a TaKXe
usnaratb NnoAxo4 opraHM3auum K ynpaBrneHuio
nHcpopmMaLMOHHON Oe30NacHOCTLHO.



MpumepHas cTpyKTypa TUNOBOW NONUTUKU 6€30MacHOCTM OpraHu3auuu m

nepeyeHb MHCTpyKumum B cootBetcTBUN ¢ TOCT P UCO/MOIK 17799-2005

NMPUMEPHAS CTPYKTYPA TUNMOBOW NONUTUKU BE3OMNMACHOCTHU

1. O01ue nmos10KeHus,

1.1. Ha3nauyeHnune JOKyMeHTA.
1.2. OcHoBaHus 1 pa3padOTKU JOKYMEHTA.
1.3. OcHOBHbBIE OmpeIeIeHUs.

2. UnenTudukanmus CUCTEMBI.

2.1. UnenTudukaTop ¥ UMs CUCTEMBbI.

2.2. OTBEeTCTBEHHbIE MOAPA3/IeICHUS.

2.3. PeskuM PyHKIIMOHMPOBAHUSA CHUCTEMBI.
4. Onucanue U 1eJH CUCTEMBbI.

S. leau v 3aaa4M MOJIUTHKH 0€30IIACHOCTH.
.6. Cucremuas cpena.

.6.1. ®usnyeckass opraHu3alms CUCTEMBbI.
.6.2. Jlornyeckasi OpraHu3anus CUCTEMBI.
.7. Pea;iu30BaHHbIE CEPBUCHI CHCTEMBI.

8. O0mue npaBuJia, NPUHATHIE B CUCTEME.

NN NN

3.1. OueHkKa puCKOB U yIpaBJIeHHE.

3.2. DKCnepTH3a CUCTEMBI 3ALIIUTHI
HHpopmanuu.

3.3. IIpaBuiia noBeaeHusl, 10JKHOCTHbIE
00513aHHOCTH M OTBETCTBEHHOCTb.

3.4. [lnanupoBanue 0€30MACHOCTH.

3.5. Pa3penieHue Ha BBOJI KOMIIOHEHTA B CTPOM.

3.6. Ilopsinok moaAK/IIOYEHHUS MOAcCeTeNn
nojapa3jaejeHus K ceTsiM 0011ero nojib30BaHMsl.

9. O01ree onrcanue BaxKHOCTH MHPOPMALIUN.
3. CpencrBa ynpasBJieHUs.

4. OyHKIMOHAJbHbIE CPEICTBA.

4.1. 3amura nepconaJa.

4.2. Yupasienue padoToid 1 BBOJAOM-
BbIBO/I0M.

4.3. IlnanupoBaHue HenpepbIBHOM
padoThI.

4.4. CpencrBa noajiep:KKu
MPOrpPaMMHBbIX MPUJIOKEHU .

4.5. CpeacrBa o0ecriedyeHus
LEeJIOCTHOCTH UH(PpOpMaALINH.

4.6. /lokyMeHTHUpPOBaHUE.

4.7. OcBeIOMJICHHOCTH U 00y4eHHUe
CIEHUATNCTOB.

4.8. OTBeTHBIC NEHICTBUA B CIAY4AAX
BO3HMKHOBEHHUS MPOUCILIECTBUM.

S. Texuu4yeckue cpeacrsa.

5.1. TpeGoBanusi K mpoueaypam
UICHTU(PUKALUMN U ayTEHTUPUKALUN.
5.2. TpeGoBaHusi K cucTeMaM KOHTPOJIS
U pa3rpaHv4eHus J0CTyIa.

5.3. TpeOoBaHusi K cUCTEeMaM
PerucTpanmm cereBbIX COOLITHIA.



MpumepHas cTpyKTypa TUNOBOW NONUTUKU 6€30MacHOCTM OpraHu3auuu m
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nepeyeHb MHCTpyKumum B cootBetcTBUN ¢ TOCT P UCO/MOIK 17799-2005

NMPUMEPHASA CTPYKTYPA TUNOBOW NONMUTUKN BE3OMNACHOCTHU

I'Ipwmeprle MHCTPYKUUU NO pearnin3aumm nosimTUKn

Ge3onacHoCTH

1. TpeOoBanua K 3a1MTe MOPTOB U CJIYKO.

2. [TopsiioK NMpoBeaeHU IKCIIEPTU3bI CUCTEMBbI

3aIUTHI HH(pOPMAILIUH.

3. llopsiiok mpoBeaeHUSA AHAJIU3A PUCKOB.

4. Ucnoib30BaHUE ABTOMATU3UPOBAHHBIX CUCTEM

AHAJM3A 3ALMUIIIEHHOCTH.

S. IlopsaA0K BOCCTAHOBJICHUS

ABTOMATH3HMPOBAHHBIX CUCTEM I0CJIe ABAPUHHBIX

CUTYaIlUM.



OcHoBHbIe nonoxeHus ctaHaapTa baHka Poccun . 65
«ObecneyeHne NHopmaLMOHHON Oe3onacHOCTHU opraHM3aunn 6aHKOBCKOL.

cuctembl Poccunckonm ®epepaunn. Oowme nonoxeHusa» (CTO bP UBBC-1.0-2008)

Cranaapr ycTaHaB/IMBaeT:

-001mMe ¥ crenraJIbHble IPUHIHUIBI 0€30MACHOT0 (PYHKIUOHMPOBAHUSA
OpraHu3anuu 0AaHKOBCKOHM CHCTEMBbI;

- MOeJIM YIPO3 M HApYIIUTe e MH(POPMALNMOHHOU 0€30IACHOCTH OPraHu3auu
0aHKoBCKO# cucTeMbl Poccuiickon denepanmm;

- COCTAB M HA3HAYEHHUE NMOJUTUKH HHPOPMAIMOHHOMN 0€30MACHOCTH OPTraHU3alni
0aHkoBCKO# cucTteMbl Poccuiickon denepanumn;

- 001mMe (0OCHOBHBbIE) TPEOOBAHMS 110 00eCIICYCHUI0 MH(POPMAIIMOHHOM
0e30MmacHOCTH, 0TOOpakaeMble B MOJIUTUKAX HH(OPMALMOHHON 0€30IIACHOCTH
OpPraHM3aluu;

- ynpaBJjieHHe HH(POPMALMOHHON 0€30MACHOCTHI0 OPraHn3alMu 0AHKOBCKOMN
cucreMbl Poccunickon denepannm;

- MOJ1eJIb 3PeJIOCTH MPOLECCOB YIPaBJIeHUA HHPOPMATUOHHON 0€30ITACHOCThIO
opraHm3anuu 0aHKoOBCKOM cucTtemMbl Poccuiickoun denepanuu;

- ayAMT ¥ MOHUTOPUHT MH(MOPMALMOHHOMU 0€30IMACHOCTH OPTraHU3auH
0aHkoBCKOU cucTeMbl Poccuiickon Menepanun;

-HalIpaBJICHUSA I[ﬂJIbHCﬁIHGFO Pa3BUTHA CTaHIApPTAa



OTBETCTBEHHOCTb 3A HAPYLUEHUE MNMPABWUJ
SAWLNTBI NHPOPMALINA

OTBeTCTBEHHOCTb 3a HapyLUeHUs
B MHcbopmaumoHHOU chepe
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OCHOBHbIE HAKA3YEMbIE OEAHUSA B UHOOPMALIMOHHOWN COEPE

yTpaTa AOKYMEHTOB, coAepKallumx
rocyaAapCcTBEHHYIO TauHy

rocynapcTBeHHOM § LUNUOHAaX

pa3srnawieHue cBeAeHUN,
COCTaBMAIOLWMUX KOMMEPYECKY
unmn 6aHKOBCKYHO TalHy

TenecgoHHbIX NeperoBopos,
NOYTOBbLIX, TenerpadHbIX
MU NHbIX COOOLEeHUNn

HenpaBoOMepHbIN A0CTYyN K

> akcnnyartauum 3BM, cucrtemsl
KOMNbIOTEPHON UH(hbopMaLMK

9BM vnun ux cetun

pacnpocTpaHeHue BpeAOHOCHbIX
nporpavm ansa 9BM




KOOEKC

Poccumnckomn Pegepaumnm 06 agMMHUCTPATUBHbIX MPaBOHAPYLUEHUSX
oT 30.12.2001 N2195-P3

maBa 13. AAMUHUCTPaATUBHbIE NPaBOHaAPYLUEHUA B obnactu
cBA3U nu uHdopmauum

Ctatba 13.12. HapyweHue npaBun 3awmutbl UHpOpMaLUMn

n. 2. Aicnonb3oBaHne HecepTUPUUNPOBAHHBLIX MHPOPMALIMOHHbLIX CUCTEM,
6a3 M OaHKOB [AaHHbIX, a TaKkKe HecepTU(PULMPOBAHHLIX CPeACTB 3aluTbl
nHdopMaLmMmn, ecnm oOHU noanexar obsasarenbHON cepTucurkaumm (3a UCKNLYEHUEM
CpeAcTB 3awuTbl MH(poOpMaLUM, coCTaBnAKOLEN rOCyaAapCTBEHHYO TalHy), Brne4veT
HanoXxeHue agMMHUCTPATUBHOrO WTpaca Ha AOMKHOCTHbLIX nuy — ot 10 Ao 20 MPOT,
Ha ropuaunyveckunx nuy — ot 100 go 200 MPOT.

n. 4. Ucnonb3oBaHune HecepTMQMI_.IMQOBaHHbIX cpencTB, NnpegHa3HaA4YeHHbIX

AnA 3awuTtbl MHOpMauuKU, COCTaBMAKLWENA roCyAapCTBEHHYH TaWHy, - BreveTr
HanoXxeHue agMUHUCTPATUBHOrO WTpada Ha AOMKHOCTHLIX nuy — ot 30 oo 40 MPOT,
Ha ropuaunyveckux nuy — ot 200 go 300 MPOT.




TPYI1OBOU KOJEKC POCCUHNCKOU ®EJIEPAIIUN 69

Ctatba 90. OTBEeTCTBEHHOCTb 3a HapylleHue HOpM,
perynmpyrowmx oopadboTKy un 3alnuTty nepcoHasbHbIX
AaHHbIX paboTHUKA

* Jlnua, BUHOBHbIE B HapyLUEHUUN HOPM,
perynupyrowmux nonydyeHme, o0OpaboOTKy W
3alMTy MNepCcoHasnbHbIX AOaHHbIX PabOTHUKA,
HecyT AUCUMNIIMHAPHYK, agMUHUCTPATUBHYIO,
rpakgaHCcKo-npaBoOBYHO WU  YIroJfIOBHYHO
OTBETCTBEHHOCTb B COOTBETCTBUM Cc
cdepepanbHbIMM 3aKOHaAMM.



TPYJIOBOM KOJEKC POCCUUCKOU ®EJEPAIIUUN

OCHOBAHUA U NPOLEQYPA YBOJIbHEHUA
3A PA3MALUEHUE KOMMEPYECKOW TAUHDI

Ctatbeun 81 TpyaoBoro kogekca Poccumnckon
denepaumm npeaycMoTpeHo Takoe OCHOBaHue ans
pacToOpXeHUA TPYAOBOIro AOroBopa, Kak pasrrnalueHuve
OXpaHAeMON 3aKOHOM TaUHbI:

- rocyAapCTBEHHOM,
- KOMMep4eCcKou,
- CINyXe6HOMU

- UHON, CTaBLUEeN N3BECTHOM PabOTHUKY B CBSA3U C
UCMOJSIHEHUEM UM TPYAOBbIX 06A3aHHOCTEMN.



TPYJIOBOM KOJEKC POCCUUCKOU ®EJEPAIIUUN

NMPUMEP:
B nyHkte 43 noctaHoBrneHua [lneHyma BepxoBHoro Cypaa
Poccumnckon ®epepauunn Ne 2 "O npumeHeHMM cyaamum

Poccunckon ®depgepaumn TpyaooBoro kopmekca Poccumnckon
depgepauun” cKaszaHo, YTO B Clflyyae ocnapuMBaHUA PabOTHUKOM
YyBOJIbHEHUA MO NOoANyHKTY "B" nyHKTa 6 ctatbu 81 TpyaoBoro
kogekca Poccuuckon depgepauumn paodoropatens OBA3AH
NMPEOOCTABUTb OOKA3ATEJIbCTBA, cBupetenncTtBylOWME O
TOM, YTO:

-  CBEOEHMA, KOTOPbLIE PABOTHUK PA3IMACUI,
OTHOCHATCH K OXPAHAEMOW 3AKOHOM TAUHE;

- OHU CTAINMN WU3BECTHbl PABOTHUKY B CBA3UN C
WCMNOJSIHEHMEM UM TPYAOBbIX OBA3AHHOCTEW;

-  COTPYOHUK OPrAHM3AUUN OBA3BIBAJICA HE
PA3IMMALWATb KOHOUOEHUMANIBHYIO UHO®OPMALIUIO.

71



TPYIOBOM KOJEKC POCCUUCKOU ®EJEPAIITUU

TeM He MeHee, Ha NpPaKTUKe OCOOYI0 CIIOXHOCTb
npepcraBnsaeT noaoTBepXxaeHue He
BbILUEN3JIOXKEeHHbIX (paKToB, a TOro, 4Yto MUMero
MecCTO camo pa3rnaweHve PabOTHUKOM
MHpopmMauum.

[MonpoOyn pokaxu, Hanpumep, YTO KaapoOBUK
cKasan coTpyaHuue 4en-to Homep TtenecdoHa unu
HavaribHUK oOTAena MapKeTUHra LwenHyn no
CeKpeTy MHdopmMauulo 0 CTpaTeruvyeckux nnaHax
pa3BUTUSA KOMMaHUN CBOEMY 3HaKOMOMY!

OgHaKko 3TO He 3HA4YUT, YTO YAOCTOBEpPUTbL I3TU
dakTbl 4OKYMeHTarnbHO abCONMTHO HEBO3MOXHO.
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TPYI1OBOU KOJEKC POCCUUCKOU ®EJEPAIIUN 73

NMPUMEP 3.
O PA3ITALLEHUUN KOMMEPYECKOWU TAUHbI

OupekTop npeanpuAaTUA caenan BbIBOA, YTO KTO-TO
U3 ero COTpyaHMKOB pa3rnacusi KOMMep4ecKyro TanHy,
TaK KaK opraHn3auusi-KOHKYpPeHT o0bsfiBUNa O BbiNyCKe
npoAyKUUU, MO CBOMM XapaKTepuUCTUKaM MNOSIHOCTbIO
COOTBETCTBYHOLLEN ero HoOBbIM pa3paboTkaMm.

[NocnegHne Benucb bonee 6 mMecsAueB U AOCTYyN K
AaHHOU UH(OPMaLUKM UMeN OrpaHNYeHHbIN Kpyr nuy.

OupeKkTopy He TONMbKO HeobXoaAUMO ObINIO NOHATD,
KTO cTtan "npeparenemM", HO U AoKa3aTb (pakT nepeaayu
UH(opmaunm "NPOTUBHUKY".



TPYIOBOM KOJEKC POCCUUCKOU ®EJEPAIITUU

CpenaTtb 3TO NOMOrnu cyerta 3a TtenedoHHbIe
neperoBopbl HaYasribHUKa otaena MapKeTuHra c
npeaocTtaBUTENAMU OpPraHU3aunMnN-KOHKYPEHT],
KOTopasa Haxoaunachb B Apyrom ropoae.

lMMpy 3TOM B AOMKHOCTHblIe O0OOA3aHHOCTMU
AAaHHOro paboTHMKa Takume neperoBopbl
BXOAUTb HEe MOTMMW.

Kak BbIACHUIIOCD, HaYaJlibHUK oTAaersia

MapKeTUHra O0EeNCTBUTENbHO nepepan
CEeKpeTHyrw uHdopmaumwo, B TOM 4Yucne
TeXHONorn4yeckue CXeMbl, KOHKYpeHTam

AAaHHOW OpraHu3auumn.
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Mocne 3Toro Ha cynpyry paboTHMKA Obina
ochopMneHa B cOOGCTBEHHOCTbL KBapTupa B 4yepTe
ropoaa.

B paHHOM cuTyauum paboTHUK [O0OPOBOSILHO
CO3Harcs B coaessHHOM U Ha Hero ObINo HaNoXeHo
AUcunninHapHoe B3bICKaHue.

OOHaKo CTOUT OTMETUTb, YTO NPU HANTUYNUUN TaKNX
AOKa3aTesibCTB, Kak TenedoHHble cyeTa,
PYKOBOACTBO npeanpusaTus UMeno 3HauuTeribHble
ILAHCbI BbIUrpaTtb Oeno B cyAe, AaXe ecnu Obl
Ha4vYanbHUK oTAeNna MapKeTUHra He COrfacusrica Ha
ochopmrieHue "ABKMU C NTOBUHHON".
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BbIBOA:

Ecnn Baw paboOTHMK pasrnacun cnyxeoHyro
UNN KOMMEpPYECKYy TauHy, TO C Hero B
obA3aTennlbHOM nopsaKke AOMMKHO ObITb
3aTpeboBaHO NUCbMEHHOEe OO BLACHEeHUE; a Npu
OoTKase ero paTb, HeobxoAMMO COCTaBUTb
COOTBETCTBYHLUINN aKT.

OTKA3 PABOTHUKA OT OA4YN TIUCbMEHHbIX
OB bACHEHUN HE ABNAETCA NPENATCTBMEM ONA
HAJNTOXEHUA ONCLUUTNTTTMHAPHOI'O B3bICKAHUAL.



TPYI1OBOU KOJEKC POCCUUCKOU ®EJEPAIIUN 77

00O "AneHbkuu uBeTo4ek"
AKT
00 oTKase AaTb NUCbMEHHbIEe OO BbSACHEHUSA
no cywecTBy AUCLUNIIMHAPHOrO NPOCTYyNKa
r. MockBa 03 HOsAOps 2005 T.

MHot, reHepanbHbiM Aaupektopom OO0 "AneHbkun uBeto4vek" A.A. KysHeuOBbIM,
COCTaBJIeH HaCTOALMMN aKT O HUXKecneayLeMm.

CerogHs B 10 yacoB 30 MuHYT B nomewieHun OO0 "AneHbKMUU LBEeTOYEK", pacnonoXXeHHOM
no agpecy: ropon MockBa, ynuua TBepckasi, AOM 5, KOMHaTa 13 - B NPUCYTCTBMU PabOTHUKOB
00O "AneHbkun uetouek" U.N. UBaHoBon u A.A. lNetpoBoun puHaHcoBbIN MmeHemxkep OO0
"AneHbkun uBetoyek" C.C. CupopoBa oOTKasanacb OT NpeaoCcTaBfieHUA MUCbMEHHbIX
OObSCHEHMW NO NOBOAY pa3rnaweHuUa CBeAeHWUN, COCTABIAIOLWUX KOMMEPYECKYyH TaWuHy

npeanpuATUA.
CBo# OTKa3 OT Aa4m NUCbMeHHbIX 06 bsAcHeHnn C.C. CugopoBa He MOTUBUpPOBana.
MpucyTtcTBylOWME: U.U. UBaHOBa
A.A.TleTtpoBa
AKT cocTtaBun: A.A. Ky3HeuoB
C aKktom O3HaKoOMIeHa D r.
Om nodnucu 06 o3HakomneHuu ¢ akmom C.C. Cudopoea omka3aJsiach.
MNMpucyTtcTBylOWME: U.U. UBaHOBa

A.A. NeTpoBa
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CnepyeT yunmTbiBaTb, YTO COrfacHO TPyaAOBOMY
3aKOHO4aTeNbLCTRY, AUCUUNIIMHaApHoe
B3bICKaHME MOXHO HaNoOXuUTb Ha pabOTHUKaA He
nosaHee o4HOro Mecsila co AHA oOHapyXeHus
ero rnpocTynka, He cyuTasa BpPeMeHu OOone3Hwu
paboTHMKa unun npedbIBaHUA ero B OTNYCKe.

OHO He MOXeT ObITb NMPUMEHEeHO no3faHee 6
MecsileB CO OHA COBepLUeHUA NMPOCTynKa, a no
pe3ynbratamMm pPeBU3MU U TNPOBEPKU
oMHAHCOBO-XO3AUCTBEHHOU AOEATENbHOCTU -
He no3gHee ABYX JieT CO AHA ero CoOBepLUeHuS.
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Mo dhakTy pasrnaweHnsa KOMMep4YeCKou Ui NHOM TauHbl U3JaeTcs NPUKas u
BHOCUTCSH COOTBETCTBYHOLLAA 3anNnuCb B TPYAOBYHO KHNXKY pabOTHUKA.

Mpumep 5
3AMNMANCb B TPYOOBYIO KHNXKY PABOTHUKA.

N Jlara CBenenust o mpuemMe Ha HaumenoBanue,
3amnucu paborty, mepeBojiec Ha JaTa ¥ HOMeEp
IPYTYI0 TOCTOSHHYIO JIOKYMEHTa,
Uuero Mecsi Ton paboty, KBaJIH(UKaALUH, Ha OCHOBAHHHU
YBOJIbHEHHH (C yKa3aHUEM KOTOPOTO
IPUYMH U CCHUIKOM Ha BHECEHA 3aIUCh

CTaTblO, IyHKT 3aKOHA)

05 08 11 2005 | YBozneHa 3a pasmialnieHue [Ipuka3 N 14/n
OXpaHsAEMON 3aKOHOM or 08.11.2005
TalHbI, CTABILIEH U3BECTHOU
pabOTHUKY B CBA3M C
UCIIOJIHEHUEM UM
TPYAOBBIX 00SI3aHHOCTEH,
MNOJITYHKT B, MyHKTa 6
crateu 81 Tpymosoro
Koxekca Poccuiickoin
denepauun
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MATEPUANNTbHAA OTBETCTBEHHOCTDb
3A PA3MALLUEHUE
KOMMEPYECKOU TAUHbI

Ctatba 243 TK P® ycraHaBnuBaeT MNOMHYKO
MaTepuanbHyKO OTBETCTBEHHOCTb pPaboTHMKa 3a
pa3rnaweHue cBefeHUN, COCTaBIAOLWMNX CNYXeOHYH,
KOMMEP4ECKYH UITU UHYI0 OXPaHSAeMYy0 3aKOHOM TanHy
B Cchny4vyasx, npeaycMoTpeHHbIX deneparbHbIM
3aKOHOM.

MaTtepuanbHas OTBETCTBEHHOCTb pabOTHUKA MOXeT
MUMEeTb MeCTO NMpu HariM4Ynm crnenyrolmnx oosa3aTenibHbIX
3NeMeHTOB COCTaBa NpaBOHApPYLUEHUSA:
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MaTepuanbHasa OTBEeTCTBEHHOCTb pabOTHMKa
MOXXET UMeTb MEeCTO NpPu HanNn4nm criegyrowmnx
00s3aTeNnbHbIX 3JIEMEHTOB COCTaBa
npaBoOHapPyLUEeHUSN:

- IPAMOro AeNCcTBUTENbHOrO ywepoa;
- NPOTUBONPaBHOro noBeaeHNA PaboOTHUKA;

- MPUYMHHOU CBA3N MeXAay AeUCTBUAMMU
(6e3pencTBUAMMN) PadbOTHUKA U NMPUYUHEHHBLIM
yuwepoowm;

- BUHbI paObOTHMKA B NPUYNHEHHOM yliepbe.
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foBops o HaCTynmeHuun MaTepuaribHOM
OTBETCTBEHHOCTM pPabOTHMKA, CTOMT O0OpaTuTb
BHUMaHue Ha criegyrouiee npoTtuBopeymne
3aKkoHoAaTenbCTBa.

no OBLUEMY NMPABUITY, MATEPUAJIbHAA
OTBETCTBEHHOCTb PABOTHUKA O PAHUYEHA ETO
CPEOHEMECAYHBIM SAPABOTKOM.

B psge cnyyaeB, B TOM 4Yuchne Korga npoucxoauT
pa3rrnawieHme oxpaHseMoON 3aKOHOM TauHbl, PabOOTHUK
MoOXeT HecTu NOJIHYIO MaTepuanbHyH
OTBETCTBEHHOCTbD.

JTO 3HAYUT, UTO NpaBOMepPHbLIM OyaeT "yaepxaTb" He
OOHY, a ABe, TPU, YeTbipe U T.A. ero 3apaboTHbIe NnaThbl,
HO NULWb ANA BO3MeLWEeHUs NPAMOro 4euCcTBUTESNIbHOIo
ywepbal!

Henony4yeHHble Agoxoabl  (ynylweHHas Bbiroga)

B3bICKAHUIO C pabOTHMKaA He nopJfiexaTr COorfacHo
cTatTke 2R TK PO
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B aHBape 1997 r. BCTYynNuUn B cUny YronoBHbIN KOOEKC
Poccuuckon ®epepauum (YK PP), B cooTBeTCcTBUM C
KOTOPbIM B Hawen CTpaHe KPpUMMUHANU3NPOBaHLI (T.e.
Nnpu3HaHbl YrorioBHO HaKasyeMbiMWU) onpeAeneHHble
nesHna B cdepe KOMNbKTEPHOU UHGOopMaUuy,
HecyLliue NOoBbIWEHHYK 00LWeCcTBEeHHY0 ONacHOCTb.

B 4yacTHoCcTM, HOpPMbI O nMpecTynfieHusax B
o3HayeHHou cdepe 3ahpMKCUpOBaHbl B TPeX CTaTbAX
YK PO:

— CT. 272 (HenpaBOMEepHbIU AOCTYN K KOMNbHTEPHOU
uHd¢opmauumn),

— CT. 273 (Co3paHue, ucrnonb3oBaHue "
pacnpocTpaHeHue BpeAOHOCHbIX nporpamm ana IBM)

— CT. 274 (HapyweHue npaBun 3Kcnsiyataumm CpeacTB

XpaHeHUs, oOOpaboTKM wunNuM nepepgadn KOMMNbLIOTEPHOMU
nHopmauum U MHEPOPMaLNOHHO-TENEKOMMYHUKALMOHHbLIX
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OOWwMM 0OBLEKTOM Ha3BaHHbIX MPECTYNrieHnn
ABNAIOTCA oOOWecTBeHHble OTHOLWEHUA B
cthepe  obecneyvyeHun MHpoOpMaLLMOHHOM
Oe30mMacHOCTU, a K HenocpeaACTBEHHbLIM
O0bEeKTaM npPecTynHOro nocAraTtenbCTBa
OTHOCATCA 0a3bl U OAHKM OAaHHbIX KOHKPETHbIX
KOMNbIOTEPHbLIX CUCTEM WNIN ceTen, MUuX
oTAaenbHble (panrnbl, a TakKKe KOMMbIOTEPHbIE
TEXHONIOTMM U nMnporpamMMHble cpeacTtBa MX
obecneyeHUsi, BKMOYaA cpeacrtBa 3alUUThbI
KOMNbIOTEPHOU MH(poOpMaL M.
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CornacHo ct1. 272 YK P®, yronoBHas
OTBETCTBEHHOCTb 3a HernpaBOMEpPHbIN
AOCTYN K KOMNbKTEPHOU MH(OopMauumn
HacTynaeT, ecrfin 3To AesHue NOBMEeKIo
3a coboun xota OblI OAHO U3 crneaoyroLWUX
HeraTUBHbIX NOCNeACTBUMN:

a) YHUYTOXEHMe, OnoknpoBaHue,
moaucdpmkaumio nMb6o  KonupoBaHue
MHopMaLunu;

0) HapyweHue paboTbl IBM wunu ux
ceTw.
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CTATbA 272. HenpaBoMepHbIN AOCTYN K KOMMNbHOTEPHOM
UHdopmaumnu

1. HenpaBomepHbIN AOOCTYN K OXpPaHAEMOU 3aKOHOM
KOMMNbLIOTEPHOU UHGOpMauuMnM, To ecTb MHdoOpmMauum Ha
MalUMHHOM HOCUTene, B 3N1eKTPOHHO-BbIYUCIUTENTLHOWU
mawumHe (9BM), cucteme 3BM nnu nx cetu, ecnm aTo aessHue
MOBMEKNIO YHUUYTOXEeHUue, OrnokupoBaHue, moaudukauuio
nnbo konnpoBaHue nHpopmauummn, HapyLleHue pabotsl IBM,
cuctembl 3ABM nnum nx cerm, -

HaKa3biBaeTcAa wTtpacdom B pa3mepe OO0 ABYXCOT TbICAY
pyonem vnun B pa3mepe 3apabOTHOM nfnaTtbl WU UHOIO
aoxoaa OCYXOEHHOro 3a nepuon [0 BoceMHaauaTtu
MecsiueB, NMbo obs3aTeribHbIMM paboTamMun Ha CPOK OT CTa
ABaguatm [0 2 CcTa BOCbMMAOECATM  4acoB, 1Nnubo
ncnpaBuUTesibHbIMU paboTaMu Ha CPOK OT LUECTU MecsiueB
A0 ogHoro roaga, nu6o nuweHnemMm cBo6oabLI Ha CPOK A0 ABYX
ner.
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CTATbA 272. HenpaBOMepHbIU AOCTYN K KOMMNbLIOTEPHOWU
UHdopmauunmn

2. To Xe pesHMe, COBepLIeHHOe Trpynnou nuy no
npeaBapuTesibHOMY CroBOpYy UMM opraHM30BaHHOM rpynnouv nmodo

FIMLLOM C UCMOSfIb30BaHUEM CBOEro CIly)XeOHOro MnOonoXeHus, a
paBHO nMmerwnm goctyn K IBM, cucreme 3BM nnum ux cetuy, -

HaKa3blBadeTCHA

— wTpadom B pa3mepe OT CTa TbICAY A0 TPEXCOT ThiCAY
pyonen vwnm B pasmepe 3apabOTHOM nnaTtbl UNU UHOrO
aoxoaa OCyXAEeHHOro 3a nepuoa OT O4HOro roga Ao ABYX
neT,

— nubo obsfA3aTtenbHbIMM padoTaMM Ha CPOK OT CTa
BOCbMUAECATU A0 ABYXCOT COpPOKa 4acoB,

— nubo wucnpaBuTenibHbIMM paboTamMMm Ha CPOK OT
O4HOro rofa Ao ABYyX NneT, NMbo apecToM Ha CPOK OT Tpex Ao
LLeCTU MecsLeB,

— nnbo nuweHnem cBo6O0aAbLI HA CPOK A0 NATHU NeT.
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B otnnyne ot onucaHHOU HOPMbl OTBETCTBEHHOCTb
no 4.1 ct. 273 YK P® npeaycmaTtpuBaeTcs BHe
3aBUCUMOCTU OT HACTYNJIeHUsa ooLeCcTBEeHHO ONacHbIX
nocrneactBun. OHa npeaycMoTpeHa 3a cam  dakT
coBepLUeHUs1 0.QHOro U3 crieayrLwnx 4eUCTBUMN:

a) cospaHue nporpammbl ana 9BM wunn BHeceHue
U3MEeHEeHUN B cyllecTBYyHLME NporpamMmbl, 3aBegOMO
npuBoasiLime K HeCaHKUMOHUPOBaAHHOMY
YHUUYTOXEHUI, OrokupoBaHuio, moaudukaumm nuobo
KONMpoBaHUIO UWHOpMaLuUKU, HapPYLWEeHUK padoThbl
IBM, cuctembl 3BM vnu ux cetu;

0) uncnonb3oBaHne nNMOO pacrnpocTpaHeHue TaKuX
nporpaMM WNAU MaALWUHHbLIX HOCUTENEU C TaKUMMU
nporpammamm.
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CTATDbA 273. Co3naHue, ucrnonb3oBaHue n
pacnpocTtpaHeHne BpeaoHOCHbIX nporpamm ansa 9BM

1. CozgaHue nporpamm ana 3BM vwnn BHeceHMe U3MeHeHUMn B
cywiecTByloLwiMe nporpaMmmbl, 3aBegoMO MNpPUBOOALWMX K
HeCaHKUMOHNPOBaAHHOMY YHUUYTOXEHMUIO, ONoKMpoBaHuUIo,
moaucpumkaumm nubo KonuMpoBaHUIO WMHGOPMaALMM, HAPYLUEHUIO
padoTbl 9BM, cucrtemosl 3BM unu nx cetun, a paBHo ucnonb3oBaHue
nubo pacnpocTpaHeHue TakKux nporpaMMm UM  MaWUHHbIX
HOCUTEeNewu C TaKMMU NporpaMmmamm -

HaKa3biBalOTCAH

— NuweHnem cBoOOAbLI Ha CPOK A0 Tpex et co wrpacgom B
pa3mMmepe A0 ABYXCOT TbICAY pybriem unm B pasmepe 3apaboTHou
nnatbl WU MHONO AOoxoda OCYXAEHHOro 3a nepuoa QAo
BOCeMHaauaTn MecsileB.

2. Te Xe OesiHUsA, NOBMeKLWUe MO HEOCTOPOXHOCTU TSAXKKUe
nocneacTBus, -

HaKa3bIBalOTCH NULLUEHUeM cBoboabl Ha CPOK OT TPexX A0 CeMM
neT.
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OrpomMHbIN Bpen HAaHOCAT HapyLeHUA npasBun
akcnnyataumn I9BM, cuctembl 3BM wunu ux
ceTn.

IJTO MOXET He TOJNIbKO NpPuUBECTU K cbosim B
paboTte oOopyaoBaHMA, HO B HEKOTOPbIX
criy4asix u nosfiHOCTbIO napanu3oBaTb pPadboTy
npeanpuATUA, y4pexaeHus Unv opraHusauum.
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[MloaTomMy 3aKkOHOOATEeNMbHO YCTAaHOBMEHO,
yTo B crniy4yae NPUYNHEHUNA
CyLleCTBEHHOro Bpega B pe3ynbraTte
yKa3aHHbIX AEUCTBUUN, a TaKXe npu
HaCTynneHnu MO  HEOCTOPOXHOCTU
TSHKKUX nocnencTBmn ONMUCaHHbIe
AEeAHUA  HakalyeMbl B  YrosfioBHOM
nopsake, ecnu OHU NOBJIEKNN
VHUUYTOXEeHUe, OnoKunpoBaHMe UK
MoauMduKaumilo OXpaHAEeMOU 3aKOHOM
nHopmauumn IBM (cT. 274 YK PO).
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CtaTtbA 274. HapyLweHue npaBun 3KcniyaTtauum cpeacTB XpaHeHus,
00paboTKu UnNn nepenaydn KOMNbOTEPHON MHDOPMaLUN U
MHMOPMALUOHHO-TENIEKOMMYHUKALMOHHbIX ceTen
1. HapyweHune npaBun 3kcnnyatauMm cpencTtB XpaHeHusi, oopaboTKn unu
nepepayu OoXpaHsfieMoun KOMMbIOTEPHOMN nHdopmMmauumun nuobo
UMHOPMaLUNOHHO-TENTEKOMMYHUKALMOHHbIX cetemn n OKOHEYHOro
obopynoBaHMsA, a TakKke npaBun pgoctyna K UHGpOpMaLUOHHO-
TeNIeKOMMYHUKaLUMOHHbLIM CEeTAM, NOBJIeKLWlee YHUYTOXXeHue, 6f1IoKkupoBaHue,
moaucpukaumo nMbo KonupoBaHWE KOMMNbLIOTEPHOU UH(popmMauum,
NPUYNHUBLLEE KPYNHbIU yLLepo, -
HaKa3blBaeTcA
— wTpadom B pasamepe Ao 500 000 pyonen nnu B pasmepe 3apaboTHou nnatbl
WM MHOTrO A0X04a OCYXXAEHHOrro 3a nepuoa A0 BoCeMHaaLuaTu Mecsues,
— nNnbo ncnpaBuTesibHbIMU paboTamMm Ha CPOK OT LUECTU MecsAleB A0 OQ4HOro
roaa,
— Nnbo orpaHn4yeHnem cBoboabl Ha CPOK A0 ABYX NeT,
— NnN60 NpUHyAUTENbHbLIMU paboTamMum Ha CPOK A0 ABYX JeT,
— nnb0 nNuweHnemMm cBoo6OAbI HAa TOT Xe CPOK.
2. lesiHue, NpeaycMOTPEHHOEe YaCcTbIo NepBOM HACTOSLWEN CTaTbU, €CriM OHO
NMOBJIEKNO TAXKNEe NOCNeACTBUA UK CO34ano0 Yyrpo3y UX HaCcTynreHus, -
HaKa3blBaeTCA NMPUHYyAUTENbHbLIMU paboTamMu Ha CPOK OO NATU neT nubo
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B cnyyae npoTtuBonpaBHOroO UCMNONb30BaHUSA
BO3MOXHOCTEM  KOMMBLHOTEPHOU TEXHUKU WU
COBpPEMEHHbIX CpeAcTB CBA3UM YXe ceunvac
AOCTaTOMHO  TpPyAHO HOpUANYECKN BEepHO
onpeaesinTb MeCTo COBEpPLUEHUS NpPecTynfeHus.

C y4eToMm CYLLEeCTBYHOLLUX TeXHUYECKUX
BO3MOXHOCTEeN n TeHAEeHUUN pa3BuTuUsA
NPeCTYyNnHOro Mupa MOXHO MNPOrHO3npoBaTh
OCJIOXKHEeHMe cutyauum.

NpepcraBnseTcs, UTO MecTo pacnonoxeHusa 3BM,
C MOMOLL LI KOTOPOMU 3/I0YMbILLUNEHHUK coBepLuaeT
nocsaratenbCTBO, KpauHe peaKko dyaet coBnagaTthb
c MeCTOM pacnorioXxeHus ob0beKTa
nocaratesnbCTBA.
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Kpome TOoro, gns yronoBHO-npaBoBOU KBanudukauum
AeSAHUU WUHOorga 3HaYMMO MeCTO, rae HacTynunu
BpeAHble nocneacTtBuA OOLWECTBEHHO OMacHOro
OesTHUASA.

Ecnu O0BLEKTOM nocsiratenbcTBa ABUNacb
KOMNbOTEPHass  MHQopmaumsa, TO  MNpPecTynHble
nocrnenocTteBusl OesiHUsl, B CBOKO ouYepenb, MOryT
HacTynuTtb B MecCTe, OTIIMYHOM OT MecCTa XpaHeHus
aToun nHcpopmauummn.

C y4yeTOM BO3MOXHOCTEN, npenocTaBnsieMbIX
KOMNbIOTEPHbIMU CeTAMMU, HelNb3A WUCKIKYUTb, 4YTO
npecTynHblie NocrieacTBUA HACTYNAT JIMOO B KaKOU-TO
KOHKPETHOU U eOUHCTBEHHOM TOYKe 3eMHOro Lapa,
NMIM60 Ha TePPUTOPUUN HECKONBKNX rocyaapcTs, NMbo Ha
TeppuTopun BCeX rocyaapcTtB, MMewLWUX AOO0CTyn B
CeTb.






