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«be3onacHbIN MHTEpPHEeT»

BonoHTtepckum otpsag «llepekpecTok»
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AHTUBMpPYCHas nporpamma -
cneuuanm3npoBaHHas nporpamma ans
OOHapyXeHUs1 KOMNbLIOTEPHbLIX BUPYCOB, a TaKXe
HeXxernaTenbHbIX (CYHUTAOLWUNXCABPEOAOHOCHbLIMMU
nporpamMm M BOCCTaHOBJIEHUSA 3apaXXeHHbIX
(MoandnuMpoOBaHHbIX) TAKUMU
nporpamMmmamm pannos, a TakxKe Ons
NnpoduUNakTMKn — npenoTBpaLLeHUs 3apaxeHuns
(moandcukaunmn) cbannoB nnum onepaLuMoHHOU
CUCTeMbl BPEAOHOC™ ™" *=* = ~*"
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Bupycbkl — amo npo2paMMbl,
Komopbie Mewarom HopMasibHoU
pabome KoMnbromepa,
rnepe3anucbkiearom, noepexoarom
unu yoasnsirom 0aHHble. OHU makxe
pacrpocmpaHsromcsi Mexxoy
Komnbromepamu 8 Cemu u 4yepes
AHmepHem, yacmo 3amMeOorsisiss ux
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BuwuHza — 3mo oOuH u3 Memoooe MOWeHHU4Yecmaea ( &2’
ucriosib306aHuemM coyuasibHouU UHXeHepuu, Komop =7 7
3aKkJsiro4aemcsi 8 momM, Ymo 3J71I0yMbIWI1IeHHUKU, ‘gh
ucnoJsib3ysi meseghOHHY0O KOMMYHUKaUyUro U uzspas \
oripedesieHHYI0 poJsib (compyOoHuUKa 6aHkKa,
rnoKynamerssi u m. 0.), oo pa3HbIMU ripedsio2camu
ebIMaHuU8arom y dep)xamersisi njamexHou Kapmbl
KOHgbudeHyuanbHyr0 UHhopMayuro unu

cmumynupyfom K coeepweHwo oripedesieHHbIX
ap UHRKIM cuemon /

VISI-IING

ATTACKS 101

Vishing

¢

BonoHTepckun otpap «fMepekpecTok»
KOpruHckumn pamoH

70% of All Attacks

j‘ VISHING O
L= Phony Voice Messages
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MumepHem-npoeaiidep (uHo20a npocmo rnpoeaiidep; 'ﬁf?‘
om aHaJl. internet service provider, COKp. ISP — N
nocmaswuKk UHmepHem-ycriyau) — op2aHu3ayus,
npedocmaesJsisirowjas ycsiyau docmyna K
cemu MIHmMepHem U UHble cesi3aHHble ¢ MHMepHemom
ycryeau.

UumepHem (aHan. Internet, M®A: [ 'In.to.net]) —
eceMupHasi cucmema
06 BbeO0UHEHHBLIX KOMMLIOMEPHbLIX cemeu Osisl
XpaHeHUusi u nepedavyu uHgpopmauuu. Yacmo
yrnomuHaemcsi kak BcemupHasi cemb u 'nobanbHas
cemb, @a makxxe npocmo Ceme.
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 KapduHz - crnocob MouweHHuU4Yecmea ¢
ucnosib3oeaHueM  6aHKOBCKUX  Kapm.
MpecmynHuku noxuwarom peKeusumsl
Kapmbl CO 83JIOMaHHbIX Ccepeepos
UHMepHem-ma2a3uHos, nJ1amexHbix
cucmem unu c rnepcoHasibHo20
KoMIblomena 110/1b3063mars
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Knukgpod — 0OuH u3 sudoe cemeso20 MOWEHHUYECMea,
npedcmasenisirouuli coboli obMaHHbIe KSTUKU Ha PeKs1aMHY o
CCbIJIKY JTUUOM, He 3aUHmMepPeco8aHHbIM 8 PEKJITaMHOM
ob6nsiesreHuu. Moxxem ocyuiecmesisimbCsi C MOMOUW,bIO
asmomMamu3upoeaHHbIX CKpUNmMOoe usiu ripo2pamMmm,
UMUMUPYOWUX KJTUK M0JIb308amerJisi 0 PeK/1aMHbIM
ob6bsissieHuUsIM Pay per click.

KomMmnbroTepHasi ceTb — cucrtema, obecneumsaroulas
OOMeH JaHHbIMU MeXAY BblYUCNUTeNbHbIMU YCTPOUCTBaMM
(KoMNblOTEPDbI, CepBepbl, MAPLIPYTU3aTOPbLI U ApYyroe
obopynoBaHue). lna nepegaumn nHdopmaLmm MoryT ObITb
UCNoNib30BaHbl pa3fninyHble ousnveckue ABNeHUs, Kak
NnpaBuIio, — pa3nu4Hble BUAbI 3N1IEKTPUYECKUX CUTHANOB,
CBETOBbIX CUTHANoOB UJIN 3JIEKTPOMArHUTHOIO U3NYy4YEHMUS.
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MoweHHU4YeCcmMB8o — xuweHuUe 4y)XXo020 uMywecmaea uJsit
npuobpemeHue npaea Ha 4Yy)>xoe uMyu,ecmeo
nymém obmaHa unu 3noynompebrieHuss doeepuem.
Jluuyo, 3aHUMarouwieecst aMmum,

Ha3bleaemcsi MOWEHHUK Uuslu MOWeHHUUa.

BonoHTepckum otpsag «NepekpecTok»
KOpruHckumn pamoH



OHsrauHoeoe nupamcmeo — 3Mmo He3aKOHHOoe
KornupoeaHue u pacripocmpaHeHue (KakK oJis
desio8bIX, maK U OJsis1 JIUMHbIX yesneu)
Mamepuasios, 3aliUlWeHHbIX a8MOPCKUM
rnpaeomM — Harnpumep, My3biKu, husribMos, uzp
usnu npoapamm — 6e3 pa3peweHust
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e [lepcoHasibHbIe OaHHbIe — M80sI YaCMmHasl
cobcmeeHHOCMb, rnpexoe Yyem nybriukosam

u (unu) nepedasamb mpembum siuyam, nodymad,
cmoum nu? A i

O NMEPCOHAIJIBHBIX
AAHHBIX
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* Crlam — 3mo Maccoeasi pacchbljiKa
He3arnpauwuesaeMbIX rnosiydamesiemMm
3JIeKMPOHHbIX cOObuweHUU

KOMMep4YeCKOo20 U HEKOMMep4YeCKOo20
cooebpXXaHUusl.
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TposinuHe — ¢hopma coyuanbHOU nMPoeoKayu!
usu usdeeamesibcmea 8 cemesom obuleHul
ucnoJsib3yrowasicsi Kak
nepcoHuUuUUUPOB8aHHbIMU y4aCmHUKaMU,
3auHmepecosaHHbIMU 8 bosibwel
y3Hasaemocmu, nybsu4yHocmu, anamaxe,
mak u aHOHUMHbLIMU roJsib30o8ameJsisimu 6e3

eo3mc "2""“U¢UK3L¢UU.
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ueJibro Komopoeo sieJissemcsi

nosiydeHue docmyna K KOHbudeHUUasibHbIl
JaHHbLIM MoJsib3oeamesiel — JIO2UHAM U _
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X =
e duwuHzo8ble  COO6GWEHUS -  3MO &
yeeooMJIeHUs,

° omripaeJsieHHbIe om UMEeHU
adMUHuUcmpamopoe ©6aHKoeCcKux usnu
dpyaux nnamexHbix cucmemM. OHu
npusbiearom rnosib3o8ameJsieu rnpoumu rno
ganbwueol ccblyike, 4Ymobbl yKpacmb
KOH¢huOeHyuanbHble OaHHble. [Jeucmeus
nodobHoz20 pooa HaueJsieHbl Ha
6aHKoecKuUll cyem usiu y4emHyro 3arnuchb 6
eupmyasibHoUu niamexHou cucmeme. Kak
moJslbKo_  MpecmynHuUKU nosiy4yarom

L @" @ chrome Kr .
Vs 3abnokvposaH nepexo no GULIMHIOBOIA
ecb NepenTH Ha cauT,

.| e ccbinke
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Mcnonb3yemMblie UICTOYHUKMU:

http://ligainternet.ru/

https://ru.m.wikipedia.org/wiki/%D0%90%D0%BD%D1%82%D0%B8%D0%B2%
D0%B8%D1%80%D1%83%D1%81%D0%BD%D0%B0%D1%8F %D0%BF%D1%38
0%D0%BE%D0%B3%D1%80%D0%B0%D0%BC%D0%BC%D0%B0O

https://ru.m.wikipedia.org/wiki/%D0%90%D0%BD%D1%82%D0%B8%D0%B2%
D0%B8%D1%80%D1%83%D1%81%D0%BD%D0%B0%D1%8F %D0%BF%D1%38
0%D0%BE%D0%B3%D1%80%D0%B0%D0%BC%D0%BC%D0%B0

http://www.ifap.ru/library/book099.pdf

https://ru.wikipedia.org/wiki/%D0%92%D1%8B%D1%87%D0%B8%D1%81%D0
%BB%D0%B8%D1%82%D0%B5%D0%BB%D1%8C%D0%BD%D0%B0%D1%8F %
D1%81%D0%B5%D1%82%D1%8C

https://ru.wikipedia.org/wiki/%D0%98%D0%BD%D1%82%D0%B5%D1%80%D
0%BD%D0%B5%D1%82




