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Obwme nonoxxeHunsd

[onyleHns n orpaHnyeHus

=  [aHHbIn MaTepuan npeacrasnsieT cobon onucaHmne npolecca
yctaHoBkn 3DEXPERIENCE Platform 2020x*

= [aHHbIN MaTepuan 6bln NoaroToBMEH Ha OCHOBE CrieaytoLwmnx
NCTOYHUKOB:

> User Assistance — oduumanbHON JOKyMeHTaLmmn no npogykram
Dassault Systémes (cm. pasgen Installation and Setup | Install |
3DEXPERIENCE Platform v gp.)
https://www.3ds.com/support/documentation/users-guides/

> Program Directory — cogepxuT onucaHne TpeboBaHui k
AnnapatHou 1 [NporpaMMHO YacTu MHPPaCTPyKTypbI
3DEXPERIENCE Platform, cnncok 3akpbiTbl U 3aKpbITbIX
ncnpaeneHnin, 063op HOBbIX DYHKLIMIA NPOJYKTOB U T.4.
https://www.3ds.com/support/documentation/program-directories/

> Best Practices — oduumanbHble nyylue NnpakTykmn No yCTaHOBKE U
anrpengy 3DEXPERIENCE Platform
https://www.3ds.com/support/documentation/best-practices/

> [aHHbI MaTepran SBnseTca CnpaBoYHbIM, MOXET coAepXaTb
OLLMBKN 1 He ABnSeTCs NPAMON MHCTPYKLUMEN MO MPUMEHEHWIO
npu anrpenge 3DEXPERIENCE Platform, passepHyToi y
3aKasyvka

User Assistance

Access online collections of Dassault Systeme: sistance that
and SIMULIA Established Products (Abaqus, fe-safe, Isight, and Tos:

You will find all the help you need:

cover all V6, 3DEXPERIENCE Platform applications
ca)

st o

@ help, select the version and the language.

Related Information

-

by

Program Directories

efficient way to in and enhance your Dassault

¥ Mo»@ﬁ@éﬁ%ﬁa&%ﬁ%ﬂa@&ﬁmmwQ}Erdﬂlﬁaceﬁmbeeﬂld%ahﬂa&@wenwblM ryGOKUM U3yYeHreM odmLManbHbIX UCTOYHUKOB
MHOPEHMOAOONEMRHTE KREMNGDSTCOmaa0TDaPogRMIBEEOROBDS White Papers/Best Practices)

noaxoaoB kK o6HoBneHuto MNnatdopmbl HA TECTOBOW cpefe
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O0Lue nonoxeHud

,U,OI'IyLIJ,eHI/IFI N orpaHnN4YeHuns

>

Anrpeng n yctaHoBka komnoHeHToB 3DEXPERIENCE Platform B cooTBeTCTBMM C J@aHHBIM MaTepuanom
noaxoaut kak ana dmsmnyecknx MawwuH, Tak n gna BupTtyanbHbix: npotectupoBaHo ana VMWare ESXi (6.0.2,
6.5.0, 6.7.0)

[na NpocTOThl BLINOMHEHUSA NpoLeaypbl anrpenga v nocnegywero agMMHUCTPUPOBaHUS CEPBEPHON
nHdppactpyktypbl SDEXPERIENCE Platform, pekomeHayeTcsi BbINONHATL BCe OENCTBUA Ha BUPTYalibHON
MawuHe B cpege runepsusopa VMWare ESXi unn Microsoft Hyper-V

Anrpeng n yctaHoBka Bcex komnoHeHToB 3DEXPERIENCE Platform n nto6oro gpyroro MO npoussogutcs 3
nog BCTpoeHHoro akkayHta Administrator (Mmsa nonb3oBaTtens LOMKHO ObiTb Ha NlaTUHULE)

3anyck nbbiX YCTaHOBLLNKOB, AprblkOB, koMaHgHou cTpokn CMD ocyuwecTtensietca ¢ nomollbto “Run as
Administrator” Yepe3 KOHTEKCTHOE MEHIO

MakeTHble *.bat dhannsl pekomeHgyeTca 3anyckarb U3 komaHgHown ctpokn CMD

p.7S DASSAULT
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KOHeYHble TOYKM CEPBUNCOB

|

| g

| o

>

>

>

>

"KoHeyHaa Toudka cepsuca” - ato URL, no kotopomy gocTynHa Balua cnyxba/cepsuc gns

KIMNEHTCKNX I'IpMJ'IO)KGHMVI

CocTtounTt na 6asosoro URL 1 MeHN KOHEYHON TOYKM CryXbbl/cepBuca

Ansa kaxgon cnyx6bl MNnatgopmbl SDEXPERIENCE gomkHbl 6b1Tb onpeneneHsl 1
3ape3epBUpPOBaHbI KOHEYHbIE TOYKM CEePBUCOB Npexzae, Yem Bbl NepengeTe K npoueccy

YCTaHOBKUA

Mpumep:
platform.3ds.ru/3dspace
platform.3ds.ru/3dpassport
platform.3ds.ru/3ddashboard
untrusted.3ds.ru

platform.3ds.ru/3dswym

[ns TectoBoro cepsepa, KOTOpbI He
OOCTYNEeH U3BHe, 3TO MOryT BbITb 3anucu B
danne “hosts”

Mpumep URL ang goctyna k cepBucy
Mnatdgopmbl 3DSpace (TonNbKo ¢
ncnonb3loraHvem HTTPS):

Cwm. 6a30BbIi URL 1 nMeHa KoHeYHbIX ToYek cepBucoB [natdopmbl Ha cneayoLem
cnange
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KOHeYHble TOYKM CEPBUNCOB

BHeceHne nsmeHeHnn B cbann “hosts” Ha BUpTyanbHOW MallnHe

B pamkax macTtep-knacca, ncrnonb3yem egmHbin URL ons Bcex KOHEYHbIX TOMEK CEPBUCOB
nnaTgopMmbi:

https://r422-ifwe.3dx.ds/3dspace
https://rd422-ifwe.3dx.ds/3dpassport

N na.

OTtkponTe dhann “hosts”, pacnonoXxeHHbIN NO creayowemy nyTu
C:\Windows\Systems32\drivers\etc

> UYTOObI BHECTU N3MEHEHUS B 3TOT hbann, ero HeobXxoaUMO OTKPbITb Kak AAMUHUCTPATOpP, Hanpumep, ¢
nomotubto Notepad++

[obaBunTb crnegyowme CTPOKM B KOHLEe dhainna, ykasas |IP-agpec Bawen BupTyansHOK
MaLmHbl, a Tak xxe FQDN cepsepa Nnatdopmbi:

192.168.36.14 r422-ifwe.3dx.ds

192.168.36.14 untrusted.3dx.ds

CoxpaHMTe namMeHeHwus! D?S DASSAULT

SYSTEMES
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YcTtaHoBKa cepBepa Apache HTTPD

BBeneHue

>

y

Bcerga nposepsiTe COOTBETCTBME UCMOMb3YyEMOW

[ns pabotel nnatgopmbl Heobxoamm Apache Haus BepCuin 4 sepcun Apache oduumansHeim TpeGosarusm o

> https://www.apachehaus.com

nomoupbto Program Directory, pasgen Servers H/W &
S/W Requirements

B macTtep-knacce ncnonb3yetcs auctpndytne (ectb B komnnekte N0 k macTep-knaccy)

> httpd-2.4.38-0110j-x64-vc14.zip

> [nsa koppekTHon paboTtbl Heobxoanm VC++ 2015 (veredist_x86 u veredist x64 ectb B komnnekte MO k

MacTep-Knaccy)

PacnakoBatb apxuB 1 ckonvposaTtb nanky Apache24 B kopeHb gucka C:\

> C:\Apache24

MpoBepuTb cBOGOAEH N1 80 nopT (NopT Apache No ymon4yaHuio) ¢ NOMOLLIbIO KOMaHAbl 13

KOMaHOHOMU CTPOKU:

> netstat —a —b | find “80” nnun ¢ nomoLlbo yTUNNTLI

Ecnu 80 nopt 3aHAT, usmeHnTtsb “Listen 807

Ha "Listen 81” koHdurvoaumoHHom darne Apache,

KOTOPbI PacnorioXXeH Mo criegyoLwemy ny

[ns npoBepky NOPTOB MOXHO Ucnonb3oBatb ytunuty “CurrPorts”
ot Nirsoft: http://www.nirsoft.net/utils/cports.html

> C:\Apache24\conf\httpd.conf

p.7S DASSAULT
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CTpykTypa nanok cepsepa Apache HTTPD

BakHble nanku u dpannbl

Ecnu Bbl BHOCUTE U3MEHEHUS B HacTpoeYHble
ApaCh 624/ . annbl, CTPYKTYpy nanok, AobaBnsere HoBble
. dannbl, TO HeO6X0AMMO Nepe3anyCcTuTb Cryxoy
. b|n/ Apache, Anga Toro, YT06bl UISMEHEHMSA BCTYNUIN B
cuny
httpd.exe - OCHOBHOW BUHAPHLIN UCNONHAEMbIN dhann
...conf/ - Bce ghannbl HacTpoek HaxoaATCcsd 34ech M B nognarkax
ssl/ - Bce SLL-cBA3aHHble (hannbl, Takne Kak NpuBaTHbIE KITHYM U cepTUUKaTbl
vhosts/ - [lononHuTenbHble KOHUIypaunoHHble hansbl, KOTOPbIE Bbl3bIBAOTCA U3 OCHOBHOIO

danna HacTpoek httpd.conf
httpd.conf - OcHoBHOM dann HacTpoek Apache

...logs/ - ®annbl XXypHarnos

...modules/ - Moaynu, obecneunsaroLme OONOMHUTENBHYIO YHKLIMOHANBHOCTb
(Hanpumep, SSL), aktmBumpytoTca B dpanne HacTpoek httpd.conf

SYSTEMES
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YcTtaHoBKa cepepa Apache HTTPD

BoamoxHo nosiBnexne owmbkn "MSVCR110.d1I” / "VCRUNTIME140.dII”
npu BbINONHEHUN KOMaHApI install. [ins ee ycTpaHeHns Heobxoanmo

> C n p|/| Bunernamm agmnH |/|CTpaT0 pa N3 KOmMa HD'HOM cKavaTb 1 ycTaHoBUTL Bnbnmotekn "Microsoft Visual C++ Redistributable”
c cavita Microsoft (ecTb B komnnekte MO k MacTep-knaccy)
cTpokn CMD BbINOMNHUTE crieayowmne KomaHabl
anga Toro, 4tobbl 3apernctpuposatb Apache B L
. ) Ccbinka Ha ckadmaHue VC++ 2012 Update 4 (x64):
KayecTBe Cﬂy>K6b| W|ndOWS- https://www.microsoft.com/en-us/download/details.asp
x?id=30679

C:\Apache24\bin\httpd.exe -k install

C:\Apache24\bin\httpd.exe -k restart Ecnu aTa cTpaHuua oTobpaxaeTcs, TO 3TO 03HAYaET,
yTOo cnyxb6a 3anyLeHa, a cepsep Apache HTTPD
= Ybeoutecb, YTO y Bac €CTb AOCTYN paoTaeT KoppeKTHo

K cTapToBoM cTpaHuue Apache:
> http://rd422-ifwe.3dx.ds

@D Apache Haus Distribution I... % | =&

€ @ hitps://r4193dx.ds

Apache Haus )
Apache™ binaries for Windows® Readme First

Welcome,

unn, ecnu 81 NopT 3aHAT

> http://r422-ifwe.3dx.ds:81

That's right! If you are seeing this it means that the web server installed at this site is working properly, but
has not yet been configured.

‘\‘,‘ q\s If you are a member of the general pubiic:

0% The fact that you are seeing this page indicates that the website you just visited is either just installed,
« experiencing problems, or is undergoing routine maintenance.

If you are the website administrator:
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[lepBnyHaa HacTpounka cepBepa Apache
HTTPD

OTtpepnaktupynte cdainn httpd.conf B nanke C:\Apache24\co| Bceraa ceepsiiteck ¢ Program Directory Ha

>

npegmeT rnosiHoro HeobxoaMmoro nepeyHA

> PasbnokupyinTe cneayoLume Moaynv Ans Toro, YToObl aKkTUBMPOBATH akTUBHbIX Moayrei Apache A1t KOPPEKTHOM

LoadModule cache module modules/mod cache.so

LoadModule
LoadModule
LoadModule
LoadModule
LoadModule
LoadModule
LoadModule
LoadModule
LoadModule
LoadModule

pabotbl SDEXPERIENCE Platform

cache disk module modules/mod cache disk.so

deflate module modules/mod deflate.so

filter module modules/mod filter.so

headers module modules/mod headers.so

proxy module modules/mod proxy.so

proxy http module modules/mod proxy http.so

proxy wstunnel module modules/mod proxy wstunnel.so
rewrite module modules/mod rewrite.so
slotmem shm module modules/mod slotmem shm.so

ssl module modules/mod ssl.so

> 3abnokupynte crnegyrowme CTPoKK, And Toro YTodbl AeakTMBMpPOBaTh 3arpy3ky SSL KoHurypaumm no
YyMOS4aHuio (CTPOKM HaxoadaTcs B KoHUe dpanna httpd.conf):

#Include conf/extra/httpd-ssl.conf
#Include conf/extra/httpd-ahssl.conf

p.7S DASSAULT
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[lepBnyHaa HacTpounka cepBepa Apache
HTTPD

= B C:\Apache24\conf Gygem ncnonb3oBaTb CYLLECTBYHOLLYIO NanKy ssl:
> Ypanute Bce hannbl wabnoHos B C: \Apache24\conf\ssl

> OTa nanka byaeT ncnonb3oBaHa Ans xpaHeHusa dannos knoyen (.key) n ceptudukatos (.crt)

= B C:\Apache24\conf co3ganTe nanky vhosts:
> C:\Apache24\conf\vhosts

> OTa nanka byget ncnonb3oBaTbCa ANs XpaHeHusa dannos HacTpoek (.conf) koHdurypaumm obpaTHoro
MPOKCK (reverse proxy)

p.7S DASSAULT
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[TopTbl TOmMEE n HTTPS

PesepBupoBaHme yHuUKarnbHbIX nopTtoB ana TomEE:

Cepsuc nopt TomEE HTTPS KoHeyHasi Touka cepBuca
3DPassport 8080 443 ru2-ifwe.3dx.ds/3dpassport
3DSpace ¢ CAS 8090 443 ru2-ifwe.3dx.ds/3dspace
3DDashboard 9000 443 ru2-ifwe.3dx.ds/3ddashboard
3DSearch 9010 443 ru2-ifwe.3dx.ds/federated
3DSwym 9020 443 ru2-ifwe.3dx.ds/3dswym
3DComment 9030 443 ru2-ifwe.3dx.ds/3dcomment
3DNotification 9040 " 443 ru2-ifwe.3dx.ds/3dnotification
3DDashboard untrusted N/A 443 untrusted.3dx.ds
3DSpace 6e3 CAS 8070 2 - ru2-ifwe.3dx.ds:8070/nocas °
3DOrchestrate 8060 443  ru2-ifwe.3dx.ds/3dorchestrate

1) Mopt ans NodeJS pemoHa
2) Mopt 8070 ans No CAS TomEE Henb3s n3MeHUTb B NpoLiecce YCTaHOBKM

3) 3anpelLeHo B kKa4eCTBe NMOMb30BATENS HANPsSIMy'o 0bpaLLaThCst
no nopty 8070 k cnyx6e 3DSpace, ncnonbayitte Tonbko CAS aBTopu3aLmio

Mepen Hauanom yctaHoBky Mnatdopmbl yGeanuTech, YTO NpeanaraemMbii K
UCMOIb30BaHWI0 NepeyeHb NopToB cBoGoAeH M A0CTyNeH Ans
Ucnosnb3oBaHus. MicnonbayiTte cneunarnbHble MHCTPYMEHTbI CETeBOW
AVarHoCTUKM UNv KoMaHay netstat —a -b | find “nopz”

4) 3apesepsuposaHo ans 3DOrchestrate, ycraHOBKa 3TOr0 CepBica He BXOANT B paMKu MacTep-knacca
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KoHdourypmupoBaHne BUpPTyarnbHOINo XocTa
@aeache

N HacTpoek BUpTyarsnbHbIX XxocTtoB Apache ana Nnatdopmel 3DX

= LWabnoH ganna HacTpoek Apache ecTb B KOMMNIIEKTE JOKYMEHTaLMN K MacTep-Knaccy:

> 3dx.conf

= Ckonupynte cann 3dx.conf B nanky C: \Apache24\conf\vhosts

P
DS siStévies
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KoHdourypmupoBaHne BUpPTyarnbHOINo XocTa
ABache
3

eHeHne ocHoBHOro anna Hactpoek Apache HTTPD

 [lobaBbTe cneayrolume CTpokU B oann C: \Apache24\conf\httpd.conf

# Configuration file for the 3DEXPERIENCE platform

Include conf/vhosts/3dx.conf

ZU §F  but a staticall ¥ compiied-in mod | Ss1.
521 %

522 <IfModule ssl_module>

523 @#Include gonf/extra/RLipd-ssl.cont

524 @#Include gonf/extra/hLipd-anssl.cont

525 SSLRandomSeed 3LartuR builtin

526 SSLRandomSeed connect builtin

527 </IfModule>

528 <IfModule http2 module>

5 ProtocolsHonorOrder On

5 Protocols h2 h2c http/1.1

531 </IfModule>

5336# Configuration file for the 3DEXPERIENCE platform
534 @Include gonf/yhosts/3dx.conf

{Norma| text file

p.7S DASSAULT
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KoHdourypmupoBaHne BUpPTyarnbHOINo XocTa
ABache
3

>

eHeHne ocHoBHOro anna Hactpoek Apache HTTPD

MogkntounTe hann HacTpoek ans Server-pool

management (MPM specific) B
C:\Apache24\conf\vhosts\httpd.conf :

> Include conf/extra/httpd-mpm.conf
B gpanne

C:\Apache24\conf\extra\httpd-mpm.conf

oTpenaktupynte napametp ThreadsPerChild,
yBEIM4MB UCXOOHOE 3HaYeHNe:

> <IfModule mpm winnt module>
> ThreadsPerChild 500
> MaxRequestsPerChild 0
> </IfModule>

5
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KoHdourypmupoBaHne BUpPTyarnbHOINo XocTa

ﬁ\a@ache

TpouKa nepemMeHHon cpeabl Anda npaBunbHon paboTbl CEPBUCOB

= YcTaHoBUTb NepemeHHyto cpeabl Windows:

> NLS_LANG=_ .AL32UTFS8

> [aHHbIN NnapameTp HeoBXxoanM Ans KoppekTHoW paboTbl cnyxo6
3DEXPERIENCE Platform B nakeTHOM pexume ¢ gaHHbimu B Unicode
(Hanpumep, CUHXPOHU3ALMN YHETHBIX 3anncen nonb3oBaTenemn
3DPassport ¢ pycckumu gaHHbIMu TUna imeHn n ®ammnum ¢

ocTanbHbiMK cepBrcamu Nnatgopmbl)

New System Variable  [LX.]|
Variable name: ’ NLS_LANG ‘
Variable value: | _.AL32UTF§| |
I OK I | Cancel |

Environment Variables -
User variables for Administrator
Variable Value
Path ;C:\Users\Administrator\AppData\Local...
TEMP %USERPROFILE%\AppData\Local\Temp
TMP %USERPROFILE%\AppData\Local\Temp
New... | | Edit... ‘ | Delete

System variables

Variable Value

ComSpec C:\Windows\system32\cmd.exe
FP_NO_HOST_C... NO

NLS_LANG _-AL32UTF8

NUMBER_OF_PR... 8

ne a aer

[m] >

New.. || Edt. |[ Delete |
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KoHdourypmupoBaHne BUpPTyarnbHOINo XocTa
,I_Al\epgache

>

y

e3anyck cnyx6bl Apache

[Mocne BHeCeHUs1 n3MeHeHU B ntobble HacTporkn Apache, Heobxoanmo nepesanycTutb

COOTBETCTBYIOLLYIO CITyX0Yy

MepesanycTuTb cnyxby MOXHO Yepe3 aucnetyvep cnyxb (Services.msc) unm Bpy4vHyro
(pekomeHayeTcsa ncnonb3oBaTb 3TOT CNoco6) C MOMOLLbIO COOTBETCTBYIOLLEN KOMaHb! 13

KOMaHOHOW CTPOKN:
> C:\Apache24\bin\httpd.exe -k restart

PesynsraTtom nepesanycka cnyxobl 6yaet owwmbka:

AH00526: Syntax error on line 29 of c:/Apache?24/conf/vhosts/3dx.conf:

SSLCertificateFile: file 'c:/Apache24/conf/ssl/servercert.crt'
is empty

does not exist or

OTO oXXmaaemblin pe3ysibraT, MOCKOJIbKY Mbl €Lle HE co3aalln SSL CepTI/I(bVIKaTbI, KOTOpblE

yKkasaHbl B channe 3dx.conf (paHee Mbl NOAKNHOYNIIN €ro 3arpy3ky Yepes OCHOBHOW dhais

HacTpoek httpd.conf), noaTomy TekyLas KoHdUrypauus ¢ Toukun 3peHns SSL asnaeTcs

HepaboTocnocobHom

Tenepb HeoBxoanMMO NepenTn K co3gaHnto SSL cepTudukaTos

5
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SSL ceptndukarhbl

KpaTkun nepeveHb LwaroB no co3gaHnio caMmonoanuCHbIX
@@:Q,EMﬁK@J@ﬁ(bMKaTa (cosgaHune cobctBeHHoro CA, Certificate Authority)

CosnaHue cepepHoro ceptudukata ansg FQDN “r422-ifwe.3dx.ds” and “untrusted.3dx.ds”

> OTOT cepBepHbIN cepTudukat bygeTt noanucaH cosgaHHbIM Hamu CA

y

y

y

Mmnopt CA ceptudukara B OC Ha cepBepe U KINUEHTCKUX MaLLNHaX
> Wmnopt B “Trusted Root Certificate Authority”

> Bce ceptudmkarsl, nognucaHHble
co3gaHHbIM Hamu CA, ByoyT aBTOMaTUYECKM

paccMaTpmBaTbCA KaK HadeXHble HononHutensHas nHopmauust o0 o6paTHOM NPOKCK 1
cepTudmrkaTax HaxoguTCsa B MpeseHTaLmn:

“2 — BBegeHue — Mactep-knacc no YcraHoBke 3DX R2020x
FDO1.pptx”

Heobxoammo obsizatensHo ncnonb3oBaTth “Subject Alternate
Name” npu co3gaHum cepTumkaToB, YTOObI 06ecneunTb Ux
paboToCcnocoBHOCTL C NocNeaAHMMM Bepcusamn web-

H6paysepos
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SSL ceptudumkathbl

OpenSSL - BBegeHue

|

OpenSSL - kpuntorpadunyecknit NakeT ¢ OTKPbITbIM UCXOAHbIM KoAoM Ansa padotbl ¢ SSL/TLS.
MosBonsget cosgasatb krtoun RSA, DH, DSA n ceptudukatel X.509, nognuceiBaTb UX,
dopmupoBatb CSR n CRT. Takke nmeercs BO3MOXHOCTb LUNGPOBaAHNA OaHHbIX U
TectnpoBaHua SSL/TLS coegnHeHun.

B ceTeBOM OKpyXeHUn 6nbnuotekn nporpammHoro obecnedeHnss OpenSSL ncnosnb3yoTcs B
NPUNOXEHNAX, KOTOPbIE LOMKHbI 06ecneunBaTb HagEXHY CBA3b U 3alUUTy OT nepexsarta
OAHHbIX U OOMKHbI YCTAHOBUTL NMIMYHOCTb KOHTpareHTa. OpenSSL Hawlen wnpokoe
NPUMEHEHNE B MHTEPHET-CcepBepax, obcnyxmearLwmx 60nbWNHCTBO BEG-CANTOB

OcHoBHas 6ubnmnoTteka, HanncaHHas Ha si3blke nNporpammupoBaHna C, peann3yet OCHOBHbIE
KpunTtorpadunieckme pyHKUMN 1 NpeaocTaBnsaeT pasnnyHble cnyxebHble pyHKunK. bnarogaps
0BEpTKEe CUCTEMHOrO BbI30Ba (Bpanmnep), BO3MOXHO Ucnosib3oBaTb 6ubnunoteky OpenSSL B
pasfiMyHbIX KOMMNbIOTEPHLIX A3blKax NPOrpamMmmMmnpoBaHns

HoctynHa ansa 6onbwmHecTBa UNIX-nogo6HbIX onepaumoHHbIX CUCTEM
(Bknroyas Solaris/OpenSolaris, Linux, Mac OS X, QNX4, QNX6 n 4yeTbIipéx onepaunoHHbIX
cuctem BSD ¢ oTKpbITbIM NCXOOHbIM KogoMm), a Takke ana OpenVMS u Microsoft Windows.
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SSL ceptudumkathbl

[logrotoBUTENbLHLIE LLATA

>

y

CepTudukaTbl co3aatoTcsa ¢ noMoLlblo MHCTpymeHTa OpenSSL 13 komnnekta Apache,
KOTOPbIV pacrnornoXeH no cneayoLemy nyTu:

> C:\Apache24\bin\openssl.exe

Ckonunpyinte cdannbl openssl-ca.cnf n openssl-server.cnf B nanky C: \Apache24\conf

> [laHHble (bal7|ﬂb| €CTb B KOMIJIEKTE AOKYMEHTALUUN K MaCTep-Kraccy

CospanTte nanky ¢ umeHem 2019x gna ycraHoBku Nnatgopmel:
> C:\R2020x\

CospanTte nanky gnsa xpaHeHus danna CA ceptudukara:
C:\R2020x\cadata

B nanke “cadata” cosgante gBa ganna:
> [lycTtomn TekcToBbIN hans ¢ umeHem “index.txt”

> TekcToBbIi dpann ¢ umeHem “serial.txt” ¢ cogepxumbim “01” 6e3 KaBblYeK

5
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SSL ceptudumkathbl

OpenSSL — annbl ¢ HacTponkamu

= B nanke C:\Apache24\conf mncnonb3yem gea canna-wabnoHa c HacTporkamu ong
co3gaHna cepTUdUKaToB:

> openssl-ca.cnf

> openssl-server.cnf

= URL'bl onsa ceptudomkartoB cepsepa lNnatgopmel 3agatotcsa B panne openssl-server.cnf:
[ alternate names ]

DNS.1

rd22-ifwe.3dx.ds # URL nns cepsBepa 3DEXPERIENCE

DNS. 2 untrusted.3dx.ds # URL 119 HENOINIMCAHHEIX BUIKETOB
(BUIXeTOBR COOCTBEHHOM paszpaboTku)
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SSL ceptudumkathbl

[logrotoBUTENbLHLIE LLATA

= Pepaktnpyinte dannbl HacTpoek openssl-ca.cnf u openssl-server.cnf B nanke
C:\Apache24\conf CO cBOMMU NapamMeTpamu:

B caiin openssl-ca.cnf n
El cnf-Notepad.-+ o [BE | openssl-server.cnf no6aBsTe

File Edit Search View Encoding Langusge Settings Tools Macro Run Plugins Window ? 3

cHHER G| £« bl el na «x I[(fEEAce 0ElBB AaHHble O CBOEWU opraHunsaumn.
— organlzatlonName — Ha3BaHue
ca_distinguished name -
x5p9_extensions = ca_extensions BalLlen KoOMMaHum
o 24
commonName — nvs BaLlero
{ GHSaTSCinGuIsHeU haTS ] cepTudukarta
countryName = Country Name (2 letter code)
countryName_default = RrU
i ST = 8EatejoruRzovincenNans (fulTinans) ORACLE L0G_2020x ¢ (3| B Y conf (3| [ openssica crf (3] I conf (3] B itpd.conf (3| 3 hitpdmpm cort £3 Bmﬂﬂmuwmlgwmwcauﬂﬂ <>
stateOrProvinceName_default = RUSSIA
- 11 string mask = utfgonly ~
localityName = Locality Name (eg, city) 12
50 localityName default = moscow 13
s1 14 [ server_distinguished name ]
52 organizationName Organization Name (g, company) L 15
fQo-aanizationkans default DaliRussIA, i 16 countryName = Country Name (2 letter code)
o L . . 5 17 countryName_default = RU
55 t 1UnitN t 1 Unit (eg, division) 5 =
56 organizationalUnitName_default = TS 2
= 15 stateOrProvinceName = State or Province Name (full name)
58 commonName = Common Name (e.g. server FQDN or YOUR name) 20 stateOrProvinceName_default = RUSSIA
55 commonName_default = r422-ifwe.3dx.ds
60 localityName = Locality Name (eg, city)
S emailnddress = EEELI) BHATERE) localityName_default = MoscoW
62 emailaddress_default = ssv4@3ds.com -
63 =
. organizationName Organization Name (eg, company)
B oocensions o organizationName_default DS_RUSSIA
(33 o
Normaltextfile length:3291 lines: 89 Ln:33 Col:1 Sel:0]0 Windows (CRLF)  UTF-2 INS commonName = Common Name (e.g. server FQDN or YOUR name)
- commonName_default = r422-ifwe.3dx.ds
emailAddress = Email Address
L. X . . emailaddress_default = ssv4@3ds.com
certificate = $base_dir/r422-ifwe_cacert.crt §# The CA certifcate
private_key = S$base dir/r422-ifwe_cakey.key # The CA private key

SYSTEMES

p.7S‘ DASSAULT



Document_2019

© Dassault Systéemes | Confidential Information | 3/12/2020 | ref.: 3DS

SSL ceptndukarhbl

CA ceptndomkar n CA npmBaTHbIN KIHOY

C:\R2019x\cadata:

OTKpOWNTE KOMAHOHYO CTPOKY C NPUBUNErMsiMM aaMUHUCTpaTopa 1 Nnepenante B nanky

<

oA N NDONDN<\ s A

o | Administrator: Command Prompt

icrosoft Windows [Uersion 6.3.96001

Bce komangbl OpenSSL gomkHbl BbIMOMHATLCS B
KOHTEKCTe 3TOM narnku

{(c> 2013 Microsoft Corporation. All rights reserved.

:\Users\Administrator>cd C:\R2020x\cadata

:\R2020x\cadata>

Cospante CA ceptudukat n CA npmBaTtHbIN K104 C NOMOLLLIO 3TOW (O4HOCTPOYHOM) KOMaHAbI:

> C:\Apache24\bin\openssl.exe req -new -x509 -sha256 -nodes -days
3650 -config c:\Apache24\conf\ openssl-ca.cnf -newkey rsa:4096

—keyout rdp2-ifwe cakey.key

B pesynbraTte BbinonHeHus
KOoMaHAbl 6yayT Co3aaHbl
cneaytowme cannbl: CA
npuBaTtHbIn kntod u CA ceptudmkar

Administrator: Command Prompt - C:\Apache24\bin\openssl.exe req -new -x5...

ijut r422-ifwe cacert.crt

—out r422-ifwe_cacert.crt
rivate key

D7S DASSAULT

SYSTEMES



Document_2019

© Dassault Systéemes | Confidential Information | 3/12/2020 | ref.: 3DS

SSL ceptndukarhbl

CA ceptudmkat n CA npuBaTHbIN KITHOM

B2 Administrator: Command Prompt - C\Apache24\bin\openssl.exe req -new -x5... [L[i-—

:\R2020x\cadata>C:\Apache24\bin\openssl.exe req —new —x509 —-sha256 —nodes —days
3650 —config c:\Apache24\conf\openssl-ca.cnf —-newkey rsa:40%96 —-keyout »r422-ifue
cakey.key —out »422-ifwe_cacert.crt

enerating a RSA private key

g new private key to ’r422-ifwe_cakey.key’
ou are about to be asked to enter information that will he incorporated
into your certificate request.
that you are about to enter is what is called a Distinguished Name or a DN.

here are quite a few fields but you can leave some hl
[For some fields there will he a default value.
If you enter ’.’, the field will be left blank.

ountry Name (2 letter code) [RUI:
State or Province Name (full name> [RUSSIAI:
Locality Name (eg, city> [MOSCOW]:
Organization Name (eg. company) [DS_RUSSIAI:
Organizational Unit (eg, division) [TS1:
ommon Name (e.g. server FQDN or YOUR name) [»r422-ifwe.3dx.ds]:
Email Address [ssv4@3ds.coml:

55

Haxunmante ENTER gnsa kaxxgoro Bonpoca, YTobbl NPUHATL 3HA4YeHus, 3agaHHble B channe
HacTpoek openssl-ca.cnf, nnbo BBOAUTE CBOKO MHOPMAaLUIO:
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SSL ceptndukarhbl

CA ceptudmkat n CA npuBaTHbIN KITHOM

\j

BbINOSHWTE CreayLLYy0 OQHOCTPOYHY KOMaHAy):

> C:\Apache24\bin\openssl.exe rsa -text -noout -in r422-ifwe cakey.key

y

cnenyroLy0 OOHOCTPOYHYO KOMaHAY):

> C:\Apache24\bin\openssl.exe x509 -text -noout -in r422-ifwe cacert.crt

c.} Administrator: Command Prompt

BE-

Administrator: Command Prompt

Uersion: 3 <(Bx2>
Serial Number

n
. 0 = DS_RUSSIA, OU = TS, CN = r4
= C:\\Apache24\\bhin\\openssl.exe rsa —text —noout -

Not Before: Oct 4 16:46:23 2019 GMT
Not After : 1 16:46:23 2029 GMT
Subject: C = RU, = RUSSIA, L = MOSCOW, O = DS_RUSSIA, OU = TS, CN = n
422-ifve.3dx.ds, emailfddress = C:\\Apache24\\bin\\openssl.exe rsa —text —noout
in 1r422-ifue_cakey.key
Subject Public Key Info:
Public Key Algorithm: rsaEncryption
Public—Key: 9 t>

==

[MpoBepbTe CA npuBaTHbIN KNOY (M3 KOMaHAHOW CTPOKK C NPUBUNErMsSIMU agMUHUCTpaTopa

[MpoBepbTe CA cepTudukat (M3 KoMaHOHOW CTPOKM C NPUBUNErNAMN agMUHUCTPATOPa BbINOSTHUTE

55
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SSL ceptudumkathbl

CospgaHue 3anpoca Ha Noanuchk cepBepHOro cepTudmkarta u

W%EMWQMWHQOW C NpUBUNENMAMN agMUHUCTPATOpa U NepenanTe B nanky
C:\R2020x\cadata

> cd C:\R2020x\cadata

y

 CosgaHue 3anpoca Ha nognuck ceptTudukaTa n NpUBaTHOrO Krwo4a (3To0 OAHOCTPOYHas
KoMaHga):

> C:\Apache24\bin\openssl.exe reqg -new -sha256 -nodes -days 3650 -tonfig
c:\Apa%heZ4\conf\openssl—server.cnf -newkey rsa:2048 -keyout r42p-ifwe.key -out

r422-iffwe.csr B pesynbrarte BbINOMHEHNS KOMaHAb!
OyayT co3gaHbl cnegyoLime annbi:
3anpoc Ha NoANNCb CepBEPHOTO

cepTudmKaTa 1 NPMBATHBIN KoY
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SSL ceptndukarhbl

CO3LI,aHI/Ie 3anpoca Ha noanncb cepBepHOIro CepTI/I(*)I/IKaTa n
- HRURAIHHPrER H?ﬁ@am,uoro BOMpoOca, YTOObl NPUHATL 3HAYEHUS, 3a4aHHbIe B dpanne

HacTpoek openssl-server.cnf:

[= = ]

oo Administrator: Command Prompt
db:a5:46:55:00:16:dc:50

:\R2020x\cadata>C:\Apache24\hin\openssl.exe req —new —sha256 —-nodes —-days 3650

config c:\Apache24\conf\openssl-server.cnf —newkey rsa:2048 -keyout »r422-ifwe.k

ey —out »r422-ifwe.csp
enerating a RSA private key

sriting new private key to ’r»r422-ifwe.key’

ou are about to he asked to enter information that will be incorporated
into your certificate request.

What you are about to enter is what is called a Distinguished Name or a DN.
here are quite a few fields but you can leave some hlank

[For some fields there will be a default value.

If you enter ’.’, the field will bhe left blank.

y Name (2 letter code> [RUI:
IState or Province Name <(full name> [RUSSIAI:
Locality Name <(eg, city> [MOSCOW]:
Organization Name (eg, company)> [DS_RUSSIAI:
ommon Name (e.g. server FQDN or YOUR name) [»422-ifwe.3dx.ds]:
mail Address [ssv4@3ds.coml:

:\R2020x\cadata>

55
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SSL ceptndukarhbl

[MpoBepka CA npuaTHoro krtoda CA ceptudmkara

 [lpoBepbTe 3anpoc Ha Noanncb cepBepHOro ceptudukaTa (M3 KOMaHAHOW CTPOKK C
NpuBUAErMAMN agMUHUCTPATOPa BbINOSTHUTE CReayroLLy OOHOCTPOYHYI0 KOMaHAy):

> C:\Apache24\bin\openssl.exe req -text -noout -in r422-ifwe.csr

BE |

:\R2020x\cadata>C:\Apache24\bin\openssl.exe req —text —noout —in »422-ifwe.csr
ertificate Request:
Data:
Uersion: 1 <(0Ox0>
Subject: C = RU,. ST = RUSSIA. L = MOSCOW. DS_RUSSIA. CN = »422-ifwe.
Bdx.ds,. emailAddress = ssv4@3ds.com
Subject Public Key Info:
Public Key Algorithm: rsaEncryption
Public—Key: (2048 bhit)
Modulus:
00:d0:hf:75:d4:79:h4:99:
27:ec:0Da:hf:27:54:14:33:
Da:f3:2e:al:e2:ac:c5:4e:
6e:a?:50:5e:0b:h2:9c:02:
bd:fc:11:2e:eh:5e:ac:24:
56:37:8c:b3:22:hc:20:h2:
df :19:06:2e:54:cd:68:fe:
65:11:1e:¢c?7:02:c5:78:89:
a4:8b:6d:3d:37:a7:7c:hf:
Oc:01:c4:67:16:hf:19:ch:
e5:f9:£2:32:27:78:hb:93:
d3:02:5f:46:d5:72:a4:31:
07:4a:fe:85:ea:bhh:da:4a:
92:f5:06:47:ae:hf:c8:hd:

Administrator: Command Prompt

VO VY UL UTING Al

D7S DASSAULT

SYSTEMES



Document_2019

© Dassault Systéemes | Confidential Information | 3/12/2020 | ref.: 3DS

SSL ceptudumkathbl

CosaaHve 1 NoAanncb cepBepHoOro ceptudurkaTa

» OTKponTe KOMaHAOHY CTPOKY C NPUBUNErMAMU agMUHUCTpaTopa 1 nepenguTte B nanky
C:\R2020x\cadata:

> cd C:\R2020x\cadata

= CospganTte 1 nognuwinTe cepBepHbIN cepTudmkaT (3TO OAHOCTPOYHAdA KoMaHaa):

> C:\Apache24\bin\openssl.exe ca -config c:\Apache24\conflopenssl-ca.cnf -policy

B pesynkrarte BbINONHEHWs koMaHAap! Byaet
co3faH hann: NoAnncaHHbIN CepBEPHbBIN
cepTudumkat

signing policy -extensions signing reqg -out r42211fwe.crt -infiles r422-ifwe.csr
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SSL ceptndukarhbl

Co3gaHue n noanucb cepBepHOro ceptudukaTta

>

OtBetbre "y’ 1 HaxmuTe ENTER ans kaxagoro Bonpoca:

Administrator: Command Prompt

:\R2020x\cadata>C:\Apache24\bin\openssl.exe ca —config c:\Apache24\conf\openssl
ca.cnf —-policy signing_policy —extensions signing_req —out »r422—-ifwe.crt —infil
es r422—-ifwe.csp
sing configuration from c:\Apache24\conf\openssl-ca.cnf
an’t open ./index.txt.attr for reading, No such file or directory
6512 :error:02001002:system library:fopen:No such file or directory:cryptoN\hio\hs
_file.c:74:fopenC’ ./index.txt.atty’ ..’ »’)
6512 :error:2006D080:BI0 routines:BIO_new_file:no such file:crypto\bio\hss_file.c
:81:
heck that the request matches the signature
Signature ok
he Subject’s Distinguished Name is as followus

ountryName :PRINTABLE:’RU’
tateOrProvinceName tASN.1 12:’RUSSIA’
localityName tASN.1 12:’MOSCOW’
organizationName tASN.1 12:’DS_RUSSIA’

out of 1 certificate requests certified. commit? [y/nly
Jrite out database with 1 new entries
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SSL ceptndukarhbl

[poBepka cepBepHoro ceptudurkaTa

= [lpoBepbTe NoAgNUCaHHLIN cepBEPHbIN cepTUdUKaT (M3 KOMaHOHOM CTPOKN C NPUBUIIEMMAMUA
agMUHUCTPAaTopa BbINOSTHUTE CReayroLyo OAHOCTPOYHYO KOMaHAy):

> C:\Apache24\bin\openssl.exe x509 -text -noout -in r422-ifwe.crt

Administrator: Command Prompt
b D:e4 0:8 0

=G|

[MpoBepkTe, YTO NapameTp Subject
Alternative Name 3agaH KOppeKTHO
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Pesynbrar

>

[Mocne BbINOSTHEHMS BbILLEN3ITOXEHHbIX AencTBur, B nanke C:\R2019x\cadata 6ygyT
creayoume BaxHbln Anga yctaHoBku [Nnatdopmbl doansibi:

> r422-ifwe_cakey.key
~ CA npuBaTHbIN KItoM

> r422-ifwe cacert.crt

~ CA cepTudumkart, KoTopbii Heobxoaum Ansi NoanMcu
cepBepHoro ceptudukaTta

> r422-ifwe.key

~ CepBepHbI NPUBATHbIN KoY
(xpaHuTb B 6e3onacHomM mecTe!)

> r422-ifwe.crt

~ CepBepHbIN cepTudmKaT, NOANUCAHHbIA C NOMOLLbIO
cosgaHHoro Hamu CA

ki [2W= cadata =|o] x
“ Home  Share  View v e
®© ~ 4[> ThisPC » Local Disk (C) » R2020x » cadata v ] [ search cagata A ]
ro—— Name 2 Date modified Type Size

B Desktop [ md RND File KB

8 Downloads [ 01.pem PEM File 7K8

%l Recent places (& indextxt TXT File 1KB

| indexit.attr ATTR File 1KB

18 This PC |_] indexit.old OLD File 0KB

Ju Desktop | 55l ra22-ifwe.crt 04.10.2019 12:48 Security Certificate 7k8|

£] Documents || ra22-ifwe.csr 04.10.2019 18:46 CSR File 2KB

18 Downloads [ 22-itwekey 04.10.2019 18:46 KEY File 2k8|

W Music \:J r422-ifwe_cacert.crt 04.10.2019 18:44 Security Certificate 3KB|

£ Pictures | L rd22-ifwe_cakey.key 04102019 18:44 KEY File 4k8|

B Videos [ serial.bat :48 TXT File 1KB

&4 Local Disk (C:) | serial.txt.old OLD File 1KB

€ Network

12items  4items selected 13,1KB

E=

5
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PasmelleHne cepBepHOro NpuUBaTHOrO Kitodya 1 cepTudukaTa

>

» ThisPC » Local Disk (C:) » Apache24 » conf » ssl v

Ckonupyunte dannbl r422-ifwe.key n r422-ifwe.crt l T R ——

n3 C: \R2 02 OX\ cadata : ) M22-ifwe.crt 04.10.2019 18:43
BC: \ApacheZ 4\conf\ssl | ra22-ifwekey 04.10.2019 18:46

CepBepHbI cepTudmKaT Takke A0MKEH BbITb MMNOPTUPOBAH B BUPTyarnbHYyt0 MalLvHy Java,
KOTOpas ucnosib3yetca ansa cepsucos lNnatgopmbl

MacTep ycTtaHOBKM cepBUCOB [natdopmbl aBTOMaTUYECKU MMMNOPTUPYET CepTUdUKaTbI:

> MaCTepy YCTaHOBKM Heobxoaumo npenocTtaBuUTb Narky, B KOTOpOIZ 6y,D,yT HaXxoanTbCA TOJIbKO CepTI/ICbI/IKaTbI

(v HM4ero GonbLue), NO3TOMY HEOBXOANMMO Co3aaThb Nanky:
- C:\R2020x\certs only

Ckonupynte dannbl r422-ifwe.crt n r422-ifwe_cacert.crt L » ThisPC » Local Disk (C) » R2020x » certs.only v
VI3 C . \R202OX\Cadata Name Date modified

G5l ra22-ifwe.crt 04.10.2019 18:48
BC: \R2 02 OX\cert S_Ol’lly 5 5] r422-ifwe_cacert.crt 04.10.2019 18:44
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YctaHoBka CA cepTudukaTta Ha cepBepe
nnaTtgopMbl

YctaHoBka CA ceptudpukaTta B OC Windows

= [lpaBbIn KNWK Ha danne ru2-ifwe_cacert.crt 1 B KOHTEKCTHOM MeHI0 BblibepuTe Install Certificate

ol rd22-ifwe.crt

04.10.2019

[fp] rd22-ifwe_cacert.crt

N4 10 2014

Open

Install Certificate

[aHHas npoueaypa BbINOMHSAETCSA Ha
CepBepe U BCeX KIMEHTaX, C KOTOPbIX Bbl
XOTUTe MoMyYuTb JOCTYN K NnaTgopme
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YctaHoBka CA cepTudukaTta Ha cepBepe

nnatgopMbl

YctaHoBka CA ceptudpmkara B OC Windows

Welcome to the Certificate Import Wizard

This wizard helps you copy certificates, certificate trust lists, and certificate revocation
lists from your disk to a certificate store.

A certificate, which is issued by a certification authority, is a confirmation of your identity
and contains information used to protect data or to establish secure network
connections. A certificate store is the system area where certificates are kept.

Store Location
O Current User

To continue, dlick Next.

[JaHHas npoueaypa BbINOMHSETCA Ha
CepBepe 1 BCeX KIIMEHTaX, C KOTOPbIX Bbl
XOTUTE MOMy4UTb AOCTYN K NnaTcopmMe

Certificate Store

Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specify a location for

the certificate.

O Automatically select the certificate store based on the type of certificate
@’lace all certificates in the following store

Certificate store:

|I| Browse... |I

|| Enterprise Trust -
| Intermediate Certification Authorities
Trusted Publishers

Fd i i—

| Shqw'ﬁhysical stores

Cancel

o The import was successful.

Bbi6epuTe xpaHunuile Trusted Root

Certification Authorities

]
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YctaHoBka CA cepTudukaTta Ha cepBepe

nnaTtgopMbl

YctaHoBka CA ceptudpukaTta B OC Windows

3anycTtute “certmgr.msc” n yéeautecnb, YTo cepTudukaT ycrnewHo MMnopTMpoBaH

icrosoft

Windows

:\Users\Administrator>certmgr.msc

All rights reserved.

Administrator: Command Prompt

[Uersion 6.3.96001
(c> 2013 Microsoft Corporation.

'@ certlm - [Certificates - Local Computer\Trusted Root Certification Authoriti...lLIi-

[aHHas npouenypa BbINOMHAETCA Ha
CepBepe U BCEX KIMEHTaX, C KOTOPbIX
Bbl XOTUTE MOMYYNTb AOCTYM K
nnatcgopme

File Action View Help
62 HE
¥ Certificates - Local Computer Issued To = Issued By A
b Personal [5Baltimore CyberTrust Root Baltimore CyberTrust Root
4[] Trusted Root Certification AY | []] Class 3 Public Primary Certificat... Class 3 Public Primary Certificatio...
CEl’t.lfICalES [ Copyright (c) 1997 Microsoft C... Copyright (c) 1997 Microsoft Corp.
b [ Enterprise Trust 5 DigiCert Global Root CA DigiCert Global Root CA
> [ Intermediate Certification Au ) DigiCert High Assurance EV Ro... DigiCert High Assurance EV Root ...
b || Trusted Publishers 2 g
& 5] GlobalSign GlobalSign
i ;’:_":S;Ed C;"'f't‘cater:_f, 11| ERIGlobalSign Root CA GlobalSign Root CA =
E = Tn.llrst;daprteyoploeo Srmeoy 5] Microsoft Authenticode(tm) Ro... Microsoft Authenticode(tm) Root...
b [ Client Authentication lssuers 5 Microsoft Root Authority Microsoft Root Authority
5] Microsoft Root Certificate Auth... Microsoft Root Certificate Authori...
p | Remote Desktop
b [ Certificate Enrollment Reque: [ Microsoft Root Certificate Auth... Microsoft Root Certificate Authori...
b (] Smart Card Trusted Roots 5 Microsoft Root Certificate Auth... Microsoft Root Certificate Authori...
b B Trusted Devices [ZINO LIABILITY ACCEPTED ()07 ., NO LIABILITY ACCEPTED (<197,
p [ Windows Live ID Token Issul 5l ra22-ifwe.3dx.ds rd22-ifwe.3dx.ds
=5/ Thawte Timestamping CA Thawte Timestamping CA
~LLITN-1ISFRFirst-Ohiect LITN-1ISFRFirst-Ohiert ad
< " >l « >

Trusted Root Certification Authorities store contains 17 certificates.
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SSL ceptudumkathbl

O6HoBrneHne kKoHdUrypauum smpTyanbHoro xocta Apache

>

OtkponTte dann-wabnoH C: \Apache24\conf\vhosts\3dx.conf B Notepad++

CepBepHbIn cepTudmrKaT U NPUBATHLIN KITOY AOMKHbI ObITb YKa3aHbl cregyowmm obpasom:
### SSL certificate and server private key

SSLCertificateFile conf/ssl/rd422-ifwe.crt

SSLCertificateKeyFile conf/ssl/r422-ifwe.key

Ybeoutechb, 4TO cepTuduKaT 1 Kntod NponucaHbl NpaBuiibHO (NPU NCMONb30BaHUK NapamMeTpoB
N3 npeseHTauuun, s3HadyeHunsa B 3dx.conf 3asegomMo nNpaBusbHbIE)

I'Iepe3anyCTV|Te CJ'Iy)K6y Apache n3 KOMaH,EI,HOVI CTPOKKM C NMOMOLLIbKO KOMaHAbI:
> C:\Apache24\bin\httpd.exe -k restart

> Ecnu Bce npeabiaywime AeicTBusi 6biv BbINOMHEHbI MPaBUIIbHO, TO Cry»6a ycrneLHo 3anycTuTcs

Ecnu cnyx6a Apache He 3anyckaetcs:

> [uarHoctupyinTte npobnemy (B NnepByto odepeab npoBepbTe harnnbl HacTpoek Apache) n BbINONHUTE 3anyck ¢
NoMoLLbK KOMaHbl C: \Apache24\bin\httpd.exe -k start
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HacTtpouka Java

[Hobaenenne URL goctyna k lNnardopme B “Trusted Sites”

~ B naHenu ynpasnexHna Windows Hangute u

3anyctute “Java Control Panel”

- [lepengute B 3aknaaky “Security”

> YcTtaHoBuTe ypoBeHb besonacHocTy “High”

> Haxmute kHonky “Edit Site List...” n pobasbTe
B crnucok ucknoveHnn URL cepsepa nnatdopmsi:
https://r422-ifwe.3dx.ds

2] Java Control Panel [S=NEERT X

Ecnu Bbl nnaHvpyeTe ncnonb3oBarb
BebG-6paysep, B Tom yncne Firefox,
ansa goctyna K Nnatcgopme < c 0
HenocpeacTBEHHO C cepBepa
(BUpTyanbHOM MaLlWHbI), TO
BbIMOMTHUTE aHaNoOrn4YHble AEeNCTBUS
Ha cepBepe

AH Apache Haus Distribution Instal

& https

i 5= o] [aHHasa npoueaypa
lEnable Jova content the rowser BbINOMHSAETCA Ha cepBepe
1 BCEX KINMEHTax, c
Security level for applications not on the Exception Site list
e KOTOpPbIX Bbl XOTUTE
Only Java applications identified by a certificate from a trusted authority are allowed to run, I-I on yq MTb ,qOCTyl'l K
nnargopme
e e s e e et e e
Exception Site List
Applications launched from the sites listed below will be allowed to run after the appropriate security
hitp://3dpassport.pimcc.ru B
hitp://3dspace. pimcc.ru [ Ecit Site List.o.
tech.ds i w *
[ Restore Securty rompts._ [ Manage Cerbfcates... |
B Exception Site List -
OK|
= launched from the sites listed below will be allowed to run after the appropriate security
prompts.
I bttps:/fr422.3dx.ds I
X -
- Add Remove
r422-ifwe.3dx.ds [ e ]

i FILE and HTTP protocols are considered a security risk.
We recommend using HTTPS sites where available.
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YnpasneHune ceptudpukatamm certificates

Mmnopt CA ceptudukata B Firefox

 bpaysep Firefox ncnonbsyet co6CTBEHHbBIN MEHEOXEP
cepTndurKaToB, MOITOMY B HEMO TOXE HEOOX0AMMO
nmnoptuposaTb CA ceptudmkar

= 3anyctute Firefox, oTkponTte “Settings” n saknagky
“Advanced/Certificates”

= Haxmute Ha "View Certificates” u nepenante B 3aknagky

"Authorities”
= Haxmute "Import...” n umnoptupynte damn CA
ceptudukata (ru2-ifwe_cacert.crt)

> Bbibepute "Trust this CA to identify websites” kak nokasaHo Ha
KapTUHKe

[aHHasi npoueaypa BbINOMHAETCS Ha
CepBePE U BCEX KIMUEHTAX, C KOTOPbIX
Bbl XOTUTE NOMYyYnTb AOCTYN K
nnargopme

Downloading Certificate

You have been asked to trust a new Certificate Authority (CA).

Do you want to trust "DS_RUSSIA_TS" for the following purposes?
[¥] Trust this CA to identify websites.

[¥] Trust this CA to identify email users.

Trust this CA to identify software developers.

Before trusting this CA for any purpose, you should examine its certificate and its policy and
procedures (if available).

View Examine CA certificate

Certificate Manager

Your Certificates People Servers Authorities Others
You h: tificates on file that identify these certificate authorities:
Certificate Name Security Device
aDisig
CADisig Root R1 Builtin Object Token
CA Disig Root R2 Builtin Object Token
DS_RUSSIA_TS Software Security Device
E-Tugra EBG Biligim Teknolojiler ve Hizmetleri A,
E-Tugra Certification Authority Builtin Object Token
SEDICOM

ACEDICOM Root Builtin Object Token

aEntrust, Inc.

Import...

OK

5
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SSL ceptndukarhbl

TectupoBaHmne Apache c npotokonom HTTPS

>

|

Ha cepBepe, oTkponTe 6paysep n nepenagute no agpecy https://r422-ifwe.3dx.ds

Ybeantecb, 4TO cTapToBas cTpaHmua Apache otobpaxkaetca 6e3 yBegoMneHnn ans

cepTuunkaToB (3eneHblin 3aMOK)

&~

m Apache Haus Distribution Inst= X +

c @ @lﬁ https://r422-ifwe.3dx.ds

Apache Haus

Apache™ binaries for Windows®

Readme First
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