BBoaHasa npe3eHTaunsa ans
NOAroTOBKW KaHOMNOATOB K
cobecenoBaHUIO NO
TEXHNYECKMM BOMPOCcCaM.



JTa MoAernb onucbiBaeT
npasusa n npouenypsobl
nepegavn gaHHbIX B
PasnNUYHbIX CETEBbLIX cpedax
Npu opraHM3auun ceaHca
cBA3n. OCHOBHbIMU
anemMeHTamMun Mmoaenu
SIBMAKOTCS YPOBHU,
NPUKaaHbIie NPOLECCHI U
domnanyeckmne cpeacrea
coeUHEeHUS.

Moaear OSI

ITpuxaapHOM

AaHHI)Ie AOCTYII K CETEBBIM CAYXK6am
IlpeacraBaeHns
AaHHI)Ie IPEACTaBACHHE U KOAMPOBAHUE AQHHBIX
Ceancosbit
AaHHI)Ie YnpaBAeHHe CeaHCOM CBSI3H
TpancnopTHbIi
baoxu 6e30macHOe U HAAEKHOE COEAMHIE TOYKA-TOYKA
Ceresoit
ITaxeTsr Onpeaeaenue myTy u IP (aormueckas appecarus)
KanaapHbI#
Kaapsr MACuLLC

(®Ousmueckas appecanus)




1. PN3NYECKUN YPOBEHD.

Ha gaHHOM ypoBHE NponcxoauT nepegada
CUrHanoB B cpefe nepenavyv gaHHbIX.
dunsnyecknm kabenb, ONTUYECKUIN Kabenb U
PaaNO0-CBA3b.

EonHuua namepenuns, ncnonb3dyemasa Ha
3TOM cfloe — buUThl.

Ha gaHHOM ypoBHe paboTaeT Takoe
YCTPOUTBO, Kak HAB (Xab) — KOHLUEeHTpaTop.



XAB

- CETEBOM KOHLIEHTPAaTOp, KOTOPbIN NO3BONSET 00beAUHNTL KOMMBLIOTEPHI B
NPoCTyto ceTb. B xabe nmeetca onpegeneHHoe KomM4yecTBo pasbeMOoB
(mopToB), K KOTOpPbIM Nnoakstodatotcs Bee K ceTtn.
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[TpnHUKMN paboTbl Xaba.

3AOAHWE: HyxHo nepenatb nHopmauumto ¢ NK1 Ha MNK3

BbIBOL: NHdopmaumto nonydatot Bce MNK B ceTtun!



2. KaHanbHbLIVM YPOBEHD.

Ha paHHOM ypoBHe npoucxoauT nepeagada
BHYTPW OHOrO CerMeHTa ceTu. Tak e Ha
3TOM YPOBHE BO3MOXXHO OBHapyxeHue u,
BO3MOXXHO, UCTpaBIieHNE OLLNOOK,
BO3HUKLLUMX Ha (Pb13NYECKOM YPOBHE.

-a gaHHOM ypoBHe nepenatotca Kaapbil.

-a JaHHOM ypOBHE paboTatoT Switch
(KommyTtartop) u MocCThil.

3aecb ncnonbadyetca noHatne MAC-agpeca.




MAC-aapec.

MAC — agpec — 310 (p13n4eckni agpec ceTeBoro ycrtpoucrtaa. Ero
npucBanBaeT YCTPOMUCTBY NpoM3BoanNTESNb Npu n3rotoBneHunu. Mo
MAC _agpecy Mbl MOXEM MOHATb, KTO U3roTOBWST AaHHOE YCTPOWUCTBO.
MAC—-agpec cocTouT 13 wecTtn bonbLlmx natnHekux oyks (A, B, C, D,
E, F)nundp (ot 0 go 9)

3annucb MOXeT OblITb:
1.bonbwmmm BykBamu vyepes Tupe ( 6 OKTETOB):
[Mpumep 1C-4F-FD-E1-88-0A

2. ManeHbkumun bykaBamu Yepes aBoeTtoumne (6 OKTeToB):
[Mpumep 1c:4f:fd:e1:88:0a

3. ManeHbknmMmn dykBamm Yyepes To4KK (3 okTeTa):
[Mpumep 1c4f.fde1.880a
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2.

3.

4.

3agaHuve:

Kakne 13 nepeudncrieHHblx 3anucen oyayT aenateca MAC-agpecamn?

AB-CH-13-16-A6-99-18

ab:95:f6:19:55: 5r

FB-74-FA-16-95-34

m6h7.7436.fdb5.t795

76 —45—-18 —7F - BB - FF

adbf.1587.f5b1

fo:5b:aa:94:f3:77

FA-HH-14-99-56 - 17
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CBUTH.

- ceTeBon kommyTaTop. Kak n xab, cBnty npegHasHa4vyeH ansa oobeanHeHUs
MHOX€ECTBa KOMMbIOTEPOB B OAHY NTOKASIbHY0 CETb.




[TpnHUKMN padoTbl CBUTHA.

[MK1 — MAC1 — nogkritodeH B nopt 1
[MK2 — MAC2 — nogknto4veH B nopt 2
[MK3 — MAC3 — nogkntoyeH B nopT 3

MAC1 1
MAC2 2
MAC3 3

3A0AHUE: MNMepenaem nudopmauuto ot MNMK1T k MK3.

BbIBOL: NHdopmauuto nony4vaeT Tonbko ToT K, koTOpoMy OHa npegHa3Ha4vanacso!



3. CeTeBOU YPOBEHD.

Ha paHHOM ypoBHe npoucxoauT
onpegeneHve NyTn nepenayn gaHHbIX.
30ecb nponucxoauT TpaHcnsaUuna U3 UMeH
norn4yeckux (ip-agpec) B UMeHa
dounsunyveckme (MAC-agpec), onpeageneHue
KpaTyanlunx MapLUpyToOB.

la faHHOM ypOBHE paboTaeT Takoe CETEBOE
obopyaoBaHue Kak PoyTtep
(MapLupyTusaTtop).




IP-agpec.

-3TO YHUKasbHbIW CETEBOW apec y3na B KOMMbIOTEPHON ceTu. . B
cetn HTepHeT TpebyeTcd rnobansHast YyHUKanbHOCTb afpeca; B criyvae
paboThbl B NOKanbHOM CETU TPEDYETCH YHMKANbHOCTL agpeca B npeagenax
ceTu.

B 4- Bepcum IP-agpec npeacrtaBnsiet cobon 32-6utoBoe 4ncno. YoobHou
doopmowu 3anucu IP-agpeca (IPv4) aBnseTcst 3anucb B BUOE YETbIPEX

OECATUYHbIX YNCET éHaH798H§eM OoT 0 00 255, pa3aesi€HHbl TOYKaMK,
HanpuUmep, 19}%§_ 869 .2 — ABNATbCA Ip-aapecom He byneT!

Macka noaceTtn n agpec
noaceTu.

Mackou noagceTu nnn Mackomn ceTyu Ha3biBaeTca bnutoBasa Macka,
onpenenstowas, Kakasi HacTb IP-agpeca y3na ceTu OTHOCUTCA K agpecy CETN,
a Kakasi — K agpecy caMmoro y3sia B 3TON CETW.



POYTEP

- MapLIPYyTM3aTop, KOTOPLIN YMEET nepenasaTh AaHHbIe MeXay pasfindHbiMuU
CeTsaMU, HanpuMmep CeTbIO BalLero MHTEPHET npoeanaepa v Balleu
JOMaLLHEN rnokaribHOW CETbIO.




[TpnHuUKMN paboTbl PoyTepa.

UHTEPHET




[TJTKOCbI PoyTepa.

1. HeT HeobxoaANMOCTU AOMNONHUTENBHO HAacTpanBaTb KOMMNbIOTEPDI U

nporpamMmmbl Ana NogknoveHns kK cetn VMIHTepHer.
2. PoyTep noTpebnsieT MeHbLLEe 3MEeKTPOIHEPTUN MO CPABHEHNIO C OObIYHBIM

MK n ero TpyaoHee B3nomaTtb Npu rpaMOTHOW HACTPOUKe.
3. B cnyyae ¢ Wi-Fi poytepom Bbl cMOXeTe paboTaTtb B UHTEPHETE C
nboro Mecta Ballen KBApTUPbl U HAKOHEU-Takn n3baBnTeChb OT Kyuu

NPOBOOB.



VPN-coeanHeHue.

NOKAJIbHAA CETb

ip — agpec
Macka nogcetu
DNS

OCcHOBHOW U3

[ns nogknioyYeHnsa K UHTEPHETY
HeobXxo4MMO HaCTPOUTb Vpn-
coeOuHeHue, KoTopoe byaeT paboTaTb
NOBEPX JIOKa/IbHO20 COEOUHEHUSI.

_— T

Bpy4yHyto MacTepom HaCTPOMKU
(MHCTPYKUMA eCTb Ha cauTe beeline.ru) (ckavatb Ha cante beeline.ru)




VPN-coeanHeHue.

lNoaxnwyenue: RussianProxy VPN

MNoabsoBarent l Login ‘

Mapone: kooooo l

CoxpaHATE UMA NOAb30BATENA M NApob:

(3) TonbKO AN MeHA

() ana noro nonesosarens

[,ﬂo.ukmowenue][ OtmeHa ][ CeolicTea ][ Cnpaeka ]
! |
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,EJ CocrosHue - [oAKNHOUEeHWE MO NOKaNbHOW ceTn |
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DOTOKOIbI.

E | MoaknroueHue No N0KanbHOW CeTn

‘ EQCBoﬁcha ] ‘fg‘OTKmoum'b’ [ AunarHocTuka ’

3aK

Wnto= no ymonuaHuw IPvE
DNS-cepeep IPv6

0b6wue
( CBeAeHVIﬂ O CETEBOM NOAKAHOUEHMN - u
MogknoyeHune
[ononHuTenbHbLIE CBEOEHNA O CETU:
IPv4-nogKknroyeHue: MHTepH
j CeoicteO 3HayeHue
IPV6-nogknoyeHune: bes gocryna K WHTepHe
OnpepneneHHbIt ana noak... mshome.net
CocrosHite cpeae: . — Onucanune Realtek RTL8139/810x Family Fast Ethernet
AnMTeNbHOCTb! 00:00:1 PuUanuecKuit anpec 00-1A-92-9B-A4-67
CKOpoCTb: 100.0 MBuT/{ DHCP eknroyeH Het
i | 1| |fAnpecIPv4 192.168.137.189 A
J 11" |IMacka noaceTu IPv4 255.255.255.0
ApeHna nony4deHa 17 aerycta 2011 r. 11:43:50
ApeHpa uctekaet 24 aprycta 2011 r.11:43:49
ARG Wntz= no ymonuanuw IPv4  192.168.137.1
L \DNS-cepeep IPv4 192.168.137 1 y
OTnpaeneHo — L MpuHATY WM SEpREp L s
Cnyx6a NetBIOS uepe=T.. Het
ﬂ MNokaneHeiit IPv6-anpec ka... fe80:d952:7d41:aca8:6074%10
Baifr: 14 354 | 28 39{

<
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TCP - 0gnH 13 OCHOBHbIX NPOTOKOSIOB Nepeaayvn aaHHbIX MIHTepHeTa,
npeaHasHadeHHbIN ANg ynpasneHnsa nepenaden JaHHbIX B CETSAX U
noacetax TCP/IP. Otnnune gaHHoro npotokona ot UDP B Tom, 4TO nepen
nepegayen gaHHbIX NpeaBapuUTeSibHO YCTaHaBNMBAETCH COeQNUHEHNE MeXaY
xoctamun. bnarogapst aToMy AaHHbIW NPOTOKOS ABMSIETCS HAOEXHbIM.

UDP — npoTtokon nepegaym gaHHbiX. C NOMOLLbIO AaHHOro NpoToKoa nepeaarTcs
OaHHble 6e3 npenBapuUTenbHON YCTAHOBKM CBA3M MeXay XxoctaMmu (YyCTpomcTsamn).
[aHHbIN BUA NPOTOKOSIAa He SBNHAETCS HAL4EeXHbIM, T.K. JaHHble MOryT He JOXOo4UTb A0
KOHEYHOM TOYKM, NIMBOo nyTaTbCA.

ARP — npoToOKOn B KOMMbIOTEPHLIX CETAX, NpeaHa3Ha4YeHHbIN A5
onpepeneHns MAC-agpeca no nssectHomy IP-agpecy.

SMTP — 310 npoToKos, NnpeaHa3HavYeHHbIN Ans nepegadn 3NEeKTPOHHOW NOYThI B
cetax TCP/IP. PaboTtaeTt B no4ToBbLIX NpUIioxeHusix, Hanpumep Outlook ans
nepenayvn novToBbIX coobueHmin. Ha npuem pabotaet npotokon POP3.




AHTMBUPYC N bpeHamayap
(firewall).




AHTUBUPYC

- cneunanusnpoBaHHasa NporpamMmmMa ana ooHapyXeHUs1 KOMMNbITEPHbIX
BUPYCOB, a Takke HexenaTesrbHbIX nporpaMmm BoobLLe n BOCCTaHOBIIEHUS
3apaXX€HHbIX TaKNMMU nporpammamm pansos, a Takke ansa npounakTukm
— NpeaoTBpaLleHns 3apaxeHus annos nnmn onepaunoHHOM CUCTEMbI

BpeOOHOCHbIM KO4OM.

AHTNBUPYC CpaBHUBAET KaXKabin
NMEILLMNCA B KOMMNbIOTEPE ddans co
cBoen 6a30n JaHHbIX, coAepXaLlen
MHdopMaLnto 06 N3BECTHbLIX el
BpedoHOCHbIX nporpammax. ns
TOro YtToObl paboTta Takoro
aHTuBMpyca Oblfia A4enCcTBUTENBHO
adpdekTBHOU, TPEDBYETCSH, YTOOLI
NHdopmauus B aTon base
NOCTOSIHHO OOHOBNAMACH, NPU4YeEM
4yeM valle, TeM nydule.

OTcnexuBaHne 0encTBun,
XapaKTepHbIX A9 BUPYCOB.
AHTMBUPYCHbIE NPOorpamMmbl
aHanmMa3upyoT To, Kak BeayT ceba Te
NN UHble doannbl, U NPUHUMALOT
pelieHne o6 nx HeuTpanusaumu.
Yaule Bcero takon aHTUBMPYCHbLIN
MOHUTOPUHI BEAETCS HA NPOTSXKEHNN
BCEro BpemMmeHun paboTbl KoMnbloTepAa.



bpeHamayap(firewall)

- 3TO nNporpamMmma, nNo3BonsoLLas HageXXHo 3alWnTUTbL KOMMNbIOTED,
NOOKIMHOYEHHbIN K NOKanbHOW MO0 rmobanbHOU KOMNbIOTEPHOW CETU, OT aTtak
CETEBbIX 3M10YMbILLNEHHUKOB.

Kak npaBuno, 6paHamayap NOCTOSAHHO HAaXOAUTCS B onepaTUBHOM NaMATU KOMMboTepa, YHKLMOHNPYS
B (poHOBOM pexnme. PaboTaeT OH No cnegyrowemy NnpUHLKUNY: OCyLWwecTBNseT unbsTpaumio BCEro
BXoasuwero Tpadguka, npoBepsisi BCe Nogo3puTernbHble NakeTbl U OTNPaBnsasa nx obpaTHo. NakeThl,
cogepkaHue KOTopbIX onaceHnin He Bbl3blBaeT (Hanpumep, npeaHasHadeHHble Beb-6paysepy), 6e3
npobrem nponyckarTcs NporpamMmmMmon B KoMnbloTep. KpoMe pasgeneHunsi NakeToB Ha "paspeLleHHble" 1
"nogospuTtenbHble”, ¢ OTCenBaHMEM NOCIEAHMX, NporpaMmmMa yMeeT onpeaensTb ip-agpec KoMnbloTepa, ¢
KOTOpOro npuien "nogo3puTtenbHbIn® naker.

UTto kacaeTtcsa ncxopawero tpadumka, 1o 3geco firewall npocTo oTcnexmBaeT BCe NONbITKU 3anyLWeHHbIX
Ha KOMMblOTEPE MOSb30BaTENs NpPorpamMmm nosyvYnTb OCTYN K SIOKanbHOM ceTu Nnbo cetu VIHTEpHeT.
OT0 Heobxoammo ansa 6NoKMpPoBKM paboTbl pasfiMyHbIX NPOrpamMm 3royMbllUNIEHHNKA, NpeaHa3Ha4YeHHbIX
AON1s1 nepexeaTa naponeun 1 NnepecobIsiku X CBOEMY Co3aaternto.



Tunbl nepegayn gaHHbIX.

* Unicast (FOHMKACT) — NpoLeCC OTMNpaBKK
nakeTa OT O4HOro XOCTa K pYyromMy XOCTY.

* Multicast (MynbsTUKaACT) — nNpouecc
OTMpPaBKM NMakeTa OT 04HOro XocTa K
HEKOTOPOW OorpaHU4YeHHOUN rpynne XoCcToB.

* Broadcast (0poaKacT) — npoLecc oTnpaBKu
nakeTa OT OJJHOro XOCTa KO BCEM XOCTaM B
ceTn.



