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Figure B.1: Command Flow



AyTeHTUdmrkaumnga ymna

MRTD Chip (PICC) Inspection System (PCD)

static key pair:
(SKpicc, PKpicc, Zpicc)

PKpicc choose random ephemeral key pair
Zpicc (SKpcp. PKpcp, Zpicc)
K = KA(SKpice, PKpcep, Zpice) = KA(SKpcp, PKpicc, Zpicc)
Y
AnropunTtm Figure 3.1: Chip Authentication By,qu
Onddu-XennmaHa NCMoJib30BaTbCA Mpu
ayTeHTUgMKaLnm

3ateM BbinonHseTcss A, nossonsiollas npoBepuTb ayreHTiitdcTb

OTKPbITOro Kntoya unna PK, . (XxpaHutcs B DG14).




The Diffie-Hellman protocol (informally)

Fix a large prime p (e.g. 600 digits)
Fix aninteger g in {1, ..., p}
Bob
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[lepeBo cepTudukaToB PKI - 2

Country A Country B
DV-Cert. assigns:
— Access Rights

— Validity Period

IS—Cert. restricts:
DV DV — Access Rights DV DV
- Validity Period
IS =18 IS - IS

IS - IS IS -~ IS

Arrows denote certification.

Figure 2.1: Public Key Infrastructure



AyTeHTUdnkaumna TepmmHana

NHcn.cuctema (UC) oTnpaBndeTt umny nocrnenoBaTeribHOCTbL CEPTUGUKATOB,
Ha4YMHas c cepTudukara, NPoBEPAEMOro OTKPbITbIM KItodoM CVCA (EF.CVCA),
KOTOPbIN XpaHUTCS Ha ymne, 1 3akaHdneas ceptndumkatom UC.

Unn nposepseT cepTudukaTtol N N3BreKaeT OTKPbITbIN Kntod UC.

[lanee BbINONHAKTCS criegyrowme 4ENCTBUSA:

MRTD Chip (PICC) Inspection System (PCD)
choose rpjcc randomly hiz.5 5%
spcp spcp = Sign(SKpep,

IDpicc||rpicc||H(PKpcp))
Verify(PKpcp. spcp,
IDpicc||rpicc||H (PKpep))

Figure 3.2: Terminal Authentication
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Bonpochil:

e CVCA link Certificaters?



