[Tporpammuoe o6ecnieueHue Tuma SCADA
npeHa3HAYEeHO [IJIsT pa3pabOTKU U OKCIUTyaTaluy
ABTOMAaTH3UPOBAHHBIX CUCTEM YIIPaBIeHUS
TEeXHOJIOTUYECKUMHU MPOLLeCCaMU. A UTO XKe BCe-TaK!
IIepPBHUYHO — pa3pabOTKa WM SKCIuTyaTanusa? M oreer B
TAHHOM CJ/Ty4Yde OJHO3HAYEH — TIEPBUYHBIM SIB/ISIETCSI
3P PEeKTUBHBIN YeTOBEKO-MAIIMHHBINA HHTepdENC
(HMI), oprieHTHpOBaHHBII Ha MMO/IL30BATEIS, T. €. Ha
OTlepaTHUBHBIN MMEPCOHAJ, POJIb KOTOPOTO B YIIPaB/I€EHUH
saBasietcst onpegessitoutet. SCADA — 3TO HOBBIM OAXO[
K Ipo6/ieMaM YeioBedecKoro (paKTopa B CHCTEMAaX
yIpaBieHus (CBepXy BHH3), OpHEHTAIIUS B IEPBYIO
odyepesb Ha YeJIOBeKa , ero 33/Ia4y M peain3yeMble UM

YHKITUU.



_ PaHblue B onepaTopHom (oucnetye ) HaxXoOuIcs

LLUWT yripaBneHus (oTcroga - wurtosas). ng
YCTaHOBOK N TEXHOJTOMMYECKNX MPOLIECCOB C
HECKOSTbKMMWN COTHAMU NapamMeTPOB KOHTPOSIA U
perynupoBaHug afvHa wmra morsa gocturaTb
HECKOJSIbKMX OECATKOB METPOB, a KOSIMYECTBO
NpMOOPOB HA HNX U3MEPSTIOCE MHOTMMMN OeCATKaMMU,
a nHorga u cotHamu. Cpeam atnux npndopos ObINn n
nokasblBalLine (LKana n ykasaTernb), U
camonuiuyuine (Kpome LwKanbl U ykasaTens eLle u
auarpaMmmHasl bymara ¢ nepom), v
curHanmanpytowine. B onpegeneHHoe BpeMs
orneparop, 0bxoaqa LWKT, 3anmckiBas rnokasaHus

NpnbopoB B XypHarn. Tak peluanack 3agada cbopa u
NarveTnAaliiiiz mdchonnal sz



—
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B mpubopax, o0OCIY)KHUBAIOIIUX peryaIupyeMble
rapamMeTpbl, UMeJIUCh YCTPOUCTBA IJisI HACTPOUKU
3aJlaHUS  PeryiiTopy W [Jid  Iepexofga C
ABTOMATU4YECKOT0 PeXHMa yIPaBIe€HUS HAa Py4HOeE
(nMcTaHLIMOHHOR).

3mech OJKe, PSAOM C NOpUOOpaMH, HAXOIHIHCh
MHOTOYHC/IEHHbIE KHOTIKH, TyMOJIepBI 51
PYOMJIbHUKM 11 BK/IIOYEHUSI W OTKJIIOYEHHS
Pa3/IMYHOTO TEeXHOJIOTUYECKOro 00OOpyaOBaHUSI.
TakuM 06pa3zoM pelraanch 3aJIa9¥ JUCTAHITMOHHOTO
yIpaB/IeHUsS] TEXHOJIOTUYEeCKHMU IMapaMeTpaMHu |
000pyTOBaHHEM.



Han eHusa (Kak e
_HAXOJWJIACh MHeMOCXeMa TEXHOJIOIMYECKOTO

mpoiiecca C M300pKeHHBIMU Ha Hel
TeXHOJIOTUYEeCKMMHU amMllapaTaMH, MaTepUaIbHbIMHU
MOTOKAMHM W MHOTOYMC/JIEHHBIMH  JIaMIIaMU

CUTHA/IM3Al[iM 3€JIEHOr0, DJKeJITOr0 M KPaCHOIO
(aBapHMIfHOrO) IIBETA. JTH JIaMIIbl HAYMHAIA MUTATh
IIPY BOSHUKHOBEHHM HEIITATHOU CUTyauMu. B 0co60
OTMaCHBIX CUTYALUSX IIpeaycMaTpUBaIach
BO3MOXHOCTbh IMOJA4YM 3BYKOBOTO CHMI'Hasa (cupeHa)
17151 OBICTPOTIO MPeAYIMPEXXIeHHs BCETO OMEePATHBHOTO
nmepcoHasia. Tak pellasnuch 3aJa4vM, CBSI3aHHbIE C
CUTHa/IY3allier  HapYLUeHUUW  TEeXHOJIOTUYeCKOro
permamedTa (OTKJIOHEHMI  TEKYIIUX 3HAYeHUM
TeXHOJIOTMYECKUX ITapPaMeTPOB OT 3aJaHHBIX, OTKa3a
000pyIOBaHMSA).
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C mosiBieHWeM B ONepaTOPHOU/AUCTIETYE PCKOU
KOMITbIOTEPOB OBLIIO eCTeCTBEHHBIM YaCTh QYHKITUH,
CBSI3aHHBIX €O cOOPOM, perucrpanueit, 00padboTKoOU 1
oTOOpakKeHrueM MHPpOpMaIH, OnpeieIeHueM
HeIITaTHBIX (aBapUHAHBIX) CUTYalNi, BeleHUeM
TOKYMEHTAIlMH, OTYETOB, MePEIOKUTH HAa KOMITBIOTEPHI.

Exie Bo BpeMeHa MepBBIX YIIPABISIOIIX
BBIYMC/IMTETbHBIX MAIIIMH C MOHOXPOMHBIMH a/I(paBUTHO-
IUPPOBBIMU TUCIIEIMH Ha DTUX TUCIUIESIX YCHUTHUSIMH
HHTY3HACTOB-PA3pPabOTIYNKOB y)Ke CO3IaBaTUCh
«riceBIOrpaduIeCcKre» H300parkeHus - mpooopas
COBpeMeHHOU rpadPpuKu. YrKe TOTZa CUCTEMBI
obecrevynBan cOOpP, 00pabOTKY, OTOOpAKEHHE
WH(OPMAIIMH, BBOJ KOMAaH/I ¥ TAHHBIX OIIEPATOPOM,
apXMBHPOBAaHMeE U MIPOTOKOTHPOBAHME XO/a MPOIIecca.
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[TossBmenne YBM, a 3aTemM 1 mepCcOHATbHBIX KOMITBIOTEPOB
BOBJIEKJIO B IPOLIECC CO3LAHUS ONIEPATOPCKOro
nHTepderica mporpaMmMucToB. OHU XOPOIIIO B/IaZIeI0OT
KOMIIbIOTEPOM, SI3bIKaMU IMTPOrPaMMHUPOBaHUS U
CITOCOOHBI ITHCATh CJIOXKHBIE MPOrPpaMMBl. Jl71s1 3TOTO
MIPOrPaMMUCTY HY)X€H JIUILIb AJITOPUTM
(popmanrzoBaHHasI CXeMa pellleHHs 3a1a49H).

Ho 6ema B ToM, 4TO MpOTrpaMMUCT, KaK ITPaBUJIO, He
B/IaJeeT TeXHOJIOTHuel, He «KIIOHHMAaeT»
TeXHOJIOTM4YeCcKoro mpomnecca. [ToaTomy as1s1 paspaboTKu
aJITOPUTMOB HaJI0 OBLJIO IIPUBJIEKATH CITEITMATNCTOB-
TEeXHOJIOTOB, HalIpUMepP, UTHXXeHEePOB 10 aBTOMaTU3aLHU.



IXOJ, M3 DTOM CUTYallMU ObLI Hal CO3IaHUU

MEeTO/IOB «IIPOTPAMMHUPOBaHUS 6e3 peabHOTO
IIPOTPAMMMPOBAHUA», ZOCTYIHBIX J/I1 IOHUMaHUS He
TOJIBKO IIPOI'PAaMMMUCTY, HO U UH)XXEeHepy-TexHoJiory. B
pe3yabrare NOSIBUINCH IPOTPAMMHBIE MTAKETHhI /IS

co3gaHus nHTepderica «4eaI0BeK-MallHa»
(Man/Humain Machine Interface, MMI/HMI).

3a pyOe)xoM 3TO MpoTrpaMMHOe oOecIiedeHHe TTOTyYHIIO
HasBaHue SCADA (Supervisory Control And Data
Acquisition — CynepBU30pHOe/ IUCTIeTYEPCKOe
yIpaBJieHHe U COOp JAHHBIX), TAK KaK
IpeHa3HAYaJI0Ch i1 pa3pabOTKU U
$yHKIIMOHa/TbHOU moaaepyxku APMoB
ornepatopoB/aucneryepoB B ACYTTI.
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=~ ApxurextypHoe noctpoenne SCADA-cucrem

Ha HavasibHOM 2Tame pa3BuUTHA (80-€ rofibl) KadKIbIi
MPOU3BOAUTEIb MUKPOMPOLLECCOPHBIX CUCTEM
yIpaB/IeHUsT pa3padbaTbiBajl CBOIO COOCTBEHHYIO
SCADA-niporpammy. Takre nmporpaMMbl MOT/IH
B3aMIMOZeCTBOBAThH TOJILKO C Y3KUM KPyroM
KOHTPOJIJIEPOB, M TI0 BCEM MapaMeTpaM ObLTH
3aKPBITHIMH (OTCYTCTBHE Habopa IpaiiBepoB MJIsi
paboThI C yCTPOUCTBAMHM PA3/TMYHbBIX TPOU3BOAUTE NN
M CPeJICTB UX CO3[IaHUS], OTCYTCTBHE CTAHAAPTHBIX
MEeXaHU3MOB B3aMOJENCTBUA C IPYTUMU
IIPOrpaMMHBIMU IIPOAYKTAMHU U T. 1.).



® OpHO# M3 MePBBIX 3a7]a4, IIOCTaB/IEHHBIX IIE€pe/]
paspaborynkamu SCADA, cTasa 3a71adya opraHu3aliuu
MHOTOIIO/Ib30BATEIbCKUX CHCTEM YIIPAB/IEHHMS, TO €CTh
CHCTEM, CIIOCOOHBIX ITOAAEeP)KHUBATh JOCTATOYHO
0osbioe KonmndecTBo APM nonb3oBaresneil (KJIMEeHTOB).
B pesynbraTe mosiBUIach KJIMEHT - CepBepHast
TEeXHOJIOT U NI apXUTEKTYpa.



® KiureHT - cepBepHasi apXUTEKTYpa XapaKTepH3yeTCst
HaJIM9IeM IBYX B3BaUMOIEMCTBYOLTHX
CaMOCTOSITE/IBHBIX ITPOIIECCOB - KJIMEHTA U cepBepa,
KOTOpKIe, B 00IIIeM C/Tydae, MOT'YT BBIIIOTHSTHCS Ha
Pa3HbBIX KOMITBIOTePaX, 0OMEHUBASICh JAHHBIMH I10 CEeTH.
[To Takoii cxemMe MOT'YT OBITh IIOCTPOEHBI CHUCTEMBI
yIpaBJIeHHUS TEXHOJIOTUYECKUMHU ITPOIleCCaMU, CUCTEMBI
00paboTKu maHHbIX Ha ocHoBe CYB/I m . 1.



® KnueHT-cepBepHas apXUTEKTypa.



KnneHT-cepBepHast apXUTeKTypa IpPeAIoaraeTr, YTo
BCs MHPOPMAIIMSI O TEXHOJOTHYeCKOM IIpoliecce OT
KOHTPOJIJIEPOB coOupaeTcssi U oOOpabarbiBaeTCsl Ha
cepBepe BBOZa/BbiBOma (cepBep 0a3bl JAaHHBIX), K
KOTOPOMY I10 CeTH noaxIo4YatoTcst APM KIneHTOB.



[lop, craHiei-cepBepoM B 3TOU apXUTEKTYype CIeLyeT
IIOHUMATh KOMITBIOTEP CO CIIeJMaIbHBIM [IPOTPAMMHBIM
obecrmedeHUeM 111 cOOpa U XpaHEeHU s TAaHHBIX U
Mocjaeayolle ux nepesayu rno KaHaiaM CBsI3U
OIePAaTUBHOMY I€PCOHANY AJIs1 KOHTPOJIS YU YIIPAaBIE€HUS
TE€XHOJIOTUYECKUM IIPOLIeCCOM, a TAKXKe BCEM
3aMHTEPECOBAHHBIM CIELIUATUCTAM U PYKOBOIUTEISIM.
[lo onpeneneHuio cepep ABASIETCS MOCTABLIUKOM
MHPOPMAIINH, a KJIUEHT — ee IIOTpeOuTeeM.



WM, pa6od 787
OIlepaToOPOB/AUCIIETYEPOB, CIIELIUATUCTOB,
PYKOBOAUTEIEU ABISIOTCSA CTAHLUUAMU-KIIMEHTAMU.
OOGBIYHO KJIMEHTOM CTY)XUT HacTombHbIH [1K,
BBITIOTHAIOIITUN TPpOrpaMMHOe oOecTiedeHre KOHEYHOTO

ITO/Ib30BAaTeEJIs.

/

[1O x1reHTa - 3TO /IF06Ast MPUKJIAAHAS IIPOrPaMMa HJTH
MIaKeT, CITOCOOHBIe HATIPABJISITh 3aIIPOCHI IO CeTH
cepBepy M 00pabaThIBaTh MOJTYYae€MYIO B OTBET
nHpopmanmo. EcrectBeHHO, PYHKIITMH KINEHTCKHAX
CTAaHLIMH, a, C/IeA0BaTe/IbHO, U IPOTrPAMMHOE
obecrnevyeHre, pa3/IMYHBI ¥ OTIPee/TITI0TC PYHKITUSIMHA
pabodero MecTta, KOTOpoe OHU 00eCIedrnBaloT.
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P
KonnuecTBO 0mepaTopcKUX CTaHIIMM, CEPBEPOB
BBOJa/BbiBOzA (cepBepoB b/l) onpenensiercs Ha
CTaJVH IPOEKTUPOBAHUS U 3aBHUCHUT, IIPEXKIE
BCETo, OT 00'beMa nepepadaTbIBaeMOM B CICTEME
vHpopMaLmu. /115 HeOOBIINX CUCTEM
yrpasiaeHus: GyHKIINH cepBepa BBOJa/BbIBOA 1
craHiuu oneparopa (HMI) moryT 651Th
COBMeEII€HbI Ha OJHOM KOMIIbIOTEPE.



—

=
B ceTeBBIX pacripeesieHHbIX CUCTeMaX CPeACTBAMU
SCADA/HMI cTano BO3MOXXHBIM CO3/71aBaTh
CTaHIIMU (y3/1bI) PA3/TMYHOIO PYHKIIMOHATBHOTO
Ha3HaYeHUs: CTAHI[UU
OIepPaTOPOB/AMCIETYEPOB, CEPBEPHI C
¢yakumsasmu HMI, “crnemnpie” cepBepsl (6e3
¢yt HMI), ctaHmum MOHUTOPHHTA (TOTBKO
IIPOCMOTP Oe3 IMpaB Ha YIIpaB/lieHHe) I
CIELIUA/IUCTOB U PYKOBOAUTEIEU U Apyrue.



—
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SCADA-1niporpaMmmbI UMEIOT B CBOEM COCTABe ABa
B3aMMO3aBHUCHUMbIX Moay/ss: Development (cpena
pa3paboTKu mpoekTa) ¥ Runtime (cpega MUCIIOTHEHNUST).
B 11e/151X CHYDKEHMSI CTOMMOCTH IIPOEKTa 3TU MOIY/IH
MOI'YT YCTaHAB/IMBAThCS Ha Pa3HbIE KOMIIBIOTEPHI.

Hampumep, cTaHiuu onepaTopa, Kak MPaBUIO, SIBISTFOTCS
y3namu Runtime (v1u View) ¢ mosiHbIM HaGOpOM
$YHKIIMI Ye/I0OBeKO-MalllMHHOTO uHTepdetica. [1Ipu
3TOM XOTSI ObI OJMH KOMITBIOTEP B CETH AO/DKEH OBITh
tuma Development.



——
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Ha Takux y3/ax mpoeKT pa3pabarbiBaeTcs,
KOPPEKTHUPYEeTCS, a TAK)Ke MOYKeT U UCIIOTHSITHCS.
HexkoTopbeie SCADA-cucTeMbl OTTYCKAalOT BHECEHUE
M3MeHEeHHU B TIPOEKT 0e3 0CTaHOBKHU PAOOTHI BCEM
cucteMmbl. [IporpammHuoe ob6ecrieuenrie SCADA-

cepBepOB MO3BOJISIET CO3JABATh IMOTHBIN MMPOEKT
CHCTEeMBbI yIIpaBieHus1, BKatodas 6a3y ganubeix 1 HMI.



B omHux cny4dasix pgnas
KOMHBIOTEPE-K/TNEHTE CO: «CBOSI» AHHBbIX,
~ KoIMpyeMasi C yAaJIeHHbIX cepBepoB. [lyboiupoBaHue
OAHHBIX MOXET TPUBECTU K  Olpeae/ieHHbIM
npobseMaM C TOYKA 3peHUs1 IIeJIOCTHOCTH Oa3bl
JAHHBIX 5| IIPOU3BOAUTENBbHOCTHU CUCTEMBI
ynpaBinenus. [lpm mMoaudukamuu 06askl AAHHBIX C
TaKOW OpraHusaler, Hanpumep, IMPU BBeLEHUU
IOMOJTHUTETbHOU TepeMeHHOU IIOTPeOyIOTCS
M3MEHEHUSA B KQKIOM CEeTeBOU KON, UCITOJIb3YIOLIEen
3TY IIePEeMEHHYIO.



—
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B apyrux ciaydasix KOMIbIOTEPAM-KJIEHTaM He TpebyroTcs
Koy 06a3 maHHBIX. OHM MOMYy4alOT HEOOXOOHMMYIO UM
MHPOPMAIIMIO TI0 CETH OT CEPBEPA, B 3a/lauy KOTOPOTO
BXOZUT TToZlep)XKaHue 0a3bl JaHHBIX. CepBepOB MOXKET ObITh
HEeCKOJIbKO, M /I00ast 9aCTh JAHHBIX XPAHUTCS TOIHKO B
OJHOM MeCTe, Ha OHOM CcepBepe.

[Tostomy m mogmdukamys 06as3bl JAHHBIX HPOHU3BOIHUTCS
TOJBKO Ha OJHOM KOMIIbIOTEepe — cepBepe 0asbl JaHHBIX,
YyTO OoOecIieurBaeT ee eIHMHCTBO U IIeJIOCTHOCTh. TaKoH
MOAXO0J, K CTPYKTYPHOMY IMOCTPOEHHIO CUCTEMbI CHHKAET
Harpy3Ky Ha CeTh U JaeT ellle Lebld Psij, TPenMYyIeCTB.
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C To4ykM 3peHus CTPyKTypHOro nocrpoenusi SCADA-
MTAKeTOB PAa3/INYalOT:

- CCTeMbI, 00ecIiedyrBaloIye IMOJTHbIH HaOop 6a30BBIX
dyukumit HMI;

CHCTEeMBbI, COCTOSIIIME U3 MOAY/IeH, peaTn3yIOIIiX
OTAe/IbHbIE

dyukmyyu HMI.

Cucrembl, o6ecrnevrBarolye MOJTHbIA Habop 6a30BbIX
YHKIIUM, MOTYT KOMILJIEKTOBAThLCS TOTIOTHUTETbHBIMHU
OTIIIVSIMH, PeaTU3YIOIINMH HeoOsi3aTe/TbHbIE B
prUMeHeHUH QYHKIITUU KOHTPOJISI ¥ YITPABIeHUS.
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Bo BTOpOM city4dae crucTtema co34aeTcsi MOTHOCTBIO
MOZY/IbHOM (cepBep BBOZA/BBIBOZA, CEPBEP aJIapMOB,
cepBep TPEHOB, U T.1.). JI/1s1 HeOOIBIINX IPOEKTOB BCE
MOZY/IU MOTYT UCIIOJTHATBCSI HA OAHOM KOMIboTepe. B
IpOeKTaX ¢ OOIBITNUM KOJTMYeCTBOM MepeMeHHBIX
MOZY/IX MOXXHO PacCIIpee/IuTh Ha HECKOJIBKO
KOMIIBIOTEPOB B Pa3HbIX COYETAHUAX. BApDUAHT KJIMEHT-
CepPBEePHOU aPXUTEKTYPbl TAKOU CUCTEMBI ITPeACTaB/IeH
Ha pUC.



LS i

o ApxuTtektypa moaynbHoU SCADA.




Display - xk1meHT Br3yaiu3ail
ore 1 UH [1C; OTOOpake :

~TIOCTyHAKIIWX OT Apyrux moxayneu Citect, u
yIIpaBJ/IeHHE BbITTIOJTHEHWEM KOMAH/, orepaTopa.

Alarms - cepBep asapmoB. OTc1eXXUBaeT JaHHbIE,
CPaBHUBAET UX C AOIMYCTUMBIMU TpeJe/laMu,
MpOBepsieT BBIMO/THEHWE 3a/JaHHbIX YCIOBUM U

OTOOpAXXAET a/lapMbl HA COOTBETCTBYIOIIEM Y3/I€
BU3Ya/IU3aL[UH.

Trends - cepBep Tpenao0B. CobMpaeT 1 perucTpupyer
TPEHAO0BYI0 HWH(OPMAIUIO, II03BOJISASI OTOOPaXKaTh
pa3BUTHE MTPOIIECca B peaJibHOM MacITabe BpeMeHH!
VT B PeTPOCITEKTHBe.

Reports - cepBep oTueToB. [eHepupyeT oT4eTHI 1O
WCTEYeHUU Olpele/IeHHOrO BpeMeHU, IPpU

D Valas v ohrahraYpYaYh v ekhZdatuhanVatesa eaY b vatuZas nr\ﬂr Y'Y X €Y



—

/

KoHuerniys OTKPBITBIX CUCTEM TIPeIIoIaraeT
CcBOOOTHOE B3aUMO/IeHiCTBHE ITIPOIPAMMHBIX CPEeJICTB
SCADA ¢ nporpaMMHO-TEeXHUYECKMMU CpeJCTBAaMU
Pa3HBIX MPOU3BOAUTEIeH. ITO AKTYa/IbHO, TaK KaK JJIs
COBpPE€MEHHbIX CCTeM aBTOMATH3aIIUU XapaKTepHA
BBICOKAsl CTelleHb MHTeTPaIluU OO/THIIIOTO KOJTMYeCTBa
KOMITOHEHT.

B cucTreme aBTOMaTH3amy KpoMme 00 beKTa
yIIpaBA€HUSA 3a€MCTBOBAH Le/TbIM KOMIUJIEKC
MIPOTPAMMHO-ATIIAPAaTHBIX CPECTB: JATYUKU U
HMCIIO/ITHUTE/IbHbIE YCTPOMCTBA, KOHTPOJLIEPHI,
cepBephbl 0a3 JAHHBIX, paboYHre MecTa OIlepaTopPoOB,
APMp&sI cneiaiiCcToOB ¥ PYKOBOAUTE/IEU U T. [.



l HMuterpanus SCADA B cucTeMy ynmpaB/eHUS.
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OuyeBUaHO, YTO AN 9PAEKTUBHOIO
dYHKLUMOHNPOBAHNSA B 3TOU pa3HOpPOOHOU cpeae
SCADA-cuctema gomkHa obecnedymBaTb BbICOKUN
YPOBEHbL CETEBOIO B3anMOOEUCTBUA.

Peanusauua aton 3agayn tpebyet ot SCADA-
CUCTEMbBI HANM4Na TUNOBbLIX NPOTOKOSIOB OOMEHA C
Hanbosee nonynspHbIMU NPOMBbILLSTIEHHBIMU
cetamu, Takumm, kak Profibus, ControlNet, Modbus
N OPYyrmmn.
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MO IePXKMUBATh MHTepPeC 1 CO CTAaHAAPTHBIMH
nH$opmarronHbiMu ceTsamu (Ethernet u ap.) ¢
HCII0/Ib30BAHUEM CTaHAAPTHBIX ITpoToKoa0B (TCP/IP
1 Ip.) Aj1s1 oOOMeHa JaHHBIMH C KOMIIOHEHTaMU
pacnpeneyieHHOM CUCTEeMBI YIIPaBIeHUS.

[TpaxkTruecku mob6ass SCADA-crcTeMa MeeT B CBOeM
cocTaBe 0a3y JAHHBIX peajibHOrO BpeEMEeHHU U
MOICUCTEMY apXMBHPOBaHMS JaHHBIX. Ho
MOICCTEMA apXUBHUPOBAHMS He IpeTHa3HavYeHa JJ1sI
ITATEIbHOTO XpaHeHHs O0JIBIIMX MaCCHUBOB
nHbopMannu (Mecsiibl 1 roapl). Madpopmarivs B Hel
MIepUOAHNYEeCKH OOHOB/ISETCS, MHAYe [IJIs1 Hee IMPOCTO
He XBaTHUT MeCTa.
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nesITeIbHOCTD MpeAIpUATUS (JaHHbIEe IS
COCTaBJIEHMSI MaTePHaIbHbIX Oa/IaHCOB YCTAaHOBOK,
IIPOM3BO/CTB, IPEAIIPUATHS B 1I€JIOM M T. II.),
XPAaHUTCS B PeJISIIIMOHHBIX Oasax maHHbix (PB/I)
tuna Oracle, Sybase u T. 1.

B T 6a3bI JaHHBIX THGOPMAIIHS TOCTAB/ISETCS
00 C MTOMOIIILI0 PYYHOTO BBO/IA, TOO
ABTOMAaTH3HPOBAHHBIM CIIOCOOOM (ITOCpeICTBOM
SCADA-cuctem). Takuim 06pasoMm, BEIIBUTAETCS €l1Ie
OZIHO TpeOOBaHMe K IIPOTPAMMHOMY 00ecIieYeHHIO
SCADA - Ha/iM4Me B UX COCTaBe MPOTOKOJIOB OOMeHa
C TUIIOBBIMU Oa3aMH JaHHBIX.



" HanGonee muapolG Hpnve BRI

MeXaHM3Ma OOMeHa:

ODBC- (Open Data Base Connectivity -
B3aIMO/IEMCTBHE C OTKPBITHIMH Oa3aMU
TAHHBIX) — MEXXAYHAPOAHBIN CTAaHIAPT,

IpeInoaaraini oOMeH nHOpMaIuei C
Pb/l mocpeactBom ODBC-apaniBepoB. Kak
CTAaHZAPTHBIX MPOTOKOI KOMIIAHUU
Microsoft, ODBC nogaep)xuBaeTcs u
HanboJjiee pacIpoCcTpaHeHHBIMHU
npunokeHus MU Windows;

SQL -(Structured Query Language) — s3bIK
CTPYKTYPHPOBAaHHBIX 3aITPOCOB.
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[TporpammHoe obecneyeHne SCADA OormKHO
B3aMMOOENCTBOBATL C KOHTpOsiepamMu ans
obecneyeHnst 4enoBeKo-MalLUMHHOIo MHTepdoenca ¢
cucTtemom ynpasneHus (puc. ). K KoHTponnepam
Yyepe3 Moaynu Beoda/BbiBo4a NoOKMOYEHbl AaTYNKK
TEXHOSTIOMMYECKNX NapaMeTpPOB U UCMNONMHUTENbHbIE
yCTPOUCTBA



—
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MHdbopmauus ¢ gaTymka 3anucbiBaeTcsa B PErNCTP
KOHTponnepa. [Ana ee nepegayn B 6asy gaHHbIX
SCADA-cepBepa Heobxoauma crneuunanbHasg
nporpamma, HasbiBaemasa gpanesepom. [lpamnsep,
YCTaHOBJIEHHbIW HA cepBepe, obecneynBaeT 0OMeH
OAaHHbIMW C KOHTPOJSIIIEPOM MO HEKOTOPOMY
dmandeckomy kaHany. Ho anga peanunsaunm obmeHa
HeobxoanM W1 NMOrnM4YeCcKnUin NPOTOKOIT.



—

[Tocne npnema SCADA-cepBepom curHar
nonagaet B 6a3y AaHHbIX, rge npou3BognUTCs ero
obpaboTka un xpaHeHue. [Ins oTtobpaxxeHus
3Ha4YEeHUS cUrHana Ha MoOHMTope paboyven cTaHUNK
oneparopa nHdopmaumsi ¢ cepBepa AormkHa ObITb
nepegaHa rno CeETU KNMEHTCKOMY KomMnbioTepy. U
TOSIbKO MOCI1e 3TOro onepartop Nony4ymT
MHopMaLno, OTODPaXKEHHYIO UBMEHEHNEM
3Ha4YeHus, LUBETAa, pa3Mmepa, NOSoXeHUA U T. M.
COOTBETCTBYIOLLEIo 0bbEKTA OrnepaTopcKoro
NHTEPdENCa.



——

>
bosblIoe Konn4YecTBO KOHTPOJI/IEPOB C PAa3HBIMU

IIPOTPAMMHO- aIlIIAPATHLIMU TIaTGOPMaAMH U
ITIOCTOSTHHOE YBe/IMYeHHEe UX YUCJIA 3aCTABIISAIIO
Pa3paboOTYMKOB BKIIOYaTh B cocTaB SCADA-crcTeMbI
0O0JIbIIIOE KOJIMYECTBO I'OTOBBIX APaiiBepPoOB (10
HECKOJIbKUX COTEH) ¥ UHCTPYMEHTAPHUH /11 pa3paboTKu
COOCTBEHHBIX IPaliBepOB K HOBBIM HJIU HECTAHIAPTHBIM
YCTPOMCTBAM HIDKHETO YPOBHHI.



P

s1 B3AUMOJAENCTBUA JPAaiBePOB BBOJAd/BbIBOAA U
SCADA 10 HegaBHEro BpeMeHHU UCIIO/Ib30Ba/INCh
ABa MexaHusMa (puc. ):

DDE (Dynamic Data Exchange - suHaMuyecKuii
OOMEH TaHHBIMH );

OOMEH IO COOCTBEHHBIM (M3BECTHBIM TOJIBKO pupMe-
Pa3spabOTYHKY) IPOTOKOJIAM.



MeH nHPpopmanueii c momousio DDE-nipoTokoa.



Bzamen DDE xommanust Microsoft mpemnoxuia 6oee
3P PpeKTHBHOE 1 Ha/Ie)KHOE CPeACTBO MepeIadu TaHHBIX
mexay rporeccamu — OLE (cm. Hike). A Bckope Ha 6ase
OLE nosiBuicst HOBbIU cTaHZapT OPC, opeHTUpOBaHHBIN
Ha PHIHOK ITPOMBINIIEHHON aBTOMATHU3AIIHH.



| OPCuireppentamm—

OPC - st0 ab66peBuarypa ot OLE for Process Control
(OLE pns yripaBnenwus npoiteccamu). (OLE for Process
Control) — IpOMBIIIIEHHBIN CTaHAAPT, CO3TAHHbIMI
KOHCOPITMYMOM BCEMUPHO M3BECTHBIX
IIPOU3BOAUTENEN 000PYAOBAaHUS Y IPOrPAMMHOTIO
obecrnevyeHus IpHU yyacTum Microsoft. 3ToT ctaHzapT
ONUChIBaeT MHTepdeiic 0OMeHa JTaHHBIMU MEXIY
YCTPOMCTBAMM YIIPaB/I€HUS TEXHOIOTUYeCKUMU
nmpoileccamu. [71aBHOM 11e/1b10 OBLIO MPEIO0CTABUTD
pa3spabOTYHKAM CHUCTEM JHCIeTYEePU3AL U
HEKOTOPYIO He3aBUCUMOCTh OT KOHKPETHOT'O THUIIA
KOHTPOJIJIEPOB.



i

Texunomorusst OPC ocHoBaHa Ha pa3paboTaHHOM
koMmnanueit Microsoft rexnonoruu OLE (Object
Linking and Embedding - BcTpariBaHue 1 cBs3bIBaHHUE
00bexTOoB). [log 06beKTaMHM 3/1€Ch ITOPa3yMEBaIOTCS
TaK Ha3bIBae€Mble KOMITOHEHTHI, KOTOPbIe
IIPeACTABISIOT COO0M TOTOBBIE K MCITOJIb30BAHUIO
MHWHU-TIPUIOXeHUs1. BcTpavBasi v CBSI3bIBAst 3TU
KOMITOHEHTbI, MOYKHO pa3pabaThIiBaTh MPUJIOXKEHHUSI
KOMITOHEHTHOM apXUTEKTYPHI.



i

=
OJTOT HOBBIM MOAXOA K pa3paboTKe MPHUIOKEHUH,
npeyIOKeHHBIN KoMITaHuel Microsoft, mosy4um Ha3BaHHe
texHonoruu COM (Component Object Model - monens
KOMITOHEHTHBIX 00BbeKTOB). Tereph MpUIOKEHHE-KIUEHT
MOYKET y/Ila/IeHHO BBI3BIBATDH T€ WU WHBbIe PYHKIIUU DTHUX
O0BEKTOB TaK, KaK OyATO OOBEKTHI HAXOASTCS «PSIOMY».
OOBEKT MO)XeT HaXOAUTbCSI XU B CaMOM Jejie psaoM (B
aZ[peCHOM IIPOCTPAHCTBE MPHUIOXKEHHS) - TOTA 3TO IMPOCTO

COM.



e e

171 pa3paboTaH 11 00€ yma
KJIMEHTCKOM MPOrpaMMBbl K HHDKHEMY YPOBHIO
TEXHOJIOTUYECKOTO0 MpoIlecca B Hanbosee yroOHOM
dopme. IlIupokoe pacripocrpanenue texHonoruu OPC B
IIPOMBIIIJIEHHOCTH MMeEET CIeAyIoIIyie TpenMyIecTBa:

HeszaBucrumocCTh B IprMeHEeHHUH CUCTEM
IUCTIETYEPUBAILIMH OT UCIIOIb3yeMOTO B KOHKPETHOM
IIpoeKTe 000PYyTOBAHHUSI.

PazpaboTuyrku mporpaMMHOro obecriedyeHUsI He TO/DKHBI IIOCTOSTHHO

MOAUPUIIMPOBATH CBOU TTPOAYKTHI M3-3a MOAUPHUKAIIUH 000PYAOBAHUS
VJTH BBITTYCKa HOBBIX H37e/TAN.

3aKa34MK Moiy4aeT cBOOOAY BbIOOPA MEXXTy IMTOCTAaBUIUKAMH
000OpYZOBaHUS, A TAK)KEe UMeeT BO3MOXXHOCTh MHTETPUPOBATh TO
o0opyzoBaHue B UHGOPMALIMOHHYIO CUCTEMY TTPeINPUATHSI, KOTOPAs
MO)XEeT OXBaThIBaTh BCIO CUCTEMY ITPOU3BOJCTBA, YIIPABIEHUS U
JIOTUCTUKH.



Tak uyto ke Takoe OPC ?

OPC npexcraBisieT co000i1 KOMMYHUKALIMOHHBIN CTAaHIAPT,
MOALEPKUBAIOIIUN B3aMOLENCTBHE MEXAY II0JI€BbIMU
YyCTPOMCTBaMH, KOHTPO/JIEpAaMU W NPWIOKEHUSMU
Pa3HBIX IPOU3BOAUTEIEN.

Cranmapr OPC omnumceiBaeT KOMIIOHEHTHbBIe OOBEKTHI,
MEeTOIbl M CBOMCTBa (Oasupyloniecss Ha TEXHOJIOTHH
OLE/COM) nnst cepBepOB JAaHHBIX peasibHOIO BPeMeHH,
Takux Kak PLC, DCS, cucrem apxvBUpPOBaHUS JAaHHbBIX U
OpyTux, ¢ obOecredyuBaeTr Tiepefadyy HWHPOPMAIIHH,
coAep)Kalllericsi Ha 3TUX cepBepax, CTaHZApTHbIM OLE-
KJIUEeHTaM.



OPC-B3anmozenicTBe OCHOBAaHO Ha KJ/IWEHT-CepPBEepPHOU
apxurekrype. OPC-xmment  (mampumep, SCADA),
BBI3bIBAsI OTipeieieHHbIe PyHKIIH 00bekTa OPC-cepBepa,
MOATIMCHIBAETCSI Ha MOJyYeHHe OIpeAeleHHbIX TaHHBIX C
oInpesie/;ieHHOU 4acToTou. B cBoro ovepeab, OPC-cepsep,
OTIPOCUB (pU3UIECKOE YCTPONCTBO, BHI3BIBAET M3BECTHHIE

QYHKIIUU KJITMEHTA, YBEIOMJISISI €T0 O TIO/IyYeHUH JTaHHBIX
U repesaBasi CaMU JaHHBIe.

Taxkum o6pazom, mpu OPC-B3anmMoeiCTBUY HUCIIOTb3YIOTCS
Kak rnpsimbie COM-BbI30BbI (OT K/IMEHTA K CEPBEPY), TaK U
obpaTHbIe (0T cepBepa K KIIHEHTY).



bonee nmonynsipHO n310XuUTh uaeto Texnonorunu OPC MoxxHO
Ha NMpUMepe CTAaHZAPTOB Ha IIWHBI AJiSi TI€PCOHATBHOTO
komnbioTepa (I1K). K mmue ITK MOXHO moAKI04aTh
IIUPOKUM KJIaCC YCTPOMCTB, MPOU3BOLAVMBIX LI€JIBIM PALOM
KOMIIQHWI, ¥ BCe OHH OyayT HMeTb BO3MOXXHOCTH
B3aUMOJENCTBOBATh JAPYyr C  APYroM, MOCKOJIbKY
MCIIOMB3YIOT OAHY U TY XK€ CTaHJApPTHYIO WIWHY. TakKe U
yauduimpoBanHbii  uHTepdperic  OPC  mo3Bossier
Pa3/IUYHBIM MPOTPAMMHBIM MOAY/ISIM, TPOU3BOAHUMbBIM
CAaMUMU PA3/TMYHBIMHA KOMIIAQHUSIMHM, B3aUMOZENCTBOBATH

TIPYT C AIPyTOM.



OPC-cepBep oTBe4yaeT 3a MOOJy4YeHUE [OAHHBIX OT
COOTBETCTBYIOIIETO YCTPOMCTBA YIIPAaB/I€HUS TPOILIECCOM.
Ha kaxgom cepBepe unMeeTcs HEKOTOpPOe KOIUYEeCTBO
OPC-rpynr, KoTopble MPeACTaBASIOT COOOW TOTUYeCKHe
KO/ZIEKIJUU [OAHHBIX, 3alpoC Ha IIOJyYeHHe KOTOPBIX
IIOCTYyIIAeT OT K/IMeHTa. ['pymisl Ha cepBepe MOTYT OBIThH
OOCTYIIHbI HECKOJTbKHUM KJIIHMEHTAaM OJHOBPEMEHHO WU
JINIIIb OMHOMY KJIMEHTY.






PaHbire  pa3paboTyvKkaM  KJIMEHTCKUX  IPUIOKEeHUH
IIPUXOAMIOCH IHCAaTh MHOMXECTBO ApanBepoB (CM. prcC.
clipaBa) IS B3aUMOJEMCTBUSI C  KaKABIM U3
MICIIOJ/Ib3YEMBIX YIIPABJISAIOIINX YCTPOUCTB (KOHTPOJLIEPOB).



