OO630p cTaHOapTOB U

MeTOANYEeCKNX AOKYMEHTOB B
obrnacTtu 3awunTbl UHOPMaL UK




KpMTepvm 6e3OI'IaCHOCTl/I KOMI‘IthTeprIX crcTem (“OpaHxeBaga kHura")

Pazpadorunku: MO CIIIA, 1983 roa.

IHeab pa3padoTku

s Onpenenenuss TpeOOBaHUM  O€30IACHOCTH, MPEABIBISIEMBIX K
armaparHoMy, IPOrpaMMHOMY M CHEIHUAIBHOMY OOECIICUCHHUIO
KOMIOBIOTEPHBIX  CHCTEM W  BBIPA0OTKH  COOTBETCTBYIOIICH
METOO0JIOTUH U TEXHOJIOTMH aHaJIM3a CTEICHHU IOAACPKKU ITOJIUTUKH
0€30I1aCHOCTH B KOMIBIOTEPHBIX CUCTEMAaX BOCHHOTO Ha3HAYCHHS.

IBOJIIOIUS
s 1985 1. “OpamkeBast KHATa ObLIa IPUHATA B KadecTBe crangapra MO
CIIA (DOD TCSEC).

m 1987 u 1991 rr. cranmapT OBUI JONOJHEH TPEOOBAHUSAMM JIJISI
rapaHTUPOBAHHOM  MNOAACP)KKU  IIOJUTHKHA  OE30IIaCHOCTH B
pacnpeieIEHHBIX BHIYMCIUTEIbHBIX CETAX M 0a3ax JaHHBIX.

OpaHxxeesas



BrnepBble  HOPMATHBHO  OMNPEACIICHO  IOHATHE,  MOJHMTHKA
oezonacuoctn’’, TCB (Trusted Computing Base — BbIYMCIUTEIbHAS
0a3a 3aIIHUTHI WIIH PO 3AITUTHI).

be3onacnaa  kKomnvlomepnasa - cucmema — 3TO  CHUCTEMA,
NOAJACPKUBAIOIIAs YIIPABICHHUE JOCTYIIOM K 00pabaTbiBacMON B HEM
HH(GOpMAIIMK TakKuM O00pa3oM, 4YTO TOJBKO COOTBETCTBYIOIIMM
oOpa3oM  aBTOPM30BAaHHBIC  MOJIL30BATEIM  HWJH  MPOILIECCHI,
JCMCTBYIOIIME OT MX HMEHM, IIOJYy4YarOT BO3MOXKHOCTb YMTaTh,
HCaTh, CO3/1aBaTh U YAAJISATh HH()OPMAIIHIO.

IpensioxkeHbl KaTeropuu TPe0OBaAHNN 0€301IACHOCTH:

IIOJINTUKA O€30MMaCHOCTH,

ay/IuT;
KOPPEKTHOCT.

[TpedrioXeHHbIe KOHuenuuu 3awumsl u Habop
QyHKUUOHarbHbIX mpeboeaHul rocryuriu ocHoeou Orid
opmuposaHusi ecex ros8UBLIUXCS griocriedcmeuu
cmaHOapmos besoriracHocmu.

OpaHxxeesas



CdopmynupoBaHbl 6a3oBbie TpeboBaHUA 6e30nacHOCTHU

IHoauTHka 0e30IMaCHOCTH.

« Cucmema OommkHa roooepxueamb MOYHO  OrNPeOesieHHY  MosIuUMmuUKy
b6e3onacHocmu.

«  Bo3amoxHocmbe ocywecmerieHuss cybbekmamu docmyrna K obbekmam OOSIKHa
onpeodensmbCs Ha O0CHOoeaHUU UX udeHmucbukauyuu u Habopa npasurs
yrpasreHusi 00CMyriom.

MeTKH.

« C obbekmamu OormkHbl bbimb accouuuposaHbl Memku be3oriacHocmu,
ucronb3yemMble 8 Kadecmae ampubymoes KOHmMporsis docmyria.

NaenTupukanus u ayreHTU(PUKAIIAA.

* Bce cybbekmbl Q0/mKHbI UMEMb YHUKAaIbHbIE UOeHMUUKamopal.

* KoHmpornb docmyna OO/mKeH ocyuwecmeriimbcs Ha OCHO8aHUU Pe3yrbmamos
uoeHmugukayuu cyboekma U 0bbekma docmyrna, MO0O0MEEPKOEHUs
noornuHHocmu uUx udeHmugukamopos (aymeHmugbukauyusi) u npaesurs
paszpaHudeHusi docmyrna.

» [aHHble, ucrnionb3yemblie 05 udeHmugukayuu u aymeHmugbukauyuu, OOIKHbI
6bimb 3aWUWeHbl 0m HecaHKUUOHUpo8aHHo20 docmyra, modugukauyuu u
YHUYMOXEHUS.

OpaHxxeesas



ba3zoebie mpeboesaHusi 6esonacHocmu

Perucrpanusa u

s Yid€TNpoucxodawue 8 cucmeme cobbimus, umerowue 3Ha4eHUE C MOYKU 3PeHUs
6e3onacHocmu, OO/MKHbI OMC/IeXU8ambsCsa U peaucmpuposamscs 8 3aljuUeHHOM
rpomMokorie.

= Cucmema peaucmpauyuu OormkHa ocywecmernsams aHanu3 obuweao rnomoka
cobbimuli U ebidesiimb U3 HEe20 MmOJ/IbKO me cobbimusi, KOmopble OKa3biearom
e/iussHUe Ha besonacHocme.

= [Ipomokorn cobbimuu OO/MKEeH 6bImb HaleXxHo 3awuweH om
HecaHKUUOHUpOoB8aHHO20 docmyra, Modugbukauuu U YHUYMOXXEHUS.

5. KOHTpPOJIb KOPPEKTHOCTH (PYHKUMOHUPOBAHUSA CPEICTB
3alIMThI.

« Bce cpedcmea 3awumel, obecriequsarowiue rnonumuky 6esonacHocmu,
ynpaerneHue ampubymamu u memxkamu be3oriacHocmu, udeHmugukauuro u
aymeHmugbukayuro, peaucmpauyuro U ydem, OOIMKHbI Haxooumbcs 100
KOHMposiem cpedcmes, rnposepsrouux KOppPEKMHOCMb ux
QQYHKUUOHUPOBAHUS.

* OCHO8HOU MpPUHUUNM KOHMPOIIS KOPpeKmHocmu cocmoum 6 MmOoM, 4Ymo
cpedcmea KOHMPOIsis O0KHbI 6bimb MOTHOCMbIO HEe3a8UCUMbI Om cpedcms
3awumeil.

OpaHxxeesas



ba3zoebie mpebosaHusi 6e3onacHocmu

6. HenpepbIBHOCTD 3aIIUTHI.

= Bce cpedcmea 3awumbl OQ0/mKHbI 6bimb 3auWUUWEHbI OM HeCaHKUUOHUPOBaHHO20
emewiamesibcmea U/unu OmKItoYEeHUs.

» 3awuma O0OomkHa 6bimb [MOCMOSIHHOU U HernpepbieHoU 68 11boM pexume
YHKUUOHUPOBaAHUS cucmeMabl 3auiumbl U KOMIbOMEPHOU cucmeMbl 8 UETTOM.

= [laHHoe mpe5oeaHue pacripocmpaHsdemcsd Ha 8ecChb XKU3HEHHbIU UUKIT KOMI'IbI-OITIepHOl:I
cucmemsl.

m Eeo ebironiHeHUe senssemcss OOHUM U3  KIKYEBbIX acriekmos gopmMaribHO20
0dokalzamesribcmea be3onacHocmu cucmemsil.

HAIIPABJIEHBI HEMOCPEACTBEHHO HA
Monumuka 6e3onacHocmu. o0ecreyeHure 0€30IaCHOCTH

HH@OPMaAIINN
Memku. —/_(1)7[) 1

Ndenmudbukauusi u

aymeHmugukayusi.

Pea2ucmpauusi u yyem.

Konmponb koppekmHocmu pyHKUUOHUPOBaHUs1 cpedcme
3awumel.

HenpepbiesHOCMb 3allumai.

HANpAaBJieHbl HA KAYeCTBO CAMHUX cpezwrm

S OA Wbhx

OpaHxxeesas



NpuBepeHa knaccupukaumsa cuctem

— MUHNMaAJllbHa4a 3allinTa. 3apesepB|/|pOBaH anda CNCTEM, HE
yaoBJ1eETBOPAOLLNX HA OOHOMY U3 OPYINX KilaCCOB 3allUThbl.

— 3almnTa, OCHoBaHHas Ha pasrpaHudeHumn goctyna (DAC).
Ob6ecnevnBaeTcs pasrpaHM4eHne norib3oBaTenen N daHHbIX.

— 3dllnTa, OCHOBaHHaA Ha ynpaBJsiids€MOM KOHTPOI1e JOCTYINOM.

Knacc B1 — maHgaTHas 3awuTta, OCHoBaHHasA Ha npuceanBaHUN METOK
obbekTam u cybbekTam, Haxoaswmmes rnog kKoHtTponem TCB.

Knacc B2 — cTpyKkTypupoBaHHasa 3awinTta. YnpasneHue goCTyrnom
pPacrnpocTpaHsIeETCA Ha BCe CyObeKTbl U OOBLEKTbI CUCTEMBI.

Knacc B3 — gpomeHbl be3onacHocTu. Peanusaunm KOHUENLUUN MOHUTOPA
obpalleHnin, KOTOpPbIN rapaHTUPOBAHHO 3alUULLEH OT AOCTYnNa,
nop4yn 1 nogaenku, obpabarbiBaeT Bce obpalleHuns, NpocT Angd
aHanmsa u TeCTupoBaHUS

Knacc A1 — BepudunumpoBaHHbIn NpoekT. Npoekt TCB gomkeH obITb
npeacrasrneH B Bnae doopmarnn3oBaHHOU U
BepudnuUnpoBaHHON MaTeMaTU4YeCKMMUN METOO4AMMU
cneundukaunn.

OpaHxxeesas



deneparnbHble KpUTEPUM BE30MACHOCTN MHPOPMALIMOHHBLIX TEXHOSOIMIA

Federal Criteria for Information Technology Security

Pa3padoTuuKku cTanaapra

s HanumonaneHbIM HHCTUTYT cTaHAapTOB U TexHoaoru CIIA (National
Institute of Standarts and Technology)

s AreHTcTBO HamuoHalbHOM Oe3omacHoctu CIIA (National Security
Agency).

IHeas pazpadoTku

m OJHA M3 COCTABIAIOMHMX ~AMEPUKAHCKOro (eepalbHOTO CTaHmapTa
no oOpaborke wuHpopmanmu (Federal Information Processing
Standart), npu3BaHHas 3aMCHUTH “OpaHKeBYI0 KHUTY

m OXBar TIOJIHOTO CIIEKTpa NOpoOJIeM, CBA3aHHBIX C 3alUTONM W
obecriedyeHMEeM  O€30IMaCHOCTH,  BKJIOYAKOIIMX  BCE€  ACIEKTHI
obecrneyeHus KOH(pUIeHINATBLHOCTH, EeJIOCTHOCTH u
padoToCnoCcoOHOCTH (OocmynHocmu)

®edeparbHble Kpumepuu



OOGBLeKTbl NpUMeHeHnAa TpeboBaHun 6e3onacHocTn “PegeparnbHbIX
KputepueB”

= IIponykrst HWudpopmanumonnbix Texnosoruu (Information

Technology Products) - coeoxynnocms annapamuvix u/unu
NPOSPAMMHBIX ~ cpeocms,  Komopas  npeocmasnsem  cooou
nocmaensemoe KOHEYHOMY nompeoumento 20moesoe K

UCNOIb30BAHUIO CPEOCMBO 0OPAbOMKU UHGOpMAYUL.

= Cucrembr O0padorxkun Hudopmammu (Information Technology
Systems).

= BBomurcs KIIOUEBOE IMOHSATHE KOHLENIUMHU HHQPOPMALMOHHOU
oe3omacHoctd Ilpodman 3ammutbl”’ (Protection Profile) -
HOPMAaTUBHBIM  JOKYMEHT, PEMIAMCHTUPYIOIIUKA BCE  ACIEKThI
oezonacHoctu HWT - mnpoaykra B BuHjE TpeOOBaHUU K €ro
NPOEKTHPOBAHUIO, TEeXHOJIOTUHU pa3padoTku "
KBAJIM(PUKANUOHHOMY AHAJIU3Y.

= Penmamentupyetcs 3tanm pa3padoTku v aHanr3a [lpoduis 3amuThl.

®edeparbHble Kpumepuu



KaHagckue kputepum OLI,eHKl/I AOBEPEHHDIX KOMMbIOTEPHbIX npoOmeoe

Pa3padoTuMKy cTaHaapra

= Ilentp Oe3zomacHoctu cBsI3u Kananwel (Canadian System Security
Center Communication Security Establishment).

Ieanb pazpadoTku
= HanuonanbHbIM cTaHAapT 0€301aCHOCTH KOMIIBIOTEPHBIX CUCTEM.

Oco0eHHOCTH

= BO3MOXHOCTb NIPUMCHEHHUS KPUTEPUEB K I[IUPOKOMY KPYTY
pPa3IMYHBIX 110 HA3HAYEHUIO CUCTEM.

= pEAIM30BaH IIPUHLMII JIyaJIbHOTO IIPEJICTABICHUA TpeOOBaHUI
0€30MaCHOCTH B BUAE (PYHKUUOHANBHBIX KpUmepues K CpPelCTBaM
3alIATHI U TPEOOBAHUM K A0EKGAMHOCHU UX PeaTu3auuu.

KaHadOckue



DYyHKIHOHAJIbHBIE KPUTEPUH

YyacmHvle MEMPUKU, NPEOHA3HAYEHHble OJis1 OnpeoeileHus nokazameineu
aghhexmusHocmu cpedcmae 3auiumol 8 8UOE YPOBHS UX BOZMONCHOCMEU NO
OMPANCEHUIO Y2PO3 COOMBEMCMBYIOU €20 MUNd

2pynnbl Kpumepuee (pa30ersnbl cmaHoapma)
| | | |
KpUTEPUH KpUTEepum KpUTEPHH KpPUTEPHH
KOH(PUAEHIUAIBHOCTH EJJOCTHOCTH padtoToCIOCOOHOCTH ayIuTa

COBOKYNHOCHb 803MONCHOCMEU CUCMEMbL NO OMPAHCEHUIO
COOMBEMCMEYIOULe20 Kaacca y2po3

yrpo3sl HCJ] YIPO3bI YIPO3bI yIpO3bl,
K uH(pOopManu HECAHKIIMOHUPOBAHHOTO  pabOTOCIIOCOOHOCTH HaITPaBJICHHBIE HA
U3MEHEeHUs1 nH(pOpMaIuu danbcudukaumio
WU €€ NCKaKEHUS IPOTOKOJIOB U
MaHUIYJISIIIUU C
BHYTPUCHUCTEMHOU

uHpopmanuei

KaHadOckue



Ipuiaoxkenus:

m [OAPOOHOE OMNHCaHHWE KOHIEHNUMU oOOecreueHus O0€30IMacHOCTH
MH(bOpMaINH;

m PYKOBOJCTBO II0 MPUMEHEHHIO (DYHKIIMOHAJIBHBIX KPUTECPUECB;
PYKOBOJICTBO MO IIPUMEHEHHIO KPUTEPHUEB aJICKBATHOCTH PeaIn3alluy;

m HaOop cra"gaptHeiXx Ilpoghuneit 3awmumer (munosvie HaOOPbI
mpeboBaHUll K KOMNbIOMEPHLIM CUCTEMAM, NPUMEHAIOUWUMCA 8
20CYy0apCmMeEeHHbIX YUPEeHCOeHUSX).

IToaxoa K oeHKe YPOBHSA 0€30MaACHOCTH
m  OTBEPraerTcs MOAXOM] K OLICHKE C MOMOIIBI0 YHUBEPCATbHOM IIKAJIBI;

m  HCHOJIB3YETCS HEe3A6UCUMOE PAHICUPOBAHUE MPEDOBAHUN NO
Kaxcoomy paszoeiny, 00pasyrouiee MHOMHCECmE0 YaCMHbIX Kpumepues,
XapaKTepU3YIOIMUX PadOTy MOJACUCTEM 00€CIeYeHUsT 0€30MaCHOCTH;

m YPOBCHb A0eKeaAmMHOCMU peaiusauuu 110JIMTHUKU 0e30I1acHOCTH
XaPaKTCPHU3YCT KAYCCTBO BCEH CHUCTEMBI B ICJIOM.

KaHadOckue



[[@apMOHM3NpOBaHHbIE KpUTEPUU EBpONEnckmnx ctpaH

Pa3padoTunKky cTaHaapra

COOTBETCTBYyIOIIME opranbl @Ppannuu, [epmanun, Hunepmanmgos u
Benukooputanuu. Onybaukosanwl 6 uone 1991 2ooa.

HoBoe:

BBOAMUTCH ITOHATHC AACKBATHOCTH CPCACTB 3allIUTHI.

ONpeaeNsIeTCS OTHACIbHAS IIKAJa i1 KPUTCPHUEB aJcKBAaTHOCTH.
A0eK8aAmMHOCMU CPEeOCmE 3auumosl Npuoaémecs oadce Oonvuiee
3HAueHue Yem ux OYHKYUOHANbHOCMU SMOM N00X00 UCHOJIb3)EMCS 80
MHO2UX NOSBUBUIUXCS NO30Hee CMaHoapmax uHGOPMAYUOHHOU
bezonacHocmu.

PU3HAETCSA BO3MOKHOCTh HAJIMYIHS HEI0CTATKOB B
CepTU(UIMPOBAHHBIX CHUCTEMaX (umo  ceudemeibCcmeyenm o
PeanucCmuyHoOM 83271510€ Ha CYUujecmayoujee NOA0HCeHUe U NPUIHAHUU
Mo2o 04e8UOH020 (aKkma, 4mo pedalbHble CUCHEeMbl euje BecbMda
HecosepuieH bl U OaleKu om uoeana,).

Esponelickue Kpumepuu



Kputepum oueHkn 6e3o0nacHOCTU MH(POPMALIMOHHBLIX TEXHOSIOMNN

Pa3padoTunKy CTAaHAAPTA (Ha 00UieCMBEeHHbIX HAUAlAX)

Pabouass rpynma 3 mnoakomuteTra 27 TNEPBOTO COBMECTHOIO
TexHuueckoro komutera (JTC1/SC27/WG3) MexayHapoaHoi
opranu3aiuu 1o cranaapruszamuu (ISO) , B 1990 roxy.

IHeab pa3padoTku

coOpaTh U yBA3aTh MEXAY COOONH MHEHHS KCIEPTOB MPUMEPHO W3
JIBYX JIECSITKOB CTPAH;

yHAU(UKAIAS HAIMOHAIBHBIX CTAaHJAAPTOB B O0JACTH  OILICHKH
oe3onacHoctu UT;

MIOBBIIICHUE YPOBHS JOBEpHUS K olicHKe 0e3omacHocTy UT;
COKpalllcHUE 3aTpar Ha oOIleHKy Oe3omacHocth MT Ha ocHOBe
B3aMMHOI'O IIPU3HAHUS CEPTU(DHUKATOB.



Obuime kpuTepun 6e3onacHOCT MHPOPMALIMOHHBLIX TEXHOMOTUN

Pa3pa0oTuyukm cTaHaapTa (PuHancuposarue npasumenbcmae)

MTPABUTEIILCTBCHHBIE OpTraHu3alun - Kanazpr, CIIIA,
BenukoOpuranuu, I'epmanuu, HunepnannoB u ®paninuu, B 1993

TO1Y.

Ilean pa3padoTKH - 00bEIUHUTH U PA3BUT:

['apMOHU3UpPOBaHHBIE KpUTEPUU EBPONIEUCKHUX CTPaH;
KaHazickue Kputepruu OLEHKU JOBEPEHHBIX KOMITBKOTEPHbBIX
[IPOIYKTOB;

s DenepanbHbie KpUTEPUU 0€30I1aCHOCTH HH(POPMAIIMOHHBIX

TEXHOJOTHU;

s  OpaHXeByrO KHUTY

Mexxoy konnekmueom "llpoekma OK" u Paboyeu epynrnou 3
ycmaHo8UJ/1I0Cb MecHoe 83aumodeticmeaue

Obuwue



Jsonuma “Oowmnx Kputepmen”

s C 1994 roma pamnume Bepcuu OOwux Kpumepues CTAHOBSATCS
pabounmu npoekramu WG3.

s B 1996 rony nossuinacs Bepcus 1.0 “Oowux xpumepues”

DKCIepUMEHTAIbHAS OIICHKA M 00CYKICHUE JOKYMEHTA.
B mae 1998 roma Berxogut Bepenst 2.0 “O6wux kpumepues’.
B aBrycre 1999 roma Beixomut Bepcmusi 2.1 “Obwux xpumepues’,

B nexabpe 1999 roma npunsar mexayHaponaHsiii cranaapt ISO/IEC
15408:1999

n [Ipunsam mexcoynapoounwviii cmanoapm ISO/IEC 15408:2005

s B Hacrodamee Bpemsa ocymectBiasiercss nepecmorp ISO/IEC
15408:2005



[OCT P NCO/M3K 15408-1-2002 UHdopmaumoHHas TexHonorusA. MeToabl u cpeacTBa obecneyeHus

6e3onacHocTU. Kputepumu oueHkn 6e3onacHOCTU MH(OPMaLMOHHbLIX TEXHONOIUN.

Yacme 1. Beeoenue u oowas mooeio.
Yacmo 2. Dynkyuonanvrvle mpebosarnus 6e30nacHoCmu.
Yacmos 3. Tpebosanus 0osepus k 6€30NACHOCMU.

Pa3zpa0oruuku cranaapra ananoza ISO/IEC 15408:1999
[lentp Oe3zomacHoctn mHpopmanuu, 4 ITHHUU MO PO, IleHtp
«ATomM3amuTanH(Popm», [MHUNMATOMHWH®OPM,

BHUWHWcrangapt npu yyactuu 3kcrieproB WG3.

YcTaHaBJINBAET:

o0mMKi noaxod K (GOopMHUpPOBAHHIO TPEOOBAaHHM H  OLICHKE
0€30ImacHOCTH ((PYHKIIMOHAJIBHBIC U JIOBEPHS);

OCHOBHbIC KOHCTPYKUMH (mpoduiab 3allluThl, 3aJaHHE II0
0€30IMaCHOCTH);

OpEACTaBICHUSI  TpeOOBaHMM  0O€30MaCHOCTA B HMHTEpecax
OTpeOUTENIeH, pa3padOTYMKOB 1 OLICHIIIUKOB IIPOJYKTOB U CHCTEM
UT.

Nmerorcss  Bapuant IT'OCT P HCO/MIK 15408-1-2007 (ananoe

ISO/IEC 15408:2005)



“Be3onacHocTb MHOPMaUUOHHbLIX TexHonorun. Kputepum o

Yacre 1. Kpumepuu oyenku 0Oeszonachocmu uUHGOPMAYUOHHBLX
MEXHONOCUU

Yacre 2. Oyuxyuonanvhbvle mpedosanus 6e30nacHocmu

Yacrse 3. Tpebosanus dosepus k bezonacHocmu

Ileab pa3padoTku:
obecnieyeHre mnpakTuueckoro ucrnoiab3zoBanusi I OCT P HCO/MIK
15408-2002 B nedATEeNbHOCTH 3aKa3uMKOB, Pa3paOOTUYUKOB U
OJIb30BaTEIeN MPOAYKTOB U cucteM UT npu

dopmuposaruu umu mpebosanuli,
paspabomke,

npuoopemeruu,

npUMeHeHUuuU

[IPOJYKTOB 5| CUCTEM MH(POPMAITMOHHBIX TEXHOJIOTUH,
NpeIHA3HAYEHHBIX 11 OOpaOOTKHM, XpaHEHWS WJIH Mepeaayu
uHpOpMaAIlMK,  MOJJICKAIIed  3allUTe€ B  COOTBETCTBHH  C
TpeOoBanusiMu  HMJI wunm TpeOoBaHUSMM, yCTaHABIMBAEMbIMU

CO6CTB6HHHKOM HH(I)OpMaHHH' lNpuka3 'MTK Poccuu om 19.06.02 e/Yg



MexayHapoaHble cTaHgapTbl OLEHKN MHPOpMaLMOHHOM 6e30NacHOCTU 1 yNpaBneHns eto
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MexodyHapoOHble cmaHOapmbl OUeHKU UHopMayuoHHou 6eszonacHocmu

BS 7799-1:1995 Code of Practice for Information Security Management
(IIpakmuueckue npasuid ynpaenetus ungopmayuoHHou
be3onacHocmvio)

Onucwvieaem 127 mexanuzmos KOHMpOs, HeOOX0OUMbBIX OJisl NOCMPOEHUS
cucmemvl ynpasierusi uHgopmayuonnou 6bezonachocmoto (CYHUD)
Op2aHU3AYUU, ONPEOENIeHHbIX HA OCHOB8E JIYHYUIUX NPUMEPOS MUPOBO2O
onvima (best practices) 6 daunou oonracmu.

Caysrcum npaxmuueckum pykogoocmeom no cozoaruro CYUP.

BS 7799-2:1999 Information Security Management — specification for
information security management system (Crneyuguxayus cucmemol
VApaeBieHUuss UHGBOPMAYUOHHOU OE30NACHOCHIbIO)

Onpeoensem cneyuguxayuro CYUP.

Hcnonvzyemcsa 6 xauecmee Kpumepues npu npo8eoeHuu oQuyuaibHOU
npoyedypwst cepmuchuxayuu CYUB opeanuzauyuu.



Me)KyHapo OHbIe U HauUOHaﬂbele cmaHoapmbil OUEHKU

ISO/IEC 17799:2000 Information technology — Code of practice for
information security management (Mupopmayuonnas mexHonio2Us -
800 Npasul 0sl UHOPMAYUOHHO20 YNPABLeHUsl Oe30NaACHOCIbIO).

ISO/IEC 17799:2005 Information technology - Security techniques -
Code of practice for information security  management

(Unpopmayuonnvie mexnonocuu - Memoouxku 6ezonacHocmu -
[ Ipaxmuyeckue npasua YNPasneHus UHGOPMAYUOHHOU
Oe30nacHoCmbio).

ISO/IEC 27001:2005 Information technology - Security techniques -
Information  security management systems -  Requirements
(Ungpopmayuonnvie mexnonocuu. Memoodwvr 3awumel. Cucmemol
MeHeOdxdcMenma 3awumaol ungopmayuu. 1pedosarus).



HauuoHanbHbIE CTaHAOApPTbI

I'OCT P HCO/MD3K 17799:2005 NudopmanmoHHas

TEXHOJIOTUS MPaKTUYECKUE IIpaBuja  yIPaBICHUS
MH(OPMAITMOHHON 0€30IIaCHOCTHIO.

T'OCT P HCO/MDJK 27001:2006 NudopmanmoHHas

TeXHOJOrusA. MeEToabpl H  CpeiacTBa O0OCCIICUCHUS
0€30IMaCHOCTH. CucreMpl MEHEHKMEHTA
MH(OPMALIMOHHOM 0€30IacHOCTU. TpeOoBaHMs.



International ISMS Register B 80 ctpaHax MMpa Ha CeHTAOpPb

2010 ropa = 6826

Russian Federation 10

Korea 106 USA

Germany 1396/ | Japan 3636

Taiwan
371

UK 453

China 483

India 492

http.//www.iso27001certificates.com/



CUCTEMA YNPABNEHUA NHOOPMALMOHHOWN BE3OMNACHOCTbIO - ISO/IEC

27001:2005

HacmoAwum ySoemoespremes, Ymo

000 «MHdopmaumoHHo-nouToBan cnyx6a M-Cutun
yn. 2-n Baymasckas, a. 7, cTp. 1A, kom. 301
r. Mocksa

105005

Poccuitckas ®eaepauus

Beidan Cepmugpuxam Ne: B 534629

delcmeyowsd Cucmems: Yroaenanun MHPopMauucHHod Ba30NaCHCMbIc mpeBoeanunm
omnandacma ISOAEC 270012005 e omuowenuu cnedywouwux eudoe SeamenaHocmu.

occomeamemeuu

Cucrema Ynpasnenus Wigopmauronioi BeaonackocTbio, NPUMEHHTENLHO K CNEJ Yo WLMMm
npoueccam:
-pejeue thuug

Ceptudukar
Perucrpaummu

X038 CTRSHNOR 1 SaTENRNOCTI Konnauam

- npo,
- npo
- co3g
- noay
nporp)
B cod

Om umeny

Vi

PezuowHan

Cuctema ynpaernenuna b npumeHnTens

npoueccam:
BegeHne onHaHCOBO-X03AUCTBEHHOW OeATENBHOCTN KOMMNAHNN
npogaxa ycnyr, ipuém 3akasoB, COorjlacoBaHne yCrioBUM U MaKeTOB
NPON3BOACTBO N CKNaanpoBaHWE reTOBOW NPoayKUum
co3gaHue n obpaboTka 6a3 gaHHbIX
nogaepxka NC (He Bkntoyaa paspaboTky cneunanmsnposaHHoro 10)

B cootBeTcTBUM C NonoXeHnemM O NMPUMEHUMOCTUN KOHTposien (SoA v.4)

in 07.04.2008

Sassh Standar

ds nsy -’:ﬂ,:an.tn‘ tv:a- Crav 23p708) yepenaen »aw:.»w(xuw %0 YoTass Systems
Fanoswod odws 881 Mansgement Systams (CEMEA): 382 Criswick High Road, London, We 4AL, Unted Kingdom

STCR Y TNOSKRVM LOr080pS. —

D it /s
@ wivis D800 com CremDmciory Management




Bbinucka u3 International ISMS Register Ha 6 ceHTA0pa 2010 roaa

Name of the Organization Country ﬁﬁr':‘ir)iec?te gggy ication gtsar';ggg?z:zoo_z or
ISO/IEC 27001:2005
Bank24.ru, Ekaterinburg Russian | 231663 SRi=aUMallas ISO/IEC 27001:2005
CMA Small Systems AB §g§§gf[‘l on | 1597256 ISO/IEC 27001:2005
CROC incorporated, CSC Russian | |s 95689 ISO/IEC 27001:2005
LANIT, CSC Russian | 1S 516523 ISO/IEC 27001:2005
Lukoil-Inform, LLC nussian | |s 502464 ISO/IEC 27001:2005
Luxsoft, Moscow Russian | |RQ4002352 | LRQA ISO/IEC 27001:2005
Multiregional TransitTelecom, OJSC Egggggon IS 512669 ISO/IEC 27001:2005
Rosno, SC Russian | 1S 515437 ISO/IEC 27001:2005
Rutenia, JSC nussian 1 s 517042 ISO/IEC 27001:2005
TransTeleCom E{gg'g}aaf[‘l on | HU08/3058 SGS ISO/IEC 27001:2005

http://www.iso27001certificates.com/




CTpyKTypa MmexayHapoaHsix ctaHgaptos CMUB

( TepmMmuHonorusa ) ISO/IEC 27000
Obujue nonoxeHus u
NPUHU UMb

ISO/IEC 27006
( Tpe6GoBaHuA ) [ T:ggogiggzggl%g ] [ Aydum u ]

cepmucbukayusa
[ 1 ( ISONEC 27002 ISO/IEC 27003 ISO/IEC 27004 ISO/IEC 27005

(SO/IEC 17799) Pykogodcmeo VismepeHue MeHedxmeHm
PyKO BoACTBa Nno Ce0d npasun 10 peanusayuu MeHeXMeHma pucka

akcnnyatauum u
ayamtryCMUp | —m———————— e e — — — — — — — — — ——————

[ CTaHAapThbl MO peannsauum 3alUTHbIX Mep (CpeacTB KOHTPOS) )




[lepcnekTuBbl pa3BUTUSA MeXOyHapoaHbIx ctaHaaptos CMUB

ISO/IEC 27000 (npoexm) Hngopmayuonnvlie mexrnonozuu. Memoowl u
cpeocmea obecnewenus 6Oezonachocmu. Cucmemvl MeHedICMeHmda

UHGDOPMAUUOHHOU ~ OE30NACHOCI. Oowiue  nonodicerus  u
MepMUHOJI02UAL.

Hadano paspaboTku npoekta man 2006 roga
Bo3moxHbIn cpok npuHaTusa mam 2010 ropa

ISO/IEC 27001:2005 Hngopmayuonnvie mexuonocuu. Memoowl u

cpeocmea obecneuenuss bezonachocmu. Cucmemvl MeHeOHCMEHMA
ungopmavyuonnou bezonacnocmu. Tpeoosanus

BeeneH B gencreue B oktabpe 2005 ropa
[MpenBaputenbHbin nepecmoTp B 2010 roay

lMpoepamma pabomsi ISO/IEC JTC1/SC27 om 18.08.2008 e.
npuHsma 14.04.2008 e ., Ha nneHapHom 3acedaHuu 8 Kuomo



lNepcnekmuesbi pazeumusi MexxOyHapoOHbIx cmaHOapmoe CMUB

ISO/IEC 27002:2005 Hugopmayuonunuvie mexnonocuu. Memoowt u
cpeocmea  obecneueHus — 6e30NACHOCHIU.

BBenéeH B gencreme B nroHe 2005 roaa
[lepecmoTp nepBoro nsgaHusa B okTaobpb 2008 roga
Bo3mMOXHbIN BbIxoa BTOpon pegakunm mam 2011 roga

ISO/IEC 27003 (npoexm) Hngopmayuonunvie mexunonocuu. Memoowl
u cpeocmea obecneueHusi 6Oezonachocmu. Pykoeoocmeo no
peanuzauuu cucmem - MeHeOHCMeHma UHpOpMaAUUOHHOIL

oe3onacrnocmu.

Hauano pa3paboTkn npoekTta
BO3MOXHbIN CPOK MPUHATUS

lMpoepamma pabomsi ISO/IEC JTC1/SC27 om 18.08.2008 e.
npuHsma 14.04.2008 e ., Ha nneHapHom 3acedaHuu 8 Kuomo



lNepcnekmuesbi pazeumusi MexxOyHapoOHbIx cmaHOapmoe CMUB

ISO/IEC 27004 (npoexm) Hnghopmayuonunvie mexnonocuu. Memoowi u
cpeocmea obecneuenus OezonacHocmu. Hzmepenue menedcMmMeHma
UHMoOpmauuoHnou 6e30nacHocmu.

Hauano paspaboTkn npoekta Hos16pb 2004 ropa
Bo3mMoXxHbIn cpok npuHAaTus mam 2010 ropa

ISO/IEC 27005 Hudopmayuornvle mexuonocuu. Memoodwvl u
cpeocmea obecnevenus oOezonacHocmu. MeHedyicmenm pucka
UHpopmayuonHou 6ezonacHocmu.

BeeneH B genctene B nroHe 2008 ropa
[TlepecmoTp nepsoro nagaHus HavyHeTcs B 2011 roay

lMpoepamma pabomsi ISO/IEC JTC1/SC27 om 18.08.2008 e.
npuHsma 14.04.2008 e ., Ha nneHapHom 3acedaHuu 8 Kuomo



lMepcnekmuesbi pazsumusi MexxOyHapoOHbIx cmaHdapmoe CMUb

ISO/IEC 27006:2007 Hugpopmauuonuvie mexuonocuu. Memoovl u

cpedocmea obecneuenus 6bezonacHocmu. Cucmemvbl MeHeOICMeHmMA
UHGOPMAYUOHHOU  OE30NACHOCHU.

BBenéH B gencreme B
[lepecmoTp NepBOro n3gaHns HAYHETCH B

ISO/IEC 27007 (npoexm) Hngopmayuonuvie mexuono2uu. Memoovl

u cpeocmea obecneuenusi bezonachocmu. Cucmemvl MEHEOICMEHMA
UHGOPpMAYUOHHOU OE30NACHOCI.

CBefgeHusa oTCyTCTBYIOT

lMpoepamma pabomsi ISO/IEC JTC1/SC27 om 18.08.2008 e.
npuHsma 14.04.2008 e ., Ha nneHapHom 3acedaHuu 8 Kuomo



Oowmmn noaxopn K paspaboTke oTpacreBbIX cCTaHOapPTOB”

OCHOBHOM NPUHIIMIIL:

s gononaenue ISO/IEC 27002:2005 (ISO/IEC 17799:2005) “Cson

l'Ip dBUJI MCHCIKMCHTA
Hp dKTUKaAMHU
Copepa
AEATENBHOCTH U
nonuTuka ISMS
NS yCTaHOBMEHUS Q
ISMS

WaeHTudnkauma
TpeboBaHuy,
CyLLeCTBEHHbIX
ANA OpraHn3aumu

W3y4eHne
NCXOAHBIX
thakTopos

TpebosaHue k OBt obsop
saupre O opraHu3aLum
NpeANpUATUIA
W UX aKTWBOB
Co3fjaHHble
onepaL MOHHbIE
Lenu

Nb” conenmududIHBIME IS

WHcopmaL| MoHHbIE
akTUBbl AN
[ OCTUXEHUS

Lenei

{

WaeHTudmkauma
NpoLeccoB K1
WHOPMaLMOHHbIX

aKTMBOB

CoBOKYNHOCTb
TpeboBaHui

OTpacyv
— HekputiuHele f
MPUOPUTETHBIE
cdephl
Knaccudmkaums KnaccuduyupoBanHbie
WH(OPMaLNOHHBIX |—— KpUTHYHbIE NPOLECCH/
aKTUBOB WH(OPMALMOHHEIE
aKTUBbI
Mpouecc u | TpeboBaHus opraHuaLum
UHHOPMALIMOHHEIE B TEPMUHAX JOCTYMHOCTH
akTMBb TOYHOCTH W
OpraHu3aLm KOHEMA EHLMANBHOCTH
3aj0kyMEHTUPOBaHHLIE
YA3BUMOCTH
PaspeLueHue Bonpoca
YA3BUMOCTEN ]

Heobxoaumble MEpbI

Information Security Management System (ISMS) — cucrema
ynpaBneHnst "HOPMaLUNOHHOM 6e30NacHOCTbIO



[MpeoBapuTenbHbIA BapuaHT (OTBEPrHYT)

(Kouuenuun UB AC BC PCDJ

OcHoBononaratwuwme ctaHgapTel: ['pynna 0 "OcHOBHLIE TpeboBaHKg”

OCT xx.0.0-xX OCT xx.0.1-XX OCT xx.0.2-xx OCT xx.0.3-xx
ey e O6ecneveHne NB AC BC P® | | O6ecneuenne MB AC BC P®
ObecneueHne N AC BC P® | | ObecneuenHne Wb AC BC P® Tpe6osaHus UB B Ynpaenetue UE B
OobwWwme non oXxeHUA TepmMuHbI M ONpeaeneHns npoueccax KLU npoueccax XKL
[pynna 1 "ObecneveHwe NB B npoyeccax XL
N £ N 4 N £
OCT xx.1.0-xx OCT xx.1.1-xx OCT xx.1.2-xX OCT xx.1.3-XX
ObecneueHne U AC BC P® | | ObecneueHne Wb AC BC P® | | ObecneueHne Wb AC BC P® | | Obecneuenne b AC BC P®
Mpouecc cTparermyecKoro UB Ha cTaauu co3naHuA UB Ha cTaguu aKcruTyaTaumum UB Ha cTaauu BbiBoAA U3
rnamposawma UB AC BC P® ACBCPo® ACBC P® IKCIUTyaTauum
\ 7 N\ I AN
N £ N7 N £
OCT xx.1.4-xx OCT xx.1.5-xx OCT xx.1.6-xx OCT xx.1.2-xx
ObecnevueHune b AC BC P® OB&crisvskiie 1:15.AC 5EC P ObecnevenHne Wb AC BC P® | | Obecneuenne Wb AC BC P®
Wb B mpoueccax cornawieHus UB B npolleccax NpoekTa MUB Ha cTagun UB B mpoueccax
l (npuobpeTeHnsy nocTaBKK) JL P P L CONPOBOXAEHUA JL npeanpUATUNA )

[pynna 2 "OueHka, aygut U MHcnektmposaHue MNB”

[pynna 3 "Cuctema paspaboTKK, OLEHKN U cepTUdmnkalmm’ KoMnnekc
cCTaHAapToOB

oTpacsnu

“ObecneyeHune

Wb AC BC P®”



TpeboBaHus Kk cTaHgapTam 6e3onacHoOCTH

IIpocToTa ¥ MOHATHOCTD;

HenpoTtuBopeunBOCTh TEPMUHOB U OIPECIICHUM;
OTKpPBITOCTS;

CraHaapT JOKEH OBITh OPSMOIO JICHCTBUS,

CranmapT OOJDKEH OBITh TapMOHHM3UPOBAH C OTCUSCTBCHHBIMH M
MEXIYHAPOAHBIMM  JOKYMEHTaMH, CTaHAAPTU3UPYIOMIUMH (MM
OPEJACTABISIONIMMY  HaWJIy4dlllMe IpakTuku) obrnactu Wb u
oe3omacHoctu UT;

s CranmapT JTOJDKEH COAEpKaTh MEXAHU3MBI €T0 aKTyaJIu3aIyH.



TpeboBaHus K cTaHgapTam 6e3onacHOCTuU

Kak eHeOpsmb ?

dopma opranuzanuu pador no pazpadoorke crangapra Ub

CTaHJApPT JOJDKEH pa3padaThIiBaThCs KOJIETHAIbHO, CIEIHAAIbHON
pabodelr rpynIon (COCTOSIIEN U3 MOJKOMHUCCHI) B COCTaB KOTOPOU
JTOJKHBI BXOJIMTh MPEACTABUTEIN BCEX COEP KUBHEACITEIbHOCTU
OTpacIu;

[[EJIECOO0pPa3HO  BKJIIOYMTH B COCTaB  pabodyed  TpyIIbI
npeacrapuresicn OCTIK n apyrux rocynapCTBEHHBIX OpPTaHU3AIAN
3aHUMAIOIIMUXCS BOIIPOCAMU 3aIUThl HH(POPMAIIIH;

PYKOBOJUTEIIM OpPraHU3alui, MPEACTABUTEIN KOTOPBIX BKJIFOYCHBI B
coctaB paboyed TIpynmbl, JOJDKHBI JIaTh COINIACHE  CBOHMM
COTpYJHHMKAM Ha y4acTHE B JJaHHBIX pabOTax, TO €CTh JOJDKHO OBITh
0(hOpPMJICHO CIIEIIMAILHOE COTJIAIICHHE.



OCHOBHbIE Te3uchl

m SI3BIK TeKCTa CTaHIapTa JOJIKEH OBITH SICHBIM.

m llenp crangapra — cdopmupoBaTh TpeOOBaHHS U O0ECICUHUTH
BO3MOXXHOCTD ayJIUTa UX BBITTOIHCHUS.

s HecoOxommMo ydecTh TpeOOBaHUS MEXKIYHAPOAHBIX M HAIIMOHAJIbHBIX
cragaaproB 1b.

s OcHOBa mapaJurmMbl — KOHTPOJb HaJ aKTUBAMH, YIIPABJICHUE HMH,
cTparerus 00pbObl OpOHU U CHApSA.

m exHuueckue PHUCKH — YaCTb OIICPAITMOHHBIX.

s J[oKHO OBITH YKa3aHO, YTO MOJUTUKA OE€30MTAaCHOCTH — 3TO OCHOBHOM
NOKyMeHT. OnpeiesieHa nepapxus nNOJIUTHK

s be3 npunoxenun. Bee neranu B MocCaeayommx J10KyMEHTaX.
s Ciyx0a Ub

s Hannuume HempepbIBHOrO KOHTPOJIS. Bce mpolecchl HOMUMHSIOTCS
OU3HEC - IIEJISIM.

s Or1eHka JoKHa OBITh HA YPOBHE ITOAXO/IOB.

Kypuno A.ll. BP 3H I'YE u 31 LleHmparnsHo2o baHka Poccuu



CocTaB KomMnsiekca ctaHgaprta

KoMIUIEKC TOKYMEHTOB
B oOsiacTu cranaapru3auuu banka Poccun
“ObecneyeHne MHpoOpMaLNOHHON Oe30nacHOCTH
opraHusaumu 6aHKoBCKOM cuctembl Poccuuckon
Pepgepayun’”
(Kommtexe “BP UBBC”)

( \/ \/ )
CTO BP UbbG1.0-2008 SUD 27 4] 21=10h61 A0 CTO BP UbbG1.2-2009
AyanT nHgopmMmaLMoHHON

Ob6wue nonoxexHusa MeToguKka oLeHKM COOTBETCTBUSA
©e3onacHocTun
\ J \ J \ J
( \/ A

PC BP NbbG2.0-2007

[okymeHTbl no obecrneyeHunto

PC BP UbbG2.1-2007

. PykoBoacTBO Mo caMooLieHke
NHdOpPMaLMOHHOM 6Ge30MNacHOCTH

\ J \. J




4 N\ [ N\ [/ )
CTOBP -1.0-200 Clecs) I?;W-1.1-2go CTOBP -1.2-200
0 .
- vBBELue, 8 || RBsmammmor [ || UBBEUCocw 9
4 A4 )
HOWSE el PCEP -2.1-200
MEH M::::ur&ﬂ 7 MmOﬂCTBO no 7
\ 0e3onacHOCTU J L CaMOOLIeHKe y,

Z(é 55 geTO,D,l:lfé.l3- xix PC BP  -2.2-xxx I;'%gga Ha;EE-NBe-HXM;X
KrnaeemgBakaLm U BB@ﬁEiOORHGHKM X onmncaHns
EcTb npoekTt EcTb npoekTt

MpoekT opmupyetca




BSI (repmanus, 1998 2.)

PykoBOACTBO Mo 3awmTe MHPOPMALIMOHHbIX TexXHosornm ansa 6asoBoro ypoBHA

MetonoJsiorus ynpasjaeHus Ub;
KoMIoHeHTHI HH(POPMAIIMOHHBIX TEXHOJIOTWI:

OCHOBHblE KOMNOHEHMbl (OPSAHUAYUOHHBIU U NPOYeOypHblll YyposeHb HUD,
OpeaHu3ayus 3auwumol OAHHBLIX, NIAHUPOBAHUE OeUCMBUL 8 YPEe38blUAlUHbIX
cumyayusx);

ungpacmpykmypa (30aunus, nomeweHus, KabenibHvle cemu, OpP2aAHU3AUUSL
YOaeHHo2o 0ocmyna,),

KIUeHmcKue Komnonenmol pasiuunvix munos (DOS, Windows u np.);

cemu pa3nuyHblx MUnos (coeourenue “mouxa-mouxa’”’, pasHopooHbvle cemu U
m.o.);

aeMeHmul cucmem nepedadu OaHHbIX (INeKmMpPOoHHAs nouma, mooemvl, M3 u
m.o.);

Tenexommynuxkayuu (ghaxcol, asmoomeemuuku u np.),

cmanoapmuoe 110;

Oa3vl OAHHBIX,

Karajgoru yrpo3 0e30nacHOCTH M KOHTpPMeP.
BS



Cmpykmypa kamasio20€ y2po3 U KOHmpmep

¥Yrpo3sl 1o Kjiaccam:
Dopc-madxxcopHvie 06CMOAMENbCMEA,
Heoocmamku opeanuzayuonnsvix mep,
Owubku yenosexa,

Texnuueckue HeucnpasHoCmi, Okoro 600 HaVMEHOBAHUIA B
IIpeonamepernnble oeticmausi.
KaXXOJOM U3 KaTalJl1olroB

KoHTp™MepsI o Kjiaccam:
Vaywwenue ungpacmpykmypol, ((
Aomunucmpamustvle KOHmMpMepbl;
IIpoyeoypuvle konmpmepol;
lIpoepammmno-mexnuueckue KOHmpmepsb
Ymenvwenue ysazgumocmu kommynukayu
[ Inanuposanue oeticmsuul 8 Upe38blUauHbIX CUMYAYUSIX.

BS



JocmouHcmea u HeAocmamku BSI

JloctouHcTBa: @

JleTanbHbIN yyer crieuprKu Pa3JIMYHBIX 3JIEMEHTOB
MH(POPMAIITMOHHBIX CUCTEM.

JleTanbHOE paccMOTpeHue ocobOeHHocTel obOecneuenus Wb B
COBPEMEHHBIX CETIX.

B03MOXHOCTh OINEPATUBHO BHOCUTH H3MEHEHUS U KOPPEKTUPOBATH
CBSI3U MEX/IY YaCTAMU CTaHAAPTA.

Henocrarku:

HeBo3MOXHOCTE C OAJHUM YPOBHCM [ACTAJIHU3AIINU OIIMCATh BCE
MHOFOO6pa3I/Ie Pa3JINIHBIX 5JICMCHTOB I/IH(l)OpMaI_II/IOHHBIX CHUCTCM.

BS



COBIT - KkoHTpOsbHbIe 00BLEKTbLI AN MHPOPMALMOHHbIX U CMEXHbIX
TEeXHOJIOrMHU

Control Objectives for Information and related Technology

\M

Habop 10OKyMEHTOB, B KOTOPBIX M3JIOKECHBI MPUHIIMUIBLI YIPABICHUSA U ayquTa
MH(POPMALIMOHHBIX TEXHOJOT U

\
Pe3rome pi1s1 PYKOBOOMUTEINA. Onucanue cmauoap opuernmupo8anHoe Ha mon-
MEHeHcepPo8 op2anHu3ayuu OJisi NPUHAMUS UMU DEUleHUs. O NPUMEHUMOCMU CIMAHOapma 8 KOHKPemHOoU
Op2aHU3AYUU.

Onucanue CTPYKTYPBI. Pazgepnymoe onucanue CmpyKmypbl CHAHOAPMA, 6blCOKOYPOBHEBbIX
yenet KOHMpoJisi U NOACHEHUs. K HUM, HeoOxooumvie O 3QhekmusHol Hasueayuu u pe3yivmamueHou
pabombl co CMAHOAPMOM.

O0BbeKTBI KOHTPOJISAA. /[emanvHble onucanusi 00beKmos KOHmMpO/s, cooepicaujue pacuiu@pposKy
Kaxco02o u3 00vbeKmos.

HpI/IHIII/IHbI YIIPABJICHUSA. Omeembl Ha 60npockl Kak ynpaeisime U1, kak npasuibHo nOCmasume
OQOCUNCUMYIO Yellb, KaK ee OOCmUib U Kak NpOKOHMPOIUPOEAMs MNOIHOMY ee OOCHUNCEHUS.
Ilpeonaznauena ona pykosooumeneu UT-cnysrco.

HpI/IHIII/IHbI ayANTAa. [Ipasuna nposedenus UT-ayouma. Onucanue mozo, y K020 MOJICHO NOLYYUMND
HeobXoo0umylo uHgopmayuro, Kak ee npogepums, Kaxkue 60npocvl 3adasamv? JIa GHYmMpPEHHUX U
eneunux ayoumopos UT, a maxsce koncynomanmoes 6 cihepe H'T.

Haﬁop HHCTPYMEHTOB BHEAPECHHUSA CTAHAAPTA - npakmuuecKue coemvl N0 eHCeOHeEHOMY
UChoNb306anUI0 cmanoapma 6 ynpaenenuu u ayoume UT. Knuza npeonasnauena ons eéHympeHHUX u

eneunux ayoumopoe UT, koncynemanmoe 6 cihepe H'T. —



CTtpykrypa COBIT

\.

MHCTPYMEHTOB p,nﬂ
BHenpeHua COBIT

>

Bktoyasi BbICOKOYPOBHeBbIe Lenm - O630p
KOHTpONA - [pakTuyecknini onbIT
-FAQ's
- NpeseHTaumnPower Point
- PYyKOBOACTBO MO BHEAPEHUIO
— Kormposib TOHUMaRUSa pyKoeoocmea
] o Huasnocmuka T KOHmpOﬂﬂv\
- D Y
r — < m— Oy i 2
NMpuHUMNbLI OObeKTbl NMpuHUMNbLI \
ynpaBJieHusa KOHTPOJA ayauTa

\
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.

Kputnueckue
Mopaenu spenoctu } [(balcropu ycnexa] [MHAMKaTopbl Lenm

KnwoueBble

J{

~\
KnoueBble MHOUKaATOPbI
pes3ynbTaTa

COBI



B ocuosy CTaHp.apTa COBIT nono>|<e|-|o cnenyrou.lee yTBepxc.quMe dnﬂ npedocmaeneHun Uquopmauuu

TPEEOBAHUA Ynpaeaexune
BASHECA

NPOLECCHI UT

PECYPCBI UT |
AyAut

Llukn COBIT, ompaxxarowut
HernpepbisBHOCMb coomeemcmeus UT

mpebosaHusim busHeca
COBI



Pecypcbl UT B COBIT

s JlaHHBIE - OOBEKTHl B IIMPOKOM CMBICIE (TO €CTh BHYTPEHHHUE H
BHEIIIHKUE), CTPYKTYPUPOBAHHBIE M HECTPYKTYpPHPOBAHHBIE, a TaK¥Ke
rpaduka, 3ByK U T.1.

s IlpunioxkxeHusi - COBOKYITHOCTh aBTOMAaTH3UPOBAHHBIX M BBIMOJHSIEMBIX
BPYYHYIO OPOLIEAYD.

s TexHosorus - anmapatHoe 0OECHEYEHHE, MPOrpaMMHOE OOECIICYEHHE,

OIICPALIMOHHBIC CHUCTCMbI, CUCTCMbI YIIPABJICHUS 0a3zamMu JAaHHBIX, CCTBIO
U MYJIbTHUMCIHA.

x OOopyroBaHme - BCE€ PECYpCHl, CO3JAIOIIME M MOAJACPKHUBAIOIINEC
MH(OPMAIIMOHHBIE TEXHOJIOTHH.

s Jlroom - T1epcoHan, €ro HaBbIKM: YMEHHUE IUIAHUPOBATh U
OpraHU30BBIBATh, KOMILIEKTOBaThb, OOCIYKHUBaTh W KOHTPOJHUPOBATH
MH(pOPMAIlMOHHBIE CUCTEMBI U YCIIYTH.

COBI



Kputepunun oueHkun nHpopmauun:

s DPPeKTUBHOCTh - AKTYAJIbHOCTh MH(OPMAIMK, COOTBETCTBYIOIIEIO OWU3HEC-
[porecca, rapaHTus CBOCBPEMEHHOIO U PErYIAPHOrO IMOJIYYEHUs MPABUIBHOU
UH(pOpMaLIHH.

s [IpoxykTuBHOCTH - OOecrmeueHUE AOCTYHMHOCTH HH(POPMAMU C MOMOIIBIO
ONTUMAJIBHOTO (HanOosee MPOAYKTUBHOTO M 3KOHOMHUYHOIO) HCIOJIb30BaHUS

PECYpCOB.

s KonduaenuumajibHoCcTh - oOecCleueHUE  3alluThl  HHMOpPMAIMU  OT
HEaBTOPU30BAHHOTO O3HAKOMJICHHUSI.

s lIledocTHoCcTh - TOYHOCTH, IONMHOTA M JIOCTOBEPHOCTH HMH(pOpMaInM B
COOTBETCTBUU C TpeOOBaHUSIMU OU3HECA.

s Ilpuronnocrs - mnpegocraBieHue wuHGOPMAIMK TIO TPeOOBAaHUIO OW3HEC-
IIPOIECCOB.

s CoracoBaHHOCTb - COOTBETCTBHE 3aKOHaM, IpaBHIaM W JOTOBOPHBIM
00s13aTeIILCTBAM.

s HagexHocTh - J0CTyn pyKOBOACTBA OpraHuU3allid K COOTBETCTBYIOIICH

MH(pOPMAIUM JIJISI TEKYIIEH ASITEIbHOCTH, IS CO3/IaHUs (PMHAHCOBBIX OTYETOB
1 OLICHKU CTEIICHU COOTBETCTBUSIL.

COBI



Moaenb ynpaBneHus nHdopmMmaLuuOHHOU TeXHONOrmeun

Lean m 3aaaum
BusHeca

NoO1 onpasasAMTE CTRATErMYacKymi naad 1T

NoO2 onpessAMTh MHGODM CLMOHMY IO
APXATOKTYDY

MNoO3 onNpeASA AT TEXHOACTMYECKCS
HONPABASHES

NOA4 onpaasSAMTE ORCAHM3ALPIKC 1
B3CMMOCTHOWeHMs 1T

MNOS vy ABAATD UHBECTTHLLMIMKM B T

MNOE CcorAccosaHRO YR ABASTE LIS AT
1 3aaaHaMm

M1 NEOBOAMTE MOHMTORMHI
nEoueccos

M2 cueHMBaTb AASKBOTHCCTE
BHY TR SHHETO KOHTR AR

M3 NoOAYHATE HE3CEMCHMLIS I apR-aHTIM MNO7 yrpasaste NepCoHanom

M4 cEecneyrBan HE3aBNCHMMEl MO8 obGecnewnTs COMACOBAaHME C
Ay T BHELWHMMI TR eSCaaHaMM

NoO? ousHMBATE PHUCTKN

MO10 yrnpcEAsTL NEOSKTAaMIA

MNO11 yNPpaEAITE K4S STEOM

MHOOPMALINS

SPPeKTUBHOCTE
NMPoAYKTHBHOCTE
BesonacHocTe
UeAoCTHOCTE
MpuroaHoCcTs
COorAaCoBaHHOCT
HaaeXHoCTs

MNAAHUPOBAHME u
OPTAHUZAUMNSA

Pecypcel UC

Noan
NMpuaoKeHNR
TexHoAOrvm
OSopPYyAOBAHNA
AarHHbie

SKCNAYATALIMEA
COMNPOBOXAEHUE

DC1 onNpeseAsTb Y OBHM COCAYHKMVBAHWS 1 YINI-OBASTTE MMM
DC2 yNDOBATTE YCTAYTOMI CTOPR CHHMX COMCHA3ICLIA

DC3 yNpaBATTS MNP OM3BCAMTEALHOCTBIC ¥ HORAUWMBASMOCTEIO
2DCA obacnNsvymears HENPSPEIBHOCTE YOAYT

2CS obacnedynsars SaacnacHOCTs CUCTemMbl

DCE onNpesAe/ATb M CAOCTIDeASAMTE SATPROTH

2C7 obyuaTs NoALIOBaTeASH

2C8 NOMOrate NoOALIOBATSASIM M KOHCYALTMPOBOTE MX

SDCT yNSaBAATE KOHGUINy P aLsieil

SDCA10 yNPABASITE ACHHLRA

DC11 yrpaeaaTh OCOLYAOBCHIMEM

DCIZ yPpasAsITh ONE PRI

NBE1 onpeAeAMTL PBUeresa MO ABTOM AT

MB2 NpsSpecnt v NOAASDIVBATD MNPMKACAHOS
MoOorpaMMHOoe coecnaYyerste

MNBE3 npmobpecti M NoAASPXMBOTS
TEXHOADMMNECKYIO HPRaOCTRYKTYERY

MNBE4 papaSorare 1 NOAASDMUBATE NEOLUSAYPLI

MBS yCTAHOBMTE M QKK EAMTHUD CEBOUTE CUCTEMbI

MBS yp QBASITE M3 SHSHI M

COBI




Moaenb 3pe¢

AHapxusi DorbKop CmaHOapmeli UN3mepsiembiU
Onmumu3supyemsbit
He cywectBYeET Hayano [loBTopeHMe OnucaHue YnpaBneHue OnNTUMU3aUUA

0 1 2 3 4 5

L

—_ %7

Tekywmnn ctatyc

opraHusaLmm 0 He cywecTByeT [pouecchl ynpaBneHns He NPUMEHSAOTCS
Tpe6oBaHus 1 Havano [Mpouyecchl cneunannanpoBaHHbl 1 HEOPraHM30BaHHbI
MeXAYHapoaHbIX 2 [loBTopeHve  [lpouecchl NOBTOPSAIOTCS Ha PEryNAPHOM OCHOBaHMN
CTaHAapTOB 3 OnuncaHune [Mpouecchl AOKYMEHTUPOBaHLI M B3aUMOCBA3aHbI
‘Jlydwan npaktmka™ 4 YnpasneHne  [pouecckl HabnogawTca U NsMepsaTCs

NHAYCTPUA 5 OnTMmnsauma  [pouiecchl COOTBETCTBYIOT “MyYllen NpakTuke” 1
CtpaTerna aBTOMaTU3NPOBaHLI

opraHvMsaunm

‘Mogenn 3penocTu npeaHasHayeHbl AN cTpaTern4yeckoro
BbIOOpa M 3TaNOHHOIO CPaBHEHMS.

[NpuHyunei
yrpaeneHusi



Kontnueckue ®dakropbl Ycnexa

OnpeneassiloT HanOoIee BaXKHBIC MPOOJIEMbl WX JACHCTBUS PYKOBOAUTEIICH,
HAIIPaBJICHHbIE HA NOCTUXEHUE KOHTPOJIa Halx U T-ipoueccamu.

IIpumepsr KOY:

Vnpasnenue HUT cocpedomouenno Ha yensax OpeaHu3ayuu. Cmpamecudeckux
UHUYUAMUBAX,  UCNONb30BAHUU  MeXHOoNo2ulti 0l pazeumusi  OusHeca,
00CMamo4HOCMuU pecypcos u y00s81emeoperus ousnec-mpebosanull,

Heticmeuss no ynpaenenuro HT scHo onpedenenvi, HOpMaAIuU308ansvl U

OCYWeCmBAsIOMCS Ha OCHOBe nompebrHocmei npeonpusmus c
coomeemcmeyioujel Om4emHoCmoio,

Memoowr ayouma onpeoeneHbl makum o06pazom, umoowvl uzbexcamvs coboes u
OUUDOK 8 cucmeme 6HYMPeHHe20 KOHMPOJIA,

Vupesicoen KonmponvHblll KoOMumem, HAZHAYAOWUNL U HAOIOOAIOWUL 34
HEe3aB8UCUMBIM — AYOUmMoM, Yoelawul npucmaivioe eHumanue HT npu
COCMAasBNeHulU NAAHO8 ayoumd, a mMaKice NPUHUMAOWUL 60 BHUMAHUE
pe3ynomamsl UCCIE008AHUU CMOPOHHUX OP2AHUZAYUL U AYOUMOPOS.

[MpeagHa3HayeHbl aAng opraHusauumn KoHTponsa UT - npoueccos. COBIT
lNpuHyunel

\Vimla¥=Y>Iual=~YR]N]=]



KnroueBble UHauKaTopbl Llenun (KAL)

OnuchbIBalOT KOMIUIEKC H3MEPEHUM, KOTOpble MO (PakTy cooOIaroT
PYKOBOJCTBY, 4TO M T-miporiecc 1oCcTUr NpeabaBiasIeMbIX OU3HEC - TPEOOBaHHUIA.

Beipaxaercs B TepMuUHAX MHPOPMALUOHHBIX KPUTEPUEB:

[IpurogHocTs HH(POPMAILTUN, HEOOXOAUMOM IS MOAIEPKKH OHM3HECA;
PUCKH OTCYTCTBUS 1IEIOCTHOCTH M KOH(PHICHINATIbHOCTH;
PeHTabenbHOCTh MPOLIECCOB 1 ONEPaLIU;

IToaTBepXACHUE HATEC)KHOCTH, dPOEKTUBHOCTU U COTIIACOBAHHOCTH.

Ipumepsr KHAILI:
YVayuwenue ynpasnenus npouzsooumeibHOCmMsio U CMOUMOCMbIO;
Veenuuenue ooxooa om uneecmuyuii 6 UT,
Cokpauenue epemenu 3anycka 8 npooadlicy Ho8020 NPOOYKMA Uil YCyeu,
Viyuwenue ynpasnenus kauecmeom, HOBULECMBAMU U PUCKAMU,

‘['lpegHa3Ha4veHbl Ans KOHTpona goctuxeHusa uenen UT - npoueccos.

COBIT
lNpuHyunel



KnoueBble MHaukaTopbl Pe3ynbraTta (KUP

OnuchIBalOT KOMIUICKC ACHCTBUM, HEOOXOAMMBIX IJIs OINpEACICHUS,
HACKOJbKO U'T-m1po11ecchl JOCTUTAKOT ITIOCTABIICHHBIX LEJIEH.

IMpumepsr KUP:

‘[lpegHasHaveHbl 4na KOHTpona pesynsratoB Kaxgoro T - npouecca.

Veenuuenue penmabenvnocmu UT-npoyeccos,

Vayuwenue pabomsl u niaHuposanus oeucmeuii no cosepuiencmeosanuio H1-
npoyeccos;

Veenuuenue naepysxu na UT-unghpacmpyxmypy;

llosviwenue cmeneHu  y0081emeopeHUs. noniv3osamereu (onpocwi
nonb308ameinell U Koau4ecmeo H#eanoo),

Vayuwenue e3aumooeticmsusi u KOMMYHUKayui mexcoy pykosooumenimu T u
PVKOBOOCMBOM OpP2AHU3AYUU

llosbiuenue npouzeooumenbHOCmMu CoOmpyoOHUKO8 (8 mom yucie, NOBblULEHUE
MOPAnNbHO20 0yXxa,).

COBIT
lNpuHyunel



Mpouecchbl ynpaBneHusi U ayauTa

He cywecteyer Havaano [Mosropenue Omnucanwe YnpasaeH Onmvmuaauma
0 1 2 3 4 S AereHAa AAS UCNOABIYEMBbIX
| | | CHMBOACB

* TERYWHA SIQIYE QR OHUIDLIAA

Po:yauat AYAMTA IPatOoa0HMn M KAYHIP OAHEX
CIaHAQDTITE
T
D AYHILCH TP OCTHEG” PHAYCT A
* CToaTan® opra-ManUMI

AOMmenbl P
Cobil : J
‘nmumoai:mns §=
‘qurcmmmH
S BuicoKoypoBHesble Bsncoxoypomeeue ot earl CPeAHEero 3geHa
OBLOKTH KORTRCAR  USAM YNPUIBAGHWUA 4
Cobil Cobil
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YnpaeaeHue UT
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Ton meneAXapbl AYAMTOPL: AT

Pyxoasoamrenm ;

T cAay xS e -

[}, =55 :

ITIL % -

NoasaoparTeam MNC

ISO 2000
NMNOCTol
OCTel M T.A.

ITIL -  Oubnuoreka

JIy4IIIEr0  IMPAaKTUYECKOTO
OIIbITA B 4acTu
IIPEAOCTABICHUS HT-
YCIIYT.

COBIT

CIICIUAIIN3UPYETCI M Ha
VIIPABICHUN W HA aylIuTe
UT.

[Tpoueccer ITIL, kak wu
J100BIE JAPYTrUe MPOIECCHI,
MOTYT  yIpaBIATBCS U
KOHTPOJIUPOBATHCS
crangaptom CobiT.

Aerenaa:
—  ynpasaenume Cobit
—  ayAnT Coblt

—fe YTIPAOBASHMO M
KoTpoAs ITIL

—4 CTaHAQPTHI
SuzHeC npoueccos



CpaBHeHUe

HEKOTOPbLIX CTaHOapPTOB U KOHLIEML MW ayaunTa

Iemi ayagrTa

Obdrnacrte
[IPHEMEH EHH I

AKITEeHT

Cpo OelcTBHA
cepTH PHKATA
ayaHTa
3aHHTepeco-
BaHHBbIE JII]a
OO0BeM

A CKCYMEHT OB,
permaMeHTH-
PYEOLIEX
opoBefeHHe

AayOHETAa

obpad oTKr JaHHBIZ,
HOPM SKCIIITyAaT aLlHH
PazerTHe ODH3HECA,
[IOBBOIEHHE ETO

P PeKTHBHOCTH H
pEHTAOENMBEHOCTH,
Cre OBaHHE
HOPMATHEBEH O-
npasosoi Oase
IInapHposaHH e

H OpTaHH3aLIHA,
MNIOCTAaHOBKA 3a7ad

H EBOIQIH cHEE,
SECIIITYAT Al A

H CAOIpoBOXOCEHHE,
MOHHT OPHHT

MeHegxKMeHT

HH $ opMAaLIH OHHBIZ
T e¥H ONOTHHA
HuTepean BpeMeHH

T OP-MeHeOKepbl
FKOMII AHHH

4 QOKYMeHTAa OODIIHM
obremonm 187
CTpAaHHI]

H KagpoB O 10O THEH

PaspuTHe OH3HecCa,
¢rHaH C OBBIE

KOHTpPOINE CreoeaHHue

HOPMATHEHO-
opasoeciE Gase

YhopaBreHHe
[IpOH 3B OO CTE OM,
BKCIIITYAT ALH A

AET OMATHI3HPOBEAHHBIX

H aBTOMATHYECKIX
CHCTEM YIIPpABIIEHHA

MeHegxKMeHT

HH P opMAaLIH CHHBIZ
T eXH QrOTHH
Bpemnma rip oBepKH

TOPaMmeHeOxepbl
KOMIIAHHH

12 gacTeld ODIFAM
obremom 1193
CTpaHHIIbI

OesomacHOCTH
KOMIIaHHH
PaserTHe OM3HECA,

$HHAHCOBBII KOHTPOMNG ,
CcHeoBaHHEe HOPMATHBH O-

nopasoBoH Case

YropaBraeHHE

[Op CH3BOOCTE OM ,
PHCK-MeH e KMEHT,
YIpaBIeHHe

HH ) OopMAaLTH OCHHBIME
CHCT eMaMEH,

MOHHT OPHHT
KOpII1OopaTHBHBIX
HH P OopMAarIH OHHBbIX
CHCTEM
MeHeg>xKMeHT

HuaTtepean BpeMeHH

T OP-MeHeaxxkepbl
KOMITAHEE

4 ToMa

obuEM obEemMoM
353 cTpaHHLIbI

CcCOBIT SAC COSO SAS 55/78

IDeneeasa T OP-MeHeOKepbl, BayTpeHHHES T OP-MeHeOKepbl BHemHHe ayOHT OpbI
ayAHT OpHA NONB30BAT I ayAHTOpbIL

ayOHT OpbI KOMIIAaHHH

HH G opMAaLIH OHHBIZ

CHCTEM
ITIoHAaTH e CHCcTeMHBIA rIporecc | CHCTEMHBIA [IpoOLIecc CHCTEeMHBIH IIp AIecc CHCTeMHBIA [Ip oLjecc
ayOgHeTa [Ip OBEpPKI [Ip OB EpPEH I[1p OB EPKH [IPOBEPKH

HA COOTEETCTBHE HAa COOTEETCTEBHE HAa COOTEBETCTBHE HAa COOTBETCTBHE

OeKNapHpPYEeMBIM OeKNapHpyYeMBbIM OEeKNapHpPYEMBIM OeKNapHpyYeEMBbIM

LTI I1 OYEA THKE nenamM OHM3HeC - L1 EFIAM L1 EFLIM

Oe30rIacHOCTH, OpOLIECCOB, IQMHATHEKH | OHM3HeCc-[IpOLIECCOB, OH3HecC-TIpOLIECC OB,

OpTaHH3ALHH Oesor1acHOCTH a TAKSKE 1O THEH A T AKDKEe I OJIE THEKH

Oes30racHOCTH
KCOMITAHEE
FPaserTre OHM3HECA,
$HHAaHC OBBIE
KOHTP Oflb ,

crieq OB aHH e
HOpMATHEBH O-
npapoeci Gase

YrpaBrleHHe

[IPOH3B OO CTEOM,
YIIpaBHeHH e

P CECAaME,

MOHHT OPHHT

H yIIpaBNeHHe
KOPI1Op AT HBHBIMH
HH $ opMAaLHE CHHBIME
CH CTEMAaME

P HHAHCOBBI
MeEHEKMEHT

HuaTepean BpeMeHH

T OP-meHeOKepbl
KOMII AHFE

2 goxkymeHTa OO IIEM
obBeMoM 63
CTpPAaHHIIbI




CtaHgapT 6e3onacHom anekTpoHHon kommepuun PCl DSS

Payment Card Industry Data Security Standard (PCI DSS) - ctaHgapT 3awmTtbl MHopMauum B MHOYCTPUN
nnaTeXHbIX KapT, pa3paboTaHHbIN MeXayHapoaHbIMKU nnaTexHbiMn cuctemamm Visa n MasterCard, o6beanHser
B cebe TpeboBaHus psga nporpamMmm no 3awmrte nHpopmaunm, B HaCTHOCTU:

OcHoBHble 061acTK KOHTPOIS N TpeboBaHNsA Be30NacHOCTU

PCI DSS onpepnensget cneaytowme 6 obnactem KOHTponsa n 12 oCHOBHbIX TpeboBaHU No 6e30nacHOCTU:

1. MocTpoeHue n conpoBoOXAeHUe 3aLnNLLLEHHOWN CeTH:

TpeboBaHue 1: cosgaHve 1 cConpoBOXAEHUE KOHUrypaLum MeXCEeTEBOro aKkpaHa Ans 3alnThl AaHHbIX
aepxarteneu Kapr;

TpeboBaHuMe 2: HEMCNOSb30BaHME BbICTABMEHHbIX MO YMOMYaHMIO NPOM3BOANTENSIMU CUCTEMHbIX Naponen
N Opyrmx napameTpoB 6€30MacHOCTM.

2. 3awuTa gaHHbIX AepXxaTerien Kapr:

TpeboBaHune 3: obecneveHne 3almTbl AaHHbIX AepXXaTenen KapT B X04e UX XpaHeHUS;
TpeboBaHue 4: obecneveHne WMPPOBaHUSA AaHHbLIX AepXaTenen KapT Npu ux nepegade Yyepes ooLWeaoCTynHble
ceTn.

3. I'Iop,p,epx(Ka nporpamMmmbl ynpasrneHusa ya3BuMOCTAMMU.

TpeboBaHue 5: ncnonb3oBaHue N perynsapHoe obHOBNEHME aHTUBUPYCHOIO NPorpamMmMHoro obecneyeHus;
TpeboBaHue 6: pa3paboTka 1 nogaepka 3alnLLEHHBIX CUCTEM U MPUTTOKEHWUI.

4. Peanusauma mep No CTpoOromMy KOHTPOM aocrtyna:

TpeboBaHue 7: pasrpaHnyeHne gocTyna K AaHHbIM No NPUHLMNY Cry>KebHon HeEOBXOANMOCTY;
TpeboBaHue 8: NPUCBOEHNE YHMKANBHOTO NOEHTUMUKALIMOHHOIO HOMepa KaXXaoMy Ly, pacrnonaratoLwemy
[OCTYMOM K KOMMbIOTEPY;

TpeboBaHue 9: orpaHuyeHne hran4eckoro 4ocTyna K JaHHbIM AepaTtenen KaprT.

5. PerynsapHbii MOHUTOPUHI U TECTUPOBaHME CETHU:

TpeboBaHue 10: oTcrnexmnBaHne BCeX CEaHCOB A0CTYyNa K CEeTEBbIM pecypcam U AaHHbIM BriagenbLeB KapT;
TpeboBaHue 11: perynsapHoe TeCTMpOBaHUE CUCTEM U NPoLLECCOB obecneveHns 6e3onacHOCTM.

6. MNopaepxka NONUTUKN MHDOPMALIMOHHON Ge30NacHOCTH:
TpeboBaHue 12: HanNn4ne n NCMNONHEeHWe B OpraHn3aunmn NONNTUKM MHPOPMALMOHHOM 6e30NacHOCTN.



OokymeHTbl PCTIK Poccum

Ilojio:keHMe 1O arrectanuMy O00bEKTOB HH(MOPMATH3ALUHU 10
TPpeOOBAHUAM 0e30ImacHOCTH nHpopMAaIuH, YMEepPIHCOEeHO
npeoceoamenem I ocmexxkomuccuu Poccuu 25 nosbps 1994 2.
YcraHaBaMBaeT OCHOBHBIE IIPUHIIUIIBI, OPraHU3AlIMOHHYIO CTPYKTYPY
CHUCTEMbI arTecTalii OOBEKTOB HMH(pOpMaTHU3allMU 110 TpeOOBaHUIM
0€301acHOCTH MH(MOpMALIMK, HOPSAA0K MPOBEACHUS aTTeCTAllUH, a TaKXKe
KOHTPOJIA ¥ HAA30pa 3a arTeCTAllMEXd U AKCIUIyaTallMer aTrTeCTOBAaHHBIX
00BEKTOB MH(POPMATU3ALINH.

TunmoBoe moJio:)keHHe 00 opraHe IO arTecTallud O00BEKTOB
uHpopMaTH3aAMM 10 TPeOOBAHUAM 0€30MaCHOCTH HHGOpMAalLKUN.
ymeepoicoerno npedcedoamenem I ocmexkomuccuu Poccuu 25 nosaops 1994
2.



P/1 Konnenous 3aIIUTHI CpENCTB BBIYUCIIUTEIILHOU TEXHUKHU u
ABTOMATU3UPOBAHHBIX  CHUCTEM  OT  HECAHKIMOHHUPOBAHHOIO  JOCTyHma K
uHpopmanuu. I ocmexxkomuccus Poccuu, 1992.

P/l BpemeHHOE TOJOKEHUE IO OpraHu3alii pa3paOOTKH, H3TOTOBJICHUS U
IKCIUTyaTalldi MPOrPaMMHBIX M TEXHMYECKHUX CPEACTB 3alllUThl MHPOPMALMU OT
HECAHKI[MOHUPOBAHHOTO JIOCTYIIA B aBTOMATU3WUPOBAHHBIX CUCTEMAX U CPEICTBAX
BBIUMCIIMTEIILHOU TeXHUKHU. | ocmexxomuccusi Poccuu, 1992.

P/ CpenctBa BBIYMCIMTEIBHOW TEXHHUKHW. 3allUTa OT HECAHKIIMOHUPOBAHHOTO
noctyna Kk nHdopManuu. ITokazarenu 3alyilieHHOCTH OT HECAaHKIIMOHUPOBAHHOIO
nocryna K uabopMaiuu. I ocmexxomuccus Poccuu, 1992.

P/ ABTOMaTH3MPOBAHHBIE CUCTEMBI. 3allUTa OT HECAHKIIMOHUPOBAHHOTO JI0CTYyTa
Kk uH@opmanuu. Knaccudukaius aBTOMaTU3MPOBAHHBIX CUCTEM W TPEOOBAHUS IO
3amuTe uHbopMaiuu. I ocmexxkomuccusi Poccuu, 1992.

PJI 3amura OT HECAaHKIIMOHUPOBAHHOTO JOCTYyNa K HH(GOpMaIuu. TepMUHBI 1
onpenenenus. I ocmexxomuccusi Poccuu, 1992.



P CpencrBa BBIYMCIMTEIBHOW TEXHHUKH. MEXKCETEBBIE SKpaHbl. 3amura OT
HECAHKIIMOHUPOBAHHOTO J0CTyMa K nHdopmaruu. [TokazaTenn 3aliuIieHHOCTH OT
HECAHKIIMOHUPOBAHHOTIO JI0CTyna K uH@opmanuu. I ocmexkomuccus Poccuu, 1997.

P/l 3ammra mHbopmanuu. CroenualbHbl€ 3alllUTHBIE 3HaKW. Kiaccudukamus u
obmue TpedoBanus. [ ocmexxkomuccus Poccuu, 1997.

Pl 3amura oT HecaHKIMOHWpPOBaHHOrO jgoctyma. Yacte 1. IIporpammuoe
oOecrieueHrEe CpeAcTB 3amuThl uH@opmanuu. Kraccudukanus 0o ypoBHIO
KOHTPOJISI OTCYTCTBHS HEJICKJIAPUPOBAHHBIX BO3MOKHOCTEU. Ymeepoicoen npukazom
Tocmexxomuccuu Poccuu om 4 urons 1999 2. Ne 114.

P/ besonacHOoCTh  HMH(MOPMAIIMOHHBIX  TEXHOJOTWMK. Kpurepun  OLIEHKH
O0e3omacHOCTH  HMH(GOPMAIIMOHHBIX  TEXHOJIOTUW.  Ymeepowcoen  npuxazom
Tocmexkomuccuu Poccuu om 19 urons 2002 2. Ne 187 (wacmo 1, uacmo 2, yacms 3).

«BpeMeHHasi MeTOJIMKa OIEHKH 3aIUIICHHOCTH OCHOBHBIX TEXHUYECKHUX CPEJICTB U
CHUCTEM, IPEAHA3HAYCHHBIX JIJIsI 00Pa0O0TKHU, XpaHEHHUS U (WIJIM) MEPEAAYH 10 JIUHUSIM

CBsI3M KOH(UICHIMANBHOW HH(opMarmu», [ocmexkomuccus Poccuu, Mocksa,
2002.



«BpeMeHHass  MeTOJAWMKA  OICHKM  3allUIIEHHOCTH  KOH(PHUIACHIMAIbHOW  HMHOOpMAIIUH,
o0pabaThIBa€MOi OCHOBHBIMH TEXHHYECKHMH CpEICTBAMH W CHUCTEMaMH, OT YTE€UKH 3a CUET
HaBOJIOK HA BCIIOMOTATC/IbHBIC TEXHUYECKHUE CPEACTBA M CHCTEMBl M WX KOMMYHHKAI[HHY,
Tocmexxomuccusi Poccuu, Mockea, 2002.”

«BpeMeHHasgs MeTOAMKA OLEHKM 3alIUIIEHHOCTH IIOMEIICHUM OT YTEUYKH PEUYCBOU
KOH(PUICHIIMAIBbHON HHGOPMAIIUK TI0 AKYyCTHYCCKOMY H BHOPOAKYCTHUSCKOMY KaHaJlaM»,
Tocmexxomuccus Poccuu, Mockea, 2002.

«BpemeHHass MeETOIMKAa OICHKM TIOMEIICHUM OT YTE€YKH pedYeBOr KOH(MUACHIUAIBHON

nHpOpMallMKM 10 KaHallaM »JJIEKTPOAKyCTHUYECKUX MPeoOpa3oBaHUl BO BCIOMOIaTEIbHBIX
%k

TEXHUYECKUX CPEACTBAX U cucteMax», I ocmexxomuccua Poccuu, Mocksa, 2002.

HMJI «ChoeuwanpHble  TpeOOBaHHMS W PEKOMEHJIAIMKM IO  TEXHUYECKOM  3alllUTe
KOH(PUICHIIMAIBbHOW HHbOpMauu». Ymeeporcoen npuxazom Iocmexxomuccuu Poccuu om 30
aszycma 2002 2. Ne 282.

[Ipuka3z ®CTIK Poccun «O6 yrBepxkaeHun Gopm 10KyMeHTOB, ucnonbzyeMbix ®CTIK Poccun
B TIPOIIECCE JUICH3UPOBAHUSA MIEATEIbHOCTH IO TEXHUYECKOM 3alluTe KOH(MUICHIIMATHLHON
uHpopMau M JEATEIbHOCTH MO pa3paboTke W (WIM) MNPOU3BOJCTBY CPEACTB 3allUTHI
KOH(MHUACHIIHANBHON HHbOpMatun» om 7 utonsa 2006 o. Ne 222, (3apeecucmpuposan Muntocmom
Poccuu 27 urona 2006 2., pecucmpayuonnwii Ne 8114).

* - Jlokymenm oepanuieHHo20 pacnpocmpaHeHust



PO MeToauyeckue pekoMeHaauum no TexHn4eckou sawmte nHcpopmauumm,

COCTaBNALLEeN KOMMep4YeCcKYIo TauHy. 2007.

1. OCHOBHbIE NOHATUA U COKPALLEHUSL.

2 [ToHATME KOMMEPYECKOWN TaWHbI.

3. [Topsigok onpeneneHusa ceeaeHumn, coctasnsaowmx K.

4 KaTteropmpoBaHme 0ObEeKTOB WHpoOpMaTusaumm o  YyPOBHAM
3alUMLEHHOCTU U rpynnamMm KOMMepPYECKOM LLIEHHOCTN MHpopMaLun.

5. MeToguyeckne pekomeHgaunm rno obuiemy nopsiaky opraHusaunm 3U,
coctaBnsawwen KT, Ha OU.

6. MeToonyeckme pekoMeHaauumu no rnopsaky BbiABMEHUA aKTyanbHbIX

yrpo3 6e3onacHOCTM WMHMOPMaLUK, COCTaBMAOLEN KOMMEPYECKYHO
TauHy.



PekomeHpauum no npuMeHeHNnr0 mMep " cpeanctTsB TeXHNYECKOU 3aluThl

UHcopmaLmmn, cocTaBnAOLWEN KOMMEPYECKYHO TauHYy.

7.1. ObLwKne pekomeHgaUuUn.

CucteMa 3a1MTEI HHPOpMALIHH

IloacucTeMa ylpapicHHS

IToncueTeMa 3aNMTHI
peueBol uHPpopMaIu
OT YTEUKH N0 TEXHUYECKHM

IloncucTeMa 3aIMTHL OT

IToacuctemsl 3anmTel oTHC/I Du3HYECKOTo A0CTyIIa

KaHaJlaM

ICI)T IIO;:K;I;OE IlopcucTeMa 3amUTHL OT

poIp yreuku no I[IDMHWUH
cpene
ITopcucTeMa 3anIM THI

OT nporpaMMHO- IToacucTeMa HH(OpMaLMK OT IIepeXBaTa
MaTEMAaTHYECKUX AHTHBHPYCHOH IpH

BO3JICHCTBHH 3AIIUTHI nepeJade o KaHajaaM CBA3H




FTOCT 17168-82. DunbTpbl 3MEKTPOHHbIE OKTaBHbIE U TPETbOKTABHLIE.
OObLwme TexHn4yeckne TpeboBaHUA N METOObI UCTbITAHUNA.

FOCT 12.1.003-83. Cuctema crtaHgaptoB 6e3onacHoctu Tpyda. LUym.
Obwme TpeboBaHns 6e3onacHOCTK.

FOCT 21552-84. CpegctBa BblMUCIUTENBHOUM  TexHukU. OOLme
TEXHMYECKME TpeboBaHUs, NMpUeMKa, MEeToAbl UCNbITAHUN, MapPKUPOBKA,
ynakoBKa, TPaHCMOPTUPOBKA U XpPaHEHUE.

FOCT 12.1.050-86. CCET. MeToabl namepeHnums wyma Ha pabodmnx MecTax.

FOCT 27296-87. 3awmTta OT LWymMa B CTPOUTENLCTBE. 3BYKOU3ONAUMUSA
orpaxgarwmx KoHCTpyKkumn. Metogbl UsmepeHun.

FOCT 27201-87. MaLinHbl BblYNCIINTENbHbIE 9NEKTPOHHbIE
nepcoHanbHble. Tunbl, OCHOBHblE MapaMeTpbl, 0OwWMe TEXHUYECKME
TpeboBaHUA.

FOCT 34.201-89. lHdopmauunoHHaa TexHorormns. Komnrnekc ctaHoapToB
Ha aBTOMaTU3NPOBaHHbIE CUCTEMbI. Bnabl, KOMNNEKTHOCTb N 0003HaYeEHNE
OOKYMEHTOB Mpu co3gaHnm aBTOMaTU3NPOBaHHbLIX CUCTEM.



FOCT 34.602-89. NHdopmauunoHHaa TexHorormns. Komnrnekc ctaHoapToB
Ha aBTOMaTU3NPOBAHHbIE CUCTEMbI. TEXHMYECKOE 3adaHMe Ha co3aaHue
aBTOMaTU3MPOBaAHHOW CUCTEMBI.

FOCT 28806-90. KauyectBO nporpaMMHbLIX CPeacTB. [TEPMUHbI U
onpenenexHus.

FOCT 34.003-90. lHdbopmauunoHHaa TexHorormns. Komnnekc ctaHoapToB
Ha aBTOMaTU3NPOBAHHbLIE CUCTEMbI. ABTOMaTU3NPOBAHHLIE CUCTEMBI.
TepMUHbI N onpeaeneHus.

FOCT 2.503-90. ECKL. lNpaBuna BHECEHUSI UBMEHEHUN.

FOCT 34.601-90. lHdbopmauunoHHaa TexHorormns. Komnrnekc ctaHoapToB
Ha aBTOMATU3NPOBAHHLIE CUCTEMbI. ABTOMATU3UPOBAHHbLIE CUCTEMBI.
Ctagun co3gaHus.

FOCT 29216-91. CoOBMECTMMOCTb TEXHUYECKNX cpeacTs
arnekTpomMarHuTHas. Paguonomexm uHaycTpuanbHble OT 00opyaoBaHUA
NHdOpMaLMOHHON TEXHUKN. HOpPMBbI N METOAbLI UCTbITAHUN,

FOCT 34.603-92. VHdopmaunmoHHasa TexHonorns. Buabl wmcnbiTaHui
aBTOMaTU3NPOBAHHbIX CUCTEM.



F’OCT P UCO 9127-94. Cuctembl 00paboTku wuHdbopmauun. [HokymeHTaumsd
nonb3oBaTensa U MHMOpPMaUUs Ha ynakoBKE AN NOTPEDOUTENbCKUX MPOrpaMMHbIX
NaKkeToB.

FOCT 30373-95/TOCT P 50414-92. CoBMeCTUMOCTb TEXHUYECKUX CPeacTB
anektpomarHutHas. ObopyaooBaHve Ons mucnbiTaHuW. Kamepbl 3KpaHUpPOBaHHbIE.
Knaccbl, OCHOBHbIE NapaMeTpbl, TEXHUYECKME TpeboBaHUs N MeTOAbI UCTbITAHUN.

FOCT P 50739-95. CpeacrtBa BblMUCIUTENBHOWM TEXHUMKK. 3awuta OT
HECaHKUMOHMPOBAHHOIO  goctyna K  uHMopmaumn. O6wme  TeXHUYeckue
TpeboBaHuA.

FOCT P 50752-95. WHdopmauunoHHaa TexHonorus. 3awimTa MHgopmauun ot
YTEUYKN 3a CYET MOOOYHBbIX IMEKTPOMArHUTHbIX WU3Ny4YeHUU nNpu e€ obpaboTke
cpeacTBamMm BblYUCTINTENBHON TEXHUKU. MeToabl nChbITaHUN.

FOCT P 50922-96. 3awmta nudopmaumnm. OCHOBHbIE TEPMUHBI N ONpeaesieHus.

FOCT P UCO 9001-96. Cuctembl kadyectBa. Mogenb obecneyeHus kadectsa npu
NPOEKTUPOBaHNU, pa3paboTke, NPON3BOACTBE, MOHTaXe U 00Cny>XMBaHUN.

FOCT P UCO 9002-96. Cuctembl kadyectBa. Mogenb obecneyeHus kadectsa npu
NPOU3BOACTBE, MOHTaXe 1 00Cny>XMBaHUN.



FOCT P UCO 9003-96. Cucrtrembl kadectBa. Mopoenb obecrneyeHus
KayecTBa Npu OKOHYaTENTbHOM KOHTPOSE U UCNbITaHUSAX.

FTOCT P 50922-96. 3awmta wuHdopmauun. OCHOBHbLIE TEPMUHbI U
onpeneneHus.

FOCT P 50923-96. [Oucnneun. Paboyee wmecto onepatopa. OOwue
aproHoMmnyeckme TpeboBaHUs U TpeboBaHUSA K NPOU3BOACTBEHHOW cpede.
MeToabl namepeHus.

FOCT 22505-97. CoBMECTUMOCTb TEXHNYECKUX cpeacTts
9NEKTPOMarHMUTHas. Pagnonomexu MHAYCTpUanbHble oT
pagmoBeLlaTenibHbIX  MPUEMHMKOB, TENeBM30POB U OpPYro ObITOBOW
Pagno3NeEKTPOHHON annapaTtypbl. HOpMbl 1 METOAbLI NCMbITAHUNA.

FOCT P 51188-98. 3awuta wnHdopmaumn. KcnbitaHuss nporpamMmmHbIX
CPeaCTB Ha HanMune KOMMNbITEPHLIX BUPYCOB. TUNOBOE PYKOBOACTBO.

FOCT P 51171-98. KadectBo cnyxebHon wHpopmaunn. [lpaBuna
npeabaBrneHnsa MHPOPMaLMOHHbLIX TEXHOMNOIMN Ha cepTudukaumio.

FOCT P 51275-99. 3awuta uHdopmauun. OBbeKT MHDOpMaTU3aALNMN.
dakTopbl, BO34eNUCTBYOLWME HA MHopMauuto. OOLLMe NMONoXKeHUs.



FOCT P 51320-99. COBMECTMMOCTb  TEXHUYECKUX  CPeacTB
anekTpomarHuTHas. Pagnonomexm vHaoyctpuanbHble. Metoabl UCnbITaHUN
TEXHUYECKNX CPEACTB - UCTOYHMKOB MHOYCTPUAarbHbIX paguornomMex.

FOCT P 51319-99. COBMECTMMOCTb  TEXHUYECKUX  CpeacTB
anekTpomarHutHasa. [lpnbopbl  ONa  U3MepeHust  MHAOYCTpuanbHbIX
paguoriomex. TexHndyeckme TpedoBaHNsa N METOAbI UCTIbITAHUN.

F’OCT P 51583-2000. 3awmta wHMopmauun. [lopsgok cosgaHud
aBTOMaTU3MPOBaHHbLIX CUCTEM B 3alUUWEHHOM ucnonHeHun. Oouwue
nonioxeHua, (acn).

FT’OCT P 51624-2000. 3awmta wuHdopmaumn. ABTOMaATU3NPOBAHHbIE
CUCTEMbI B 3alLUULLEHHOM ucrnonHeHun. Odbuwme TpeboBaHus, (acn).

FTOCT P 50628-2000. CoBMECTMMOCTb  -TEXHUYECKUX  CPEeOcCTB
areKTpoMarHuTHasi. YCTOMYMBOCTb MaLLUUH SMNEKTPOHHbLIX BbIYUCNUTESNbHbIX
NepCOHanbHbIX K 3MEeKTPOMarHUTHbIM nomMmexam. TpeboBaHust U MeToAbl
NUCMbITAHUN.

F'OCT P UCO 9000-2001. Cuctembl meHegkMmeHTa kadectBa. OCHOBHbIE
NONOXEHUSA U CroBapb.

FOCT P NCO 9001-2001. Cucrtembl MeHemkmeHTa kadectBa. OOwwme
TpeboBaHus.



FOCT P UCO 9004-2001. Cuctembl MeHemXMeHTa KadyecTtBa. PekomeHaaumm no
YNy4LLEHUIO KadecTBa.

FOCT P 50948-2001. CpeactBa oTobOpaxeHus WMHoOpMauum MHOUBUAOYaNbHOIo
nonb3oBaHuda. O0Lme aproHoMmnyeckme TpedboBaHua n TpeboBaHna 6e3onacHOCTH.

FOCT P 50949-2001. CpeactBa oTobOpaxeHus WMHOpMauuUM MHOUBUAOYaANbHOIo
nonb3oBaHnsa. MeToabl M3MEPEHUM W OLUEHKU 3SProHOMUYECKMX MNapamMeTpoB W
napamMeTpoB 6e30MacHOCTM.

F’OCT WUCO/MI3K 15408-1-2002. WHdopmaumoHHas TexHonorma. Metoabl
obecneyeHusa 6esonacHocTu. Kputepun oueHkn 6e30nacHOCTM MHMDOPMAaLMOHHLIX
TexHonormn. Yactb 1. BBegenue n obuas mogerns.

F’OCT WUCO/MI3K 15408-2-2002. WHdopmaumoHHas TexHomnorma. Metoabl
obecneveHna G6esonacHocTn. Kputepum oueHkn 6e30nacHOCTU MHMOPMaLMOHHBIX
TexHonornm Yactb 2. PyHKUMOHanNbLHbIEe TpeboBaHMA 6e30nacHOCTN.

F’OCT WUCO/MI3K 15408-3-2002. WHdopmaumoHHas TexHonorma. Metoabl
obecneyeHna 6esonacHocTn. Kputepmumn oueHkn 6e3onacHOCTM UHOPMaLUMOHHBbIX
TexHonorun. Yactb 3. TpeboBaHunsa goBepumsa K 6€30nacHOCTH.

P 50-682-89. Metoanyeckne ykasanua. MIHpopmaumMoHHas TexHonoruda. Komnnekc
CTaHOApPTOB W PYKOBOOALWMX [LOOKYMEHTOB Ha aBTOMAaTM3MPOBaHHbIE CUCTEMBI.
OCHOBHbIE NOMNOXEHUA.



[OCTP

Banura nadopMaruu. TexHuka 3amuTtel nHGopmaiu. Homenknarypa

22447-2005 noKa3aresie KauecTBa

[OCT P Bamura nHGopMalru. Cucrtema craniapToB. OCHOBHBIE TTOJ0KEHUS

52069.0-2003 P - pTOB.

[ L2 Bamura nuH@opmanu. OCHOBHBIE TEPMUHBI U ONPEICTICHUS
50922-2006 H PMAHHH. P peac

[OCT P Bamura nHbopMaru. OoecneueHre 0€30IacHOCTH CETEM AIESKTPOCBS3H.
92448-2005 OO1mHe MOJI0KEHUS

[OCTP Bamura napopmanuu. O0bexT nHPopmaruzanuu. DaxTopsl,
51275-2006 BO3/IeMCTBYIOIME Ha HHDOopMaIuto. OO0IIHe MOJT0KEHUS

[OCTP Bamura nnpopmanuu. TexHuka 3amuTsl tHPopmaruu. TpeOoBaHUS K
92633-2006 CpeICTBaM BBICOKOHAJIC’)KHOU OMOMETpUUECKON ayTeHTU(PUKAITUN

rOCT P BamuTa nHGOpMaIIH. ABTOMAaTU3UPOBAHHBIE CHCTEMBI B 3AIIUIIICHHOM

— 5863-2007 MCIIOJITHCHUH MCTIBITAHUS HA YCTOWYUBOCTH K TIPETHAMEPECHHBIM

CUJIOBBIM JIEKTPOMAarHUTHBIM BO3iecTBUsIM. O0111Ee TpeOOBaHUS

[OCT P 34.10-2001

upopmanronnas texnosorusa. Kpunrorpadpuyeckas 3amura
uH@opmanuu. [Iporieccsl popmMupoBaHus U MPOBEPKH SJICKTPOHHOU
M (ppPoBON MOANUCH

[OCT 34.311-95

upopmannonnas texnosorusa. Kpunrorpadguyeckas 3amura
nH@opmanu. OyHKIUS XAIIUPOBAHUS

[OCT P 34.11-94

upopmanronHas texnosorusa. Kpunrorpadpudeckas 3amura
uHpopmanuu. OyHKIUS XAIIUPOBAHUS

[OCT P 51188-98

Bamnura nHopMaiuu. MicbITanust MporpaMMHBIX CPEICTB Ha HAJTUYNE

KOMITBIOTEPHBIX BUPYCOB. TUIOBOE PyKOBOJICTBO







