KoHurypupoBanue u
TeCTUPOBAHME CETH

version 12.2
]

hostname Router
1]

!interface FastEthernet0/0
no ip address

duplex auto

speed auto

shutdown

]
interface Serial0/0

no ip address

shutdown

1

interface SerialO/1
no ip address
shutdown

Configuring and Testing the Network




OnepammonHas cucrema [0S

Internetwork Operating System for Cisco networking devices

SECURITY ADDRESSING INTERFACES ROUTING QoS

MANAGING
RESOURCES

Cisco 1OS npexocTaBJisieT VCTPOUCTBAM CJIEAVIONINE VCJIVIN CEeTH:

v/ ba3oBble pyHKIUM ynpaBjieHUs] MaAPIIPYTU3ATOPAMH U
KOMMYTaTopamMu

v/ Hajnexnblii u 6e30nacHbIii 10CTYN K CeTeBBIM pecypcam

v/ MacmrabupyeMocTh ceTH

JHlocmyn k ycayzam Cisco 10S peanuzyemcsa ¢ nomouivro
unmepdgeiica xkomanonou cmpoku (CLI)




Accessing the Cisco IOS on a Device

| Telnet Access |
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KoHncoJb

K CLI M0:KHO MOJIYYUTh JOCTYI Yepe3 CeCCHI0 KOHCOJIH, TaKKe N3BeCTHYI0 Kak JuHusa CTY

IlpumMepbl UCNIOJIb30BAHUS :
v’Hauanvnasa konguzypayus ycmpoiicmea cemu
v’IIpoyedypul 6occmanosienus nocie agapuu U ROUCK HEUCHPABHOCHEN, 20€ OMOAIEHHBLIL 00CHYN He 603MOMCEH
v’IIpoyedypul 6occmanosnenus napons

Telnet u SSH
Ceccuu Telnet TpedyrOT aKTHBHBIX CeTEBbIX YCJIYI HA YCTPOMCTBO: 10JIKEH ObITH 110 KpaliHel Mepe OAuH
aapec IPv4. 10S takike conepxkut kiauenrta Telnet. [l 0e3onmacHoctu I0S Tpedyert, 4yTo0bI ceccus Telnet
HCI0JIB30BAJIA MAPO0JIb, KAK MUHUMAJbHBIN 0N03HABATEJIbHBIA METO/I.
BoJiee 0e3omacHbIM MeTOAOM AIBJIsAETCH NPOTOKOJI SSH, KOTOpBIH 00ecneynBaeT OTAAJCHHBIN €
mudpoBaHueM JaHHbIX ceccud. boabmmHcTBO 00s1ee HOBBIX Bepcuid IOS copepaxut cepsep SSH.

AUX
Yeranosiaenue ceccun CLI 4epe3 TesieoHHYI0 Tes1e(pOHHYIO, HCTIOIB3YS MOJeM, CBA3AHHBIN € IOPTOM
mapumpyTtusaropa AUX. DT1oT MeTox He TpedyeT HUKAKUX CeTeBBIX YCJIYI Ha JOCTYIHBIN yCTpoiicTBe.

*



KoHdurypanuoHnusie panibl

NVRAM

startup-
configuration

At start up, startup-configuration is copied from
NVRAM to RAM and executed as running-
configuration.

Y
Configuration edits change conrfuinnl:agt_ion Running-configuration
running-configuration - e => directs device operation
RAM

Tunbl PaiisioB Kondurypauuu

74 running conﬁgumtion ﬁle — MCIOJIb3YyeTCsl BO BpeMsl TeKyllieid padoThl yCTPOHCTBA

o/startup configuration file - ncnonw3yemplii kak pesepBHasi KOHGUIYPANHs U 3aTPY/KAETCH B HAYATE
padoTbl YCTPOMCTBO

startup configuration xpanumcs e ynepeonesasucumoii RAM (NVRAM).
running conﬁguration usMeHAemces 6 npouecce KOHQu2ypuposanus yCmpoucme




Pe:xxnmbl 10OS

Cisco - MogaJIbHAsI ONIEPAIIMOHHAS CHCTEMA: HMeeT Pa3JIMYHbIe PesKUMbI PA00ThI, B KAXK/I0M
U3 KOTOPbIX BBINOJHAKTCA crnenuduyeckne 3a1a4m 1 MMEKOTCS OlNpeaeJeHHble HA00PbI
KOMAaH/1, KOTOPbIE JOCTYIHbI TOJbKO B 3TOM pexkume. CLI ucnosib3yer nepapxudecKyro
CTPYKTYPY Pe:KUMOB padOThI:

v/ Ioab3oBareabckuii EXEC

¢/IIpuBuiaernpopannbiii EXEC

¢/ [100a1bHbII C110C00 KOHDUTYPUPOBAHUS

VI[DVFI/IG onpeaejgeHHbIe CII0COObI KOH(DHFY[!I/IQOBZIHI/IH

User EXEC Command-Routexr>
ping

show (limited)

enable

etc. ..

Privileged EXEC Commands-Router#
all User EXEC Commands
debug commands

reload Global Configuration Commands-Router (config)#
configure .<:: hostname
etc. . enable secret

ip route

interface ethernet <::.JInterface Commands-Router {config-if)#
serial ip address
bri ipx addressl
etc. encapsulation
shutdown/ no shutdown
etc. .




Command Prompts

10S Prompt Structure

Router>ping 192 .168.10.5
Routerffshow running-config
Router (config) #Interface FastEthernet 0/0

Router (config-if) #ip address 192 _.168.10.1 255.255.255.0

The prompt changes to denote the current CLI mode.

Switch>ping 192 .168.10.9
Sswitchffshow running-config
switch(config) #Interface FastEthernet 0/0

Switch(config-if) #Description connection to WEST LAN4



110J1b30BATECJIbCKUN PEKUM

IHoab3oBareabcknii pesxknm EXEC
HaBepXy MOJAJIbLHOU MepapXu4yecKoi

cTpyKTYyphI s Bxoaa B CLI ycrpoiicTBa, User EXEC Mode
HMeeT OrPpAaHUYCHHbIC PYHKUMM: He Limited examination of router. Remote
MO3BOJIAET BBINOJTHEHHE KOMaH/, KOTOpbIEe access.

MOIJIM Obl MKBMEHUTh KOH(PUTYpaIHI0

ycrpoiicTBa. Unentuduuupyercss CHMBOJIOM
>

Switch>
Router>

Privileged EXEC Mode
Detailed examination of router,

IHpuBHJICIrHPOBAHHBIN Debugging an testng. Fle

manipulation. Remote access.

p emn M Switch#

Router#

HMcnoab3yercst sl BLINOJHEHUE KOH(PUTYPUPOBAHMS
M KOMAaHJl YIIPaBJIEHUS, WICHTU(PUIHUPYETCSH CUMBOJIOM #.
ITo ymostuaHui0 He TpedyeT YCTAHOBJIEHUS MOAJIUHHOCTH.

Bce apyrue cnoco0bl KOHGUTYPUPOBAHUSA MOTYT
TOJIBKO ObITh JOCTUTHYThI OT IPUBUJIETHPOBAHHOIO
crocooa.

— 5

CHuMBO0.1 I10JIH30BATEJILCKOI0

peskuMa

Global Configuration Mode
Global configuration commands.

Switch (config) #
Router (config) #

Other Configuration Modes
Specific service or interface
configurations.

Switch(config-)#
Router (config-) #

—
CuMBOJI NIPUBUJIETHPOBAHHOIO

pe:xuma




I1lepeKJaroYeHne pexKuMoB

IlepekgoueHne peajan3vercs ¢
NOMOIIBI) KOMAH/I:

Router conl is now available.

/enable Press RETURN to get started.
/dl’sable User Access Verification
Password:
Cunrtakcuc: Router> € User-Mode Prompt
Router> enable <Enter> §°Ut‘3_r>°"’ble
assword:
Routerf € Privileged-Mode
% Routeridisable
Router> &€ User-Mode Prompt
Router# Router>exit

Ecau Tpedyercst ayrenTduKanus, T0
MOSIBUTCS MOACKA3KA JIJISI BBOAA

HﬂpOHﬂ: Switch conl is now available.
Press RETURN to get started.
R0uter>enable User Access Verification
PaSSWOI'd: Password:
Switch> <€ User-Mode Prompt
Router# Switch>enable
Password:
. Switchi <€ Privileged-Mode
Router#disable Switchi#disable
Switch> € User-Mode Prompt
Switch>exit
Router>

BoIxona
*



Cunrakcuc komana 10S

Router>ping 192.168.10.5

-y S — :

|
PROMPT COMMAND SPACE

| T

Router>show ip protocols

Keyword or
f\_rgpment

Ilocsie BXona KOMaH/S, BKJIKO4as JJI0ObIe KII0YeBble CJI0BA U ApTYMEHThI,
HaxkuMaT <Enter> nuis nepenaun komanabl uHTepnperaropy 10S

Cornamenus npu onucanuu gpopmara komaua 10S

Convention Description

Boldface text indicates commands and keywords that are entered literally as shown.
italics Italic text indicates arguments where the user supplies values.

X] Square brackets enclose an optional element (keyword or argument).

| A vertical line indicates a choice within an optional or required set of keywords or arguments.

X1Y] Square brackets enclosing keywords or arguments separated by a vertical line indicate an optional

choice.

{X1Y} Braces enclosing keywords or arguments separated by a vertical line indicate a required choice.




Ucnoab3osanue CLI Help

I10S nmeet Heck0JIbKO (hOpM HHOMOLIIH:
v/ KonrekcTHo-3aBucHMAas IOMOIIb
v/IIpoBepka cuHTaKCHCA KOMaH/I
v/Iopsiune KJIHOYH ¥ COKpPAIIIEeHUST

Context Sensitive Help

Example of a sequence of commands using the CLI context sensitive help

Cisco#cl? Cisco#clock set 19:50:00 ?
clear clock <1-31> Day of the month
Cisco#clock ? MONTH Month of the year
set Set the time and date Cisco#clock set 19:50:00 25 6
Cisco#clock set f
% Incomplete command. Invalid input detected at '#' marker.
Cisco#clock set ? Cisco#clock set 19:50:00 25 June
hh:mm:ss Current Time $ Incomplete command.
Cisco#clock set 19:50:00 Cisco#clock set 19:50:00 25 June ?
$ Incomplete command. <1993-2035> Year
Command explanations Cisco#clock set 19:50:00 25 June 2007
Cisco#

Incomplete command messages
Invalid input messages
Variable formats



HQOBQQKa CHHTAKCHCA KOMAH/I

Korna komanaa Bbl1aHa, HHTEPIPETATOP pa3dnpaeT KOMaHAy cJieBa HANPABO, YTOOBbI ONpPeIeUTh,
Kakoe aeicTeue Tpedyrores. [0S To1bK0 00ecnieunBaeT OTPUIATEIbHYI0 00PaTHYI0 CBA3b. Eciin
HHTEPIpeTaTOp NOHUMAeT KOMaHY, TpedyeMoe aeiictBue BbinoJHseTcsa 1 CLI Bo3Bpamaercs K HCXOHOMY
prompt. OqHaKo, ecjiM HMHTEPNPETATOP HEe MOKeT MOHATH BBOAUMYI0 KOMAaH/Y, TO BbIAeT COOOIIEeHHUeE 0
npodJieme. EcTh Tpu pa3jiMYHbIX THIIA OIIMOOYHBIX COOOLIICHMIA:

v HeoaHo3HauHass koMaHIa
v Henos1nas xomanaa
v HenpaBuibHasi KomaHaa

Command Syntax Check Help

The 10S returns a help message indicating that The 10S returns a help message to indicate that
required keywords or arguments were left off the there were not enough characters entered for the

end of the command: command interpreter to recognize the command.
Switch#>clock set Switch#c
Incomplete command. % Ambiguous command: 'c¢’

Switch#clock set 19:50:00
% Incomplete command.

The I0S returns a "A" to indicate where the command
interpreter can not decipher the command:

Switch#clock set 19:50:00 25 6

A

% Invalid input detected at """ marker.



lopsiuve KJIIOYU ¥ COKPALIICHUS

Tab - zapepmaer ocraabHyI0 4acTh KOMaH/IBI HJIH KJII0UEBOI0 CJI0BA

Ctrl-R - Ormensier BBenennyro nugopmanuio

Ctrl-Z - Brixon n3 xondurypanmuonnoro pexnma u sosspanenne 8 EXEC

Down Al’l’OW, Up Arrow - Ilossoasier nepeMelaTbCs Mo Ha0paHHBIM KOMAHAAX
Ctrl-Shift-6 — Iossoasier noab30BaTe 10 BHINOIHATH TAKHE KOMAHABI KAK Ping WM traceroute

Ctrl-C - IIpexpamaer Texymyro KoMaHIy H BHIXOJ H BBIX0 B KOH(PHIYPALMOHHDIH PeKAM

KoMaHIbI ¥ KJI0YEBbIE CJI0BA MOI'VT ObITh COKPAIIEHbI K MUHUMAJbHOMY
4ucjay CMMBOJIOB

Hanpumep:

Router#show interfaces
Mo:xHO 3anucaThb

Router#show int
HJIH

Router#sh int

12



I1OS examination command

ba3oBast komanga show

I0S show commands can provide information about the configuration, operation and status of parts of
a Cisco router.

Router# show version Router# show flash Router# show interface
1 RAM NVRAM
Internetwork Operating System
Active Tables and Backup
Programs Configuration Buffers | Configuration File
File

Router# show processes CPU 1_. Router# show memory
Router# show protocols Router# show stacks

Router# show buffers

Router# show running-config Router# show startup-config



Global Configuration Mode

IT0 OCHOBHOM KOHQUIypaUMOHHBIN pexuM. Bece KOHGUTrypannoHHbIE H3MEHEHUS KACAKTCH BCEro yCTPOMCTBA B

HeJI0OM
User EXEC mode Router>
|
Privileged EXEC mode Router#
|
Global configuration mode Router(config)#

I | | | I | | | I
Specific configuration mode
Configuration Mode Prompt

Interface Router{config-if)#
Line Router{config-line)#
Routers Router{config-routen#

Router#configure terminal - komanna no3soasier nepeiitu ot npuBuiIernpoBantoro pesxxuma EXEC 10
I71062JIbHOT0 C10c00a KOH(PUIYyPHPOBAHUS | IO3BOJHMTH BXOJ KOMAHA KOH(PHUIYPAIMH OT TEPMHHAJIA:

Router(config) #

OmnpeneneHHbie coco0bl KOHGUIYPUPOBAHUS
v/Interface - xonpurypuposanue oqun us uurepgeiicos ceru (Fa0/0, S0/0/0..)
v/Line — kondurypupoBanue oany u3 Junuii (pU3MUECKyI0 WM BUPTYaIbHYI0) (koHcoab, AUX, VTY..)
v/Routers - — konurypupoBanue napaMmeTpbl NPOTOKOJI0B MAPIIPYTU3aTOPA.

Ilepen BbinoaHeHueM koMana global config pexomMeHnayecsi COXPAHUTH TEKYIlee COCTOSHHUE
KOHGUIrypanuuonHoro gaiija:
Router#copy running-config startup-config

* 14



HMeHoBaHME YCTPOUCTB

PhoenixHQ

Name network devices to identify them for
configuration purposes.

Routexr>

Router>enable

Routerxr#

Routerffconfigure terminal

Router (config) fhostname AtlantaHQ
AtlantaHQ(conflg)#

A ]

IIo ymomuanuio Cisco ycTpoiicTBa MMEIOT CTaHAaApPTHBIE nuMeHa: Router, Switch. C Touknu
3peHus y100CTB MPOEKTHPOBAHUS U HACTPOMKHM UMeEET CMbICY MPUCBOUTHL UM HMEHA, UMelollee
ceMaHTH4YeCcKoe 3HaYeHMue.

IIpucBoenune umen B global config peanusyercs koMaHaou hostname

JIJIs1 0TKa3a HNMEHOBAHMsI MCIIOJIb3YeTCsl KOMaHAa no hostname
AtlantaHQ(config)# no hostname
Router(config)#

] 15



KoHndurypupoBanue napoJen

Kaskoe ycTpoiicTBO J10/5KHO JIOKAJLHO ()OPMHPOBATH MAPOJIH, YTOOLI OTPAHUYHMTH JOCTYII.
10S no3BosisieT HMeTh HECKOJIbKO BAPHAHTOB KOH(PUIYPHPOBAHKS MAPOJIeii, YTO MO3BOJISIET
HMeTh pa3jM4Hble MPUBUJIETHH T0CTYNA YCTPOHCTBY:
Console password - orpannuuBaeT 10CTYll YCTPOiCTBY, HCMO0JIb3YsI KOHCOJIbHOE COTHHEHHE
Enable password — orpanuyennsliii 1ocTyn K npuBwjierupopanuomy cnocody EXEC
Enable secret password — 3amudpoBannbiii 1ocTyn K npuBuierupopanuomy cnocody EXEC
VTY password - orpanuuuBaer 10CcTyll K YCTPOIiCTBY, Hcnosib3ys Telnet

SKKX

Console password

Cienymoime KOMaHAbl YCTAHABJIMBAIOT MAPOJIb VISl KOHCOJILHOU JIMHUU B pe:xkume global
config :

Switch(config)#line console 0

Switch(config-line)#password password

Switch(config-line)#login

Komanpga line console 0 ucnnosib3yercst aist nmpeacrasijieHus 0 ( B MHOTMX Ciry4asix
¢IMHCTBEHHOI'0) KOHCOJIBLHOI0 HHTep(deica K yCTPOUCTBY.

Press RETURN to get started!
User Access Verification
Password:

switch> ! Ilpu cheoyowem cmapme ycmpoiicmaea ysce 0yoem 6bl6e0eHa
| noockasxa Password



Enable and Enable Secret Passwords

JTa J0NOJHUTEIbHASA 0€30MACHOCTh O0ecreYuBaeT ayTeHTH(PUKANUIO IIPU J0CTYyIIE K
NPUBUJIETHPOBAHHOMY PEKUMY.
Secret Passwords o0ecniequBaeT 00/1b11YI0 0€30IIACHOCTD, IOTOMY YTO MAPOJIb
3amupoBaH.

Enable Password

’ Router (config) #enable password san fran ‘

Enable Secret Password

’ Router {config) #enable secret cisco ‘

A

|

Strongly encrypted password

Caenymonue KOMaH/IbI HCNOJIbL3YIOTCS VISl YCTAHOBJIEHUS MAPOJIeii:

Router(config)#enable password password
Router(config)#enable secret password

17



VTY Password

Virtual Terminal Password

Router (config) #line vty 0 4
Router (config-line) #password cisco
Router (config-line) #login

VTY junum mo3BoJisiioT 10CTyn K yecrpoicTBy yepe3 Telnet. I[lo ymoauanuio, 001bIIMHCTBO
ycrpoiictB Cisco nogaepxuBaT 5 VT'Y jmunii, nponymepoBanubix ot 0 10 4.
IIaposb 10/15KeH ObITH YCTAHOBJIEH HA BCE IOCTYIIHbIC JINHUU.

Caenymomue KOMaHAbl YCTAHABIMBAKT Napojb HA VTY jaunum:
Router(config)#line vty 0 4

Router(config-line)#password password
Router(config-line)#login

18



HUcnoan3oBaHue 3arojioBkoB (banner)

LABR A {config)#banner motd # This is a secure system. Authorized Access ONLY!!! #

Delimiting characters not included in message

This configuration results XA
in this message of the day
banner

LAB A <conO is now available
Press RETURN to get started.

| ‘This is a secure syétem. Authorized Access
o P o P————

User Access Verification
password:

LAB Arenable

Password:

L&B_aff

IOS ob0ecnneunBaeT MHOTOKpaTHbIEC TUIILI 0aHHEepPOB. OaMH 001Ul OaHHEP - COO0IeHHe THA
(MOTD). Ucnosib3yercst 1Jisi  YBEeAOMJICHHSI HA BCe CBA3AHHbIE TEPMUHAJIBI.

Switch(config)#banner motd # message #



YrupasJjicHue KOHQUTYPAIMOHHBIMU (hanjiamMu

JIro0ble KOHPUTypaLMOHHBbIE HACTPOMKM HEMENJIEHHO OTpPaxkawTcs B running-config dgaiine
Ha npakTuke NpUXoAUTCs BHINOJHATH CACAYIOLINE 321a4H:

v/ Crenarp Tekyuymw running-config B kauecTBe cTapToBoii startup-config

¢/ CresiaTh 0TKAT K NEPBOHAYAJILHOI KOHpUTYypanuu

v/ Y1aauThb Bce KOHPUIrypauuu ¢ ycrpoiicrpa

Caenarb Tekyuiyio running-config B KayecTBe CTAPTOBOM startup-config
Checking Configuration Files

Router# show running-configuration

A
(’ version 12.2

: hostname Router
Lists the complete

configuration linterface FastEthernet0/0
currently active in
RAM. no ip address

duplex auto
speed auto

shutdown
The active
configuration can be interface Seriall/O0
copied to NVRAM. no ip address
shutdown
1
interface Seriall/1l
no ip address
k. shutdown
Y

Router# copy running-configuration startup-configuration



CgeﬂaTb OTKaT K nepBOHaqaanOﬁ KOHQDI/IF!pauI/II/I

Eciu n3meHeHnus1, ciejlaHHble B TeKYyLIel KOHPUIYpaUuK, He UMEIOT JKeJIaTeJIbHOro 3 dexra,
3TO MOKET CTATh HEO0XOAMMBbIM, YTOOBbI BOCCTAHOBUTH YCTPOMCTBO € €ro npeabiayiei
KOHGUIrypauuu, Npyu yCJaI0BHHU, YTO elie Mbl H3MEHWIH CTAPTOBYI0 KOHPUIYpaLHIO.

Komanpna: Router#reload

Co3nanue backup konuu KOHQUIYPANNMOHHBIX (haiijioB

Konurypanuonnbie ¢pailjibl MOT'YyT ObITh COXPAHEHBbI B CETH Ha JIIOOOM HOCHTEJIe:
TFTP-cepsepe, CD, USB-memory u T.1.

Ipumep coxpanenust KOHurvpanmoHubix daingaoB Ha TETP-cepBepe

Routerf#copy running-config tftp

Remote host []72 131.108.2.155

Name of configuration file to write[tokyo-config] ?tokyo.2
Write file tokyo.2 to 131.108.2.1557? [confirm] ¥

Writing tokyo.2 111111 [OK]

Ynajienue Bcex KOHPUIypauMOHHbIX (aiijios

Jast ynasnenus gaiia startup KoH(pUrypauum MCnoJab3yercss KOMaH/a
NPUBUJIETUPOBAHHOTO pe:xxuma: erase NVRAM:startup-config wiin erase startup-config :
Router#erase startup-config

Komanga Tpedyer mogTBep:KIeHUs:
Erasing the nvram filesystem will remove all configuration files! Continue? [confirm]

21



KoHndurypupoBanue uHTepdencoB

Komanabl koHpurypupoBanusi mvHTepdeiicoB MapuipyTHu3aropa

All interfaces are accessed by issuing the interface command at the global configuration prompt.

In the following commands, the type argument includes serial, ethernet, fastethernet, and others:

Router (config) #interface type port
'—

Router (confiqg) #interface

1
ype slot/port
Router (config) #interface type

slot/subslot/port

The following command is used to administratively turn off the interface:

Router (config-if) #ishutdown

The following command is used to turmn on an interface that has been shutdown:

Router (config-if) #fno shutdown

The following command is used to quit the current interface configuration mode:

Router (config-if) #fexit

When the configuration is complete, the interface is enabled and interface configuration mode is exited.

22



Kondurypuposanus unrepdericoB mapuipyruzaropa Ethernet

Kaxnbiii unrepgeiic Ethernet nosxen umers IP agpec u macky ajs mapumpyruzauuu [P
nakeroB. /lisi KOHPUTypHUPOBaHMS UCIIOJIB3YIOTCS CACAYIOIIHE ATH:
1.Boiitu B global configuration pexum.
2.Boiitu B interface configuration pexum.
Router(config)#interface FastEthernet (/0
3. 3anars IP fagpec u macky
Router(config-if)#ip address ip_address netmask
4. BkiaouuTs uHTEpdeEiC.
Router(config-if)#no shutdown

Configuring Router Ethernet Interfaces

CISCO 15841

Router (config) finterface FastEthernet (/0

Router (config-if) #ip address 1%92.168.10.1 255.255.255.0
Router (config-if) #no shutdown

Router (config-if) #exit

Router (config) #



KondurypupoBanus Serial unrepdeiicoB MapumpyTu3aropa

Serial unrepgeiicsl ncnonb3yrres A1 WAN-coeTuHeHHsI ¢ MAPLIIPYTU3ATOPAMHU HA
otaajiecHHOM yuacTke uiam ISP. /i koHpurypupoBaHus UCoab3yHTCH CJIeAyHIINe [Aaru:
1. Boiitu B global configuration pexum.

2. Boiitu B interface configuration pexum.

Router(config)#interface serial 0/0/0

3. 3anars IP agpec u macky

Router(config-if)# ip address ip_address netmask

4. YCTaHOBUTH Yachl YIPABJICHUS TAUMUPOBAHUEM COCTUHECHUS

Router(config-if)#clock rate 56000

5. Bkiawuuth uHTEepQeiic.

Router(config-if)#no shutdown

Configure Router Serial Interfaces

CISCQO 1541

~ ""' "y »
TV astesnacacan ,‘ b

- —_— s
> \M‘f‘ Ceveey

L Assssssnnsan

Router (config) finterface Serial 0/0/0

Router (config-if) #ip address 182.168.11.1 255.255.255.252
Router (config-if) #clock rate 56000

Router (config-if) #no shutdown

Router (config-if) fexit

Router (config) #

*
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Onucanue uHTepdencoB

Hostname nmomoraer uaeHTU(pUIMPOBATH YCTPOUCTBO B ceTu. Onucanue unrepgeiica
yKa3bIBaeT Hejb HHTepdeica. IT0 ONucaHne MOKeT ObITh MOJEe3HbIM JIJI MOUCKA
HEUCNPABHOCTEM.

s co30anus onucanus UCnoJIb3yemcs Komamnoa description:

Router Interfaces Descriptions

CISCO 1841

"'--v eveve ey
- ™~ »
& Vastessansrans

r—
”&'n’-:-‘-" v

T Nassssasanssan

o : _-3'__‘

Router (config) #interface FastEthernet 0/0
Router (config-if) ##description Building B Sales LAN
Router (config-if) #fexit

Description is all text after this Interface description used for internal
space network documentation
Router (config) #interface Serial 0/0/0 l

Router (config-if) #description To Perth CKT-PT27834365-01
Router (config-if) #fexit

Description is all text after this
space



KoHdurypupoBanue KOMMyTaTOpPOB

KommyTarop - nocpeaHuyeckoe yCTpoiucTBo, mo3Tomy y pusndeckux uHrepgeicoB HeT
IP anpecoB. UHTEepdeiicbl KOMMYTATOPAa BKJIKYEHbI 10 YMOJIYAHUKO.

Switch#configure terminal

Switch (config) finterface FastEthernet 0/0
Switch (config-if) #description To TAM switch
Switch (config-if) #exit

Switch (config) fhostname Flour Bluff

Flour Bluff (config)#exit -

Flour Bluff#

JJist ynpaBJieHUsI KOMMYTATOPOM eMy 10J/I:KHbI ObITh Ha3HaYeHbl IP agpeca. Aapec
HA3HAYEHHBIH HA JeUCTBUTEIbHbIN HHTEP(deiic KOMMYTATOPOM, MPEACTABIAETCH KAK
nercrBuTebHbIN MHTEPPeiic JIC (VLAN). B 0oabmuHCTBE ci1yyaeB, 310 - uHTep@eiic VLAN 1.

Switchf#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Switch (config) ffinterface vlan 1

Switch (config-if) #ip address 192.168.1.2 255.255.255.0
Switch (config-if) #no shutdown

Switch (config-if) fexit

Switch(config) ffip default-gateway 192.168.1.1

Switch (config) ffexit

Switch#

B 3TOoM ciryyae HeoOxoauMo BKIKOYeHUe uHTepdeiica u HasHadeHue [P agpeca nuir3a
10 YMOJIYaHMIO.
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TecrupoBanue ceru

Komanna ping

Komanna ping odecnieunBaeT npoBepKy cTeka NPOTOK0JI0B M KoHGurypanuio agpeca IPv4 na xocre.
Komanpa ping Oyner He Bceraa TOYHO onpeaesasieT NPUPoAy NpodjaeMbl, HO MOXKeT OMOYb
UIeHTU(UIMPOBATH HCTOYHUK NMPO0JIEMBI - Ba2KHOT0 MEPBOI0 MIAra B MOMCKe HEUCIIPABHOCTEN 0TKa3a CeTH.

HNuaukaropsl ping 10S
! - ykaspiBaeT KBUTAaHIUIO 0TBeTa 3Xa ICMP (ycneniHoe 3aBepiieHue onepanmnu)

. — YKa3bIBaeT HA HCTeYeHHe BpeMeHH OKMIAHNS 0TBeTa: MpoldJjeMa coelMHeHUsI HA My TH,
MAapIIPYTHU3ATOP BAOJb IIYTH HEe HMeeT MapLIpPyTa, ping B LeJAX 0e30I1aCHOCTH 320JJ0KUPOBaH
4 U - MapumipyTu3aTop BA0JIb IYTH He HMeeT MAapIIPYTa K agpecy Ha3HAYEeHUs] U OTBETHJI
HEJOCTHKUMBIM CO00IIeHHEM

4
4

TectupoBanue Loopback: ping 127.0.0.1

JTO mepBbIil AT B MOCJEI0BATEJIbHOCTH TECTUPOBAHNUS, KOMAH/IA Ping MCIOJIb3yeTCsl, YTOObI IPOBEPUTH
BHYTPeHHIOI0 [P KOH(pUrypanuio Ha JJOKaJIbLHOM X0CTe: MPOBePAETCs HANJIEKAIAA ONepPalus CTeKa
NMPOTOKOJIA OT CETEBOro YPOBHA 10 GU3MUECKOro M Ha3al, (paKTHYECKH He MOMelIasi CHTHAJ B Cpeay
nepexavm.

Komaunna traceroute

Cuaenyroumuii mar TeCTHPOBaHUs - TPACCMPOBKA MApLIPYTOB: KomaHaa fracert(Windows ), traceroute (CLI).
Komanja Bo3BpamaeT CiMcoOK IIAT0B KAaK MaKeT NepeaaeTcs Mo CeTH.
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TecTupoBaHue ceTeBbIX MHTEP(ENCOB

i mosnydyeHusi cyMmmapHoil mHGopManuu 0 Beex uHTepdeiicax MCnoab3yrTC KOMAHAbI:

¢/show ip interface

o/show ip interface brief

192.168.254.1

192.168.254.250

192.168.254.254

Fa0/0

172.16.0.254

<output omitted>

Routerl#show ip interface brief

Interface IP-Address OK? Method  Status Protocol
FaztEthernet(/0 162.168.254.254 YES NVRAM up up
FastEthernet(0/1/0 unassigned YES unszset down down
Serial0/0/0 172.16.0.254 YES NVRAZM up up
Serial0/0/1 unassigned YES unset administratively down down
Switchl¢show ip interface brief

Interface IP-Address OK? Method Status Protocol
Vlanl 192.168.254.250 YES manual up up
FaztEthernet(/1 unassigned YES unset down down
FasztEthernet(/2 unassigned YES unzset up up
FaztEthernet(/3 unassigned YES unzet up up
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Network baselines

Network baselines - npouecc 1Jis IVIAHOMEPHOI'0 U3Y4YCHUS CETH , YTOObI TAPAHTHPOBATH PadoOTy B
COOTBETCTBUM € IMPOEKTOM.

10 co3naHue 0a3bl JaHHBIX 0 Pa00Te CeTH B TEUEHHUH ONpeeJIeCHHOT0 HHTepBaJjia BpeMenu. Kaxxnas
3alUCh OTPAXKAOUIAS TEeKYIlee COCTOSIHUE CeTH JI0JI’KHA UMEeTh JaTYy.

Onuum u3 metoaoB co3nanust Network baseline — 310 coxpaHeHue B TeKCTOBOM (haiijie pe3yJibTaTOB
BbINOJIHEHUSI KOMaH/l ping, traceroute u Apyrux. It ¢Gaiibl ApXUBUPYIOTCH U B JajibHellIeM MOTYT ObITh
HCII0JIb30BAHBI /IJIs1 CPABHUTEJILHOI0 AaHAJIN3A NOBECHUS CETH B TEUEHUH ONPeIeJICHHOT0 MepPuoaa BpeMeH .

Baseline with ping

v MosnyueHne uHpOPMALHH O FEB 2, 2007 08:14:43
COCTOSAHUM allIIapaTHBIX CPEACTB C:\>ping 10.66.254.159 | &
H POrPaMMHOTI0 00ecneYeHmst
V Onpene_]]eHHe TeKyLIero Pinging 10.66.254.159 with 32 bytes of data: ‘
HCHOIB30BAHHE PECYPCOB ceTfl Reply from 10.66.254.159: bytes=32 time<lms TTL=128
V le/lHﬂTI/Ie TOYHBIX PEICHUH O Reply from 10.66.254.159: bytes=32 time<lms TTL=128
Hoporax TpeBOFI/I ceTu Reply from 10.66.254.159: byt.8=32 time<lms TTL=128
Reply from 10.66.254.159: bytes=32 time<lms TTL=128
v/ MHaenTtudukanus TeKyIIHX IS
npod/ieM ceTH |
v/  Ilpeacka3zanue Oygyniux MAR 17, 2007 14:41:06
npoosaem [a
C:\>ping 10.66.254.159 !

Reply from 10.66.254.159: bytes=32 time<éms TTL=128
Reply from 10.66.254.159: bytes=32 time<é6ms TTL=128
Reply from 10.66.254.159: bytes=32 time<6éms TTL=128
Reply from 10.66.254.159: bytes=32 time<éms TTL=128

Pinging 10.66.254.159 with 32 bytes of data:

v




H3yuyeHHue y3J10B CeTH

Komanna arp nossoJsier
MOJIYYUTh KapPTy COOTBETCTBUSA
MAC aapecoB u
coorBercrByrouux IP agpecos

10.0.0.254/24 ﬁ

10.0.0.5/24

10.0.0.1/24

10.0.0.4/24
10.0.0.2/24

10.0.0.3/24
c:\ >arp -a
Internet Address Physical Address Type
10.0.0.2 00-08-a3-b&-ce-04 dynamic
10.0.0.3 00-0d-56-09-fbh-dl1 dynamic.
10.0.0.4 00-12-3f-d4-6d-1b dynamic
110.0.0.254 00-10-7b-e7-fa-ef = dynamic,

!

IP- MAC Address Pair
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Usyuyenue uHTEP(ENcOB KOMMYTATOPA

Kapra unrepgeiicon
KOMMYTATOpPa MOXKeT ObITh
MOCTPOEHA ¢ MOMOIIbIO
KOMAH/IbI
show mac-address-table

Switch Connections

Swli-2950#show mac-address-table

Mac Address Table

All
All
All
All

O R e e e e e e e e e e

STATIC

STATIC

STATIC

STATIC

DYNAMIC
DYNAMIC
DYNAMIC
DYNAMIC
DYNAMIC
DYNAMIC
DYNAMIC
DYNAMIC
DYNAMIC
DYNAMIC
DYNAMIC
DYNAMIC
DYNAMIC
DYNAMIC
DYNAMIC
DYNAMIC
DYNAMIC

CPU
Fa0/23
Fa0/14
Gi0/2
Fa0/23
Fa0/23
Fa0/23
Fa0/23
Fa0/2
Fa0/18
Fa0/1
Fa0/19
Fa0/8
Fa0/15
Fa0/22
Fa0/21
Fa0/20
Fa0/17

Multiple devices connected
to Fa0/23

Auajn3 Taémunel nokaseiaet, uro uatepdeiic Fa0/23  wam pasnenennbiii cermenT nam cesizan ¢
apyruM kommyrtaropom. Heckoubko agpecoB MAC npeacTaB/isiloT KpaTHbIE Y3/bl. JTO - IPU3HAK,
YTO MOPT CBA3AH C APYIMM KOMMYTALMOHHBIM YCTPOHCTBOM, TAKMM KaK Xa0, 0ecipoBogHAasI TOUYKA

AOCTYNIA MJIM APYrol KOMMYTATOP.
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