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I
3apaui, AKi HeobXigHO BUPILLNTN

LOOCNIAXeHHA MeTOAIB BUABJIEHHA aTak i IX XapaKTepUCTUKWY,
GopMyBaHHS BUMOT 10 CTBOPHOBAHOI0 CUCTEMMU;

BMOIp apXiTEKTYpK, TEXHOOTIN i 3aC06iB peanisaLil cucTeMuy,
peanisayif anropuTMy BUSBJIEHHSA aTak;

peanisayif cucteMu BUABJIEHHA aTak;

TECTYBaHHA 06paHOro anropuTMy Ha TeCTOBIi BUOGOPL;

TeCTyBaHHA CUCTEMU B pe)KI/IMi peaJibHOro 4acy.
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Knacudikauia IDS Ta meToziB MalWMHHOIO

HaBYaHHA ANA BUABNE€HHA BTOPrHéHb
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Mpuknagm MeToAiB rNMOOKOro HaBYaHHs, L0

BUKOPUCTOBYIOTbCSA B C(hepi BUABNIEHHS aHOMaNin

[eHepaTUBHI TMopigHi [ MCKpUMiHaLiiHi




MeToau BUABNEHHS

CHrHaTYpHMi CTaTUCTUYHMI
Snort &7 4
Suricata 4
Bro 7 <
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MalnHHe
HaBYaHHS

PiBeHb CNOCTEPEXEHHS
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T
Bumoru go cuctemu IDS

% CcucTeMa NoBWHHA BUABNATK aTaKu B PeXUMIi peasibHOro yacy;

% BUWABNATM NOrpo3y 3acTOCOBYHOYU METOLU aHOMaNIN,

% MaTu HU3bKY UMOBIPHICTb NOMWJIKOBO-MO3UTUBHUX Ta
NOMWUIKOBO-HEraTUBHUX pesynbTaris;

¢ BMITU BUABNATKU HOBI PISHOBUAHOCTI aTak;

% BigobpaxaTtu pesynbTaTu aHanisy Mepexesoro Tpagiky.
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AIATPAMA NOCNIAOBHOCTI CACTEMU

Moayas cercopy Moxayas obpodxn Moay.1s BHABIEHHS aTAKH Moayas kaacadikanii aTaka Moxayab cnoBimeHHS
HAIXOJHTH MAKeT | alt ]
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% MOJYJNIb OBPOBKU

OTpuMaHHA pcap-
thauny

leHepauina argus- Buny4yeHHA leHepauin
dangy HeoDXigHUX O3HaK N0OaTKOBMX O3HaK
Hopmanizauin KoayeaHHA BuaaneHHs 3auBux 3an0OBHEHHA
AaHux CTPOKOBMX O3HAK 0O3HaK BIACYTHIX 3Ha4YeHb

B pesynbTaTi BCiX NepeTBOpeHb Ha BUXOAI OTPUMYEMO
BEKTOP, L0 MICTUTb 176 aTpubyTiB




CNN-LSTM neural network
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CNN neural network
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Fuzzers,
Analysis,

Backdoor,

DoS,
Exploits,

Generic,
Reconnaissance,

Shellcode,
Worm.




No.
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49

Hasea
sreip
sport
dstip
dsport
proto

state

attack_cat

Label

Tun
nominal
integer
nominal
integer
nominal

nominal

nominal

binary

2 540 044 3anucis

Onuc

IP-appec BignpaBHuKa
Homep nopry BignpaBHuKa
IP-appec ogepxyBaya
Homep nopty oaepxysaya
MpoTokon TpaH3aKuil

Bka3sye Ha CTaH i 3aneHwii Bijj Hboro NPOTOKoON

Ha3ga kareropii ataku. Y Lbomy Ha6opi faHux AeB'aTb KaTeropiil atak: Fuzzers, Analysis,
Backdoors, DoS Exploits, Generic, Reconnaissance, Shellcode n Worms

0 AnsA HOpManbHUX 3anuciB i 1 gns aTak

The UNSW-NB15 Dataset: https://researchdata.edu.au/unsw-nb15-dataset/ 1425943



3ACOBU PEANI3ALLII

@Wireshark

Onsi po3po6bKM CUCTEMM BUSIBNIEHHS aTaK BUKOPUCTaHI
HaCTYMHI IHCTPYMEHTH:

® CHidep - Tshark; argUS
® 31K NporpaMMyBaHHs - Python; -
. . o7 :
® Yy MOAyNi 06pO6KU AaHNX BUKOPUCTaHa: NN,I: |l pandas
umPy

o yTuniTa - Argus,
o 6ioniotekn: Numpy, Pandas, Scikit-learn;
e OGionioteka ans nobynosu HM - Keras.




© diploma.SnifferModule © diploma.ClassificationModule '«
m __init_ (self, _network_interface, timeout, pcap_filename) m _init_ (self, _weight_filename)
m run(self) m run(self, df, prediction)
m capture_to_pcap(self) @ init_model(self)
f _network_interface m load_weights(self)
f _pcap_filename £ classes
f _timeout f model
f _weight_filename

© diploma.PreprocessingModule © diploma.AnomalyDetectionModule

m __init__(self, _pcap_filename, _argus_Ffilename, _csv_filename, _encoder_filename, _norm_filename)
m run(self)

m normalize(self, df)

m apply_ohe(self,df)

m fill_nan(self, df)

m drop_extra_cols(self,df)

m is_sm_ips_ports(self, sport, dport, saddr, daddr)

m __init_(self, _weight_filename)
m run(self, df)

m init_model(self)

m load_weights(self)

£ model

f _weight_filename

m ct_state_ttl(self, sttl, dttl, state)
m count_100_rows_attributes(self, df, index, sport, dport, saddr, daddr, Itime) 1 ¢
™ gen_attributes(self, df) © diploma.AnalysisModule

m filter_csv(self, df)
m from_argus_to_csv(self)
m from_pcap_to_argus(self)

m _init__(self, _ad_weight_filename, _cl_weights_filename)
™ run(self, df)

- ¥ classification_module
f _pcap_filename -

f _argus_filename

f _encoder_filename
f _norm_filename

f _csv_filename

f detection_module




OuiHKa e(eKTUBHOCTI HEHPOHHUX MepeXx
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F1 Score=0.949




3HayeHHs NOKa3HUKIB TOYHOCTI Ta QYHKLII BTpAT nif, yac

TPeHyBaHHS HelPOHHOI MepeXXi MoAYNS BUSAB/IEHHS aTaKy
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3HayeHHsA NOKa3HUKIB TOYHOCTI Ta QPYHKLII BTPAT nif, yac

TpeHyBaHHAl HEHPOHHOI MepeXi Moayns Knacudikauii aTaku

- train

A AN _ i
092 test . e S A NN =
N AT =R \/ | | test
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>
v
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0.89
g 3 0225
<
0.88 0.200
087 0.175
0.150
0.86
0 10 20 30 40 50 0 10 20 30
epoch epoch

Accuracy = (TN + TP)/(TP + FP + TN + FN)
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3HaueHHA noka3HukiB Precision Ta Recall nig yac

TPeHyBaHHSA HelPOHHOI MepeXXi MoAYNS BUSAB/IEHHS aTaKy
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Precision = TP /(TP + FP)
Recall = TP /(TP + FN)



3HaueHHA noka3HukiB Precision Ta Recall nig yac

TpeHyBaHHAl HEHPOHHOI MepeXi Moayns Knacudikauii aTaku

Precision
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3HauyeHHs Kputepisa F-Mipu nig, yac TpeHyBaHHSA HEMPOHHOI

MEpE)Ki MOAY/NA BUABJIEHHA aTaKu

— ftrain
IS
0.9475

0.9450
0.9425

0.9400

F-measure
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F —wmipa = 2 * (Precision * Recall) / (Precision + Recall)
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3HauyeHHs Kputepisa F-Mipu nig, yac TpeHyBaHHSA HEMPOHHOI

Mepexi Moayna Knacudikauir atakm
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. listening on wlp3so
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. Attack
09.

. Attack
. Attack
. Attack
. Attack
. Attack
. Attack

Attack
Attack
Attack
Attack
Attack
Attack
Attack
Attack
Attack
Attack
Attack

Attack
Attack
Attack
Attack
Attack
Attack
Attack
Attack
Attack
Attack
Attack

. Attack
. Attack
. Attack
. Attack
. Attack

probability - 0.00000000

probability - 4.82815218

probability - 0.00000001

probability - 0.00001626

probability - 0.00000001 06.
probability - 98.65733337

type - Analysis with probability 0.00000000

type
type
type
type
type
type
type
type
type -

Backdoor with probability 0.00000000

DoS with probability 0.00000000

Exploits with probability 0.00000000

Fuzzers with probability ©. 0 | :>
Generic with probability 6. 00

Not Attack with probability 100.00000000
Reconnaissance with probability 0.00000000
Shellcode with probability 0.00000000

Worms with probability 0.00000000

probability - 0.00003558
probability - 0.00000000

probability - 99.39744568

type - Analysis with probability 0.00000000 -
type - Backdoor with probability ©.00000000

type - DoS with probability 0.00000000

type - Exploits with probability 0.00000000

type - Fuzzers with probability 0.00000000

type - Generic with probability 0.00000000

type - Not Attack with probability 100.00000000
type - Reconnaissance with probability 0.00000000
type - Shellcode with probability 0.00000000
type - Worms with probability ©.00000000
probability - 0.00066655

probability - 0.00000006
probability - 0.00001213
probability - 0.00052934
probability - 0.00150545

Attack
Attack
Attack
Attack
Attack
Attack
Attack
Attack
Attack
Attack
Attack

-

probability - 98.65733337

type
type
type
type
type
type
type
type
type
type

Analysis with probability 0.00000000
Backdoor with probability 0.00000000

DoS with probability ©0.00000000

Exploits with probability 0.00000000
Fuzzers with probability 0.00000000
Generic with probability ©.00000000

Not Attack with probability 100.00000000
Reconnalssance with probability 0.00000000
Shellcode with probability 0.00000000
Worms utth probability ©.00000000
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Attack
Attack
Attack
Attack
Attack
Attack
Attack
Attack
Attack
Attack
Attack

. Attack

Attack
Attack
Attack
Attack
Attack
Attack
Attack
Attack
Attack
Attack

. Attack

Attack
Attack
Attack
Attack
Attack
Attack
Attack
Attack
Attack
Attack

probability - 89.31539917
type - Analysis with probability 5.79201207

type
type
type
type
type
type
type
type
type

probability - 99.96312714
type - Analysis with probability 0.00023755

Backdoor with probability 1.26974592 B ) )
DoS with probability 29.25128043 [::::::::> [Attack type - Exploits with probability 50.46548843 |
Exploits with probability 50.46548843

Fuzzers with probability 0.15782494

Generic with probability 0.68402784

Not Attack with probability 11.95866764

Reconnaissance with probability 0.41954229

Shellcode with probability ©.00000047

Worms with probability ©.00141398 02. Attack probability - 99.96312714

Attack type - Analysis with probability 0.00023755
Attack type - Backdoor with probability 0.00000336

type - Backdoor with probability 0.00000336

ostullocpertibbailelraiot Sl e Attack type - DoS with probability 3.29988822

type Exploits with probability 95.87666392 |::> | Attack type - Exploits with probablltty 95.87666392'

type - Fuzzers with probability 0.00763754 y L W y 9.

type - Generic with probability 0.74357353 Attack type - Generic with probability ©.74357353

type - Not Attack with probability 0.06114644 Attack type - Not Attack with probability 0.06114644
type - Reconnaissance with probability 0.00980773 Attack type - Reconnaissance with probability 6.00980773
type - Shellcode with probability 6.00000000 Attack type - Shellcode with probability ©.00000000

type - Worms with probability 0.00103563 Attack type - Worms with probability 6.00103563
probability - 99.89464569

type - Analysis with probability 6.00059518

type
type
type
type
type
type
type
type

type -

Backdoor with probability 0.00117074
DoS with probability 7.48423412
Exploits with probability 91.69430137
Fuzzers with probability ©.00846050
Generic with probability 0.68858368

Not Attack with probability 0.68866737 L_______:} [ Attack type - Exploits with probability 91.69430137
Reconnaissance with probability 0.03303131

Shellcode with probability 0.00041399

Worms with probability 0.00113760



B ) BUCHOBKM

e [POBeAEeHO aHani3 iCHYUYNX MeTOoAiB BUABNEHHA aTak Ta cuctem IDS;

e CMnpoeKkToBaHa i peanizoBaHa cuUCTeMa BMSIBNIEHHA aTak, fKa CKnajaetbca 3 MOAyns
CEHCOpY, MOAYNA 06pP06KM faHUX, MOAYNA aHani3y Ta MOAYNA CMOBILLEHHS;

e peanizoBaHWW anropuTM BUABJIEHHA aHOMasibHOI MOBEfiHKI MepeXi Ha OCHOBI Kackapy
HEPOHHMX MepeX: Mnepla Mepexa MepeBipsAe HaABHICTb aTaku, a Jpyra Mepexa
Knacuikye ataky y pasi il HASBHOCTI ;

e [1/1f HaBYaHHS HEMPOHHUX Mepex BuKopuctoByBaBcst Habip UNSW-NB15;

e (Cuctema npoTecToBaHa Yy peXxumi peanbHOro yacy npu mogentoBanHi atakm TCP SYN Flood.

Bcboro 6yno signpasneHo 15000 nakeTi, 3 ikux cuctema posnisHana 14,182 sk DoS aTaky, Wwo

.

cknapae 94,54% ToYHoCTI.
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