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CYWHOCTb U NOHATUE 3AWLNTbI UH®POPMALIUU
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npaktuka.-M.:KOpucT,1996.
y

FOVpry



CyuwecTByrouine noaxoabl K coaepxaTefibHOU YacTu

NOHATUA 3aLUTbI MHopMaLnKn

[1o cogepxatenbHOU YacTu 3awmTa MHpopmauum
paccMaTpuBaEeTCa Kak: npeaynpexaeHne HecaHKUMOHUPOBaAHHOIO
OocTyna K MHgopmMmaumu; cosgaHue ycroBumn, orpaHnymBatolLnx
pacnpocTpaHeHne nHdopmauun; orpaxxaeHue npaea
CcODOCTBEHHMKA Ha BnageHne U pacrnopsikeHme nHdopmaunen;
npeaoTBpalleHne yTeykn, XulleHusa, ytparhl,
HeCaHKLMOHMPOBAHHOIO YHUYTOXEHUA, KONUpoBaHUA,
MoamndomKaumn, NcCKaxxeHus, bnokKnpoBaHusl, pasrnalleHuns
NHdopmMaLunn, HeCaHKLUMOHNPOBAHHbLIX U HeNnpeaHaMepPEeHHbIX
BO3ENCTBUN Ha Hee; cOXpaHeHMe NONMHOTbI, Ha4eXHOCTH,
LEenOCTHOCTWN, AOCTOBEPHOCTU, KOH(PUAEHLMNANTBHOCTH
nHdopmauun n T.4.
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CyulecTByHOLLIME NOAXOAbl K coaep)XaTeNlbHOW 4YacTy

NOHATUA 3aLUTbI MHopMaLnKn

Cnocobom peanusaummu cogepxatenbHom YacTu MOHATUS OOHU
aBTOPbl Ha3bIBAOT COBOKYMHOCTb MEPONPUATUNA, METOAOB U
CpeacTB, Apyrne -AeaTenbHOCTb, Y TPETbUX OH BOOODLLE
OTCYTCTBYET.
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MeToaoornormn4yeckas ocHoBa Ans PAaCKpPbITUA CYLLHOCTU U

onpeaesfieHnsAa NoOHATUA 3alUNThI MHCbOpMaLIMM — MOHATUNE «3allunTa»

= MeTogonornyeckass ocHoBa - onpegerieHne NoHATUA 3almTa B Lienom,
6e30THOCUTENBHO K NPeaMETY 3aLlUunThI.

= B TONKOBbIX CNOBapsAX TEPMUH 3allMTa MHTEPMNPETUPYETCS ABOSIKO:

)( *

poyecc oxpaHbl, cbepeReHus, COBOKYNMHOCMb Memooos, cpedcms U
criaceHuUsi om Ko20-Hubyob, 4e2o- mep

HUbyOb npuHuUMaemsbix 0715 ripedomepalwieHus,
HernpusimHo2o, gpaxoebHoeo, npedynpexoeHus 4e2o-mo

oriacHoeo

Takum ob6pas3om, codepkaTernbHasi YacTb B 3TUX ONpeaeneHusix no
CMbICIy COBMaJaeT - 9TO NpeaoTBpalleHne, NpeaynpeXxaeHne 4ero-To
onacHoro, BpaxaebHoro. Ecnn cooTHecTM 3To NonoXeHue ¢ 3alluTomn
MHopMaLunKn, To caMbiM onacHbIM Ans cobCTBEHHMKa MHopMaLnm
ABNSAETCHA HapyLLUeHne YCTaHOBNEHHOro ctartyca MHdopmMaLum, 1 No3ToMy
coaepKaTernbHOM YacTblo 3alLUTbl JOMKHO ObITh NPeaoTBpaLLeHNe Takoro
HapyLUeHus:.
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MeToaoornormn4yeckas ocHoBa Ans PAaCKpPbITUA CYLLHOCTU U

onpeaesfieHnsAa NoOHATUA 3alUNThI Mchopmau,vm — MOHATUNE «3allunTa»

HapylweHue ctaTtyca niobon nHdopmaumm 3aknoyHaeTcs B
HapyLeHnn ee PU3NYECKON COXPaHHOCTN BoobLLE NNMbo y
OAaHHOro cobCcTBEHHMKA (B MOSIHOM UITM YaCTUYHOM ODbeMe),
CTPYKTYPHOW LIEeNTOCTHOCTU, AOCTYMNHOCTU ANl NPaBOMOYHbIX
nonb3oBaTteneun. HapylweHne ctatyca KoHdUaeHUManbHOW
MHdopmauunn, B TOM YMUCIiE COCTaBNSAOLLEN
rocygapCTBEHHYIO TauHy, AOMNONMHUTESNIbHO BKIOYaET B cebd
HapyLleHne ee KOHPUAEHUMANbLHOCTN (3aKPbITOCTU ANs
MOCTOPOHHUX NNL,).
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[NoHATMe ya3BuMocTu uHpopmauumm u ee oopm n BUOOB

HapyweHue ctatyca nndopmaymm obycnoBneHo ee ysa3BUMOCTbIO,
KOTopada o3Ha4aeT HecriocobHocmb UHopMauuu camMocmosimeribHO
rnpomuesocmosme 0decmaburnusupyrouwiumMm 8030elcmausiM, CoOXpaHsmab
rpu makux eo30elcmausix ceol cmamyc.

Ho ya3BnmMocTb MHGopMauun - NMOHATUE cobupartesribHoe, oHa He
CyLLLEeCTBYET BOOOLLE, a NposiBAsAeTcs (BblpaXaeTcsl) B pasfiMyHbIX
dopmax. B Hay4yHOM nutepaTtype n HOPpMaTUBHbLIX JOKYMEHTaX He
chopmupoBanca TepMuH doopma NPOABIIEHUA YA3BMMOCTU MHGOPMaLMN,
HO CaMMX KOHKPETHbIX )OPM Ha3bIBAETCA MHOXECTBO. [1pn aTOM
3HaA4YNTENBHOE KOSMMYECTBO NepevncriseMoix dopm ABMNSTCA
CUHOHMMAaMW UIN Pa3HOBUOHOCTAMW OOHUX U TEX XKE SBIEHUN,
HEKOTOpble HE MOryT ObITb OTHECEHBLI K hOpMaM No CBOEN CYLLIHOCTN.
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K dbopmam nposiBrieHns yasBuMoCTU MHAOpMaLIMN, BbipaXKkatoLwmMm pe3ynbTaThl

OECTabunuanpyoLLero BO3AenNcTBms Ha MHopMaLunio, AOMKHbI ObITb OTHECEHBDI

= XULLIEHNE HOCUTENS MHdopMaLMn N oTodbpaXxeHHOM B HEM
nHpopmauun (Kkpaxa); (XmweHune nHpopmMmaumm 4acto CTaBUTCA B OAMH
PS4 C €e HECAHKLUMOHUPOBAHHLIM KOMMPOBAHUEM, Pa3MHOXEHNEM,
cbeMomMm, rnepexsatom. OgHako rnocregHue sBnsTca He popmamm
NPOSABMEHNS YA3BMMOCTU MHJOpMaL MK, a crnocobamm XULLEHNST),

= oTepsa HocuTensa nHdopmaumm (yreps);

= HECaHKLUMOHMPOBAHHOE YHUYTOXEHNE HOCUTESNA MHpopMaLnm nnm
OoTOOpakeHHOU B HEM MHJOopMaunK (paspyLueHune);

= ICKaXkeHne nHdopmMaunm (HeCaHKLUMOHNPOBAHHOE N3MEHEHME,
HeCaHKUMOHMPpOBaHHaa moaudukauus, nogaenka, dpanscudukaumns);

= BNoKMpOBaHMe NHOPMaLINK;
= pasrnalweHme nHpopmauum (HecaHKLMOHMPOBaHHOE pacnpoCcTpaHeHue,

packpbITHe).
y
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Ta nnu gpyras goopma ya3BMMOCTU MHJOpMaLnM MOXKET
peann3oBaTbCA Npu NpegHamMepeHHOM UMK Cry4YanHoM,
HenocpeaCTBEHHOM UMM onocpeaoBaHHOM
aectadbunmanpytoliem Bo3gencTenm pasnmnyHbIMm
cnocobamu Ha HocuTenb MHopMaUnn Unn camy

NHJOOPMaLINKO CO CTOPOHbLI onpeaeneHHbIX MCTOYHUKOB
BO3OEUNCTBUS.
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Buabl yA3BUMOCTHU - yTpaTa U yTeuka

=Ho pesynbratamm nposasneHnsa dopm ysa3BUMOCTH
NHpopmaunm MmoryT ObITb NMBO yTpaTta, NMMbo yTedka
NHpopmaunm, nMbo ogHOBPEMEHHO TO N APYroe.

=K yTpaTe Kak KoHdunaeHumansHoun, Tak 1 3almuiaemMomn yacTtu
OTKPbITOU MHpOpMaLIUN NPUBOAAT XULLIEHME U MOTEPS
HocUTenen NHopmMaumm, HecaHKLIMOHUPOBAHHOE
YHUYTOXEHUE HOoCcUTenen nHpopmaumm Unn TornbKo
OTODpa)XeHHOW B HUX MHDOPMaL MK, UCKaXKXEHUE U
broknpoBaHue nHdopmMmaumn. Ytpata MOXeT ObITb MOSTHOW
NUNn YacTtnyHom, 6e3Bo3BpaTHON UMM BPEMEHHOW (Npw
broknpoBaHnn MHdopmauum), Ho B NOOOM crny4yae oHa
HaHOCUT yLEepPO cOBCTBEHHUKY MHOPMaL M.
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Buabl yA3BUMOCTHU - yTpaTa U yTeuka

TepMuH yTeuka nHdopmaummn, bonee eMko, Yem gpyrme
TEPMUHbI, OTPaXaeT CYyTb ABIEHUS, OH JaBHO YXe
3aKpenusicsl B HAy4YHOW nutepaTtype n HOpMaTUBHbIX
OokymeHTax. [lpaBga, eqnHOro nogxona K ornpeneneHuto
9TOro TepmMmuHa HeT. Hanbonee pacnpocTpaHeHHbIe
onpegeneHns ytTedkm B 0600LWeHHOM Bnae CBOAATCS:

1.JInb0o K HENpaBOMEPHOMY (HEKOHTPONMPYEMOMY) BbIXOAY
KOHJoMAeHUMansHou nHgopmaumm 3a npenensl opraHm3aunm
N Kpyra nunu, KOTopbiM 3Ta MHOpMaLUA OOBEPEHA,

2. JInbo K HeECaHKUMOHNPOBAHHOMY 3aBriafeHuUto
KOHJoMAeHUmManosHou nHgopmMmaumnenm conepHnKoM.
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Buabl yA3BUMOCTHU - yTpaTa U yTeuka

[lepBbI BapMaHT HEe pacKpbiBaeT B MNOSIHOU Mepe CYLLHOCTU
YTEYKWU, MOCKOSIbKY OH HE NPUHUMAET BO BHUMaHUe
nocrneacTBMn HenpaBoMePHOro Bbixoaa KoHduaeHUansHoum
nHpopmauun. A OHM MOryT ObITb ABOSIKUMU: UIA
MHdopmMaLma nonasna B PyKu nuu, He UMeIoLLKNX K Heu
CaHKUMOHMPOBAHHOIO OoCTyna, Unu He nonana.

Harnpumep, nomepsHHbIU HOcumesib KOHuOeHyuanbHoU UHgopmauuu
O3Ha4aem HerpasoMepPHbIU 8bIX00 UHOopMayuu 3a rpeoersbl fuu,
UMerwux K Hed docmyri, HO OH MOXXem riornacmsa 8 Yy)Kue pyKku, a Moxxem
6bImb U ripuxeadyeH MycopoybopoYHOU MalWUuHOU U YHUYMOXEH 8
ycmaHo8rieHHOM 07151 Mycopa nopsioke. B nocrnedHem criydae ymeyku
UHopmayuu He ripoucxooum.
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Buabl yA3BUMOCTHU - yTpaTa U yTeuka

= Bropou BapuaHT yTeuky nHgopmMmaumm CBA3bIBAET C
HenpaBOMEpPHbIM 3aBfnageHnemM KoHduageHunansHoum
NHopMaLMen TONMbKO conepHMKoM. B Takom BapuaHTe, K
npumepy, cpeacrtesa MaccoBon MHPOpPMaLUN, KOTOPbLIM HEPEOKO
NOCTaBNSAT UM OHU caMKn O00bIBatOT KOHUAEHUMANbHYO
NHOopMaLUIO, OOMKHbI paccMaTpnBaTbCH B KAYECTBE CONEPHUKOB
cobCTBEHHMKA MHOPMaLNK, B 3TOM Cllydae HacToALWMN CONEPHUK
nony4vaeTt nHdopmauuo npasomepHo, Yyepes CMU.

= B TO XXe Bpems yTeyka nHdopmMmauun He O3Ha4YaEeT nonyvyeHue ee
TOMbKO NUuamMu, He padboTalLWMMN Ha NPEaNnPUATUN, K yTeUKe
NpPUBOAUT N HECAHKLIMOHUPOBAHHOE O3HAKOMIIEHUE C
KOHOUaeHUnanbsHomn nHdopmaumen nuy, JaHHOro npeanpuaTus.

¢4
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OnpeaeneHune «YTe4dka uHdgopmaummn» A.. AnekceHueBa

YTeuka  uHdopmauum -  HenpaBOMEPHbLIN  BbIXOO
KOHUAeHUManbLHOU MHAOpMaLnK 3a npeaens! 3almiiaeMon
30Hbl €e (YHKUMOHMPOBAHUA WM YCTAHOBIIEHHOINO Kpyra
nuy,  pesynsratoM  KOTOPOro  SBMdeTca  nonydyeHue
nHdoopmaumnm niuamu, He NMMELLINMU K Hen
CaHKUMOHNPOBAHHOIO AocTyna.
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COOTHOLLUEHMEe NOHATUN YyTeuKa, pa3rnawieHue,

pacnpocTpaHeHue, nepeaavya MHopmaunm

TepMUH yTeuka nHdopmauum Hepeako, B TOM YUCre U B
HOPMAaTUBHbIX JOKYMEHTaX, 3aMeHseTCs Unm
OTOXAOECTBMNAETCA C TEpMUHAMU pasrialleHne nHdopmauum,
pacnpocTpaHeHne nHpopmauun n gaxe nepenada

NHdopMauun. Takon nogxon npeacraBnaeTcs
HenpaBOMEPHbIM.
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CooTHOLLUEeHNe NOHATUI yTeuKa, pa3rnalieHue,

pacnpocTpaHeHue, nepeaavya MHopmaunm

= TepMUH pasrnawieHne nHpopmMmaumm o3HavyaeT HeCaHKLMOHMPOBaHHOE
aoBefeHne KoHduageHuuanbHOW nMHopMmauum o noTpedutenen, He
NMELoLWMX NpaBa AoCTyna K HeW, Takum obpasoMm, OH npeanosnaraet, YTo
pasrnalleHue NCxXoauT OT KOro-To, OCYLLECTBIAETCA KeM-TO. Pe3ynsratom
pasrnallueHus aBnseTca yredka MHopmMmaumu, HO yTevyka He CBOaUTCA
TOJIbKO K pasrnaweHunio. YTeyka — pesynsrart pasrfalleHus.

= TepMWH pacnpocTpaHeHne NPUMeEHNTENbHO K KOH(PUAeHUNarbLHOM
nHopmaummn 6e3 cnoBs HeCaHKLMOHNPOBaHHOE U HeOHBOCHOBaAHHOE
HMUYEro He BblpaXaeT, MOCKOSbKY pacnpocTpaHeHne nHgpopmaumm MOXeT
ObITb 1 0OOCHOBAHHBLIM, K TOMY XK€ OH OMATb-Taku Npeanosiaraet, YTo
NHpopMaLma UCXoOuUT OT KOro-To.

= TepMUH nepenaya nHopmaumm roBoOpuT cam 3a cedbs.

p
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CooTHOLLUEeHNe NOHATUI yTeuKa, pa3rnalieHue,

pacnpocTpaHeHue, nepeaavya MHopmaunm

[ToMnMO pasrnawleHuns, ytedka MOXeT NPOouU30onUTU U B pesynbraTte notepu
N XULLEHUA HOCUTENA KOHJUAEeHUMansHou nHgopmMmaunm, a Takke
XULLLEHNA OTOBpaxXeHHOoM B HocuTene nHdopmaumn npu cCoOXpaHHOCTU
HocUTenNs y cobCcTBEHHMKA (Bnagensua). MoxeT npoms3onTn - He
O3Ha4aer, 4YTto npounsongert. [loteps HocuTens He Bcerga NpUBOAUT K
yTeyke nHdopmauunmn. XvueHme KoHdunageHunansHou nHgopMaLumnm Takke
He Bcerga CBA3aHO C NonyyYeHneM ee nuuamMmu, He UMeLLUMIN K HEN
goctyna. /imenocb Hemarno cnydaes, Korga XuweHue HocuTeneu
KOH(pmAeHUmanbHo MHGopMaLmn OCyLLECTBNANOCh Y Konser no pabote
OonyuweHHbIMU K 3TON MHJpopMaL MK NnuamMn ¢ Lenbio NoaACUOKN,
NPUYNHEHNA Bpeaa Kkonnere. Takne HOCUTENK, Kak npasuno,
YHUYTOXanUCcb NnuamMmu, NOXMTUBLLNMMN UX. Ho B f06oM cliydae notep4a u
XULLEHME ecrnn N He NPUBOOAT K yTeuke MHpopmaunm, To co3gatoT yrposy
YTEUKN.
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CooTHOLIEeHUe NOHATUM yTeuKa, pasrnaiwieHue,

pacnpocTtpaHeHue, nepeagada uHchopmMmauum

[TOSTOMY MOXHO CKa3aTb, YTO K yTeuke KOHdunaeHumanbHou nHdopmaumm
NPMBOAUT ee pasrnalueHne n MoryT NpuBECTU XULLLeHNe U NoTeps.
CHOXHOCTb COCTOUT B TOM, YTO 3a4acTyto HEBO3MOXXHO ONpeaenunTb:

= BO-NEPBbIX, cCaM dakT pasrralleHnsa Unu XuLeHnsa nHpopmaumm npu
COXPaHHOCTWN HOoCcUTeNs MHdopmaumn y cobCcTtBeHHUKa (Bnagesnbua),

= BO-BTOpPbIX, Nonana nu niopmaums BCreacTBMe ee XULeHUsa Unm
noTepun NOCTOPOHHUM NULIAM.

[1pn 3TOM He cnenyeT OTOXAECTBNATL XULLEHME C pasrnalleHneM.
XULLEHNE MOXET NPUBECTU N YaCTO NPUBOAUT K pasrnawleHnto n B
nocriegHeM criydae BbICTyNaeT B ponuv onocpeaoBaHHOro cnocoba
pasrnallueHuns, Ho, BO-NepPBbIX, PE3YNbLTaTOM XULLEHUA HE Bcerga ObiBaeT
pasrnaiwleHune, BO-BTOPLIX, pasrnaweHne KoHdunaeHumanbHON
NH(pOpMaLNM OCYLLIECTBIAETCA HE TOSIbKO NOCPEACTBOM ee XULLEHUA.

YTpaTta n yteudka nHopmMaumm MoryT paccMaTpmBaTbCA Kak BUOb!
Yg3BMMOCTM NHOPMALIUN.
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Cymmunpys cootHoweHue doopm 1 BUAOB YA3BUMOCTMU

3awmwaemomn nHdopmaLmm, MOXXHO KOHCTaTUPOBaTh:

1.®opMbl NPOSBNEHNS YA3BUMOCTU MHOPMAaLIMKN BbipaXatoT pe3ynbraThbl
Aecrabunuanpyrowero Bo3aencTeus Ha Hgopmaumio, a BUabl
YySI3BMMOCTM - KOHEYHbIA CYMMapPHbIA UTOI peanu3auuu opm
YSI3BUMOCTM.

2.YTpara nigopmauum BknovaeT B cebsl, Mo CpaBHEHUIO C YTEYKON,
bonbLiee yncno dopm nposiBNeHnst ya3BUMoCT MHoOpMaLnm, HO OHa He
NOrnoLwaeT yTeukKy, T.K.:

» 80-I1EPBbLIX, HE 8CE hOPMbI MPOSIBIIEHUS ys38UMOCMU UHGhopMauuu,
Komopable rnpusoosim usiu mMo2ym ripusecmu K ymeydke, cogradarom ¢
opmamu, rnpueoosWUMU K ympame,

* 80-8MOPbIX, €CIIU K ympame UHgopmMayuu npueooum XuweHue
Hocumersieu, Mo K ymeyKke Moxem rpusecmu xuwieHue u Hocumersieu, u
omobpaxeHHOU 8 HUX UHGbhopMayuu rnpu coxpaHHocmu Hocumernedu.
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Cymmunpys cootHoweHue doopm 1 BUAOB YA3BUMOCTMU

3awmwaemomn nHdopmaLmm, MOXXHO KOHCTaTUPOBaTh:

3.Hanbonee onacHbIMU popmamu NPOABIEHUSA YA3BUMOCTH
KOHOUAEeHUMaANbHOU MHAPOPMAaLIMK ABMAIOTCA NOTEPS, XULLeHne U
pa3rnawieHue - nepsble ABe 0O4HOBPEMEHHO MOryT NPUBECTU U K yTpaTe,
N K yTeuke nHpopmauumn, BTopas (XxmweHue nHdopmaumnm npu
COXPaHHOCTWN HOCUTENS) U TPETbA MOTYT HE ODHAPYXXUTbCA CO BCEMU
BbITEKAOLWMUMWN U3 3TOIMO NocneacTBUAMMN.

4.HenpaBoMepHO OTOXAOECTBNATL BUObI N OTAENbHbIE POPMbI NPOABIIEHNUS
YA3BMMOCTU MHpopMaunm (yTpaTa= noteps, yrpata=xXuLieHue,
yTeudka=pasrnalwieHue (pacnpocTtpaHeHune), 3aMeHATb OOPMbl
NPOABEHUSA YA3BMMOCTU MHdOpMaumn criocobamu
Oectabunmsnpyowero BO3gencTemsa Ha HopmMmauuto, a Takke CTaBUTb B
OOVH paa opMbl U BUAObLI YA3BUMOCTU 3alimLLiaeMon MHpopmMaLmmn, Kak
9TO, B YAaCTHOCTU, caenaHo B 3akoHe "Ob nHdpopmauymu,
NHdopmMmaTusaymm 1 3amta nHgpopmaumun", rae ogHou 13 uenen 3almThbl
Ha3BaHO: NpegoTBpaLleHne YTeYKN, XULLEHUS, YTpaThl, UCKaXeHnq,

O40enku MHgopmMauun.
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Cymmunpys cootHoweHue doopm 1 BUAOB YA3BUMOCTMU

3awmwaemomn nHdopmaLmm, MOXXHO KOHCTaTUPOBaTh:

[TocKkonbKy HapyLleHue ctatyca MHpopMaLun Bbipa)kaeTcqa B
pPas3nnYHbIX oopMax NPOABNEeHNA YA3BUMOCTN MHGpOpMaLUN,
a Bce bopMbl CBOAATCA K ABYM Buaam ysa3BMMOCTH,
cogepXaTtenbHyr YacTb NOHATUA 3allMTa MHPOpMaLUK
MOXHO OMnpeaennTb Kak npeaoTrBpalleHne yTpaTtbl U
yTe4yku KoH(pmaeHUManHOU NHpopmMmaumm u yTpaTbl
3awmuiaeMomn OTKpPbITOU MHpopMaLUMn.
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BTopas cocTtaBnsawoLlas CyWwHOCTH 3amTbl MH(opMaL K

- CNOCO6 peanusauuu coaepxaTenbHOMN YacTu

- B TOJIKOBbIX CIltoOBap4AX, KakK y>xXe oTMe4dasioCb, npeacraBrieHa Kak npouecc
NJTN KaK COBOKYMNMHOCTb METOA0B, CpeiCTB U MepOHpMFITMVI.

3alwmnTta nHdopmMaunm BKNYaeT B cedba onpeneneHHbii Habop METOO0B,
CpeacTB U MEPONPUATUIA, OQHAKO OrpaHn4MBaTh cnocob peanusauum
TONbKO 3TUM ObINO 6bl HEBEPHO. 3aluuTa MHopMaLun OomKHa ObIThb
CUCTEMHON, a B CUCTEMY BXOAAT U ApYyrMe KOMMNOHEHTLI: OOBLEKTbI
3alUUTbI, OpraHbl 3aWmThl, Nonb3oBaTeny nHopmauuun. MNpn aToMm
3almTa He JomKHa NpeacTaBnsaTb COOON HEYTO CTaTUYHOE, a ABMATLCS
HernpepbIBHbIM NpoueccoM. Ho 3TOT npouecc He ocyLeCcTBAETCA caMm Mo
cebe, a nponcxoauT B pesyrneraTte geartenbHOCTM nogen. [esatensHoCTb
Xe, No onpeaenexHunto, BKItYaeT B cebsl He TONbKO NMpoLece, HO U1 Lenu,
cpencTtea u pesynbrar. [103ToOMy UMEHHO OEATENBHOCTb N AOMMKHA ObITb
cnocobom peanusaymmn cogepkateribHom YacTu 3alinThbl.

= O0beanHUB coaepKaTeribHYH0 YacTb 3aluThl MHPopMauum n cnocob
peanun3aunu cogepxateribHoOn YacTtu, MOXXHO COOpMYynNMpoBaTh
crepyollee onpenesrieHne:
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OnpepeneHue 3awmnTtbl nHcpopmaunm (A.A. AnekceHueB )

3aluta nHdopmauum - 4eATENbHOCTL MO NPeaOoTBPALLEHUIO
yTpaTthl N yTEYKN KOHUAEeHUManbLHONU NHdopmMmaumm n ytpaThbl
3alnLaeMoun OTKPbITOU MHAbopMaLNN.

YunTtbiBasi, YTo onpeaeneHne gomKHO ObITb NAKOHUYHBIM, a
TEPMUH yTpaTa K yTedka 3aljmuiaemMon nHgopmaumm
rnorrnowiaeT Bce popmMbl NPOSBEHNA YA3BUMOCTH
KOHOUAeHUManbLHOW 1 3alnLLaeMon YaCcTu OTKPbITOMN
MHopMaLMKN, MOXXHO OrpaHNYNTbCA Boriee KpaTKkum
onpeneneHnem npu ycrnosuu audpdpepeHumMpoBaHHOro ero
NpPeroMreHns B npakTtnyeckon padorte: 3awmra
MHopMaLunK - OeATENbHOCTb NO NpeaoTBpaLLEeHNIO yTpaThbl
y TEYKM 3aLlmiLaeMon NHpopmaLmu.

fOypry



OnpepeneHna NnoHATUA 3awmTbl MHopmaumm B TOCT P50922-96

«[[OCT P50922-96 "3awmnTta nidopmauymn. OCHOBHbIE
TEPMUHbI 1 onpeaenennsa”: 3almTta nHgpopmaumnm -
OEATENbHOCTb NO NPeaoTBpaLLEeHNI0 YTEeYKM 3alluLLaemMoun
MHJOPMaL N, HECAHKLIMOHUPOBAHHbLIX U

HenpeaHaMepeHHbIX BO34ENCTBUM Ha 3allMUIaeMyto
MHdoopmMauuio.

=Kak BMOHO, 3TO onpeaerneHne coesnagaetT C npeanoXXeHHbIM
No crnocoby peanusauun cogepxaTtesibHoM YacTu 3aWmTbl U
No O4HOW N3 ee COCTaBNALLMX -NPeaoTBPaLLEHNIO YTEYKN
3awumaemMmon MHdopmaLmu.

FOYpry



Onpepenenusn yteukm B FOCT P50922-96

OHo He cchopmynmMpoBaHO oTAeNbLHO, a BMOHTUPOBAHO B
onpepeneHne TepMuHa 3awmTta UH(oOpMaLIUM OT YTEUKM,
KOTOpoOe 3BYUYMT Tak:

3awuma uHgopmayuu om ymedku: 0esimesibHoCmb 10
rnpedomepauwleHUK HEKOHMPOIUPYyeMoa0 pacrpocmpaHeHUs!
3awuwaemMmou UuHgopmMmayuu om ee pasanauweHus,
HecaHKUUOHUpoB8aHHo20 docmyra K 3awuwiaemou
UHopMauuu u om roryyeHuUs 3awjuwaemou UuHgopmayuu
(UHOCMpPaHHbBIMU) pa3gedKkaMu.

U3 3Toro onpepneneHna BbITeKaeT, YTO ymeyKa
UHGbopmayuu - 3mo HEKOHMPOUpyemMoe pacripocmpaHeHue
3awjuwaemou uHgopmayuu.
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CooTHOLUEeHne onpeaeneHns NOHATUA 3awWunTbl Hdopmauumn

A.A. AnekceHueBa un onpegeneHus, copmynupoBaHHoro B FTOCT P50922-96.

HekoHTponmpyemoe pacnpocTpaHeHNe MOXKHO MO CMbICIy
NPUpPaBHATL K HEMPABOMEPHOMY Bbixoay MHGOpMaL MM 3a
npegesnsl 3aWmuaemMon 30Hbl ee PYHKLUNUOHNPOBAHUA UK
yCTaHOBIIEHHOro Kpyra nuu. Ho ecnn B npeanoXxXeHHoMm

A.V. AnekceHueBbIM onpeaeneHnmn ytedkn ganee obo3HaveH
pes3ynbsTaT Takoro Bbixoda - nosiydeHne nHgpopmauun niuuamu,
HEe MMeIoLWMUMK K HEN CaHKLUMOHUPOBAHHOIO A0CTyna, TO B
CTaHOapTe HEKOHTPONMpyemMoe pacnpoCcTpaHeHNe BbICTyMnaeT
yXXe Kak pesynbsraT, K KOTOPpOMY NPpUBOOAT pasrrnallieHue,
nonyyeHne nHdopmaunm passegkamm m
HeCaHKLUMOHMPOBAHHbLIXA OOCTYM K HEW.

T.e. B nepBOM cry4ae HEKOHTPONMpyeMoe pacnpocTpaHeHme
npPUBOANT K HECAHKLIMOHUPOBAHHOMY MOMYy4YEHMI0, BO BTOPOM -
BCE HAaobopOT.
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CooTHOLUEeHne onpeaeneHns NOHATUA 3awWunTbl Hdopmauumn

A.A. AnekceHueBa un onpegeneHus, copmynupoBaHHoro B FTOCT P50922-96.

B oovH psig nocTaBneHbl pasrnalleHne, HeCaHKLMOHMPOBAHHbLIN JOCTY
K MHdOpMaL MM 1 ee Norny4yeHune.

A) HecaHkuuoHuposaHHkIlU docmyr K UHgbopMauuu MoxXem ripugecmu K
ee pasanauwleHuro U rosy4vyeHuro? Ecriu Hem, - mo Kak OH eriusiem Ha
HEKOHMpoIiupyemoe pacripocmpaHeHue uHgopmauyuu? TorbKo Kak
803MOXXHOCMb C €20 MoOMOWbo rnoxumums ee. Ho xuweHue 8 umozae
ornsime ripueodum K roJsly4eHuro UHgopmMmauyuu.

b) PasznaweHue uHgopmauyuu rpusodum K ee rosiy4eHuro
UHOCMpaHHbIMU pa3sedkaMu U He mMOoJsibKO UMU.

Takaa nytaHuua B FOCTe BbI3BaHa TeM, YTO Ha OOHY OOCKY MOCTaBMEeHbI
MNOHATUSA C pasHbIMU 3HaYEeHUAMK: popmMa NPOABMNEHUA YA3BUMOCTHU
3awmuiaemMon nHpopmauum (pasrnatueHne), MexaHmM3m nosiyvyeHus
NHopMaLMN (HECAHKLUMOHMPOBAHHbLIN OOCTYM) N pes3yrbraTt
. JHEKOHTPpONMpyemMoro pacnpoctpaHeHus NHopMaLmn
/ZZ{nony4veHne passeakamm).
HOVpI'y



CooTHOLUEeHne onpeaeneHns NOHATUA 3awWunTbl Hdopmauumn

A.A. AnekceHueBa un onpegeneHus, copmynupoBaHHoro B FTOCT P50922-96.

[1o BTOPOMY KOMMOHEHTY coaepKaTernbHOW YaCcTu 3aLluThbl
NHdopmauun, npegnoxeHHoe A.M. AnekceHueBbiM, 1
rOCTUPOBAHHOE onpeaeneHna pacxogaTca u no
cdopmynmpoBke, 1 No CyLeCcTBY.

= Y A.V. AnekceHueBa - 9TO npegoTepalleHmne yTpaThbl
3almaemon nHdopmaumu.

=B OCTe - npenorepalleHne HeCaHKLMOHNUPOBAHHbIX U
HenpeaHaMepeHHbIX BO34EeNCTBUM Ha 3allMLLIaeMYIO
MHdopmMaLumio.

¥

FOVpry



CooTHOLUEeHne onpeaeneHns NOHATUA 3awWunTbl Hdopmauumn

A.A. AnekceHueBa un onpegeneHus, copmynupoBaHHoro B FTOCT P50922-96.

Takum obpasom, ecnu B NepBON YacTu onpeaeneHns cogepxaternbHON
yacTtu FOCT HasbiBaeT B y3BUMOCTU MHGOOpMaLUK (YTEYKY), TO BO
BTOPOW - He BM (yTpaTy), a BO3OeNCTBUSA, KOTOPbIE MOTYT NPMUBECTU K
9TOMY BUAY YA3BUMOCTM.

KoHe4vHO, yTpaTta He MOXET Npomn3onTn 6e3 HeCaHKLMOHNPOBAHHbLIX UMK
HenpeaHaMepeHHbIX BO34eUCTBUW Ha MHJOpMaLUo, HO 3a4eMm
noHagobuncs pasHbin nogxod K 0603Ha4YeHno ABYX BUAOB YA3BMMOCTH
NHpopmauumn, novemMy oanH HasbIBaeTCH, Apyron nogpasymMmeBaeTca?

OT14acTn 9T0 OOBACHSETCS, BEPOSATHO, TEM, YTO Pe3ynbLTaThl
Bo3gencTemsa Ha nHgopmauuo NOCT He cBOOUT TOMbKO K ee yTpare.
OTO BMOHO N3 paclundpoBKM NOHATUN HECAHKLMOHMPOBAHHOIO U
HenpeaHamMepeHHOro BO3AeNCTBUN Ha MHdpopMauuto.

y
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CooTHOLUEeHne onpeaeneHns NOHATUA 3awWunTbl Hdopmauumn

A.A. AnekceHueBa un onpegeneHus, copmynupoBaHHoro B FTOCT P50922-96.

Ve, .-

K HecaHKkunoHunpoBaHHoMY Bo3daencteuto FOCT oTHOCUT BO3AenNCcTBME
Ha 3awmuiaemMyo MHOpMaLU o C HapyLLeEHNEM YCTAaHOBSIEHHbIX NpaBs
NN NpaBus Ha N3MeHeHe MHOoOPMaLNKN, NPUBOOALLEE K UCKAXKEHWUIO,
YHUYTOXEHUIO, KOMMPOBaHUIO, BITOKMPOBaHMIO AOCTYNa K MHpopmauun,
a Takke K yTpaTe, YHUUTOXEHUIO 1 cooto oyHKLIMOHMPOBAHUS
HOCUTENS MHOpPMaLUN.

HenpenHamepeHHoe Bo3gencteue onpeaensetca [OCTom kak
BO34ENCTBME Ha 3almaemyo nHopmaumio owmbok nonb3oBaTens
NHpopmauunen, cbos TEXHUYECKUX N MPOrpaMMHbIX CPEaCTB
NHPOPMALIMOHHBIX CUCTEM, a TaKXe NPUPOOHLIX ABNEHUN NN NHbIX
HelerneHanpasneHHbIX Ha N3MeHeHne NMHdopmMaLmn BO3OENCTBUN,
CBA3aHHbIX C PYHKLMOHUPOBAHMEM TEXHUYECKUX CPEOCTB, CUCTEM UIN C
OeATEeNbHOCTLIO NoAen, NPUBOOAALLNX K MCKAXKEHUIO, YHUYTOXEHWUIO,
KONMMpoBaHUto, 6r1I0OKMpoBaHUIO OOCTYyNa K MHopmMmauumn, a Takke K
yTpate, YHUUYTOXEHUIO Unu cboto PyHKLMOHMPOBAHNSA HOCUTENS
HJbopMaLun.
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CooTHOLUEeHne onpeaeneHns NOHATUA 3awWunTbl Hdopmauumn

A.A. AnekceHueBa un onpegeneHus, copmynupoBaHHoro B FTOCT P50922-96.

p

Takum obpasom, pesynsTaToM BO3OeNUCTBUS Ha MHOpPMaUMIo Unn ee
HOCUTENb ABNSATCA U BUA YA3BMMOCTU (yTpaTa), n opMbl NPOABIIEHNSA
YA3BUMOCTM (UCKaXXeHne, YHUUTOXEHne, briokmpoBaHume), n cnocobd
BO34eNCTBMA (KonnposBaHue). Ecnn B gaHHOM cny4dae KonnpoBaHue
3aMEHSIET XULLIEHME, TO 3TO HEBEPHO, NOCKOSIbKY €CTb U ApYyrue crnocoobl
XULLLEHMNA.

K TOMY Xe HENOHATHO, B YEM CMbICST B ONpeaeneHnn noHATUS OTAeNATb
HocuTesnb MHOPMaLUKM OT camMoun nHcpopmaummn, Beb B UTOre
Ha3BaHHbIE yTpaTa N YHUYTOXEeHMNe Hocutens (6es yyeta
HEeNpPaBOMEPHOCTU MOCTAHOBKN UX B OOMH psif) SBNSAOTCA
OOHOBPEMEHHO YTPAaTON U YHUUTOXEHMEM OTOBPAKEHHOM B HUX
NHdopMaunKn, a cbon PyHKUNOHNPOBAHUSA HOCUTENS MPUBOAUT K
Br1oKMpoBaHUIO MHGOPMaLUN.

FOYpry
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NoHATMe Ge3onacHoOCTU MHMpopMaLmnn

C noHATMEM 3aLlnTbl NHOOPMAaLIUKU TECHO CBS3AaHO MOHATUNE
6esonacHoCTU MHopMaL .

TepMunH B6e3onacHoCTb MHOPMaLMN UMEET ABOMHOE CMbICIIOBOE
3Ha4YeHNe, ero MOXHO TONKOBATh:

N Kak 6e3onacHOCTb caMmon MHdopmaLmu,

lNpu amom 6e3onacHocme camol UHghopMauuu He erucklieaemcsi 8
00HO3Ha4yHoe roHuUmaHue. C 0OHOU CMOPOHbI, 3MO MOXKEm o3Hadamab
6e3onacHocmb UHhopMauuu ¢ MOYKU 3peHUST U3Ha4yasibHOU rnofiHOmMbI U
HadexxHocmu uHgopmauuu (m.e. besonacHoCcmMb ¢ MOYKU 3PEHUS
cooepxxaHusi), ¢ Opyaol CmMopPOHbI, — 3alyUUEHHOCMb YCMaHO8/1eHHO20
cmamyc-k80 UHopMauyuu (be3ornacHoCcmMb ¢ MOYKU 3pPeHUST (hOPMbI
UHgbopmauyuu).

* U1 KaK OTCYTCTBMWE Yrpo3 CO CTOPOHbI MHpopMaLmn CybbeKkTam
MHJOPMALMOHHbIX OTHOLLEHUW.

FOVpry



NMoHsATHe 6e3onacHocTU MHhopmauumn

= B HOpMaTUBHbIX AOKYMEHTaxX 1 nutepaTtype 6e3onacHoCcTb MHdopMaLmn
paccmaTpuBaeTCs TONbKO B pa3pese ee 3allULLEHHOCTN, U 3TO, BEPOSATHO,
onpaBaaHo Npu HanMM4uM TepMrHa MHpopmMaLnoHHas 6e30nacHoOCTb.

= CyLLLECTBYET HECKOJSIbKO onpeaeneHnn noHATns 6e3onacHoCTb
nHpopmauun. Obwnm nogxon: 6e3onacHOCTb MHPoOPMaLUK Kak
COCTOSIHMIO 3aLUMLLEHHOCTU (UNK 3aLlnTbl) MHPoOpMaLUK. DTO He
Bbl3blBAET BO3paXeHUN, OO cam TepMUH Be3onacHOCTb O3Ha4aeT
OTCYTCTBME OMACHOCTEN, YTO onpeaeneHHbIM obpasom
KoppecnoHanpyeTca ¢ TEPMUHOM COCTOAHME 3aLMLLEHHOCTN.

FOVpry



NMoHsATHe 6e3onacHocTU MHhopmauumn

Ho onpenenenna cylecTBeHHO pasnuyatroTcs mexay cobom
cogepXaTefibHOW 4acTblo - 3almeHHOCTU OT Yero. Croga OTHOCAT:

= OT BHYTPEHHUX U BHELLUHUX Yrpo3; (HErNnoHsMmHo)

= OT YTEYUKWN, XULLEHUS, YTPaTbl, HECAHKLMOHMPOBAHHOIO YHUUTOXEHNS,
nckaxeHusi, Mmogmndmkauum (nogaernkm), HeCaHKLUMOHUPOBAHHOIO
KONMpOBaHUA, bNOKNpoBaHNSA MHGOpMaUun U T.N.; (nepernymaHsl 8udbl U
gopmbI ysa38uMocmu)

= OT CNnyYanHbIX UK NpegHaMepeHHbIX HeCaHKLUNOHMPOBAHHbIX
BO34ENCTBUN Ha MHCOOPMALUIO UITN HECAHKLMOHUPOBAHHOIO ee
nonyyeHus;

= OT CIyYanHOro Unu npegHamMepeHHoro 4ocTyna nuuy, He UMerLLIMX NpaBa
Ha nony4yeHne nHopmaLumn, ee packpbiTne, MoandmuKaLmio Unu

/' 3pywieHune, 1 ap..
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NMoHsATHe 6e3onacHocTU MHhopmauumn

BTopyto yacte onpeaeneHna A.. AnekceHues cdhopmynupoBarn
cneagywoLwmnm obpasom:

*= U KaKk om 80o30elicmauu, Hapyuwarujux ee cmamyc,

* U KaKk om ympamakl U ymeyKU, MOCKOJIbKY 8 KOHEYHOM UMmoae OHU
8blpa)karom 0OHO U MO e, m.K. npedomepaweHue ympamsbl U ymeyKu
UHghopMayuu ocyuecmernsemcs rnocpedcmeom ripedomepauleHust
decmabunu3upyrouwux eo3deticmeauli Ha UHhopmMmauyuro.

[MepBbI BapuaHT npeacraBnsaeTcs bonee npeanodTUTenbHbIM, T.K.
HenocpeacTBEHHOW LENbo 3alULLEHHOCTU MHAOPMAaLNK ABNAETCH
NPOTUBOAENCTBUE OECTAODUNN3NPYIOLLUM BO3OENCTBUSAM.

T.0., BesonacHoCTb MH(OpMaLMN — 3TO COCTOSAHUE 3aLLULLEHHOCTH
nHopmMaumm oT BO3JEeNCTBUN, HapyLUalOLWKUX ee cTaTyc.
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CoOTHOLUEeHUe NOHATUN «3aluTa UHOopPMaLMN»

N «be3onacHocTb MHopmaumnuny»

3 onpegeneHnn NoHATUN 3aimTa MHopMauum u
6e30nacHOCTb MHGOPMaLUNK BbITEKAET N COOTHOLLEHME
MeXxay HAMK: 3awmTta nHpopmauum HanpaBfeHa Ha
obecneyeHne 6esonacHoOCTU MHhopmaLunn unu,
Apyrmmu cnoBamu, 6e3onacHoCcTb MHopmaunm
obecneynBaeTcs C NOMOLLbLIO ee 3alnNTbI
(6e3onacHoCTb MHOpMaLumM — pe3ynbTaT ee 3alunuTbl).
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LUENN N SBHAYEHUE 3AWLNNTBI AHOOPMALIUU
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KoHcTutyumna Poccunckon ®egepauum o 3awmute nHcpopmauum

UHdopmaumusa B KOHCTUTYLLIMOHHOM KOHTEKCTEe CBsi3aHa, npexae Bcero, C
peanusaumen OCHOBHbIX MpaB U CBOOOA YenoBeKka U rpaxgaHuHa:

= MpaBo Ha MHJOPMaLMIO YCTAaHOBMNEHO B Y. 4 CT. 29, 4. 2 CcT. 24 n ct. 42
KoHcTuUTyuun PO;

= PaBO Ha 3alUUTy MHOPMaLIUM O YAaCTHOW XU3HU Nnnua — B 4. 1 cT. 24
KoHcTuUTyuun PO;

= cBODOOA MbICNU, MHEHNI 1 cnoBa 3akpenneHbl B 4. 1, 3 cT. 29 KoHcTutyuum PO,

= CornacHo 4. 4 ct. 29 KoHctutyumumn PP kaxabin MeeT npaBo cBOO6OAHO UCKaTb,
nonyyatb, NepegaBsaTtb, NPONU3BOAUTb WU PacipPOCTPaHATb MHopMauuno NobbIM
3aKOHHbIM cnocobom".

= Y. 2 cT. 24 KoHcTUTyumn P® 3akpenngaeT obuiee npaBo AOCTynNa KaXaoro K
NHdoOpMaLMmM, HENOCPEACTBEHHO 3aTparneatoLLlen ero npasa n ceodoabl. ATomy
npaBy KoppecrnoHampyet obuwasa o643aHHOCTbL OpraHoOB  rocyaapCTBEHHOM BacTu
N MECTHOro camoyrpasreHus, pacnonararLmx Takoro poga nMHopmMmaLumneu,
ee NpeaocTaBnATb N0 COOTBETCTBYHOLWMM 3anpocam.

e CT1. 42 KoHcTuTtyumum PP roBopuT 0 npaBe Kaxkgoro Ha «40CTOBEPHYIO
/% NHJOOPMaLMIO» O COCTOAHUM OKpYyKatowen Cpeabl.
PO{’pFV



KoHcTutyumna Poccunckon ®egepauum o 3awmute nHcpopmauum

= BO3MOXHblIe UCKITIO4YEHUSA U3 3TOro ooLero npasusia OOSMKHbI
obsizaTenbHO MMeTb hopmy 3akoHa. B cT. 29 4. 4 KoHCcTUTYLMUM
yKa3bIBaeTCs, YTO «KaXabl nMeeT NnpaBo cBOOOAHO UCKATb,
noriyyatb, nepegaBaTb, MPOU3BOAUTL U PACNPOCTPAHATDL
UHcpopmaLuio NoObIM 3aKOHHBLIM crocoboMm. lNepevyeHb cBeaeHUN,
COCTaBIAOLWMNX rocyaapCTBEHHYO TauHy, onpeaensieTcs
denepanbHbIM 3aKOHOMY.

dopmynnpoBkn aTux HopM KoHcTuTtyuum PO BnonHe agekBaTHbl
COOTBETCTBYIOLLUM MEXAYHapOAHO-NPaBOBbIM YCTAHOBNEHUSIM B 3TOMN

cneuunduyeckon cdepe obLEeCTBEHHbIX OTHOLLUEHUN.

FOYpry



KoHcTutyumna Poccunckon ®egepauum o 3awmute nHcpopmauum

Takum obpa3om, ana nHcpopmauum B PO gencreyet npuHLUN
U3Ha4varibHOM OoTKpbITOoCTU. OrpaHnyeHue gocrtyna K uHdopmaumm
€CTb UCKJII0YEeHUe U3 obLero npmHUUNa oTKpbITOCTU UHpoOpMaALUN, U
OCYLUEeCTBJISeTCA TONMbKO Ha ocHoBe heaeparibHOro
3akoHogaTenbcTBa. OgHaKo ero peanusauusa, 6e3 Kakmx numobo
orpaHM4YeHnUn, MOXeT NMPUHECTH yLepo cobCcTBEHHUKaM,
Bragenbuam u nosib3oBaTeniamMm nHpopmauumn. 3ToT Teauc
noatrBepxAaaeTca Yactbio 3 ctatbu 55 KoHCcTUTYLUMKU, cornacHo
KOTOpPOM npaBa U cBoOoOAbI YerioBeKa U rpaxgaHuHa MOryT ObITb
orpaHuyeHbl heaeparibHbIM 3aKOHOM TOSIbLKO B TOU Mepe, B KaKOW
3TO HeobXxoAMMO B UensAX 3aWmuTbl OCHOB KOHCTUTYLMOHHOIO CTPOS,
HPaBCTBEHHOCTU, 340POBbLSA, NPaB U 3aKOHHbIX MHTEPECOB APYrnx
nvy, obecrnevyeHuUs 060POHbI CTpaHbl 1 6e30NacHOCTU rocypapcTBa.
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KoHcTutyumna Poccunckon ®egepauum o 3awmute nHcpopmauum

I'IoaTomy B KOHCTI/ITyLI,VIVI BBOAATCA OorpaHnyinBarouine HOpmMbl Ha
NMPUHUANN OTKPbLITOCTMN. K Takum HOPMaM OTHOCATCA.

" MIpU3HaHWe " 3aluTa paBHbIM OO0pPa3oOM YaCTHOMU, rOCYyAapPCTBEHHOMN,
MYHULUMUNANbHOU N UHbIX OpPM COOCTBEHHOCTU, B TOM YMCTie
cobCcTBEHHOCTU Ha MHPOpMaLMOHHbIe pecypcbl (4. 1 cT. 8). - lpaBo
YaCTHOU COOCTBEHHOCTU OXpaHsieTcs 3aKoHOM. Kaxxabin BnpaBe
UMeTb UMYLLECTBO B COOCTBEHHOCTU, BNaaeTb, NONb30BaTbLCA U
pacnopsXaTtbCA UM Kak eAUHONINYHO, TaK U COBMECTHO C ApYyrumMmu
nuuyamum (cT. 35.);

= MPaBO KaXX4oro Ha HerNpPUKOCHOBEHHOCTb YaCTHOM XXU3HU, FINYHYIO U
CeMEeWHYI0 TauHy, 3aWmuTy CBOEU 4eCTuU n gobporo umeHu (4. 1 cr.
23). - Cobop, xpaHeHue, UCNONb30BaHUe U pacnpocTpaHeHne
MHOpMaLUKN O YaCTHOM XKU3HU Nnua 6e3 ero corracusa He

_Fonyckatorca (4. 1 cT. 24);

fOypry



KoHcTutyumna Poccunckon ®egepauum o 3awmute nHcpopmauum

" MPaBO KaXAoro Ha TauHy nepenncku, TeneoHHbLIX NeperoBopos,
NMOYTOBbIX, TenerpagpHbIX U NHbIX coobLweHnn. OrpaHnvyeHue 3Toro
npaBa AOMyCKaeTCsA TONIbKO Ha OCHOBaHUM cyaebHoro peweHus (4. 2
CT. 23);

= MIpaBo rocygapcTBa MMeTb rocyapCTBeHHYIO TanHy. - [lepeyeHb
cBeAeHNN, COCTaBNALWUX rOCyAapCTBEHHYIO TauHy, onpeaensieTcs
depepanbHbIM 3aKOHOM (4. 4 CT. 29).

Takmum ob6pa3om, B KOHCTUTYUMMU ycTaHaBNMBaeTcs 6anaHc mexay
OTKPbITOCTbLIO UHC(pOPMALIUN N OrpaHUYEeHUEeM 40CTyna K HeMl.
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CyuwecTByrOlMe noaxoabl K onpeaerieHNIo
Luerneun 3awmtbl MHopMaUunmn
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Ctartba 20 3akoHa «O6 nHdopmaunmn, nHdopmMaTusauum un 3almTe

NHopMaLMny onpeaensieT OCHOBHbIE Lienn 3alnTbl MHOOPMaLWK:

= IpeoTBpaLLEHNE YTEYKN, XULLEHUS, YTPaTbl, UCKaXXeHUs, Noaaernku
NHpopmauuu;

= peaoTBpaLleHME Yrpo3 Be30MacHOCTM IMYHOCTK, ODLLIECTBa,
rocynapcrBea;

= [ipegoTBpaieHne HeCaHKUMOHUPOBAHHbIX OEVNCTBUN MO YHUHTOXEHUIO,
MOD,MCbMKaLI,I/IVI, NCKa>XEeHNHO, KOMNPOBAHUIO, 6J'IOKI/IpOBaHI/II-O I/IHCbOpMaLI,I/IM;

= NpeaoTBpaLleHne apyrnx opm He3aKOHHOro BMeLLaTenbLCTBa B
MHPOPMALIMOHHbIE PECYPChI 1 NHPOPMALIMOHHbIE CUCTEMBI;

= 0obecrneyeHne npaBoBOro pexnma JOKYMEHTUPOBAHHOW MHOPpMAaLMK KaK
oObeKkTa COOCTBEHHOCTU;

= 3allluTa KOHCTUTYLUNOHHbIX MpasB rpaxxgaH Ha CoxXpaHeHune NMMYHOU TaWHbI
7 KOHCbI/Iﬂ,eHLI,I/IaJ'IbHOCTI/I NnepcoHalribHbIX AaHHbIX, NMEKLNXCAH B
I/IHCbOpMaLI,I/IOHHbIX CcncremMax,

= COXpaHeHne rocygapCTBeHHON TaHbl JOKYMEHTMPOBaAHHOW MHOopMaLnmn
B COOTBETCTBUM C 3aKOHOO4ATENbCTBOM;

= obecneveHune npaeB cyobLEKTOB B MHpOPMAaLMOHHBIX Npoueccax v npu
pa3paboTke, NPOM3BOACTBE U MPUMEHEHUN NHAOPMALIMOHHBLIX CUCTEM,
_AFEXHOIMOTNI N CPEACTB UX obecnedeHus.

fOypry



FOCT P 50922-96 FTOCYOAPCTBEHHbLIV CTAHOAPT P® 3awuTa

nHgopmaummn OCHOBHbBIE TEPMWHbI 1 OMNMPEOENEHUA:

Llenb 3awmTbl MHOpMaLUK - XXenaeMblW pesdynbraTt 3aLluThl
nHdopmauun. lNpumeyaHue: Llenbto 3awmntel MIHOPMaLUK
MOXET ObITb NpeaoTBpalleHne yuwepda cobCTBEHHUKY,
BrnagenbLly, nonb3oBatento nHgopmMauuu B pesynesraTte
BO3MOXXHOW YyTeYKMU MHGOpMaLmn n/mnu
HeCaHKLUMOHNPOBAHHOIO U HenpegHaMepeHHOro BO3aencTBuga
Ha MHpopMaLMIO.

FOVpry



FOCYOAPCTBEHHbLI CTAHOAPT POCCUNCKOW ®EOEPALINN 3awwuTa

nHgpopmaunn ABTOMATUN3NPOBAHHBIE CUCTEMbI B SALLMLLEHHOM
NUCTIOJIHEHUW TOCT P 51624-2000

B HacTosiLem cTaHOapTe peanu3oBaHbl HOpMbl 3akoHOB PO® B
nHcpopmauuoHHOM chepe n B obnacTax 3awmtbl UHpopmaLum:

O6wen uenbro 3N B AC3U aBnseTca npeaoTBpaLlLleHNE UM CHMKEHNE
BENUYMHbLI ywepba, HaHOCKMMOro BrnagesnbLuy U/nnn nosib3oBaTento 3TON
CUCTEMbI, BCNeACTBME peanusaunmn yrpos 6esonacHocTy MHopmMaLmu.

Lenu 3awmntbl nuchopmauum B AC3U AOMKHbI BKITHOYaTb:
= cogepXXaTenbHy PopMynMPOBKY Lenn 3allnThbl;

= okasaresib 3pPEKTUBHOCTMN OOCTMXKEHUS LeNu n Tpebyemoe ero
3Ha4YeHueE;

= BPEMS aKTyalbHOCTU KaXKAOoW Lenu 3awmTtbl MHdopmaumn (3tanbi
)KM3HEHHOrO UMKMa, B TEYEHNEe KOTOPbIX LieNb OOMMKHA AO0CTUraTbes).
p
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FOCYOAPCTBEHHbLI CTAHOAPT POCCUNCKOW ®EOEPALINN 3awwuTa

nHgpopmaunn ABTOMATUN3NPOBAHHBIE CUCTEMbI B SALLMLLEHHOM
NUCTIOJIHEHUW TOCT P 51624-2000

YacTtHbiMu uenamu 3 obecneynBarowMmMmm 4OCTUKEHME ooLen
AC3WU, asnsatorca:

= fipeaoTBpalleHne yTe4dkun MH(*)OpMaLI,I/II/I No TEXHNYECKUM KaHallaMm,

= NPeaoTBpalLeHNe HECAHKLMOHNPOBAHHOIO YHUYTOXEHUS], UCKaXKEHWS,
KOnMMpoBaHus, brnoknpoBaHusa MHdopMaLWK;

= COBNaEHNE NPaABOBOro pexmnma Mcnorb3oBaHNUSA MacCUBOB, NPOrpamMm
0bpaboTkn nHdopmaLmmn, odbecrnevyeHns NonHOTbI, LEeNOCTHOCTH,
OOCTOBEPHOCTU MHPpopMaLUK B cuctemax obpaboTku;

= COXpaHeHne BO3MOXHOCTW yripaBrneHus npoueccom obpaboTku n
NCNOMb30BaHUA UHPOPMaLNK YCOBUAX HECAHKLIMOHUPOBAHHbIX

;osneﬁcmmﬁ Ha 3almuiaemMyro MHGoOpMaLMUIo.
/
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NMoHsATHMe uenen 3awmnTbl HOPMaLUN, UX OTNINYME OT 3a4a4

L}
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YacTo uenb 1 3agaum 31 oTtoxaecTBISAOT, YTO HEBEPHO.

Llenb 3awntbl MHOpMaLUUK — 3TO TO, pagm Yero oHa OosmkHa
3awmuiaTtbesa (npegnosiaraeMblin pesynstaT 4eATENbHOCTU NOo
3awmTe nHdopmaumn).

3agaydun 3aWwmnTbl MHOpMaLUMKn - 3To, YTO HEOBXOaMMO
caenatb Ans peanu3aunu uenu (pesynsrarta 3awmThbl
NHopmaunn).

FOVpry



CTpykTypa ueneu 3awmutbl uHdopmauum (A.U.AnekceHueB)

SALLUTA UHOOPMALIMN UMEET OBA YPOBHS LIENEMW:

/ qugc;ﬁ YPOBEHb —
lNMepBbIN YypOBEHL — KOHEYHble Lenu

HenocpeacTBeHHbIE Lenu, (onocpenoBaHHbIE),

KOTOpPbl€ OOMKHbI ObITb KOTOpPbl€ OOMKHbI ObITb
npuBsA3aHbl K CaMOWn npuBs3aHbI

NHpopMaLMn Kak K cyobekTaMm MHPOpMaLNOHHbIX
HernocpeacTBEHHOMY OTHOLUEHMN (rocyaapcTay,
OOBbEKTY 3aLUUTHI. oOLecTny,

NTMYHOCTN, KOHKPETHOMY
Lienb 3awiuTbl UH(popMaLMU  XO3AUCTBYIOLLEMY CYyOBEKTY).
— 6e30nacHoOCTb
NHpopmaLuun. Llenb 3awmnTbl nHopmauum
— 6e30nacHOCTbL CyObLEKTOB
/,% MH(OPMAaLIMOHHBIX OTHOLLEHUH.

FOYpry



CTpyktypa ueneu 3awmntbl nHcpopmauuum (A.A. LLUnsepckun)

3awmTa nHopmaumm — 910 AeATEeNbHOCTb COOCTBEHHUKA MHOpMaL MK
N YNONMHOMOYEHHbIX UM NUL, MO:

= 0becnevyeHno CBOMX NpaB Ha BnadeHue, pacnopsikeHme n ynpaBneHme
3awumaemMmon nHpopmaumuen;

= NIPEeAOTBPALLEHUNIO YTEYKM N YTPaTbl MHPOPMALINK;

= COXPaHEHWIO MOSTHOTbI, JOCTOBEPHOCTH, LIENTIOCTHOCTU 3aLimLLaeMomn
nHpopmaLum, ee MaccnBoB K Nporpamm ob6padoTku;

= COXPaHEHUIO KOHCbI/I,EI,eHLI,I/IaJ'IbHOCTI/I NN CEKPETHOCTH 3awuiaemonm
I/IHCbOpMaLI,I/IVI B COOTBETCTBUI C NpaBusyiaMun, yCTaHOBJIEHHbIMUA
3adKoHOdaTeJIbHbIMU U APYTMMU HOPMAaTUBHbIMU aKTaMM.

B o6uwem Buae uenu sawmTtbl MH(opMaUMu CBOAATCA K PEXUMHO-
CeKpeTHOMY MH(popMaLUMOHHOMY ObGecrnevyeHUo AeATeNbHOCTHU
rocygapcTBa, oTpacnu, npeanpuaTtus, hupmebl.
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3aAa4un 3awmTbl UHoOpMaLUnn

MepBbI ypoBeHb — 3a4a4M OOLLEKOHLeNTyaribHOro nraHa:

= Ha NpeaynpexaeHue yrpos. lNpenynpexneHue yrpos — a1o
NPEeBEHTMBHbIE MePLI M0 0becneyeHnto MHPOPMaLMOHHON
BGe3onacHOCTU B MHTepecax ynpexXaeHnst BO3MOXHOCTU UX
BO3HWUKHOBEHUS;

= Ha BbiSIBIeHUe yrpo3. BbisiBneHne yrpo3 Bbipa)xkaeTcs B
CUCTEMAaTMYEeCKOM aHanua3e n KOHTPorne BO3MOXHOCTU NOSABIEHUS
peanbHbIX UMK NOTEeHLUManbHbIX YrPO3 U CBOEBPEMEHHbIX Mepax Mo nx
npeaynpeXXaeHuio;

=" Ha 06Hapy>KeHMe yrpos. O6Hapy>|<eHme UMEET LEJIbIo oripeaerneHne
pealibHbIX YIP03 U KOHKPETHbLIX NPECTYMNHbIX OEVNCTBUU;

= Ha JIOKanM3auuro NPeCcTYrnHbIX 4ENCTBUA N MPUHATNE MEP MO
NUKBMAALUUN Yrpo3bl UMM KOHKPETHbLIX NPECTYMHbIX AENCTBUN,

° Ha NMUKBUOALMIO NOCNEACTBUMN Yrpo3 1 NPeCTYNHbIX AENCTBUN U
| BOCCTaHOBIEeHUe CTaTyC-KBO.
/ .
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[lepBbi YypOBEHb — 3a4a4M OBOLLEKOHLIENTYarlbHOro naHa

MNMpepynpexaeHne BO3MOXHbIX Yrpo3 1 NPOTUBONPAaBHbIX AENCTBUN
MOXET BbITb 06ecneyeHo cambiMn pasnnMyHbLIMKU MepamMm U cpeacTBaMu,
HaunHasi OT co3gaHus KnumaTta a/1y60K0 0CO3HaHHO20 OMHOWEHUS
compyOHUKO8 K rpobrieme 6e30MacHOCTM U 3awnTbl MHopMaumm oo
co30aHus anybokou, awesioHUpo8aHHoOU cucmembl 3alyumal
cusuveckumu, annapamubiMuU, rnpoepamMmmMHbIMU U Kpurimoapaguyeckumu
cpedcmeamu.

[MpeaynpexgeHne yrpo3 BO3MOXHO U MyTEM r10s1y4eHUs UHghopmayuu o
20MOoBsILLUXCA MPOoMuUBOorpasHbIX akmax, rniaHupyembiX XUUWeHUsX,
rnodzomosumersibHbIX 0elicmeusix U Apyrnx anemMeHTax NpecTynHbIX
NEeAHUN.

B npenynpexaeHnn yrpo3 BecbMa CyLLeCTBEHHYIO POrib Urpaet
nHdopMaLMOHHO-aHanUTM4Yeckas AeaTernbHOCTb Cry»KObl 6e30nacHOCTH
Ha OcHoBe rnyboKkoro aHanmsa KpUMUHOreHHO 0OCTaHOBKM U
NEeATENbHOCTU KOHKYPEHTOB M 3MOYMbILLNTEHHMKOB.

/%
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[lepBbi YpOBEHb — 3ada4M OBOLLEKOHLIENTYaribHOro niiaHa

BbissBNeHne UMEET LUenbo NpoBeaeHne MeponpuaTuin no coopy,
HaKOMMNEHUO N aHanuTu4eckomn obpaboTke cBeAEHNN O BO3MOXHOW
NOArOTOBKE NPECTYNHbIX AENCTBUIA CO CTOPOHbI KPUMUHANbHbBIX CTPYKTYP
NN KOHKYPEHTOB Ha pbIHKE NPOM3BOACTBA N CObITa TOBApOB U

NPOAYKLMN.

Ob6HapyxeHune yrpo3 — 3To A4ENCTBUA MO OrnpeaesieHnN0 KOHKPETHbIX
Yrpo3 U NX UCTOYHUKOB, MPUHOCALLMX TOT NN UHOM BUA yuwepba. K Taknum
OEeNCTBUSM MOXXHO OTHECTM ObHapyXeHne hakToB XULLEHNA UNK
MOLLEHHNYECTBa, a TakKe (PpakToB pasrnalleHna KoHpuaeHUnanbHom
NHdOPMAaLMN NI CITydaeB HECAHKLUMOHMPOBAHHOIO A4OCTyna K
NCTOYHMKAM KOMMEPYECKNX CEKPETOB.
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[lepBbi YypOBEHb — 3a4a4M OBOLLEKOHLIENTYarlbHOro naHa

[lpeceyeHne unun nokanmsaunsa yrpos — 31o 4EUCTBUA,
HanpasieHHble HayCTpaHeHne OEUCTBYIOLLEN YrPOo3bl U
KOHKPETHbIX NPEeCTYNHbIX AeUCTBMU. Hanpumep, npecevyeHune
nogcnywmesaHns KOHpUaeHUNanbHbIX NeperoBopoB 3a CYET
aKyCTU4YeCKOro KkaHana ytedku nHgopmauum no
BEHTUNALMUOHHbLIM CUCTEMAM.

JlnkBngaumns nocnencTtBun MMeEET LieNbo BOCCTAHOBIEHUE
COCTOSAHMUSA, NpeaLlecTBOBaBLUErO HACTYNNIEHUIO YrPO3bl.
Hanpumep, Bo3BpaT AOSIroB CO CTOPOHbI 3aEMLLMKOB. OTO
MOXET ObITb U 3aepXXaHne NpPecTynHuka ¢ yKpageHHbIM
MMYLLIECTBOM, 1 BOCCTAHOBINEHME pa3pyLUEeHHOro 3gaHnsa oT
nogpbiBa v ap.

/%
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3aaaYmn 3awumuTbl UHhopMaLunn

BTopou ypoBeHb 3aaa4y 3alinTbl MHOPMaLUM 3aBUCUT
OT KOHKPETHOro npeanpuaTtmns (NnpuknagHbie 3agadn).
OHWn 3aBUCAT:

=0T BMAOB 3alUMLLIAEMON Ha NPeanpusaTun MHdopMaLmi;

=CTENEeHn ee KOHPUOEHUMNANBHOCTU;

=COCTaBa HocuUTeneun sawuiaemMmon MHgpopmaLun.

FOVpry



Mo mHeHuio A.A.lLluBepckoro, 3awmrta uHpopmauumm

pa36MBaeTc;| Ha pelleHne ABYX OCHOBHbIX rpynn 3aga\.

1. CBoeBpeMeHHOE 1 NOMHOE YaAO0BNETBOPEHUE
MHOPMALMOHHLIX NOTPEBHOCTEN, BO3HMKAOLWLNX B
npouecce ynpaBfieH4eCKoU, MHXXeHEePHO-TEXHNYECKON,
MapPKETUHIOBOU U MHOWN OeATENBbHOCTU, TO €CTb
obecrievyeHne cneunanncToB opraHusauuin, NpeanpuaTnn n
doUpPM CEKPETHON N KoHdMaeHUMansHom nHdopmaumnen.

2. OrpaxaeHune 3acekpeyeHHon nHpopmauum ot
HEeCaHKLMOHMPOBAHHOIO AOCTYyNa K HEW ConepHuKa, apyrnx
CyOBLEKTOB B 3[TOHAMEPEHHbIX LENsX.

p
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BTopasa rpynna 3aga4y — 3710 orpaxgeHuve 3awuiiaemMon nuHpopmayum ot

HECaHKUMOHNPOBAHHOIO A4O0CTynNna K Hen COornepHukKa, BKIilo4aeT Takne yCcrioBus,
KaK.

= 3awmnTta MHPOPMaLMOHHOIO CyBEPEHUTETA CTPaHbl U pacLUMpeHne
BO3MOXXHOCTM rocygapcTtBa no yKpenneHuo cBoero MoryLecTtsa
3a cyeT PbopMUPOBAHUA U YNpaBIieHNA pa3BUTUEM CBOEIO
NHJOPMAaLIMOHHOrO rnoTeHunana.

= CosgaHune ycnoBum addeKTUBHOIO NCNonb3oBaHNs MHPOPMaLMOHHbIX
pecypcoB obLiecTBa, oTpacnu, npeanpuaTusa, dupmMbl, CTPYKTYPHOro
nogpasgeneHuda, nHamenaa.

= ObecneyveHne 6e3onacHOCTU 3amaeMon nHpopmauumn: npea
OTBpaLLEeHNE XULLEHUSA, YTpaTbl, HECAHKLMOHNPOBAHHOIO YHUYTOXEHUS,
Moandukaumnm, bnokmpoBaHma MHoOpMaLUM U T.MN., BMELLATENLCTBA B
NHopmMaunto N MHPOPMaLMOHHbIE CUCTEMBI.

= CoxpaHeHMe CEKPETHOCTN UIMN KOHPMOEHUNANBHOCTU 3aCEKPEYEHHOM
NHpopmMaLunn B COOTBETCTBUN C YCTAHOBMNEHHbIMU NpaBunamMmn ee
3alMTbl, B TOM 4YuCne npeaynpexaeHnusa ee yTeukm u
HeCaHKLMOHMPOBAHHOIO OOCTYyNa K ee HOCUTENSM, npeaoTBpaLleHunto
y KonnpoBaHus, dooTorpadumpoBaHuns n ap.
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BTopasa rpynna 3aga4y — 3710 orpaxgeHuve 3awuiiaemMon nuHpopmayum ot

HECaHKUMOHNPOBAHHOIO A4O0CTynNna K Hen COornepHukKa, BKIilo4aeT Takne yCcrioBus,
KaK.

= CoxpaHeHUue nosHoTbl, JOCTOBEPHOCTU, LLENOCTHOCTH
NHpopMaLNM U ee MacCUBOB 1 nporpamm obpaboTku,
YCTaHOBIIEHHbIX CODCTBEHHUKOM MHPOpMaLUn Unn
YNONMHOMOYEHHBbIMU UM NULAMW.

= ObecrneyvyeHne KOHCTUTYLUMOHHbIX NMpaB rpaxgaH Ha
coxXpaHeHne NNYHOW TauHbl N KOHUMAEHUMaNbHOW
nepcoHanbHOW MHpopMaLKnn, B TOM YMCIie HakannmBaemMmowu
B 6baHKax AaHHbIX.

» HeponylieHne 6e3Haka3aHHOro pacTtackMBaHuS U
HE3aKOHHOIo UCMONb30BaHUSA UHTENNEKTYanbHOM
cobCcTBEHHOCTU, NpUHaanexallen rocyqapcTay,
npeanpuaTUaSM 1 pupmam, 4YacTHbIM FULAaM.

%4
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TEOPETUYECKUE U KOHLUENTYAJIbHbIE
OCHOBbI 3AWLNTblI NUHOPOPMALIUUA

FOVpry



NMoHATHe Teopumn n ee COoTHoLueHne C noHATnuemMm KoHuenumun

Hayka — 310 cdhepa 4enoBeyeckon AesaTenbHOCTHN, PyHKUMEN
KOTOpOW ABNAETCS BblpaboTKka U cnctemMaTtmsaymsa 00 beEKTUBHbIX
3HaHUN O AENCTBUTENBbHOCTM.

e .

IMMNNPUYECKUN YPOBEHD.

TeopeTnveckni ypoBEHb.
Llenb u pesynerat —

onucaHue SBNeHuni, Llenb — o0bsAcHeHNE haKkToOB N SABNEHUN,
chakToB, npeackasaHne Nnpoueccos
0ObEKTOB, MX CBOWCTB [0EeVCTBUTENBHOCTU, OTPaXeHme
v Np13HaKoB 06bEKTUBHbIX 3aKOHOMEPHOCTEN Pa3BUTUS
(cpakTorpacduyeckasa 6
MHOPMaLNS). npupoabl 1 obuiecTBa HE3aBUCUMO
OT UCTOPUYECKOro nepuoaa
(BbISIBNIEHNE CYLLHOCTM W CYLLECTBEHHbIX
B3aMMOCBSA3EN MexXay obbekTamu,
BbIIBIIEHME reHe3unca 1 3BoNLUnmM obbeKTa,
OTKPbITUE 3aKOHOB 1 3aKOHOMEPHOCTEN).
y
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Pe3y.l1bTaTOM TeopeTn4ecKoro Hay4vyHoro nccrnenoBaHus

MOTYT ObITb:

= Teopuda — oopma Hay4YHOro 3HaHu4A, packpbliBaloLlasa CyLLHOCTb
n3yyaemMblx ABMEeHUN, CyLLLIeCTBEHHbIE B3AaMMOCBA3N Mexay
doakTtamu;

= KoHUenuua — aTo dgoopma Hay4dHOro 3HaHugd, npeacraenaoLas
cobon cuctemy B3rnaa4oB, TO UM MHOE NMOHUMAaHNE ABITEHUN,
NPOLIECCOB pa3HbIMN CyObeKTaMn, 0OYCNOBEHHbIE CneumndmnKon
ero uenewu, 3agad, nx oueHky. KoHuenuns paspabarsiBaeTcs Ha
OCHOBE 00LLENPU3HAHHbIX, NOMMYECKN AOKa3aHHbIX MONOXEHUMN,
oTpa)kaloLmnx oObEKTUBHbIE 3aKOHbI 1 3aKOHOMEPHOCTH
OKpYyXXatoLlen 4eUCTBUTENbLHOCTU, T.€. - HA OCHOBE TEOPUMN.

FOYpry



Teopusa 3awmuTbl MHOpMaLUn

— 9TO (popmMa Hay4HOro 3HaHus, Jarowasa LueriocTHoe
npeacraBrneHne 0 3aKOHOMEPHOCTAX U CYLLECTBEHHbIX CBA3AX
OOBLEKTOB U ABMEHUN B 0ONacTu 3aluTbl MHopMaLnu.

Llenb Teopuu 3aluTbl MHOPMaLUuM — onpeaennTbs U OObACHUTL
CYLLHOCTb, Lenu, 3agayu, NpuHLMNbI, 3aKOHOMEPHOCTU, METObI,
cpeacTsa 3alnTbl MHPOPMALIMK 1 CBA3N MEXAY HUMN.

FOVpry
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OCHOBHbI€ NOJIOXXEHUA TeopUM 3aLUnTbl MH(hopMaLuun:

oOLleTeopeTNYEeCKUe NOJIoOXKEeHUS:

» OObeKkTMBHaAA He0bXoaAMMOCTb 1 ODLecTBeHHasd
notpebHocTb B 3U;

= 3aBUCUMOCTb CUCTEMbI U cocToAHUA 3/ OT NONUTUKO-
NPaBOBbIX N COLMAIIbHO-9KOHOMUYECKUX peanbHOCTEN;

= TecHasi B3anmocBa3b 3 ¢ nHpopmaTmsaumen obLlecTna;

=banaHc mexay noTpebHOoCTLI0 B cBOOOAHOM 0OMeEHe
MHdopMaLmMen n orpaHNYEeHNS MM Ha ee pacnpocTpPaHeHue;

= CobntogeHmne banaHca MHTEPEeCOB rocydapcTea, obulecTsa
N NNYHOCTN (TEOPUSA MHTEPECOB);

BrninaHme 31 Ha npaBa, cBOOOAbI 1 6e30NaCHOCTb rpaXkaaH;

= CXOOCTBO M pasnnyuns B MeXrocygapCTBEHHbIX,
rocygapCTBEHHbIX U BeaoMcTBeHHOM noaxonax K 3U n Ub;

= CoumanbHble nocneanctana 3.
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MeTononorn4yeckue npMHUMNbI 3aWwmThbl MHOPMaLUUK:

= ObecnevyeHne eagnHCTBa, B3aMMOCBS3N N cbanaHCMpoOBaHHOCTU B
peLleHnn 3agady npomn3BoaCcTBEHHOM AeAaTenbHOCTN n 3U;

= CoyeTaHme obLmMx HOpM 3alnTbl C HOpMamMu, 00ycCrioBrIEHHbIMU
cneungukon gedateribHOCTU NpeanpuaTuin pasnnyHoro npodouns;

= ObecnevyeHne cbanaHCMpOBaAHHOIO COOTHOLLIEHNS OOBbEKTUBHOM
HeODXOAMMOCTU C AKOHOMUYECKON LierniecoobpasHocTbio 3U;

= CoyeTaHme MakcMmarbHOro orpaHndenuns goctyna k 3M c
Ka4yeCTBEHHbIM BbINONTHEHMEM CIY>KeOHbIX 00s3aHHOCTEN;

= ObecnevyeHne nepcoHaribHOM OTBETCTBEHHOCTN 3a 3 n ap.
y
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Ha3BaHHble 0DLLETEOPETUYECKME N METOOONOIMMYECKMNE
NONOXEHNS ABNATCA OCHOBaAMMU
HaUMOHanNbHOW NONMUTUKK B cdpepe 3alinTbl MHpopMaL K
N OCHOBOW KOHLIeNLUUK 3aLlunTbl MHOPMaL MK

FOVpry



[MToHATHE N Ha3Ha4YeHue KoOHUuenuun 3awmThbl VIHCbOpMaLI,VIVI

KoHuenuua 3awmtbl MHpOpMaLUU - 3T0 CUCTEMA
B3rMNs40B Ha CYLWHOCTb, Lenu, NPUHLUUNbI U
opraHmsauuio 3almTbl MHpOpPMaLUN.

FOVpry



[MToHATHE N Ha3Ha4YeHue KoOHUuenuun 3awmThbl VIHCbOpMaLI,VIVI

KoHuenuua aonxHa:

=0TOOpaXkaTb MONMUTUKY rocyaapcTBa B 06nacTu 3aLuThbl
MHPOPMALIMOHHBIX PECYPCOB CTPaHbI;

=NOO4YMNHATL Uenun n 3agadn 3V notpedbHocTsM obLLecTBEHHO-
MOJSINTUYECKOTO U COLManbHO-3KOHOMMYECKOrO Pa3BUTUS
CTpaHbl;

=pegycmaTpmBaTh peXXnmMHoe nHopmaLmnoHHoe obecnevyerHne
HaLMOHanbHOM 6e30NacHOCTU rocyaapcTBa;

p
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[MToHATHE N Ha3Ha4YeHue KoOHUuenuun 3awmThbl VIHCbOpMaLI,VIVI

KoHuenuua aonxHa:

=onpenensaTb CUCTEMY 3aceKkpednBaHUA-paccekpedmBaHng
nHpopmauumn, obecneymBatoLLyo BblaeneHne ans 3awmTobl
OEeNCTBUTESNbHO LIeHHOM ONS rocygapcTea, obwecTsa U
NMUYHOCTU MHPOPMALMN U UCKIHOYaoLWEN UCNOSIb30BaHME
CEKPETHOCTM B Y3KO KOPbICTHbLIX OTPaCneBbIX UM NMUYHbIX

nHTEepecax;

=C0O34aTb CTPYKTYPY PEXUMHBIX MEP N 0becnevnTb ee
dyHKUMOHNPOBAHME B COOTBETCTBUM C NPUHLMNAMM
CTPOUTENLCTBA MPaBOBOro rocygapcTsa U COBPEMEHHOIO
XO3AMCTBEHHOIO MexaHnama, ©OasupyroLlerocs Ha
g)ennpmmmx pasnnyHbIX PopmM COBCTBEHHOCTM.

/
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KoHuenuua 3awmuTtbl UHoOpMaLUuKM npeanonaraer:

=  OnpepgeneHne NOHATUS, CYLLIHOCTU U Lenen 3almThbl
MHdopmMmauunn.

= Kakyto nHdopmaumio Heobxoanmo 3alluLaTh, KakoBbI
KPpUTEPUN OTHECEHUS ee K 3aLluLLLaeMON.

= [NundpdepeHumnaumns sawmuaemMmon nHopmaumun: a) no
cTerneHsam KOHduaeHUnarnoHoCcTn, 6) No cCoObCTBEHHUKAM
BnagesnbLuam.

= OnpegeneHne coctaBa U Knaccuukaums HocUTenen
3awmuaemon Hdopmaumu.
p
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KoHuenuua 3awmuTtbl UHoOpMaLUuKM npeanonaraer:

= OnpepgeneHne coctaBa yrpo3 6e3onacHOCTM MHOpMaL .

= OnpegeneHne NCTOYHUKOB, BUOOB U CNOCOb0B
aectadbunmanpytoLlero Bo3gencTemsa Ha nHdopmauuto,
NPUYNH, OOCTOATENBLCTB U YCNOBUA BO3AENCTBUIN, KAHANOB,
METOJO0B M CPEeACTB HECAHKLMOHMPOBAHHOIO AOCTYnNa K
MHdoopmMmauunn.

» OnpepgeneHve MeToaoB U CPeAcTB 3aLLUTbl MHPopMaLmK.

= KagpoBoe obecnevyeHune 3aluTbl MHopMaLum.

FOVpry



YpoBHM KOHLenuuun 3awmTtbl tHdopmMaLumum

A.A. LLUnBepckun BbIAENAET TPU YPOBHSA 3aLLUTHI
MHdopmMaunn B rocygapcTBe:

/ N

coLmaribHo- cTpaTernyeckmi onepaTUBHbIN
MNOSINTUYECKUN P

FOVpry



CoumnanbHO-NONMUTUYECKUIA YPOBEHDb 3aLLNTbI MHbopMaLmm
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CounanbHO-NOIUTUYECKMIN YPOBEHb 3alUTbl MHbopMaLMK

CBsAi3aH C npoBeAgeHnemM eanHON rocyaapcTBeHHON
MHOPMaLUOHHOU MNOSINTUKU N NOSIUTUKN
MHcpopMaLMOHHON 6e30MacCHOCTH, 3alLUTON pa3fINYHbIX
BUOOB OXpPaHAEMbIX TauH, OO BLEKTOB UHTESSIeKTyarlbHOM
COOCTBEHHOCTM.

OTO NonoXeHue Hallno oTpaykeHue, Hanpumep, B:

= [lokTpuHe nHdopmauymoHHon 6esonacHocTn PP, B KOTOpou 3aLlumnTa
NHOPMALMOHHBIX PECYPCOB Ha3BaHa OgHOW N3 COCTaBMAOLLNX
HaLMOHarnbHbIX MHTepecoB P® B nHdopmaumMoHHOM cdoepe;

= Ykas [NpesngeHta PO Ne 170 ot 20 aHBaps1994 r. «O6 ocHoBax
rocygapCTBeHHOW NONUTUKKU B cdhepe nHdopmaTtmsaummy», roe B
YaCTHOCTK B N. 1 yKa3bIBAETCH, YTO «...OCHOBHbIMW HanpaBneHUAMHU
rocygapCTBeHHOW NONUTUKU B cdhepe nHdopmaTmsaumm ABns0TCS ...
doopmMupoBaHmne 1 3almTa MHPOPMaLMOHHbIX PECYPCOB KakK
HaLUMOHAaNbHOro AOCTOSHUA...» U 4p.

/%
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CounanbHO-NOIUTUYECKMIN YPOBEHb 3alUTbl MHbopMaLMK

KoHuenumio (OOKTPUHY) uernecoobpasHo paspabartbiBaTb
Ansi KOHKPETHOro UCTOPUYECKOro 3Tana pas3BuUTUSA
rocygapcTBa crneunanuctamm — HayyYHbIMU U
NpakTU4YEeCKNMUN paboTHMKaMM, N Nocne ogodpeHns
BbICLLMM PYKOBOACTBOM CTpaHbl peanu3oBbiBaTh B BUAE
3aKOHOB, APYrMxX HOPMAaTUBHbIX aKTOB U NPaKTU4YECKUX MepP
No BCeEN nepapxmm CUCTEM 3aLlnTbl MHpOpPMaLUN.

FOVpry



CounanbHO-NOIUTUYECKMIN YPOBEHb 3alUTbl MHbopMaLMK

[ewnctBoBaBLwasa B /0 — 80-x IT. KoHUenuna 3aLluThbl

fOypry

MHopMaLunn aBnsnack BOMNSOLWEHUEM NOSTUTUKA
OTpaeHna yrpo3 HallemMy rocygapctey CO CTOPOHbI
3apybexHbIX rocygapcTs, 60pb0bl C pa3BeabiBaTENIbHO-
NoApbIBHOW OEATENBLHOCTbLIO CMELCNYX0 aTnX
rocynapcTts. B kauectBe cpeacTts n MetonoB 60pbOLI C
nMmnepuann3Mom ObIfin: roHKa BOOPYXKEHUS, 3aluuTa
rocygapcCTBEHHbIX cekpeToB 1 T.n. Crneacrenem
peanusaunm 3Ton KOHUEeNUUn ABnNAarTCs
MHOIO4YMCIIEHHbIE MEPEYHN CBEAEHUN, NoASIEXaLlnX
3aceKkpevnBaHuIio N He noasiexawmnx onyonmkoBaHuo B
OTKPbITOW nevaTtn. HaceneHuto BblgaBanacb CTPOro
003MpoBaHHas MHopMaLmS.



OCHOBHbI€ NOoXeHNsi COBPEeMEeHHOM

KOHLlenumu 3awmuTbl MHdopmaLmu

Bo-nepsbix, 3 B PO aBnseTca 4acTbio AEATENbHOCTU MO
obecneveHunto b nnyHocTun, obLiecTBa 1 rocygapcrea.

FOVpry



OCHOBHbI€ NOoXeHNsi COBPEeMEeHHOM

KOHLlenumu 3awmuTbl MHdopmaLmu

Bo-BTOpkLIX, 3U1 gomkHa obecneunTtb cobnogeHme
KOHCTUTYLIMOHHLIX NpasB n cBoboa NMYHOCTU B obnacTu
MHdopmMauunn: Ha AOCTYN K MHGOopMaL K

(B T.Y. - O rocygapcTBeHHOM nonntunke P®), Ha NOnHyto,
OOCTOBEPHYIO U ornepaTmMBHYO MHOPMaLUIO, HA JTUYHYIO
TawHy, Ha NHTENSEKTyanbHYy COOCTBEHHOCTb U Ap.

FOVpry
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OCHOBHbI€ NMONOXeHUsi COBpeMeHHOM

KOHUenuun 3awunTbl nHdopmauumn

B-Tpetbux, 3V gomkHa obecneyntb oxpaHy 1 pasButue
NHJOPMaLIMOHHbLIX PECYpPCOB CTpaHbl, ee 3aLlnLLeHHOW
NHJOPMaLMOHHOW MHAPACTPYKTYPLI B LIENOM.

IHpopMmaunoHHbIe pecypcbl PO aBnatoTcs ee HaunMoHanNbHbIM
OOCTOAHMEM, HauMoHarbHbIM OOratcTBOM M BKITHOYEHBI B
KayecTBe MH(POPMAaLMOHHbLIX COCTaBNSALWNX B MHPPACTPYKTYPY
cTpaHbl. ITH(bopMaLUWOHHbIE PECYPChI, MPU3BaHHbIE 0OCNYXMBaTb
OEATENbHOCTb Pa3fnNYHbIX rOCydapCTBEHHbIX CTPYKTYP,
obecneymBaroLmMX HaunoHanbHble nHTEepeckl PP u ee
©e3onacHOCTb, He ABNAKTCA ogHopoaHbIMK. VX 3aliuTta
OpPraHn3yeTcs U OCYLLECTBNAETCHA Ha OCHOBE Pa3fiMYHbIX
3aKoHo4aTenbHbIX N APYrMX HOPMaTMUBHLIX aKTOB, Pa3fnMYHbIX
OpraHM3aunOHHbLIX Mepax, XOTHA UCMNONb3YHTCA B OCHOBHOM
obLwure npmnHumMnel 31 1 cxoxue nopsaok v npasuna 3alnThl.

fOypry



OpraHu3aunoHHO-NpaBoBON (CTpaTernvyeckuin) ypoBeHb
3aWnTbl MHGOpMaL K
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OpraHnsaunoHHO-NpPaBoOBOMN (CTpaTerMiecknin) ypoBeHb

3alMTbl MHpOpMaL UK

= Ha aTtom ypoBHe pa3pabaTbiBaeTcsl cuctemMa 3akoHOAaTENbHbIX
aKTOB U APYrMx HOPMAaTMBHO-MPABOBbLIX AOKYMEHTOB, AUPEKTUB,
CTaHOapTOB, KOTOPbIE COCTaBMAT OpPraHM3aLUOHHO-MPAaBOBYHO
6a3y 1 ycnosusa onsa NocTpoOeHUs CUCTEM 3aLUUTbl MHpopMaLmn B
OoTpacnu, Ha NPeanpuUATUX, B yYpexaeHnsax n upmax.

=  CTpaterua 3awmnTbl MHOOPMaLUN OTpaXaeT Uaen N 3aMbiCribl
cobcTBEeHHMKA (BnagenbLua) nHpopmaumm Ha nnaHMpoBaHne u
OopraHmsaumnto 3aLluTbl CBOUX MHPOPMAaLMOHHLIX pecypcoB. Ha
YPOBHE rocygapcraa B cTpaTternm 3awmtbl MHopmaunm
peanunsyeTcda KOHUenums ee 3almTbl, co3gaHnsa 6asbl 1 YCIIoOBUA
NOCTPOEHUSI CUCTEM 3aLLMTbl MHGOpMaLUKUM Ha NOOOM ypOBHE.

/%
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OpraHnsaunoHHO-NpPaBoOBOMN (CTpaTerMiecknin) ypoBeHb

3alMTbl MHpOpMaL UK

CTpaTernyeckmm ypoBeHb He CTaBUT nepen cobou uesib co3gaHus
cuctembl 3U. Ha aTom ypoBHe onpenensioTcsa NULlb YCNOBUA U
0a3a chopMUpOBaHUA TaKUX CUCTEM Ha NOOOM ypOBHe.

YcnoBusa n 6asa anga gopmMmpoBaHnUSa Ha 3TOWM OCHOBE B MOCIieaYOLEM
cuctem 3/ oOMKHbI cogepXaTb KOMMNOHEHTbI, UCMNOSIb3yeEMblE B
nocregyrowem npu cosgaHmm cuctem 3U:

KOHKpemu3uposaHHble cmpameauyeckue uesnu 3U;

rnpaesosgasi basa, obecrieqyusarow,asd 03MOXXHOCMb PeWEeHUS 8CEX
80r1POCO8, BO3HUKaIOWUX 8 rpouecce co30aHus U yHKUUOHUPOBaHUS
cucmem 3U;

cucmema peweHus npobrnem opaaHu3ayUuoHHO20 obecriedeHUs
3U, coszdarowas ycriogusi hopmuposaHusi cucmem 3U;

guHaHcogoe U MamepuasibHO-mexHu4Yyeckoe obecriedeHue 3U.

fOypry



OpraHnsaunoHHO-NpPaBoOBOMN (CTpaTerMiecknin) ypoBeHb

3alMTbl MHpOpMaL UK

KoHkpeTusauua cTparermieckux Lenen 3awmutbl UH¢popmaumm

MOXXET COCTOATb B TOM, YTOObI ObINIU YeTKO chOpMYynNMpOBaHbI
uenm:

= obecnevyeHns tAHPpopMaLUMOHHOM Be30NacCHOCTU NIMYHOCTKU, ObLecTBa U
rocynapcTBa,;

=  HaAeXHOoro PeXXMMHOro nHpopMaLMoHHOro obecnevyeHns paspadoTku 1
peanusauum cTpaTerm4yecknx npodnem ynpasneHns rocygapcTBOM;

= OCTaHOBKa nperpag Ha nytax 6e3B03mMe3aHOoro Ucrnosib3oBaHus
NHOOPMALMOHHBIX PECYPCOB CTPaHbl, pacTacKMBaHUS ee
NHTENNEeKTyarbHOro noTeHumana, 00 bEKTOB UHTENNEKTYaNbHOMN
CODCTBEHHOCTMW.

p
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OpraHnsaunoHHO-NpPaBoOBOMN (CTpaTerMiecknin) ypoBeHb

3alMTbl MHpOpMaL UK

CopeprkaHne npobnembl co3gaHusa npaBoBou 6asbl Ans

dopMmnpoBaHMSA Ha ee OCHOBE CUCTEM 3aLuTbl MHOPMaLIUK
PacCMOTPEHO HaMM Bbille, MO3TOMY JIMLLb KPaTKO HanoOMHUM
oTAenbHble nonoxeHus. NpasoBas 6a3a JormkHa NO3BONUTL
pellaTb 3a4a4u 3aLnTbl NpaB COOCTBEHHMKA Ha MHopMaLuIo K
Ha ee 3alnTy, yCTaHOBIEHNE OTBETCTBEHHOCTM 3a NOKYLLUEHNE Ha
3almiaemMyto MHdoOpMaLMIo U Ha NOPSIAOK ee 3aLlUunThl,
pernameHTauns nopsiaka, pasgeneHne npasa coOCTBEHHOCTU Ha
MHopMaLnio Ha NPeanpPUATUAX, UMEIOLLIX pasnnyHblie hopMbl
cobCTBEHHOCTN, OCOBEHHO NPU BbINMOMHEHUW NPEANPUATUEM
rocyJapcTBEHHbIX 3aKa30B Ha NPON3BOACTBO CEKPETHOM

npoayKuuu, n ap.
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OpraHnsaunoHHO-NpPaBoOBOMN (CTpaTerMiecknin) ypoBeHb

3alMTbl MHpOpMaL UK

OpraHnsaunoHHoe obecrnevyeHune 3almTbl MHPOPMAaLUM Ha 3TOM

YPOBHE MOXET co3faBaTtb YCNoBUA Al NOCTPOEHUSA CUCTEM
3aWnTbl MHOPMaLUM pa3paboTKoM TUMOBLIX MPaBWUIl, KOTOPbIE
MOXHO ObIfio Obl UCNONbL30BaTh B KA4€CTBE OCHOBBLI NpU
pa3paboTke MHCTPYKLUMIA MO 3aLlUuTe rocyqapCTBEHHOMN U
KOMMepPYeCKon TauHbl; cCO34aHUEM B CUCTEME rocydapCTBEHHOIO
annapara CTPYKTYp, KOTopble npoBoannun 6ol eguHYIO NOSUTUKY B
obriacTu 3acekpednBaHusa-paccekpedmBaHmsa nHdopmauun,
OCYLLIECTBNANN KOHTPOJSIbHbIE N 3KCNEPTHLIE PYHKLMUN,
OCYLLECTBNSANM NOArOTOBKY CneymanmcToB B 06mactu 3awnTbl
nHpopmauun, u 1.4.

FOYpry



OpraHnsaunoHHO-NpPaBoOBOMN (CTpaTerMiecknin) ypoBeHb

3alMTbl MHpOpMaL UK

dunHaHcoBOE U MaTepunaribHO-TEXHN4YECKOe obecne4yeHune

3alnTbl MHPOPMaLMK OOIMKHO onpeaensTb NCTOYHUKA
domHaHCMpoBaHUA OeATeNbHOCTU NO 3aLlmMTe rocygapCcTBeHHOU
TauHbl, OpraHM3oBaTb NPOM3BOACTBO TEXHUYECKUX CPEACTB
3alnTbl MHPOPMaLUK, MPUTOAHbLIX K MPUMEHEHUIO Ha
NpPeanpuUATUAX pasrnMyHbIX OpraHn3aumMoHHO-NPaBOBbIX POPM U
doopm cOBCTBEHHOCTM.

FOVpry



TakTnyecknm ypoBeHb 3alnTbl MHGOpMaL K
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TakTn4yeCcKkum ypoBeHb 3alinTbl UHoOpMauumn

CBSI3aH C peanun3aunen KOHUENLUUN N cTpaTermm 3aluThbl
MHdOpMaLIMM HA KOHKPETHOM NPEanpUATUN NN B UpPMe.
Ha aToM ypoBHe co3fatoTcs, Kak NnpaBuno, KOMMNJIEKCHbIEe
cuctemMbl 3awmTbl MHopmauun (KC3W) ans
HenocpeaCTBEHHOro BbIMOMHEHNA OYHKLUMX NO
obecnevyeHunto 6e3onacHOCTN NHpopMaLnKn, 3alnTbl €€ OT
COMepHMKa, OT MOMbITOK Nofy4YeHUs
HeCaHKUMOHNUPOBAHHOIO AOCTYyNa K HOCUTENAM
3awumaemMmon HdopmaLumu.

FOVpry



TakTn4yeCcKkum ypoBeHb 3alinTbl UHoOpMauumn

MO>XHO NPOAOIMKUTL KnaccudukaLmo ypoBHEN 3aLLNTbl MHOPMaLWK:
OTAEeNbHO ANsl FOCYAAapPCTBEHHOW U OTAENbHO AS1i KOMMEPYECKOW
TalHbl. B ocHOBY aTON KNnaccudukaLmm NonoXKeHbl OTHOLLIEHUS
cybopanHauum nnu NogYMHEHHOCTM.

[na cuctemol 3amTbl rocyagapCcTBEHHOM TaWHbl OTHOLLEHUS
cybopanHaunm byayT TpeEXypPOBHEBLIMU:

»= 20Ccy0apCmeEeHHbIU YypOB8EHb (8bicwuuUl);
= ompacriesou (cpedHul);
= fpedrpusmue, pupma, akyuoHepHoe obwecmaeo u op. (HU3wul).

[na cuctemMsbl 3aWMTbl KOMMEPYECKON TalHbl OTHOLLEHUS
cybopanHauum dyayT ABYXYPOBHEBLIMMU:

e 2ocydapcmeo;
AP *  opeaHusayus.
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CNACUB60 3A BHUMAHUE
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