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Section 10.1:
ASA Security Device Manager

Upon completion of this section, you should be able to:

« Configure an ASA to provide basic firewall services using ASDM.

« Configure an ASA to provide additional firewall services using ASDM wizards.
« Configure management settings and services in an ASA using ASDM.

« Configure object groups on an ASA.

© 2013 Cisco and/or its affiliates. All rights reserved. Cisco Public 3



Topic 10.1.1:
Introduction to ASDM




Overview of ASDM

)‘DE!W?OSQ&G\ .|. ‘I‘.
] .

t’s““'”"‘@"’“m|g““@w O o Qromed| P v cisco
—

% | —————— —~— -
,‘ g | B Devce Dashbourd {_&mw]
,Lm General | License Interface P Address Mask Une Unk Xbps
el . nede 192.168.1.1/24 Ow Ow 4
ASA Verson:  9.2(3) Device Uptime: 0d Oh 28m 10s
ASDM Version: 7.4(1) Device Type:  ASA 5505
Frewal Mode: Routed Context Mode: Single
Total Fash: 128MB Total Memaory: 512 MB

| Select an nterface to view input and output Kbps

Psec: 0 Chentiess SSLVPN: 0 AnyConnect Clent: 0 Detads - Connections Per Second Usage
|
SystemResourcesStews 5
CPU Usage (percent) 5
< Il 2 | 0708 oror o708 0700 o710
’: WP 0 WMTC:0 M Towl: 0
07:0006 0700 o707 0708 07 0% 07:10 -nade’ Interface Traffc Usage (Kbps)

ASDM logging is disabled. To enable ASDM logging with nformational level, cick the button below.

 Device configuraton loaded successfully. | <admin> 15 ﬂal | W“”W""Wé
Cisco Public 5
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Preparing for ASDM

ciscoasa# conf t

ciscoasa(config) # interface vlan 1

ciscoasa(config-if)# ip address 192.168.1.1 255.255.255.0
ciscoasa(config-if) # nameif inside

INFO: Security level for "inside™ set to 100 by default.
ciscoasa(config-if) # exit .
ciscoasa(config)# Preparlng the ASA
ciscoasa(config) # interface Ethernet0/1 5555()55
ciscoasa(config-if) # no shut

ciscoasa(config-if) # exit

ciscoasa(config) #

ciscoasa(config) # http server enable

ciscoasa(config)# http 192.168.1.3 255.255.255.255 inside

ciscoasa (confiqg) #

C:\Windows\system32\cmd.exe
Microsoft Windows [Uersion 6.1.760811]

Copyright <{(c) 2089 Microsoft Corporation. All rights reserved.

IC:\Users\Netficad>ping 192.168.1.1

Pinging 192.168.1.1 with 32 bytes of data:
Reply from 192.168.1.1: bytes=32 time{ims TTL=255

Reply from 192.168.1.1: hyt 2 time<{ims TTL=255
. . Reply from 192.168.1.1: hyte 2 time=1ms TTL=255
Reply from 192.168.1.1: bytes=32 time<ims TTL=255
Verify Connectivity to oy .
Ping stati cs for 192.168.1.1:
tr1€3 /A\ESIQ\ Packe Sent = 4, Received = 4, Lost = @ <@z loss),
Approximate round trip times in milli-seconds:

Minimum = Bms, Maximum = 1ms, Average = Bms

IC:\Users\NetAcad>_

© 2013 Cisco and/or its affiliates. All rights reserved
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Starting ASDM

[8 hitps//192168.1.1/

£~ & X || @ Cenicate Error: Navigatio.. % | |

(R gted

File Edit View Favorites Tools Help

x Google v 2§ seacch ~ | More»

Signin % ~

@ There is a problem with this website's security certificate.

The security certificate presented by this website was not issued by a trusted certificate authority.
The security certificate presented by this website was issued for a different website's address.

Security certificate problems may indicate an attempt to fool you or intercept any data you send to
server.

We recommend that you close this webpage and do not continue to this website.
@ Click here to ciose this webpage.

@ Continue to this website (not recommended).

® More information

ASDM Security
Certificate

(a2 e

£ Cisco ASOM 7.401) x| I

File Edt View Favorites Tools Help

x Google v P Search = More»  Signln W\ +

ASDM Launch
Window

nlllﬂlla
cisco

L, cisco ASDM 7.4(1)

Cisco ASDM 7.4(1) provides an intuitive g user interface that makes it easy to set up,
configure and manage your Osco security appiances.

Cisco ASDM can run as a local application or as a Java Web Start application.

Run Cisco ASDM as a local application

WheﬂvounnCwASDHunWlopbmon.ﬂm!ommrylmh«nvw
desktop using SSL. Running Cisco ASOM a5 an has these 9

* You can wnvoke ASDM from a desktop shortout. No browser is required.
o One desktop shortout allows you to connect to multiple secunty appliances.

Install ASOM Launcher

Run Cisco ASDM as a Java Web Start application

¢ Chick Run ASDM to run Cisco ASDM.
¢ Chck Run Startup Wizard to run the Startup Wzard. The Stactup Wizard wa'ks you through,
step by step, the intial configuration of your secunty apphance.

Run ASOM Run Startup Wizard

Copyright © 2006-2015 Cisco Systems, Inc. All nights reserved.

© 2013 Cisco and/or its affiliates. All rights reserved.

Cisco Public

7



Starting ASDM (Cont.)

“Secuty Waring

Do you want to Continue?
The connection to this website is untrusted.

/ ! ! Website: https://192.168.1.1:443

Note: The certificate is not valid and cannot be used to verify the identity of this website.
More Information

| Contiwe | [ “Cancel |

ASDM Security
Warning - 1

ASDM Security
Warning - 2

Risk:

Security Warning

Do you want to run this application?

ASDM

! : Publisher: Cisco Systems, Inc.

Location: https://192.168.1.1

Running this application may be a security risk

This application will run with unrestricted access which may put your computer and personal
information at risk. The information provided is unrekable or unknown so it is recommended not to
run this application unless you are famiiar with its source

Unable to ensure the certificate used to identify this application has not been revoked.
More Information

Select the box below, then dlick Run to start the application

[v] I accept the risk and want to run this application.!

R ] [ concel ]

© 2013 Cisco and/or its affiliates. All rights reserved.
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Starting ASDM (Cont.)

L Cisco ASDM-IDM Launcher .1
Getting updated software... | 4%

Enter username and password for 192,168.1.1

Username: ‘

Password: |

[ Remember the username of the specified device on this computer

[P ——— =y

Smart Call Home
Window

Authenticate to Use
ASDM

Help to improve the ASA platform by enabling anonymous reporting, which allows
Cisco to securely receive minimal error and health information from the device.
Learn More

() Registered

Registering this ASA with Smart Call Home (SCH) allows customers with support
contracts to log in to the SCH Portal for a personalized view of all their SCH
connected devices. The portal displays messages sent from the device, as well as
providing notification of any device that is impacted by a PSIRT advisory.
Additionally, registering allows one to receive real-time notifications on problems
with the device, as well as the proactive creation of a TAC case.

Learn More
To begin the registration process, please enter your e-mail address below.
Email Address: Customize this feature

(") Do not enable Smart Call Home

[ oK | | Remind Me Later |

© 2013 Cisco and/or its affiliates. All rights reserved.
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ASDM Home Page Dashboards

ASDM Device Dashboard Page

" I

Type tops to seawch

Fle View Tools Waards Window Help w ..l...".

@) rome) o comtpten (] movary | (G e Qe | ) ek ) revers| D e cisco

¥

i

H ]

e = e 192.168.1.1/24 Ow Ow }
ASA Verson:  9.2(3) Device Uptme: Od Oh 28m 108
ASOM Verson: 7.4(1) Device Type:  ASA 5505 ‘
Frensl Mode: Routed Context Mode: Single ‘
Totd Flash: 128 M8 Total Memory: $12 M8 [ ]

s&nmmﬁﬁbwﬁnumﬁwuhu

Connections Per Second Usage —— e
' |
24
o |
°.W“W‘."

0708 or o7 0700 0700 or10 ‘
_Mwe:0 MTC:0 M Towk O B —)
neide’ Interface Traffic Usage (bps) L3
o |
00 I
200 1 |
100 | .

ASDM logoing 15 dsabled.To enable ASOM logong with nformationsl leved, dick the button below.

© 2013 Cisco and/or its affiliates. All rights reserved. Cisco Public 10



ASDM Home Page Dashboards (Cont.)

ASDM Firewall Dashboard Page

Fle View Tools Wamds Window Help Tyoe o< 1 search g
— . . L]
o&cuouu @Ww (s sove Q¥ revemn ) pack () rorvas ?nw; CI15CO
fa :
o [} 5 00ee Outbony €3, Frewsl Dashboxd
TafcOwenes st SRNAM Access Rule : i
§ e Interval: Last 1 howr v Basedom PadketMts  Duploy Table v
=) 29 - -
[.' Interf.,, Rules Mts Source Destnation Servce  Acton
IR S L L L L L L L L L L S L L
|
chAssssssssssssssssssssssssnsssn
008 o0 00 ooy 0008 0000
| B Commectons: 1 [l NAT Xiates: 0 No dota aveledle 10 declay
mmm - =
008 o om 0007 0000 %0
| A Orogped: 0 I Tnspection Dropped: 0 TopUsageStats  Lestuodated: 9:0%6AM
- s e e ) » .- - — - - s 3
Possble Scan and SYN Attack Rates Top 10 Services | Top 10 Sources | Top 10 Destinations | Top 10 Users|
31 intervel: [Last 1hor | Basedom: Packetiits « | Ouplay: e -
:1
o
0008 ov 08 0007 0008 o000 The Top 10 Services feature is dsabled in the Security Applance.
| Scaneg Attads: 0 I Syn Attadks: 0 Please dick the button to enable it. i
<odrn> 1S 4/3/15 9:09: 36 AMUTC
[

© 2013 Cisco and/or its affiliates. All rights reserved. Cisco Public 1"



ASDM Page Elements

Menu Bar

Tool Bar

Device List Button

Status Bar

72} Cisco ASOM 7.4 for ASA - 19216811
File View Tools Waards Window Help
@m;o&wmm D Morvtoring B&
. Home |
- £% Device Dastborrd ~ £, Frewal Dashboard
[ —_
o] General m
™
" Host Nome: Ciscoasa
ASA Verson: 9.2(3) Device Upty
ASDM Verson: 7.4(1) Device Ty
Frewal Mode: Routed Context Mo
Totsl Flash: 128 MB Total Memo|
Psec: 0 Clentless SSL VPN O AnvyCod
[Syon R S —
CPU Usage (percent)
0
™ ‘ 0
— 0
071104 | | o700 0707 or
Memory Usage (MB)
a0
200
Latest ASDM Syslog Messages
A
Device configuration lbaded successflly.

© 2013 Cisco and/or its affiliates. All rights reserved.
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ASDM Configuration and Monitoring Views

File View Tools Wizaeds Window "“p Tyoe ook o search Go .'ll..ll.
@ rome |0 contipraten) (] arorns (i sove QU et | O tack () rorvre | P v cisco
. Device Setup. & Configuration > Device Setup > Startup Wzard o

Cick the Launch Startup Wizard” button to start the wzard.

{877 Bookmarks

Startup Wizard

The Cisco ASDM Startup Wizard assists you in gettng your
Cisco Adsptve Secunity Apghance configured and nurning. Use

this wizaed 1o create a basc configuration that enforces
secunty polces In your network.

The Startup Wizard can be run at any time and will be intialized
with values from the current running configuration.

oy Do sexp
e
(58 remote access von
'@gh«um
> [izatsmae . )
<admn> 15 SR @ s eess murc
I

© 2013 Cisco and/or its affiliates. All rights reserved. Cisco Public 13



ASDM Configuration and Monitoring Views

(Cont.)

Monitoring View

File View Tools Wiaaeds Window Help

Go

@""""%WMQM BSON Qm OM 07«»\.3 ‘?m cIsco
8 i 8 Monforing > Interfaces > ARP Yable B
ARP Table
[ Each row regresents one ARP table entry,
2 | & Whintertoce Graghs
r Mol 1PV Nexghbor Dscovery Cache
| - (P PPPoE Cient Interface P Address MAC Address Proxy Ap
[ Glear Dynamic ARP Entries |
G )
Ryow (e )
&Pt
%W\o
Last Updated: 4/11/15 7:35:17 AM

<admin> 15 a ﬂ

@ ansemos aure
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Configure and Access on an ASA5505

-
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Topic 10.1.2:
ASDM Wizard Menu




ASDM Wizards

L

\ } for ASA - 19/7.168.1 2

File View Tools | Wizards | Window Help

@m o2 Conf

Startup Wizard... b Back o

VPN Wizards 4

¥ : High Availability and Scalability Wizard... —
E; / g Zaid Unified Communication Wizard...
3 || |DSCETARME  ASDM Identity Certificate Wizard... [
_[;-]_ General | Licg Packet Capture Wizard...
_@‘ Host Name:  ciscoasa

ASA Version: 9.2(3) Device Uptime: 0d Oh 37m 29s

ASDM Version: 7.4(1) Device Type: ASA 5505

Firewall Mode: Routed Context Mode: Single

Total Flash: 128 MB Total Memory: 512 MB

.

© 2013 Cisco and/or its affiliates. All rights reserved.
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The Startup Wizard

Configure the IP address of the management inter...
IP Address: 192.168.1.1

Subnet Mask: | 255.255.255.0

Startup Wizard Basic
Configuration Window

Startup Wizard Starting
Point Window

e e e e ——
{EJ Cisco ASDM 7.4 for ASA - 192.168.1.1 - Startup Wizard
Startup Wizard

%,

Basic Configuration (Step 2 of 9)

[7] Configure the device for Teleworker usage

Enter the host name and the domain name of the ASA, If your Internet Service Provider (ISP)
requires that your host uses DHCP, you may need to use the device name supplied by the ISP
a5 the host name of the ASA.
ASA Host Name: CONAS-ASA

Domain Name:  conasecurity.com

Privieged Mode (Enable) Password
The privieged mode (enable) password is required to administer the ASA using ASDM or
the Command Line Interface (CLI),
|V] Change priviieged mode (enable) password
Oid Password:
New Password:

Confirm New Password: esese

[ <Back | Next> || Fnsh | [ cancel | [ Heb |

© 2013 Cisco and/or its affiliates. All rights reserved.
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The Startup Wizard (Cont.)

[T Cisco ASDM 7.4 for ASA - 192.168.11 - Startup Wizard =)
Stanup_Wizsrd Interface Selection (Step 3 of 9)
Logical VLAN interfaces can divide the eight, Fast Ethernet switch ports of the ASA 5505 into
e artup Wizard Interface
B [t ] e e s s Selection Window
0 Createnew AN 2 Security Level: 0
Inside AN 'F_- T T - —
© ChooseaVLAN  Manl v| e el e () Cisco ASDM 7.4 for ASA - 192168111 - Startup Wizard ==
Sk ni B VEnsble AN co rity Level: 100 Startup Wizard Switch Port Allocation (Step 4 of 9)
"“ Allocate physical switch ports to each logically named VLAN.
| smdwasvoromm(wmz)
[ Avalabie ports [ Atocated Ports
T - E— -
|[Ethernet0/2
|Ethernet0/3
Ethemeto/4 [ ad>> |
[Etherneto/s :
gElhemewﬁ << Remove
|Etherneto/7
Switch Ports for Inside VAN (vian1)
iiAvdauePorts {Ab(altdpots
;enme:o,o - Ethernetd/1 -
Y f - 1 | Ethernetd/2
[-<ock | Next> | P | [conce | [ evamenys
Ethernetd/4
Ethemetd/s
emove Etwmets
" " Ethernetd/?
Startup Wizard Switch
Port Allocation Window —t —
[ <Back || Next> || Finsh | [ cancel | [ e |

© 2013 Cisco and/or its affiliates. All rights reserved. Cisco Public 19



The Startup Wizard (Cont.)

[T Cisco ASDM 7.4 for ASA - 192168.1.1 - Startup Wizard =
Slanug Wizard

Interface IP Address Configuration (Step 5of 9)

P Address: | 209.165.200.226 Mask: '255.255.255.248

) Use DHCP Obtain default route using DHCP

Use PPPoE
Inside IP Address

© Use the following IP address
IP Address: |192.168.1.1 Mask: 255.255.2550 «
") Use DHCP Obtain route using DHCP

Use PPPoE

(oo [ vest> ) e ] (cons ) [

Startup Wizard Interface IP
Address Configuration Window

Startup Wizard DHCP
Server Window

Startup Wizard DHCP Server (Step 6 of 9)

The ASA can act as 3 DHCP server and provide [P addresses to the hosts on your nside
network. To configure a DHCP server on an interface other than the inside interface, go to
Configuration > Device Management > DHCP > DHCP Server in the main ASDM window,

(V] Enable DHCP server on the inside interface

DHCP Address Pool
Starting IP Address: | 192.168.1.10 Ending [P Address: 192.168.1.41
DHCP Parameters
DNS Server 1: DNS Server 2:
WINS Server 1: WINS Server 2:
Lease Length: 1800 sec  Ping Tmeout: ms
Domain Name: conasecurity.com

Enabling auto-<onfiguration causes the DHCP server to automatically configure DNS, WINS
and domain name. The values in the fields above take precedence over the auto-configured
values,

|| Enable auto-configuration from nterface:

[ <8ack |[ Next> || Finsh | [ cancel | [ e |

© 2013 Cisco and/or its affiliates. All rights reserved.
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The Startup Wizard (Cont.)

Startup Wizard

Address Translation (NAT/PAT) (Step 7 of 9)

Select Port Address Transiation (PAT) to share 3 sngle external IP address for devices on the
nside interface, Select Network Address Translation (NAT) to share several external [P
addresses for devices on the inside interface. Select the first option, if no address translation
s desired between the inside and outside interfaces.

This NAT configuration apphies to all the traffic from the inside interface to the
inside interface.

Use Port Address Translation (PAT)
@) Use the IP address on the inside interface
Specfy an IP address
1P Address:
) Use Network Address Translation (NAT)

IP Address Range: | 209, 165.200,240-209. 165,200,248

[1Bock [ Next> i ] [ conce ] 1)

Startup Wizard Address
Translation (NAT/PAT) Window

() Cisco ASOM 7.4 for ASA - 1921681 - tartup Wizard

Startup Wizard Administrative
Access Window

Startup Wizard Administrative Access (Step 8 of 9)

Specify the addresses of al hosts or networks, which are allowed to access the ASA using
| HTTPS/ASDM, SSH or Telnet,

Mask/ =

Type Interface IP Address Prefix Length '—Jw
bires/asom Jrade ___[isz.168.13 ____[255.255.255.255 | |
Delete J

V| Enable HTTP server for HTTPS/ASOM access
Disabling HTTP server will prevent HTTPS/ASDOM access to this ASA.

| Enable ASOM history metrics

[ <Back [ Next> | Finsh | [ Cancel | [ e |

L s

© 2013 Cisco and/or its affiliates. All rights reserved.
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The Startup Wizard (Cont.)

Startup Wizard Summary Window

© 2013 Cisco and/or its affiliates. All rights reserved.

Startup Wizard

s

Startup Wizard Summary (Step 9 of 9)

You have completed the Startup Wizard. To send your changes to the ASA , dick Finish., If you
want to modfy any of the data, dick Back.

Configuration Summary:
Host Name: CCNAS-ASA
Domain Name: conasecurity.com

Switch Port Allocaton:
Outside Interface (Vian2): Switch Ports - Ethernet0 /0,
Inside Interface (Vian1): Switch Ports - Ethernet0/1,Ethernet/2 Ethernet0/3 Ethernet0/4,£

Outside Interface(vian2):
outside, 209, 165.200.226
Inside Interface(vian1):
insde, 192.168.1.1
DHCP Server is enabled on Inside interface. Pool : 192,168, 1.10 - 192, 168.1.41
No address transiation is performed.

Adminstrative access to the device:
HTTPS/ASOM access for 192.168. 1.3 through inside

Cisco Public
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Different Types of VPN Wizards

‘ Iile V'ew Tools mrds l Wndow Help

Home Conf Stanup Wizard...

Back () Forward | D Hebo |

e .
High Availability and Scalability Wizard...

Site-to-site VPN Wizard...
AnyConnect VPN Wizard...

Clientless SSL VPN Wizard... =

IPsec (IKEvl) Remote Access VPN Wizard...

- e

£ I £ Device Unified Communication Wizard...

3 ASDM Identity Certificate Wizard...

@ General Packet Capture Wizard...

[:J i Host Name:  ciscoasa
ASA Version:  9.2(3) Device Uptime: 0d Oh 33m 13s
ASDM Version: 7.4(1) Device Type:  ASA 5505
Frewal Mode: Routed Context Mode: Single

Total Flash: 128 MB Total Memory: 512 MB

Interface IP Address/Mask
inside 192.168.1.1/24

'Fule View Tools erds Wmdow Help

@me&ml@m Qs-ve G""’"‘ Q) sk ) romare ?nw|

ASDM Remote
Access VPN
Assistant N e et

"3 ;]DbxeLsk |

L

Select an interface to view input and outp

4

ASDM VPN Wizards

Type topec to search

The ASDM Assistant quides you step by step through the configuration of the three types of Remote Access VPN,

[ [ Ghentiess S5, VPN Remote Access (using Web Browser)

)

| [ S5 or IPsec(iXEv2) VPN Remote Access (using Cisco AnyConnect Clent) |

| 5] Peec(KEv 1) VPN Remote Access (using Cisco VPN Clent)

)

4

© 2013 Cisco and/or its affiliates. All rights reserved.
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Other Wizards

A - 192.108.1..

File View Tools

Wizards | Window Help

;@m % Cont

" 4 Device |

—

|7 |&] Device List

General Packet Capture Wizard...
HostName: ciscoasa
ASA Version: 9.2(3) Device Uptime: 0d Oh 37m 29s
ASDM Version: 7.4(1) Device Type: ASA 5505
Firewall Mode: Routed Context Mode: Single
Total Flash: 128 MB Total Memory: 512 MB

Startup Wizard... b Back °

VPN Wizards 4

High Availability and Scalability Wizard... _

Unified Communication Wizard...
ASDM Identity Certificate Wizard...

© 2013 Cisco and/or its affiliates. All rights reserved.
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Topic 10.1.3:
Configuring Management Settings and Services




Configuring Settings in ASDM

Configuration Device Setup Tab

D v

i e S tartup Wizard

- & Interfaces
(-42+ Routing Click the "Launch Startup Wizard" button to start the wizard.
@ Device Name Password

) System Time

4 | |[& Device List

Startup Wizard

The Cisco ASDM Startup Wizard assists you in getting your
Cisco Adaptive Security Appliance configured and running. Use

rlimnnd e cmccbe a hoadla coallla vallam ek cwlawaaa

© 2013 Cisco and/or its affiliates. All rights reserved.
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Configuring Settings in ASDM (Cont.)

Configuration Device Management Tab

File View Tools Wizards Window Help

System Image /Configuration
: Logging
: Cloud Web Security

l@ ]E_"ﬂ Device List

& Users/AAA

#-[E) Certificate Management
) g DNS

‘) Advanced

© 2013 Cisco and/or its affiliates. All rights reserved. Cisco Public 27



Configuring Basic Settings in ASDM

- View Tools Wizards Window Help

@Hﬂme@& Ej:lmmnrhg Qm@uﬁmiOm OFornard @Heb |

_ | Device Setup

2 || P startup Wizard

2 &3 Interfaces

3 ||l né; Routing

B o "

‘= || =@ System Time

=

i Enable Password
[] Change the privileged mode password.
Old Password:
New Password: essee

Confirm New Password: eeess

Telnet Password

Old Password:
New Password:

Confirm New Password:

Configuring a Master
Passphrase

[7] Change the password to access the console of the security appliance.

Configuring Hostname, Domain
Name, and Enable Password

File View Tools Wizards Window Help

@mle&w;uﬂ [j Mnrimﬂrggsave Gm‘ OM QFuMd

|!iT. 7] Device List

& E Loggng
] Smart Cal-Home
Coud \Web Seaurity
Users/AAA
£ Cerlificate Management

&5 History Metrics
IPv6 Neighbor Discovery Cad
£ Prionty Queue
- Rule Engne
- [ SSL Settings
i) wiCCP

Enable reversble encryption of supported shared keys and passwords. Encryption protects
supported shared keys and passwords in the configuration, particularly from viewing while
sent insecurely, such as with Telnst,

Encryption occurs when the feature is enabled and the device has a master passphrase.
Disabing encryption does not return already encrypted shared keys and passwords to plain
mnmmmdmgesmﬂmedhys:‘dmwdswﬂbenpiahtexL

ll'lulllc
cisco

Enter the old master passphrase, if any, and a new master passphrase (8-128 characters)
1o reversbly enaypt shared keys and passwords. If master passphrase encryption is
enabled, encrypts or re-encrypts al supported shared keys and passwords.

To disable encryption and decrypt supported shared keys and passwords, enter the old
master passphrase and leave the new passplvase empty.

77 Changa the encryption master passphrase
Old master passphrase! ‘

New master passphrase: ‘

Confirm master passphrase: [

© 2013 Cisco and/or its affiliates. All rights reserved.
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Configuring Basic Settings in ASDM (Cont.)

Configuring Legal Notification

Fie View Tools Waards Window Help i S = otleasles

@m@m!@m 95”‘ Q¥ refresh OM OFan.vd ‘?mp cisco

[ 6 management Access Configure the Session (exec), Logn o Message of-The-Day (motd) banners.
You can use ${hostname) and ${domain) tokens to specfy the hostname and doman name of the device.

"1 |57 Deavice Ust
' g
g

Session (exec) Banner
&) QL Promot | —

i
i

sk Logn Banner

- System image/Configuration
+ 4l Logong
{3 Smart Cal-Home
Cloud Web Secunity

@ ‘ oHCP
* NS
£ Advanced

iy Devee seto
ﬁwmm
(3 see 0500 o

I

Cisco Public 29
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Configuring Interfaces in ASDM

Configuring Interfaces

& Cis 14 for AS 16811 .
fle View Tools Waads Window Help N N ] [T
@""["3“"""’4@"’”’" i sove Q¥ refiesn Qo (Y roned| P meo cisco

Traffic flow

t0/0, EthernetO/L, EL... | Yes 100{192.168. 1.1 255.255.255.0 - [Loeae ]

{7 /@77 Device Lint

(o |
B e
{ ‘« m e Y
@wmw« ‘ [ 7] Enable traffic between two or more nterfaces which are configured with same secunty levels
gww \ [ 7] Enable traffic between two or more hosts connected to the same interface
Dewce Management ‘

» Aoply Reset

© 2013 Cisco and/or its affiliates. All rights reserved.

Cisco Public 30



Configuring Interfaces in ASDM (Cont.)

Adding an Outside Interface

Change Switch Port Window
mnmmuww
JELSOMS hwice Ethernet0/0 is assodated with inside interface. Adding it to this interface, wil
remove it from inside interface.

9 Use Statc P Obtain Address via DHCP Use PPPoE

Do you want to continue?
1P Address:

Subnet Magk: 1 255.0.0.0

IIIIIIIIII



Configuring Interfaces in ASDM (Cont.)

Interface Name: outside
Security Level: 0 . .
P edcte i race s aosmen e Adding an Outside Interface

/| Enable Interface

P Address
@ Use Static IP Obtain Address via DHCP Use PPPoE

IP Address: | 209.165.200.226
Subnet Mask:  255.255.255.248 -

m >

[Lox J[ cncd J[ 1o |
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Configuring Interfaces in ASDM (Cont.)

Advanced Outside Interface Settings

| General| Advanced | pys|

MTU: | 1500 WANIDD: 2 |

MAC Address Cloning
Enter MAC addresses for the active and standby interfaces in hexadeamal format. Example: 0123.4567.89A8.

Active MAC Address: | standby MAC Address: |

Block Traffic
Block traffic from this interface to: | v

Updated Interface Page

: Security Subnet Mask Restrict
Name Switch Ports Enabled ekl IP Address Prefix Length Traffic flow

Lt )
inside Ethernet0/0, Ethernet0/1, Et... Yes 100 192.168.1.1 255,255.255.0

Ethernet0/0
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Configuring Interfaces in ASDM (Cont.)

Verifying Interfaces

[ Interfaces | Switch Ports
| switch Port Enabled Achind B B Protected Duplex  Speed
: m No . |outside .' auto
Ethernet0/1 Yes 1 inside Access No auto auto
| Ethernet0/2 No 1 inside Access No auto auto
| Ethemneto/3 No 1 nside Access No auto auto
| Ethernet0/4 No 1 inside Access No auto auto
Ethernet0/S No 1 nside Access No auto auto
| [ Ethernetn/6 No 1 nside Access No auto auto
[ Etherneto/7 No 1 nside Access No auto auto
A 4
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Configuring Interfaces in ASDM (Cont.)

Switch Port:  Ethemet0/0 Enable SwitchPorf
Mode and VLAN IDs

@ Access
VLANID: |2
©) Trunk

VLAN IDs: }

| | Configure Native VLAN Native VLAN ID:

VLAN ID must be in the range of 1 to 4090, For access mode, only one VLANID is Enable SWItCh Ports

allowed. For trunk mode, up to 20 comma-separated VLAN IDs can be entered.

Isolated
[ 1solated
An isolated /protected port does not forward any traffic to any other isolated port within
the same VLAN

Dupl... auto v} Speed: auto -

| Interfaces | syitch Ports | =
Apply Name  Switch Ports Ensbled  SCAIY SUISE thex

) _ el |2 e rehntenoh. | Maficfon
Configuration | =

Ethernet0/1, Ethernet0/2, EL..

[aa )
|255,255,.255.0 | |

Yes 0 209.165.200.226 255.255,255.248

L

4
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Configuring the System Time in ASDM

fie View Tools Wizards Window Help S Nmm
@m-Dm QSave Gumn OM O‘or ward ‘?m ci1sco
DeviceSetup 3 & > Clock 2
r
2 o Startup Waard
;,‘ B Intesfoces Configure the ASA date and dock.
& || +3o Routng -
e Device Name Password Time Zone: | (GMT00:00) UTC, Abidan, Bang, Bssau, Conakry, Dakar, Lome, Monvovia, Nouskchott, Ousgadougou, 520 Tome, Timbuktu, Reyigavik, ... v
e = System Time
l! 8 Date
NTP Apr 14, 2015 A
Time
Tme: 16 : 43 : 31  Hhommiss (24hour)
( Update Deplayed Time )
| -

Use NTP to Change the
System Time

Manually Change
the System Time

émle&wm Mmm Save m o OFomerd D heo

Configure NTP servers and define authentication keys and values.

1P Address Interface

geii
|
!

Preferred?

KeyMNumber  TrustedKey? | [ Add 7

[} Enable NTP authentication

S
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Conflgurlng the System Time in ASDM (Cont.)

@mmvmcmm (=}
IP Address: || Preferred
Interface: :-None- v:
Authentication Key

M s <] i Trusted Add an NTP Server

Key Value: ' |

Re-enter Key Value: | S — S

(£ Add NTP Server Configuration |
ok || Cancel |[ hep |
IP Address: 192.168.1.254 || Preferred
Interface: inside -
_ Authentication Key
Configure an NTP Server a1 <1 i Trusted

Key Value: sescssee

Re-enter Key Value: eessssee

ok J[ Concd J[ o |
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Configuring the System Time in ASDM (Cont.)

Apply the Configuration
| Confiquration > Device Setup > System Time >NI2.

Configure NTP servers and define authentication keys and values.

IP Address Interface Preferred? Key Number  Trusted Key? Add
152 161,25 =
Delete

Enable NTP authenticatiors
L
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Configuring Routing in ASDM

Cisco ASDM 7.4 for ASA - 192168.1.1
File View Tools Wizards Window Help

@mo;:,c«: ation Dmm ) sove Q¥ Refresh °Bad( © Fowa
\DevlneSehp & 8 Confiquration > Device Setup > Rout

[ 0 Startup Wizard
u Interfaces

23 - Static Routes
Route Mags

‘ This section contains the following items
|
\

+2» Static Routes

q i.—-] Device Lis

r ‘ Route Maps
= 9717 IPV4 Prefix Rules - IPV4 Prefix Rules
(42 OSPF
@ 9% OSPFv3
) 2 RIP
) 422, EIGRP
(-2 BGP
(-4, Multicast
-39 Proxy ARP/Neighbor Discove| ma—
@° Device Name Password -BGP
= @) System Time

8 Clock - Multicast

Configuring Routing

File View Tools Wiards Window Help

@m Usm GmmOmoruwa ‘?mb

Configuring a Default
Static Route

© 2013 Cisco and/or its affiliates. All rights reserved.
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Configuring Routing in ASDM (Cont.)

Add or Edit Route Window

Add Static Route Details

[T Add Static Route

IP Address Type: @) IPv4 () IPv6

Interface: outside v

Network: 0.0.0.00.0.0.0 (=)

Gateway IP: 209. 165.200.225 () metric: 1
Options

@) None

() Tunneled (Default tunnel gateway for VPN traffic)

() Tracked
Track ID: Track IP Address: \
SLA ID: Target Interface: !'ms:de

1 Monitoring Options

torng the

Lo J[ coce J[ hep ]

() Add Static Route

IP Address Type: @ IPvd () IPv6

Interface: inside v

Network: - W

Gateway IP: G Metric: 1
Options

@ None

() Tunneled (Default tunnel gateway for VPN traffic)

() Tracked
Track ID: Track IP Address:
SLA ID: Target Interface: i'ms:de

Monitoring Options
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Configuring Routing in ASDM (Cont.)

Apply the Configuration

g N R g - g A g P g N P WA N

Speafy static routes.
Fiter: @) Both (7) IPvdonly () IPvéonly

Interface 1P Address . Netmask/ o inayp Mot/

LA |
outide ™ [00.0.0 [255.255.250 [209.165:2. | ifione
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Configuring Device Management Access in
ASDM

Configure ASDM/HTTPS/Telnet/SSH Access

@m o Cantioton []mm Qsm Gmm Osaa Qr«m ?mu - cisco

@7 @77 Devie List

Require dent certficate to access ASOM on the following nterfaces

Interfaces: -
| TeletSettngs
'&gem&lo Telnet Timeout: 5 mirutes
%wmwﬂ Alowed SSH Verson(s): (182 v
@gb-b-&hm SS5H Tmeout: ] mnutes
— — - DH Key Exchange: © Gowp 1 Growp 14

|

<admn> 15 SR B snansmisaement

S
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Configuring Device Management Access in
ASDM (Cont.)

: i
Add Device Access Configuration
AccessType: () ASDMMHTTPS () Telnet @ SSH ) . ] )
o e (e = Add Device Access Configuration Window
IP Address:  192.168.1.3 |
Mask: 255.255.255.255 v onfiauration > Device Hanagement > Hanaaement Access > ASDI
Specify the adds of all hosts/n rks which are allowed to access the ASA using ASDM/HTTPSTelnet/SSH.
oK Cancel w Type Interface IP Address Mask Prefix Length
| I I ] o = s (-
Http Settings
Configure SSH Settings i
Port Number: 443
Idle Timeout: 20 minutes
[ Session Timeout: minutes
Require dient certificate to access ASDM on the following interfaces
Interfaces: -
Teinet Settings
Telnet Timeout: 5 minutes
SSH Settings
Allowed SSH Version(s): |2 =
SSH Timeout: 5 minutes
DH Key Exchange: \Gow 1 ® Brovp 14
I
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Configuring DHCP Services in ASDM

DHCP Server Page

Ei Vi T Type topc to search Go
File View Tools Wzards Window Help » alrar]n
cisco

] Enable suto-configuration from nterface: outsde - | | Alow VPN overnde
Enabling auto-configuration causes the DHCP server to sutomatically configure DNS, WINS and the defauit domain name. The vakues in the fields below

take precedence over the suto-configured values.
DNS Server 1: Primary WINS Server:
DNS Server 2: Secondary WINS Server:
Domain Name:
Lease Length: wacs
&39‘“"5"0 Ping Timeout: | ms
Frewsl Advenced...
%wamm Dynamic DS Settngs for DHCP Server
@ e VN | Update DNS Server

Update Both Records Override Chent Settings

' ‘ » Aoty Reset 4
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Configuring DHCP Services in ASDM (Cont.)

DHCP Address Pool: |

Optional Parameters _
DNS Server 1: Primary WINS Server:

DNS Server 2: Secondary WINS Server:
Lease Length: seconds  Ping Timeout: _ milliseconds
Domain Name:

Auto-Configuration

Enabling auto-configuration causes the DHCP server to automatically configure DNS, WINS and the default doman
name, The values in the fields below take precedence over the auto-configured values.

|| Enable auto-configuration from interface: loutside ~ | Allow VPN ovesride

Advanced Options

Advanced Parameters : | Advanced...

Dynamic DNS Settings for DHCP Server
[ Update DNS server

Update both records Override chent settings
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Configuring DHCP Services in ASDM (Cont.)

Configuring DHCP Server Services

DHCP Address Pool: |192.168.1.10 - 1192.168.1.41
Optional Parameters .
DNS Server 1: Primary WINS Server:
DNS Server 2: Secondary WINS Server:
Lease Length: 43,200 seconds  Ping Timeout: _ milliseconds

Domain Name: ccnasecurity.com

Auto-Configuration

Enabling auto-configuration causes the DHCP server to automatically configure DNS, WINS and the default doman
name, The values in the fields below take precedence over the auto-configured values.

|| Enable auto-configuration from interface: loutside | Allow VPN ovesride

Advanced Options

Advanced Parameters :

Dynamic DNS Settings for DHCP Server
[} Update DNS server

Update both records | | Override chent settings
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Configuring DHCP Services in ASDM (Cont.)

Verifying DHCP Server Services

De nt H ,
> UEVIKE = T =

o

DNS Servers WINS Servers  DomainName  Ping Timeout J' Edit l

e

<« m. J

Global DHCP Options
("] Enable auto-configuration from interface: | cutside ~ | [ | Allow VPN override

Enabling auto-configuration causes the DHCP server to automatically configure DNS, WINS and the default domain name. The values in the fields below
take precedence over the auto-configured values.

DNS Server 1: _ Primary WINS Server:
DNS Server 2: | Secondary WINS Server:
Domain Name:

Lease Length: secs

Ping Timeout:

Dynamic DNS Settings for DHCP Server
[ Update DNS Server

Update Both Records Override Chent Settings )

.
47
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Topic 10.1.4:
Configuring Advanced ASDM Features




Objects in ASDM

Network Objects/Groups Page

Fle View Tooks Wizads Window Help b i | co NHE
@m—@mlgw Qm@w o;.d( OFammﬁ‘ ‘?n-b} ciIsco
% e I il o i
L’ mﬁ-_}:'em W Delete | @ Where Used Q NotUsed
Filter; [Flter (Clear |
Nome 1P Address Netmask Descrotion Object NAT Address
(= Network Objects
@ any
@ anys
@ v
afi nside-network  192.168. 1.0 255,255.255.0
St cutsde-network 209.165.200.224 255.255.255.248

<admin> 15 S8 | B s 70m07ameDT
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Objects in ASDM (Cont.)

Adding a Network Object/Group
% Add -| @ Edit [ Delete I @, Where Used Q NotUsed
88  Network Object...

B8 Network Object Group... R B s ol
(=-Network Objects
- @ any
@ any4
o inside-network  192.168.1.0 255.255.255.0
ﬂ; outside-network 209,165.200.224 255.255.255.248
Name: ]
Type: [Ho;t -
IP Version: @ Pv4 ) IPv6
IP Address: l
Add Network Object Window
NAT ¥

[ ok J[ Concel |[ hep |

S 4

Cisco Public 50
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Objects in ASDM (Cont.)

Add Network Object Group Window

Add rk Object Group

= Network Objects
@ any
@ anyd
@D a6
Al insdenet... 192.168.1.0
a8 outsiden... 209.165,200.224
= EXAMPLE-1 192.168.1.10

Netmask

255.255.255.0
255.255.255.248

P Addr

< mn »
() Create new Network Object member:
Name: (optional)

© 2013 Cisco and/or its affiliates. All rights reserved.
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Objects in ASDM (Cont.)

Service Objects/Group Page

" Cisco ASDM 7.4 for ASA - 192.168.1 1

Fle Viw Toos Waas Wndow Hel
& o [0 cotornn] (] s | s Q| sk O |

Frewall &5 5

|Type topc to search

]
cisco

[Fiter (Clear |

Protocol Seurce Ports

Destration Ports

(oot ][ Reset |

<admin>

15

a

A/13/15 7:38:27 AMEDY
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Objects in ASDM (Cont.)

Adding a Service Object/Group
Configuration > Firewall > Objects > Service Objects/Growps

% Add vl @ edit JJ Delete | @ Where Used
e Service Object...
18- Service Group... e T o
e TCP Service Group...
we,  UDP Service Group...
¥ TCP-UDP Service Group...
&9 ICMP Group...
Name: \
1#, Protocol Group...
8 Service Type: { Ik tcp v
Destination Port/Range: |
] . ] Source Port/Range: \
Add Service Object Window PR |
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Objects in ASDM (Cont.)

Add Service Object Group Window

K0 daytme

K fo-dats

Create new member:

Serwce Type: w
Destnation PortRange:
Source Port/Range: defaut
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Configuring ACLs Using ASDM

ACLs in ASDM

|-

Fie  View Yools m Window  Help

@m—-!o&w Dwmmo

w7 ‘i‘lo'«n.lm

svesns

G

Remote Access YPN

(G st 10 5te v

Device configuration refreshed successily.

SM Gum OM rcmua ? rep

wwﬂlsd‘lwemlf $limm- qmanm-aao
g Source Criteria:
Source User Secunty

1 @ oy

J% outsde (0 implat incoming rues)
= 5 Global (1 erplct rue)

1 @ oy
' ] d

[ gy || Reset || Advenced... |

Type t1opiC 10 search
alea)n
cisco
Addreseus [ Swvies | Time Ranges | =
Addresses &8 x|
@ Add v [if £t [ Oclete| @ Where Used Q NotUsed
Fiter: Fiter (O |
e =
=i Network Objects
@ any
@ anyd
D ams
28 nadenetwork/24
a8 cutsde network/29
& By
2R 4/13/15 8: 14:17 AMEDT
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Configuring ACLs Using ASDM (Cont.)

Add Access Rule Window

Diagramming Access Rules

e~ ) RS

(% add-| @ et Woeee|+ & (% MB-|Q JEo
Source Criteria:
= Enabled
Source User Seaurity Groy
Source Criteria xE @ any
Source: any B 5% outside (0 implat incoming rules)
e = % Gobal (1 implcit rule)
User: E] 1 @ any
Destination Criteria
Destination: any E]
Service: p E]
Description
mm: 'Defalt - « m ] »
e
More Options ¥ ‘ce Address A Destination
------ P JARION mwwmnn
( J[ coxel || hep |
Appt | Reset || Advanced... |

© 2013 Cisco and/or its affiliates. All rights reserved.




Configuring Dynamic NAT in ASDM

() Add Network Object
Name:
Type: :Host
IP Version: @ IPv4 IPv6
IP Address:
NAT
Lo J[ Coced || hep |

Creating a Network Object
for Public Addresses

© 2013 Cisco and/or its affiliates. All rights reserved.

Add Network Object Window
" (5 Add Network Object

Name: PUBLIC

Type: Range ':

IP Version: 9 IPv4 IPv6

Start Address: | 209.165.200.240

End Address 209.165.200.248

Description: List of valid public IP addresses to be used by Dynamic NAT

NAT v
ok [ concel |[ hep |




Configuring Dynamic NAT in ASDM (Cont.)

Name: DYNAMICNAT
Type: Network -
IP Version: o Pvd ) IPve
IP Address: 192.168.1.0
Netmask: 255.255.255.224 -
Dexcripton Ingide Hosts to use Dynamic NAT
NAT 2
V] Add Automatic Address Transiation Rules
Type: IM—_—_—.} -

Translated Addr: PUBLIC (=]
Use one-to-one address transiation
|| PAT Pool Translated Address:
Round Robn
Extend PAT uniqueness to per destination instead of per interface
Transiate TCP and UDP ports into flat range 102465535 Incude range 1-1023
| Fall through to interface PAT(dest ntf): nade v

Use IPvé for interface PAT

© 2013 Cisco and/or its affiliates. All rights reserved.
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Configuring Dynamic PAT in ASDM

Name: DYNAMIC-PAT
Type: Host
IP Version: o Pv4 e

IP Address: 192.168.1.0
Descripbon: 255.255,255,224

NAT 2
[7] add Automatic Address Translation Rules

Type: Dynamic PAT (de) ~ |

Translated Addr: outside -]

Use one-to-one address translabon

| PAT Pool Transiated Address:

T Round Robin
Extend PAT unigueness to per destination instead of per interface
Trarslate TCP and UDP ports into fial rangs 1024-65535 | | Inchude rangs 1-1023
Fall through to nterface PAT{dest ntf): rnsde
| Use TPv6 for interface PAT

[ox ][ concel [ Heo |
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Configuring Static NAT in ASDM

Static NAT in ASDM

@wwm ,
Name: STATTC-NAT
Type: Host v
IP Yersion: @ Pvd T Pve
PAddess: 19216823
Description: Static NAT translation to the DMZ server
NAT 2
V| Add Automatic Address Translation Rules
Types suac =
Translated Addr: | 209.165,200.227 (=]
|¥] Use one-to-one address translation

PAT Pool Transiated Address:
Round Robin
Extend PAT uniqueness to per destnation instead of per interface
Tranglate TCP and UDP ports into flat range 1024-65535 Include range 1-1023

Fall through to nterface PAT(dest intf): |dmz

Use IPv6 for mterface PAT

Advanced Static NAT Settings in ASDM

ta Advanced NAT Settings ==
[] Translate DNS replies for rule
[| Disable Proxy ARP on egress interface
| Lookup route table to locate egress interface
Interface
Source Interface: d'nz v;
Destination Interface: outside v
Service
Protocol: m, tcp v
Real Port:
Mapped Port:

oo J |
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Cisco Public




Configuring AAA Authentication

User Accounts Page

File View Tools Wrards Window Help Type topic to search

@m %m Dm gSave Q retesn OM ) romand @nap 'éil'.':t':'t;.
DeviceManagement & §  Confiquration > Device Management > Users/AAA > ng_ t 7 a

2 ’mm Create entries in the ASA local user database.

: m""“"m"‘” Command authorizaton must be enabled i order for the user account prrvieges to be enforced. To enable command authorizaton, go to Authorzaten,
{l) smert Cal+ome ARA 3uthen3cation conscie commands must be enabied n order for certan access restrctons to be enforced. To enabie AAA suthentcaton command
g::;::m 99 1o Authentication,

|73 Device List
o

Ll

AAA Server Groups
LOAP Atrbute Meo Username Priviege Level (Role) Access Restrctions VPN Group Polkcy VPN Group Lock | Add l

Authentcation Prompt

AAA Access
Dynamic Access Polces Delete

Change My Password
@ B Certficate Management

NS
Advanced
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Configuring AAA Authentication (Cont.

Add User Account Window

| — e
I

Pubic Key Authenticaton
Public Key Using M-
£ VPN Polcy Password: sesvsnae

Username: ADMIN

Confirm Password: *==**=**

User authenbicated usng MSOHAP

Access Restriction
Select one of the options below to restrict ASOM, S5, Telnet and Congole access.
Note: All users have network access, regardiess of these setangs,

O Full sccess(ASOM, SSH, Tenet and Console)
Priviege level & used with command suthorization.
Priviege Level: [E -
QU logn prompt for SSH, Telnet and console (no ASDM access) |
Thes setting s effective onlly If "358 suthenticaton hitp conscle LOCAL® command is configured.

m

No ASDM, SSM, Telnet or Console acoess
This setting is effective onlly If "aas authentication hitp console LOCAL" and “aaa authonzation exec” commands are configured.

Find: @ rext @ Previous
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Configuring AAA Authentication (Cont.)

AAA Server Groups Page

Cisco ASD or AS 9216811

File View Tools Weards Window Help

@m[@@w i sove Qb rerenn Q) 2ok (D rovad D ven

| @77 [&77 Device List
[t

Type WO to search

el
cisco

Accountng Mode  ReactvatonMode Dead Tme  Max Faded Attempts

Delete
Fnd: © © [ Match Case
Servers n the Seected Growp
Server Name or IP Address  Interface Tmeout A
Eat
Deiet:
Y;b.‘é (B
Move Down
Teat
Find: © O [ Metch Case

B wpseszemmurc
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Configuring AAA Authentication (Cont.)

Add AAA Server Group Window

Add AAA Server Window

r

VPN3K Compatibility Option

[ox J[ cocel J[ hew

]

(=

[

o [ Concd ]|

Heip

)

AAA Server Group:  RADIUS-SERVERS Server Group: RADIUS-SERVERS
Protocol: RADIGS ] Interface Name: dnz v
Accounting Mode: () Simultaneous @ Single Server Name or IP Address:  192,168.2.3
Reactivation Mode: @) Depletion () Timed Timeout: 10 seconds
Dead Time: 10 | minutes RADIUS Parameters
Max Falled Attempts: |3 | Server Authentication Port: | 1645
S EStie D g el Server Accounting Port: | 1646 |

Update Interval: 24| Hours Retry Interval: [10 saconds =
|| Enable Active Directory Agent mode Server Secret Key: :........
ISE Policy Enforcement Common Password: {oooooooo
I Enchile dynemic authorzation ACL Netmask Convert: | Standard v

Dynamic Authorization Port: 1700 Microsoft CHAPv2 Capable: [V
[7] Use authorization only mode (no common password configuration required)
SDI Messages
Message Table ¥
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Configuring AAA Authentication (Cont.

Completed AAA Server Groups Window

)

A

AAA Server Groups
Server Group Protocol AccountingMode  Reactivation Mode  Dead Time  Max Failed Attempts
LOCAL LOCAL

RADIUS SERVERS  [RADIUS

Fnd: | | © O Fimathcase

Servers in the Selected Group

Server Name or IP Address  Interface Timeout

e R

Move Up

B Move Down \

Test

© 2013 Cisco and/or its affiliates. All rights reserved.
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Configuring AAA Authentication (Cont.

AAA Access Page

Fie View Teols Wiards Window Help

@m[__ Qmmgm G""""O"‘ O romare @m

|3 73 Device Lis
® :

: i

i

{

SR

Type topC 1o search G
ol'lolllo
cisco
T e pro——
Enable authentication for admnistrator access to the ASA.
Require authentication to allow use of prvileged mode commands
[7] Enable Server Group: LOCAL - Use LOCAL when server group fals
Requre auth for the folowing types of connections
[F] HTTP/ASDM  Server Group: |LOCAL « | [7]Use LOCAL when server group fals
|| Serial Server Group:  LOCAL v Usa LOCAL when server group fals
A Server Group: :'.OCAL v Use LOCAL when server group fals
[ Teinet Server Group: LOCAL v Use LOCAL when server group fals
Aopl Reset
|<admin> 15 @8 4/13/15 9:11:24PMUTC
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Configuring AAA Authentication (Cont.)

AAA Access > Authentication Window

Authentication “ Authorization | Accounting

Enable authentication for administrator access to the ASA.

Require authentication to allow use of privieged mode commands
[V]Enable  Server Group: RADIUS-SERVERS v [¥] Use LOCAL when server group fais

Require authentication for the following types of connections
V| HTTP/ASDM Server Group: :RADIUS-SB!VB!S v: [¥] Use LOCAL when server group fails

] Serial Server Group: iLOCAL -~ | | Use LOCAL when server group fais
| Telnet Server Group: ELOCAL - Use LOCAL when server group fais
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Configuring a Service Policy Using ASDM

Service Policy in ASDM

(@) rome |02 Contigration -] Monterng | [ save Q¥ resean ) sack () rovavs | P wep cisco
L T ' Confiquration > Firewall > Service Policy Rules o : Services | Time Ranges
B Access Rues @ Add ~ [ Edt Jf Delete : Services @ B X
. + ¢!l - | QrAdBIoeyem M racetTrace s
59 NAT Rules 1 | | .. & Add ~ [if £dt [ Delete| @ Where Used

Traffic Cassificaton
Filter: Fiter \Cear |

Name = Enabled Maich Source SecSecurity Growp Desting
B Globa; Pokcy: global_pokcy Name
inspection_de... Bymatch @ any @ oy |5 Predefined e

&7 &7 Device List

1 chargen E
Kb otrix<ca P

e daytme
e dscard
150 domain
K echo
1 exec
K0 finger
e fo
e fip-data
— e gopher
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Configuring a Service Policy Using ASDM
(Cont.)

Configure a Service Policy

(8 A Sevice Pty Rl W - Seice oty | =

Adding a new service policy rule requires three steps:

Step 1: Configure a service policy.

Step 2: Configure the traffic dassification criteria for the service policy rule.
Step 3: Configure actions on the traffic dassified by the service policy rule.

Create a Service Policy and Apply To:

Only one service policy can be configured per interface or at global level. If a service policy already exists, then you can add a new rule into the existing
service policy. Otherwise, you can create a new service policy.

[nterfaced | dmz - (create new service policy)  ~
Policy Name: [dmz-poicy
Description:
Drop and log unsupported IPv6 to 1Pv6 traffic
0 Global - applies to all interfaces
Policy Name: global_policy ®
Description:
[} Drop and log unsupported IPv6 to IPv6 traffic

*Only one service policy is allowed. Existing service policy names cannot be changed.

< Badh [Next> ] [WJ Lﬂeb]
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Configuring a Service Policy Using ASDM
(Cont.)

Configure Traffic Classification Criteria

(L) Add Service Policy Rule Wizard - Traffic Classification Criteria =5

Desarption (optional):
Traffic Match Criteria
[7] Default Inspection Traffic

[} Source and Destination IP Address {uses ACL)
[T} Tunnel Growp
[} TCP or UDP Destination Port
[ RTP Range
[ 1P DiffServ CodePoints (DSCP)
[} IP Precedence
[] Any traffic
(") Use dass-default as the traffic class.
If traffic does not match a existing traffic dass, then it wil match the dass-default traffic dass. Class-default can be used in catch al situation.

(Lxack J(Mext> ]  cance ] 1 ]

- 2
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Configuring a Service Policy Using ASDM

(Cont.)

Configure Actions

[T Add Service Policy Rule Wizard - Rule Actions

| cTiee
("] Cloud Web Security
7] DCERPC
|| ESMTP
[ FP
IM.323H.225
"IH.323RAS
7] HTTP
oM
(] 1CMP Error
rins
M
{"] 1P-Options
| IPSecPass-Thru
U Pve
Cmvp

------------------------------
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Section 10.2:
ASA VPN Configuration

Upon completion of this section, you should be able to:

« Explain how the ASA supports site-to-site VPNSs.

« Configure remote-access VPNs on an ASA.

« Configure remote-access VPN support using a clientless SSL VPN.

« Configure remote-access VPN support using Cisco AnyConnect.
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Topic 10.2.1:
Site-to-Site VPNs




ASA Support for Site-to-Site VPNs

File View Tools | Wizards | Window Help (Type topic to
3% Startup Wizard... |
= é[ VPN Wizards | Site-to-site VPN Wizard...
% e High Availability and Scalability Wizard... AnyConnect VPN Wizard...
§ s % Unified Communication Wizard... Clientless SSL VPN Wizard...
& ASDM Identity Certificate Wizard... IPsec (IKEvl) Remote Access VPN Wizard...
[a General Packet Capture Wizard... Interface IP Address/Mask Line
A e Ao = gi g:l"; 0
ASA Version:  9.2(3) Device Uptime: 0d Oh 18m 8s pimsce SRR S ©
ASDM Version: 7.4(1) Device Type:  ASA 5505 — — 0w
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ASA Site-to-Site VPNs Using ASDM

VLAN2
(outside)

209.165.200.224/29

CCNASA-ASA
EO/O

FO/24) 192.168.1.0/24

VLAN1
(inside)
FO/18
Internal 192.168.1.3
Host

a

209.165.201.0/30

S0/0/1

172.16.3.0/24

172.16.3.3
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Configuring the ISR Site-to-Site VPNs Using
the CLI

Basic ISR Configuration

R3(config)# interface GigabitEthernet0/1

R3(config-if)# description R3 LAN

R3 (config-if)# ip address 172.16.3.1 255.255.255.0
R3(config-if)# exit

R3(confiqg) #

R3 (config)# interface Serial0/0/1

R3 (config-if) # description WAN Connected to the Internet
R3(config-if)# ip address 209.165.201.1 255.255.255.252
R3(config-if) # exit

R3(confiqg) #

R3(config)# ip route 0.0.0.0 0.0.0.0 S0/0/1

R3 (confiqg) #

Configure the ISAKMP Policy

R3(config)# crypto isakmp policy 10

R3 (config-isakmp)# encryption 3des

R3 (config-isakmp)# hash sha

R3 (config-isakmp)# group 2

R3 (config-isakmp)# authentication pre-share

R3 (config-isakmp) #

R3 (config-isakmp)# crypto isakmp key SECRET-KEY address 209.165.200.226
R3 (confiqg) #
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Configuring the ISR Site-to-Site VPNs Using
the CLI (Cont.)

Configure the IPsec and VPN ACL

R3(config)# crypto ipsec transform-set ESP-TUNNEL esp-3des esp-sha-hmac
R3 (cfg-crypto-trans)# mode tunnel

R3 (cfg-crypto-trans)# exit

R3(confiqg) #

R3(config)# ip access-list extended VPN-ACL

R3 (config-ext-nacl) # remark VPN ACL defining interesting traffic
R3(config-ext-nacl)# permit ip 172.16.3.0 0.0.0.255 192.168.1.0 0.0.0.255
R3 (config-ext-nacl) # exit

R3 (confiqg) #

Configure and Apply the Crypto Map

R3 (config)# crypto map S2S-MAP 10 ipsec-isakmp

$ NOTE: This new crypto map will remain disabled until a peer
and a valid access list have been configured.

R3 (config-crypto-map)# set peer 209.165.200.226

R3 (config-crypto-map)# set transform-set ESP-TUNNEL

R3 (config-crypto-map)# match address VPN-ACL

R3 (config-crypto-map)# exit
R3(confiqg)#

R3(config)# interface Serial0/0/1
R3(config-if)# crypto map S2S-MAP
R3(config-if) #
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Configuring the ASA Site-to-Site VPNs Using

ASDM

CNAS-ASA (config) # enable password class

CCNAS-ASA (config) #

CCNAS-ASA (config)# interface vlan 1

CCNAS-ASA (config-if) # nameif inside

INFO: Security level for "inside" set to 100 by default.
CCNAS-ASA (config-if)# ip address 192.168.1.1 255.255.255.0
CCNAS-ASA (config-if) #

CCNAS-ASA (config-if) # interface e0/1

CCNAS-ASA (config-if) # switchport access vlan 1

CCNAS-ASA (config-if) # no shut

CCNAS-ASA (config-if) # exit

CCNAS-ASA (config) #

CCNAS-ASA (config)# interface vlan 2

CCNAS-ASA (config-if) # nameif outside

INFO: Security level for "outside" set to 0 by default.
CCNAS-ASA (config-if) # ip address 209.165.200.226 255.255.255,224
CCNAS-ASA (config-if) #

CCNAS-ASA (config-if)# interface e0/0

CCNAS-ASA (config-if) # switchport access vlan 2

CCNAS-ASA (config-if) # no shut

CCNAS-ASA (config-if) # exit

CCNAS-ASA (config) #

CCNAS-ASA (config)# route outside 0.0.0.0 0.0.0.0 209.165.200.225
CCNAS-ASA (config) #

CCNAS-ASA (config)# object network INSIDE-NET

CCNAS-ASA (config-network-object)# subnet 192.168.1.0 255.255,.255.0
CCNAS-ASA (config-network-object) # nat (inside,outside) dynamic interface
CCNAS-ASA (config-network-object) #

CCNAS-ASA (config-network-object)# policy-map global policy
CCNAS-ASA (config-pmap) # class inspection default

CCNAS-ASA (config-pmap-c) # inspect icmp

CCNAS-ASA (config-pmap-c) # exit

CCNAS-ASA (config-pmap)# exit

CCNAS-ASA (config) #

CCNAS-ASA (config)# http server enable

CCNAS-ASA (config)# http 192.168.1.0 255.255.255.0 inside
CCNAS-ASA (config) #
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Configuring the ASA Site-to-Site VPNs Using
ASDM (Cont )

L Ste-to-site VPN Connection Setup Wiza B>

Introduction

Use this wizard to setup new site-to-site VPN tunnel. A tunnel between two devices is called a site-to-site tunnel and is bidrectional, A site-to-site VPN tunnel
protects the data using the IPsec protocol.

Introduction Window

(E} Site-to-site VPN Connection Setup Wizard
Steps Peer Device [dentficaton

1. Introduction This step lets you identify the peer VPN device by its IP address and the interface used to access the peer.

2. Peer Device
Identification Peer IP Address: 209.165.201.1

3. Traffic to protect
o) (i)  seom

S. NAT Exempt

6. Summary

VPN Access Interface: outside

Peer Device
|dentification Window
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Configuring the ASA Site-to-Site VPNs Using
ASDM (Cont.)

=
(25 Site-to-site VPN Connection Setup Wizard =
Steps ‘ Traffic to protect
1. Introduction This step lets you identify the local rk and remote rk b which the traffic is to be protected using IPsec encryption.
2. Peer Device Identificatio )
3. Traffic to protect Local Network:  inside-network/24 ;J
4, Seauity Remote Network: 172.16.3.0 :J

5. NAT Exempt

— Traffic to Protect
Window

Steps | security
1. Introducton This step lets you secure the selected traffic.
2. Peer Device Identificato
3. Traffic to protect © S Daeen
| 4. Security ASA uses the pre-shared key entered here to authenticate this device with the peer. ASOM will select common IKE and ISAXMP security parameters for
. that will allow tunnel establish Itisr ded that this option is also selected when configuring the remote peer.
m— S. NAT Exempt
< Back Next >
g - 6. Summary Pre-shared Key:
Customized Configuration
You can use pre-shared key or digital certificate for authentication with the peer device. You can also fine tune the data encryption algorithms ASOM
selected for you.
(C<Be ) [ came |[ nep |
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Configuring the ASA Site-to-Site VPNs Using

ASDM (Cont.)

[ Stte-to-site VPN Connection Setup Wizard =
Steps NAT Exempt
1. Introduction This step allows you to exempt the local network addresses from network translation.

2. Peer Device Identificatio

3. Traffic to protect [V Exempt ASA side host/network from address translation  insade -
4. Security

5. NAT Exempt

6. Summary

NAT Exempt Window

Summary

Here is the summary of the configuration.

Name

= Summary
Peer Device IP Address
VPN Access Interface

Protected Traffic

IKE Version Alowed
1= Authentication Method
IKE vi
IKE v2
=) Encryption Policy
Perfect Forward Secrecy (PFS)
= IKE Vi

TKE Policy

Value

209,165.201.1

outside

Local Network: 192.168.1.0/24
Remote Network: 172.16.3.0
IKE version 1 and IKE version 2

Use pre-shared key
Use pre-shared key when local device access the peer
Use pre-share key when peer device access the local device

Disabled

wack-zessha, rsa-sg-aes<sha, preshare-ass-sha, orack-aes-192-sha,
rsa-sig-aes-192-sha, pre-share-aes-152-sha, crack-aes-256-sha,
rsa-sig-aes-256-sha, pre-share-aes-256-sha, arack-3dessha, rsa-sig-3des-sha,
pre-share-3des-sha, crack-des-she, rsa-sig-des-sha, pre-share-des-sha
ESP-AES-128-SHA, ESP-AES-128-MD5, ESP-AES-192-5HA, ESP-AES-192-MDS,
ESP-AES-256-SHA, ESP-AES-256-MDS, ESP-3DES-SHA, ESP-3DES-MDS,
ESP-DES-SHA, ESP-DES-MDS

-

Concs || hep
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Verifying Site-to-Site VPNs Using ASDM

(

@7 Device Ust

. ;} ‘A
-

aPL

8l

Type tope to search

Go

alraln
cisco

o

Access Interfaces
Enable interfaces for IPsec access.
Interface Allow IKE v1 Acoess Allow IXE v2 Access
outside h’_i i’,x
dmz i M

7 Bypass nterface access ksts for inbound VPN sessions
Access ists from group policy and user policy always apply to the traffic.

Connection Profies

% Add [ edt [ Deete

Name  Interface

Fnd: © © 7 Match Caze

/)

Connection profile identifies the peer of a site-to-site connection. It specifies what data traffic is to be encrypted, how the data traffic is to be
encrypted, and other parameters. You can configure the mapping from certficate to connection profile here,

Local Network Remote Network IKEv1 Enabled DBEv2 Enabled Group Policy

I(.':\“&'c.- y X
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Test the Site-to-Site VPNs Using ASDM

Establish the VPN Tunnel Connection to the Remote Network

"

C:\Windows\system32\cmd.exe

Microsoft Windows [Version 6.1.7601]
Copyright (c) 2009 Microsoft Corporation. All rights reserved.

C:\Users\NetAcad> ping 172.16.3.3

Pinging 172.16.3.3 with 32 bytes of data:

Request timed out.

Reply from 172.16.3.3: bytes=32 time=64ms TTL=127
Reply from 172.16.3.3: bytes=32 time=63ms TTL=127
Reply from 172.16.3.3: bytes=32 time=T71lms TTL=127

Ping statistics for 172.16.3.3:

Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:

Minimum = 63ms, Maximum = 7lms, Average = 66ms

C:\Users\NetAcad>




Test the Site-to-Site VPNs Using ASDM (Cont.)

Monitoring the VPN Tunnel

@ rome o contors (] g

e a8

File View Took Wgads Window Help

T i

Tyoe 200 o search

b
cisco

}-owlmw. nohtcick on the adbove uh;;uhan& smoa;b\wam-u.-

Logout By:  ~ All Sesmons ~

Type Actve Cumdatve Pesk Conaurrent nactve
Ste-to-See WN 1 1

NEv1 Psec 1

Fiter By: Pec Ste-to-Ste v Al Sessons ~ v Fiter |
“mm Logn Time Bytes Tx

i

Lo ]
| Logout Sessors |
[ Retesn )
Last Updated: 4/20/18 22415 M

2

B s w27emuTc

© 2013 Cisco and/or its affiliates. All rights reserved.

Cisco Public

84



Test the Site-to-Site VPNs Using ASDM (Cont.)

Verify VPN Tunnel Connectivity from the External Host

"

C:\Windows\system32\cmd.exe

Microsoft Windows [Version 6.1.7601]
Copyright (c) 2009 Microsoft Corporation. All rights reserved.

C:\Users\NetAcad> ipconfig

Windows IP Configuration

Ethernet adapter Local Area Connection:
Connection-specific DNS Suffix . :
Link-local IPv6 Address . . . . : fe80::70£5:£35¢:59de:53a7%11
IPv4 AAAress. . « « « o« o « « & : 172.16.3.3

Subnet Mask . . . . . . . = + 255,255.255.0
Default Gateway . . . . . . :+ 172.16.3.1

C:\Users\NetAcad> ping 192.168.1.3

Pinging 192.168.1.3 with 32 bytes of data:

Reply from 192.168.1.3: bytes=32 time=64ms TTL=127
Reply from 192.168.1.3: bytes=32 time=65ms TTL=127
Reply from 192.168.1.3: bytes=32 time=67ms TTL=127
Reply from 192.168.1.3: bytes=32 time=69ms TTL=127

Ping statistics for 192.168.1.3:

Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:

Minimum = 64ms, Maximum = 6%ms, Average = 66ms

C:\Users\NetAcad>




Topic 10.2.2:
Remote-Access VPNs




Remote-Access VPN Options

Home Office Components Corporate Components

Teleworker Headquarters

REA
)
z'Pj il

L

~

Broadband e
Modem Internet

" S
P P

I

Headend VPN > (
Router

Remote VPN
Router

Encrypted VPN
Tunnel

© 2013 Cisco and/or its affiliates. All rights reserved. Cisco Public 87



IPsec Versus SSL

Internet Protocol Security (IPsec)

Internet Protocol Security (IPsec) VPN is a Layer 3 VPN technology and is
the conventional teleworker remote-access solution. However, it requires
a VPN client such as Cisco AnyConnect to be pre-installed on the host. It

authentication strength, and overall security.

supports all types of applications, and provides superior encryption and

Secure Sockets Layer (SSL)

Secure Sockets Layer (SSL) VPN is a Layer 7 VPN technology created by

S ————————— Netscape in the mid-1990s that was designed to enable secure

SSL

communications over the Internet using a web browser. SSL does not
require any pre-installed VPN software but instead allows users to access
web pages, services, and files. With SSL, users can send and receive
email, and run TCP-based applications using a browser.

| IPsec ) i SSL
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IPsec Versus SSL (Cont.)

Comparing IPsec and SSL

Applications supported Extensive- all IP-based Limited- only web-based

applications are supported. applications and file sharing are
supported.
Authentication strength Strong- using two-way Moderate- using one-way or

authentication with shared keys  two-way authentication.
or digital certificates.

Encryption strength Strong- with key lengths from Moderate to strong- with key
56 bits to 256 bits. lengths from 40 bits to 256 bits.

Connection complexity Medium- because it requires a Low- it only requires a web
VPN client pre-installed on a browser on a host.
host.

Connection option Limited- only specific devices Extensive- any device with a

with specific configurations can  web browser can connect.
connect.
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ASA SSL VPNs

Remote Access VPN Wizards

File View Tools | Wizards | Window Help 7 A (Type topic to

é Home Q% Con1 Startup Wizard... | h

VPN Wizards » Site-to-site VPN Wizard...
# ! High Availability and Scalability Wizard... AnyConnect VPN Wizard...
§ < % Device Unified Communication Wizard... Clientless SSL VPN Wizard...
5 || |OSWEIARME  ASDM Identity Certificate Wizard... IPsec (IKEv1) Remote Access VPN Wizard...
@ General Packet Capture Wizard... Interface IP Address/Mask Line
|| s C—
ASA Version: 9.2(3) Device Uptime: 0d Oh 18m 8s : "

tse 209.165.200.226/27
ASDM Version: 7.4(1) Device Type:  ASA 5505 = /2 0 v
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ASA SSL VPNs (Cont.)

Cisco ASA SSL Remote Access VPN Solutions

Headquarters

User Computer
with Browser

Internet

Cisco AnyConnect
Secure Mobility Client

Workplace Resources
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Clientless SSL VPN Solution

Cisco ASA Clientless SSL VPN Deployment

Headquarters

User Computer
with Browser

Internet

SSL VPN Tunnel

Cisco AnyConnect
Secure Mobility Client
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Clientless SSL VPN Solution (Cont.)

'ﬂ

2 16520026 <7

(U gie

File Edit View Favorites Tools Help

x Google v Psearch - More»  Signln X ~

Clientless Login Web page

m

Q) G5 O 6K o i mus d_ @ v &

File Edit View Favorites Tools Help

Web Portal Home Page

x Google v | *PSearch ~ More»  Signln W ~
f‘h)‘_mp:l/[z] | Browse | | Logout |

‘@ Home ) lwwsoomm [;“
&) Corporate WebMail

QJW.DAOO'SI -g

:i.’h)FhAouss =)
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Client-Based SSL VPN Solution

Headquarters

User Computer
with Browser

Internet

Cisco AnyConnect
Secure Mobility Client

Workplace Resources

—
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AnyConnect
Connection Window

'6' ”m‘mlgmkn-ﬁ
Enter 3 username and software token PIN

AnyConnect
Authenticate
Window
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Cisco AnyConnect Secure Mobility Client (Cont.)

AnyConnect
Authenticated Window

Connected to San Jose - SSL.
|San Jose - SSL

-

11 AnyConnect'Secure Mobility Client :

Connection Information

State: Connected
Tunnel Mode (IPv4): Tunnel All Traffic
Tunnel Mode (IPv6): Tunnel All Traffic

Duration:
Address Information
Clent (IPv4): 10.24.241.29

00:03:19

AnyConnect Statistics
Window

Clent (IPv6): 2001:420:C0OC8: 1008:0:0:0: 161
Server: 171.70.192.83

Bytes -
Sent: 141067

Received:

Frames

350663

© 2013 Cisco and/or its affiliates. All rights reserved. Cisco Public 96



AnyConnect for Mobile Devices

Cisco AnyConnect Secure Mobility Client is available on the following
platforms:

« i0OS
- Android

- BlackBerry
« Windows Mobile
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Topic 10.2.3:
Configuring Clientless SSL VPN




Configuring Clientless SSL VPN on an ASA

FoR =5c=
of =%

[T Cisco ASDM 74 for ASA - 192

Type topk 1o sesrch

File View Tools Waards Window Help

@ rome 0 contineato) (5] o | smve Q¥ netn | Q sk () ront | P v

alualn
cisco

Device List

ksl

5]

[+ (f§ Glentiess SSL VPN Access

I 1
b 2 : Network (Clent) Access What Is Remote Access VPI?

provides secure, customizable connections 1o corporate networks and appications to users at home or on the road.
The ASOM Assistant guides you step by step Brough the configuration of the Bree types of Remote Access VON.

[_uouummmusmwam) ]
[7 S5 or Prec(ikE2) VPN Remote Access (using Cisco AnyConnect Gient) |
[ B aectacey 1) vPri Remote Access fusing Gaco Vo1 Gent) ]

ASDM Assistant

EN—
By rrems
e
@aww

co ASDI SA - 192,168
File View Tools | Wizards | Window Help
. @ Home 0& Conf Startup Wizard... Forward |
C I e ntl esSs V P N ‘t I VPN Wizards » Site-to-site VPN Wizard...
W | zar d % High Availability and Scalability Wizard... AnyConnect VPN Wizard...
;3 : % Unified Communication Wizard... I Clientless SSL VPN Wizard... ]
a ASDM Identity Certificate Wizard... IPsec (IKEv1l) Remote Access VPN Wizard... :
E General Packet Capture Wizard... Interface IP Address/Mask
fa] dmz 192.168.2.1/24
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Sample Clientless VPN Topology

DMZ
(VLAN 3)

192.168.2.0 /24

QOutside

E0/O AL //1‘

nternet

Inside
~ (VLAN 1)
S 209.165.200.224 /27 \

® / / »‘ o
192.168.1.0 /27 v 209.165.201.2
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Clientless SSL VPN

SSL VPN Wizard Clientless SSL VPN Connection (Step 1 of 6)

: The security applance provides Secure Socket Layer (SSL) remote access connectivity from almost any Internet-enabled location using only a
. Web browser and its native SSL enaryption,

The security applance allows SSL-enabled web browsers to access HTTP or HTTPS web servers £l
on a portal page.

Clientless SSL VPN
Introduction Window

SSL VPN Interface (Step 2 of 6)

Connection Profile Name: Chentiess-SSL-VPN
The interface users access for SSL VPN connections.
SSL VPN Interface: outside
Digital Certificate
Certificate: - None -
Accessing the Connection Profile

[ Connection Group Alas/URL
SSL VPN Interface RS e
Window Information

Prowvide a connection profile and the interface that SSL VPN users connect to.

When users connect, the security appliance sends this digital certificate to the remote web browser to authenticate the ASA,

One accesses this connection profile either by its Group Alas or Group URL. One selects the Group Alias from the Group drop-down kst at
the logn page. One enters the Group URL in 3 Web browser,

@ LRL to access SSL VPN Service: https://209.165.200.226
URL to access ASOM: https://209.165.200.226 /admin

(<ot > ) o | (o (10
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Clientless SSL VPN (Cont.)

(1 SSLVPN Wazard =
SSL VPN Wizard User Authentication (Step 3 of 6)

The security appkance supports authentication of users by an external AAA server or local user accounts. Specify how the security applance
authenticates users when they logn.

Authenticate using a AAA server group
AAA Server Group Name: «|[ Ne

@ Authenticate using the local user database

User to be Added ADMIN
Usermname: BobV
S

[ Deete |

Confirm Password:

User Authentication
Window

Group Policy (Step 4 of 6)

Group Policy Window

A group policy is a collection of user-oriented attribute /value pairs. Unless assigned to a specdific group policy, all users are members of the
default group policy (DfitGrpPolicy). Therefore, configuring the default group policy lets users inherit attributes that you have not configured
at the individual group policy or username level.

© Create new group policy Chentiess-SSLPolicy

) Modkfy existing group policy | DftGrpPolicy
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Clientless SSL VPN (Cont.)

‘;Evo T

SSL VPN Wizard Clientiess Connections Only - Bookmark List (Step S of 6)

“ Configure a list of group intranet websites that appears in the portal page as links that Clentiess users can navigate to.
.
. Ay
)

st [

Bookmark List Window

Configure Bookmark Lists that the security appliance displays on the SSL VPN

This parameter is enforced in either a JENIE 2oy dee ey, a dynamic access policy,
or a user policy configuration. You can dick on Assign button to assign the
selected one to them.

_ _ _ & Add| @f dt| @ Delete | & Import| (& Export| % Assign
Configure GUI Customization it it
Objects Window Template

ol 9 OByt Cone

Lo ][ coxd | o |
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Clientless SSL VPN (Cont.)

fo Add Book  List ™
Bookmark List Name
Bookmark Titie URL | Ad |
:; , Add Bookmark List
— Window
Move Down

| Find: ' © O [ Match Case Select an option to use for bookmark creation:
@ URL with GET or POST method
[ ok ][ cane ][ This is the traditional bookmark using the GET method, or the POST method with parameters.

() Predefined application templates (Microsoft OWA, SharePoint, Citrix XenApp/XenDesktop, Lotus Domino)

This option simplifies bookmark creation with users selecting a predefined ASDM template that contains the pre-filled necessary
values for certain well-defined applications like Microsoft OWA 2010 and Citrix XenApp.

Select Bookmark Type e

WlndOW This option lets you create bookmark for any complex auto sign-on application. It will require two steps:
1- Define the bookmark with some basic initial data and without the post parameters. Save and assign the bookmark to use in a
group policy or user.
2- Edit the bookmark in ASDM again. Use the capture function to capture the SSL VPN parameters and edit them in the bookmark.

Lok ][ concd J[ heo |

10
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Clientless SSL VPN (Cont.)

Bookmark Title: | WebMail

URL: http v |://192.168.2.3

Preload Page (Optional)

Preload URL:  http » S |

Wait Tme: | (seconds)

Other Settings (Optional)

Subtitle: |

Thumbnail: ~ [~None - v | [ Manage |

| 7] Place this bookmark on the VPN home page

|| Enable Smart Tunnel

Bookmark Lst Name: | Corporate-Booknarks

o Add Bookmark Window

Revised Add Bookmark List
Window

© 2013 Cisco and/or its affiliates. All rights reserved.
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Clientless SSL VPN (Cont.)

[~

() Configure G ustomization Ojects

Configure Bookmark Lists that the security appliance displays on the SSL VPN
portal page.

This parameter is enforced in either a TEIE er shee ), a dynamic access policy,
or a yser policy configuration. You can dick on Assign button to assign the

eclecied orie o e Revised Configure GUI
4 20| & 6t ) Deete] 4 Tnport]| @ Exort 558 Assion Customization Objects Window
Bookmarks  Group Polides/DAPs/LOCAL Users Using the Bookmarks

Corporate-80...

| Find: | @ © [[] Match Case

Lok ][ conced [ heb

Revised Bookmark List
Window

© 2013 Cisco and/or its affiliates. All rights reserved.



Clientless SSL VPN (Cont.)

Summary Window

() SSL VPN Wizard =
SSL VPN Wizard Summary (Step 6 of 6)

!! . You have created a SSL VPN connection with following attributes:

Selected Features: Clientless

Connection Name: Clientless-SSL-VPN

SSL VPN Interface: outside

User Authentication: LOCAL

New Users: ADMIN,BobV,

Group Policy: Clientless-SSL-Policy
Bookmark List: Corporate-Bookmarks

10
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Verifying Clientless SSL VPN

Fle Vuev( Tools Wmvds Wndow Hdp

QM-DM QMGW om on-vd ?Nﬁ

#7 |7 Davice List

(Type tope 1o search

Cisco
M_“ note Access VPN 5 9 Confiauration > Remate Access VPN > Clicntless SSL VP Access > ConnectionProfles O
Nmk(mm Access Interfaces - -
@ Chentless SSL VPN Access Enable nterfaces for dentiess SSL VPN access,
! w Interface Alow Access |
& |
VO Access l'“a.uﬁ"". | {f i[ Device Certficate ... |
Group Poloes — |
Dynamic Access Poloes inside F [ Portseting... |
K Advanced |
VPN Remote
@ m“"u,m [V] Bypass nterface access ists for nbound VPN sessions
Host Scan Image Access lats from group policy and user policy always aply to the traffic,
[0)) Seare Desktop Manager
i £ Certficate Management Page Settng !
Language Locakzaton L“:* ‘
DHCP Server 1] Alow user to select connection profie on the lognpage. O !
ons - : v
&g ; || Allow user to enter ntemal password on the login page,
[ Shutdown portal login page.
Connection Profiies
Connection profile (tunnel group) specifies how user is authenticated and other parameters. You can configure the mapping from cerdficate to
connection profile here,
@ add | £dt| [§ Oclete| Finc:; O OMachCase |
gy Devcesens = = — .
%H 2 Nome Enabled Akases Authentication Method Group Polcy
DefaulRAGrow v AAALOCAL) DfitGrpPolicy
ﬁmmm AAA(LOCAL)

© 2013 Cisco and/or its affiliates. All rights reserved.
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Testing the Clientless SSL VPN Connection

|’e https//209.165.200.226/ P-CX " & Centificate Error: Navigatio... * | | () 25 ke
File Edit View Favorites Tools Help
X Googk - ‘-:' Search ~ More »  Signln W ~

-

@ There is a problem with this website's security certificate.

The security certificate presented by this website was not issued by a trusted certificate authority.
The security certificate presented by this website was issued for a different website's address.

Security certificate problems may indicate an attempt to fool you or intercept any data you send to the
server,

We recommend that you close this webpage and do not continue to this website.

@ Click here to dose this webpage.

@ Continue to this website (not recommended).

O s EE o v | |

Security Certificate Window

() 20 523

File Edit View Favorites Tools Help

® More information
x Google

'i':'Surch' ‘More»  Signln W\ ~

« m.

Logon Window

@ —

Username | |

Password

© 2013 Cisco and/or its affiliates. All rights reserved.
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Testing the Clientless SSL VPN Connection (Cont.

Q) e G EEER] o s

<[] D

File Edit View Favorites Tools Help

x Google

- ':'Surch ~  More » Signln M ~

ib)uonn = || Web Bookmarks

& Comorate WebMail

9) Web Access -)

Eib) File Access =

Web Portal Home Page

G@I@vamp ~ © Certifi.. © X || @ 209165200226 x | |

{7 icd

Eh) Home

Web Portal Web Access

Page

© 2013 Cisco and/or its affiliates. All rights reserved.

QJ Web Access

s.il:a) File Access

QJ http:// [+]

| Web Access

. Wi

@

- -" Search » - More » SignIn ‘\ -
‘Bmmp | Logout |

Web Applications Requirements
and Recommendations

Cookies and JavaScript must be
enabled on your browser.

Your VPN session provides access only

to the corporate resources that your (=
administrator has previously configured

for your use.

We recommend that you add the
security appliance to the list of trusted
sites, as follows:

1. Choose Internet Options. To do
50, use either of the following
methods:

= Choose Start > (Settings
>) Control Panel >
Internet Options.
= Open Internet Explorer
and choose Tools >
Internet Options.
. Click the Security tab.
. Click the Trusted sites icon, then -

wnN

Cisco Public 0



Testing the Clientless SSL VPN Connection (Cont.

- = el

a@l@ itips//209.165.200.226/+ 5 O = @ Centifi.. & X | & 209165.200.226 x I |

() 2.5 80

File Edit View Favorites Tools Help

x Google
;i_‘;) cifsdl [+]

31 Home o | File Access

?) Web Access =)

ntire Network

%b) File Access =

File Access Requir

o4 '.' Search ~* More »

| Browse | | Logout |

and Rec d

ions

To access files in your network, your system
administrator must assign permissions that grant you
access.

Click the link to the destination you want to browse,

e then dlick through the hierarchy to the file you want to

can:

1
2,

. Click Browse.
. Click through the hierarchy to the file you want

access, If the link to the destination is not present, you

Select cifs:// from the drop-down list next to
the Address box.
In the Address box, enter one of the following
= Path to the file, using the universal
naming con ion (UNC) (for |
(\\computername\sharedfolder\resource).
= Full path to the file, using the

Signin “ ~ ‘

Web Portal File Access Page

hostname/share/resource format.

to access.

)

GG/)IQ hitp=//209.165200226/-C5 O = @ Certfi.. © X | @ 209165200226

x| () g 423

File
x Google

Edit View Favorites Tools

Help

- "’ Search ~ - More » SignlIn - -

Log Out of the Web Portal

Logout
You have been logged out.

@

For improved security, please:
« Clear the browser's cache
« Delete any downloaded files
« Close the browser's window

( Logon |

© 2013 Cisco and/or its affiliates. All rights reserved.
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Viewing the Generated CLI Config

webvpn
enable outside

group-policy Clientless-SSL-Policy internal
group-policy Clientless-SSL-Policy attributes
vpn-tunnel-protocol ssl-clientless

webvpn

url-list value Corporate-Bookmarks

username ADMIN password 3MBOT/Mpbpc4KbOv encrypted privilege 0

username ADMIN attributes

vpn-group-policy Clientless-SSL-Policy

username BobV password AOvleG/KWkzEwhtN encrypted privilege 0
username BobV attributes

vpn-group-policy Clientless-SSL-Policy

tunnel-group Clientless-SSL-VPN type remote-access
tunnel-group Clientless-SSL-VPN general-attributes
default-group-policy Clientless-SSL-Policy

© 2013 Cisco and/or its affiliates. All rights reserved Cisco Public 2



Topic 10.2.4:
Configuring AnyConnect SSL VPN




Conﬂgurmg SSL VPN AnyConnect

Fi( Vuv Tooh Vﬁutds Wndcw Help 719'"9!0&&:\

omMDmm e Qreen Qs Ot | 'é'.‘;é'&‘
‘Remote AccessVPN & & 3 (o
¥
s ([ 2
§ ® 9] Network (Chent) Access What Is Remote Access VPN?
* Clentiess SSL VPN Access
& Easy VPN Remote provides secure, to networks and 10 users at home of on the road,
[ "§:ﬂ”‘:m The ASOM Assstant guides you step by step through the configuration of the three types of Remote Access VPN
T gmm ([ [ hentiess 55 Vo Remote Access (uang Web Browser) ]
DHCP Server
| GM [ 58 5L or rec(ev2) voni Remote Access (using Cisco AnyConnect Cent) |
-1 Advenced ] 1Psec(iEv 1) VPN Remote Access (using Gsco VP Clent) ] .
o ASDM Assistant
e
P
Site-to-Ste VPN
Er— Client-Based VPN Wizard
r14870r A ,‘_ & )}
File View Tools | Wizards I Window Help i
@ Home Q& Con Startup Wizard... < .
D | VPN Wizards » | Site-to-site VPN Wizard...
‘g’ ’ % High Availability and Scalability Wizard... [ AnyConnect VPN Wizard... J
g = Unified Communication Wizard... Clientless SSL VPN Wizard...
a ASDM Identity Certificate Wizard... IPsec (IKEvl) Remote Access VPN Wizard...
EL General Packet Capture Wizard... I Interface IP Address/Mask
= 4

© 2013 Cisco and/or its affiliates. All rights reserved. Cisco Public 4



Sample SSL VPN Topology

DMZ
(VLAN 3)

172.16.3.3

192.168.2.0 /24

EQ/2

QOutside

Inside .
(VLAN 1) Sl L bl f/lnte"‘b
| 5 -5/ .209.165.200.224 /27 P
192.168.1.0 /27 \J

© 2013 Cisco and/or its affiliates. All rights reserved. Cisco Public 5




AnyConnect SSL VPN

e = = REETRT
[£) AnyConnect VPN Connection Setup Wizard
VPN Wizard

Introduction

user’s device when a VPN connection is established.

Local ? Remote

Use this wizard to configure the ASA to accept VPN connections from the AnyConnect VPN Client. The connections will be
protected using either the IPsec or the SSL protocol. The ASA wil automatically upload the AnyConnect VPN Client to the end

AnyConnect VPN Wizard
Introduction Window

Deployment

Connection Profile s
|dentification Window

| - = —
{E) AnyConnect VN Connection Setup Wizard =
Steps Connection Profile Identification
1. Introduction This step allows you to configure a3 Connection Profile Name and the Interface the remote access users wil access for VPN
2. Connection Profile | <2<
Identification
s 3. VPN Protocols Connection Profile Name: = Chent-Based-SSL-VPN
e - VPN Access Interface:  outsde v
S. Authentication Methods
6. Chent Address Assignme
7. Network Name Resolutio
Servers
8. NAT Exempt
9. AnyConnect Chent

[<oecc | [(hext> (e ] (Crew

1"

© 2013 Cisco and/or its affiliates. All rights reserved.
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AnyConnect SSL VPN (Cont.)

VPN Protocols Window

7% AnvConnect VPN Connection Setup Wizard
Steps VPN Protocols
1. Introduction AnyConnect can use either the IPsec or SSL protocol to protect the data traffic. Please select which protocol or protocols you
2 ¢ $on Profie would like this connection profile to support.
Identfication B
3. VPN Protocols @iss
4. Chent Images [ IPsec
5. Authentication Methods : AP
6. Chent Address Assignme Device certificate identifies the ASA to the remote access dients, Certain
7. Network Name Resolutio | AnyConnect features (Always-On, IPsec/IKEv2) require that valid device certificate
Servers be avaiable on the ASA.
8. NAT Exempt . -
coretciny | Deviee Certficate: [None - =
Deployment
10. Summary

[_<Back | Mext> | [LConcdl [ e ]

1"

© 2013 Cisco and/or its affiliates. All rights reserved.
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AnyConnect SSL VPN (Cont.)

T AnyConnect VPN Connection Setup Wizard

Steps
1. Introduction

2. Connection Profie
Identification

3. VPN Protocols

4. Chent Images

S. Authentcation Methods

6. Chent Address Assignme

7. Network Name Resolutio
Servers

8, NAT Exempt

9. AnyConnect Clent
Deployment

10, Summary

Client Images
ASA can automatically upload the latest AnyConnect package to the dient device when it accesses the enterprise network.

A regular expression can be used to match the user-agent of a browser to an image.
You can also minimize connection setup time by moving the image used by the most J d op system to
the top of the list.

@ W>' Replace | ff Delete| 4+ ’ 4

,lmnt Regular expression to match user-agent

You can download AnyConnect Chent packages from Qigco by searching ‘AnyConnect VPN Clent’ or gick here,

Add AnyConnect

Client Images Window

Client Image WiNdOW | | gegiier expression to match user-sgent

© 2013 Cisco and/or its affi

liates. All rights reserved.

Cisco Public
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AnyConnect SSL VPN (Cont.)

Folders Files
B] 3
B (2 or -~ FileName - Size (bytes) Date Modified
& log ' (] coredumpinfo 08/29/11 13:52:54
- @ O oypto_archive | | arypto_archive 08/29/11 13:55:46
@ (] sdesktop Clleg 08/29/11 13:55:28
- @ disk1: () sdesktop 08/29/11 14:00:18
anyconnect-inux-2.5.2... 6,689,498 08/29/11 14:00:22
anyconnect-macosx-i3... 6,487,517 08/29/11 14:00:20
25a923+48.bin 30,468,096 02/14/15 00:10:24
asdm-741.bin 26,350,916 03/27/15 00:03:04
¢csd_3.5.2008+k9.pkg 12,998,641 08/29/11 14:00: 16
nat_ident_migrate 0 08/29/11 14:00:26
original 1,863 09/13/11 15:51:50

File Name: 'anycomect-w’n-z. 5.2014-k9.pkg

o] o )[R0

Add AnyConnect
Client Image Window

© 2013 Cisco and/or its affiliates. All rights reserved.

AnyConnect Image:

Regular expression to match user-agent

disk0: /anyconnect-win-2.5.2014-kS.pkg

Browse Flash Window

OK

Cancel |

11
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AnyConnect SSL VPN (Cont.)

Completed Client Images Window

N RSN TR

Feo L o -
Steps Client Images
1. Introduction ASA can automatically upload the latest AnyConnect package to the chent device when it accesses the enterprise network.
2 mﬂ' A regular expression can be used to match the user-agent of a browser to an mage.
You can also minimize connection setup time by moving the image used by the most commonly encountered operation system to
3. VPN Protocols the top of the kst.
4. Chent Images | \ .
5. Authantcaton Methods | ¥ A% Resioce| oelete| # |
6. Clent Address Assignme Image Regular expression to match user-agent
7. Network Name Resolutio disk): /anyconnect-win-2. 5.20 14-%9.pkg f
Servers
8. NAT Exempt
9. AnyConnect Clent
Deployment
10, Summary
You can download AnyConnect Clent packages from Cigco by searching "AnyConnect VPN Client’ or glick here.,
| <Back |[ Next> | | Canxcel || Hep |
e
12
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AnyConnect SSL VPN (Cont.)
Authentication Methods Window

[} AnyConnect VPN Connection Setup Wizard
Steps Authentication Methods
1. Introduction This step lets you specify the location of the authentication server,

2 G on Profile You can dick on the "New..." button to create a new server group.

Identification

3. VPN Protocols | A4 Server Growp: |LOCAL » | | New... |
4. Chent Images

Methods t::mq
6. Clent Address Assignme Vv
7. Network Name Resolutio L.
" Servers Usemame: | Add >>
8. NAT Exempt Password: , wrive—
9, AnyConnect Chent | Confirm Password: ' :

Deployment
10. Summary

| <Back |[ Next> | | Cancel || Hep |
I

© 2013 Cisco and/or its affiliates. All rights reserved. Cisco Public 1



AnyConnect SSL VPN (Cont.)

Steps Client Address Assignment

will be assigned addresses from the pools when they connect.
Identification 1Pv6 address pool is only supported for SSL connection.

4. Chent Images 1P v4 Address Pool 'inGAd&essPodm
5. Authenticaion Methods | Address Pool: | —Select— >/ | New... |

s Details of the selected address pool

1. Introduction This step allows you to create a new address pool or select an existing address pool for IPv4 and IPv6. The AnyConnect cients

Client Address
Management Window

Add IPv4 Window

:VPN-Cimt-Pool

. 192.168.1.33

192.168.1.62

:255.255.255.224

Cancel

© 2013 Cisco and/or its affiliates. All rights reserved.
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AnyConnect SSL VPN (Cont.)

T3 AnyConnect VPN Connection Setup Wi
Steps Client Address Assignment
1. Introduction This step allows you to create a new address pool or select an existing address pool for IPv4 and IPv6. The AnyConnect dients
2 Profie will be assigned addresses from the pools when they connect.
Idantification 1PV6 address ool is only supported for SSL connection.
3. VPN Protocols
4, Chent Images 1P v4 Address Pool | IP v6 Address Pool
5. Auberscat ebods | Abess o et entful ) N Completed Client Address
O Detais of the selected address pooi .
7 Nk ome Rt | | Sorto P Ades: g Management Window
i Ending TP Address: | 192.168.1.62 =
8. NAT Exempt
9. AnyConnect Client Subnet Mask: 255.255.255.224 -
Deployment
10. Summary
tion Setup Wizard
Steps Network Name Resolution Servers
1. Introduction This step lets you specify how domain names are resoived for the remote user when accessing the internal network.
2. Connection Profie
(e o S

. VPN Protocols WINS Servers:

3

4. Chent Images Domain Name:
S. Authentication Methods

6. Clent Address Assignme
7

. Network Name
Resolution Servers

8. NAT Exempt
9. AnyConnect Client

Network Name Resolution Desoymet
Servers Window

© 2013 Cisco and/or its affiliates. All rights reserved. Cisco Public 3



AnyConnect SSL VPN (Cont.)

Completed Network Name Resolution Servers Window

fo - .t VDN Connect :. S SE
Steps Network Name Resolution Servers
1. Introduction This step lets you spedfy how domain names are resolved for the remote user when accessing the internal network.
2. Connection Profile
Identification DNS Servers: 192.168.2.3
3. VPN Protocols WINS Servers:
4. Clent Images Domain Name:  ccnasecurity,com
5. Authentication Methods
6. Clent Address Assignme
7. Network Name
Resolution Servers
8. NAT Exempt
. AnyConnect Client
Deployment
10. Summary
| <Back || Next> | | Cancel || Hep |

© 2013 Cisco and/or its affiliates. All rights reserved. Cisco Public



AnyConnect SSL VPN (Cont.

Steps NAT Exempt
1. Introduction 1If rk address translation is enabled on the ASA, the VPN traffic must be exempt from this translation,
2. Connection Profile
Identification [ Exempt VPN traffic from network address translation
3, VPN Protocols
4, Chent Images R
5. Autencaton ethds NAT Exempt Window
6. Client Address Assignme
7. Network Name Resolutio
Servers
8. NAT Exempt
9. AnyConnect Clent
Deployment
10, Summary
Steps NAT Exempt
1, Introduction If network address translation is enabled on the ASA, the VPN traffic must be exempt from this translation,
2. Connection Profile
Identification (V] Exempt VPN traffic from network address transiatior}
: 3. VPN Protocols Inside Interface is the interface directly connected to your internal
4. Chent Images mehekc ) )
5. Authentication Methods Inside Interface: |inside Z.)
& B S Local Network is the network address(es) of the internal network that
7. Network Name Resolutio diient can access.
i Local Network:  any4 E]
8. NAT Exempt 2

9. AnyConnect Clent

Completed NAT Exempt = == ettt et destad et e
Window

[ <ok ] [next> ]
I

12
© 2013 Cisco and/or its affiliates. All rights reserved. Cisco Public 5




AnyConnect SSL VPN (Cont.

o

Steps

AnyConnect Client Deployment

1

2,

N on o ow

Introduction

Connection Profile
Identification

. VPN Protocols

Cient Images
Authentication Methods
Client Address Assignme

. Network Name Resolutio

Servers

8. NAT Exempt

9.

AnyConnect Client
Deployment

10, Summary

AnyConnect client program can be installed to a dlient device by one of the following two methods:

1) Web launch - On accessing the ASA using a Web Browser, the AnyConnect dlient package will be automatically installed;
2) Pre-deployment - Manually install the AnyConnect dient package.

AnyConnect Client
Deployment

- —

(23 AnyConnect VPN Connection Setup Wizard

VPN Wizard

Name

= Summary
Name/Alias of the Connection Profile
VPN Access Interface

Summary Window

Device Digital Certificate
VPN Protocols Enabled
AnyConnect Client Images
Authentication Server Group
Address Pool for the Client

DNS
Network Address Translation

Here is the summary of the configuration.

value

Client-Based-SSL-VPN
outside

—none -

SSL only

1 package

LOCAL

192,168.1,33 - 192.168.1.62

Server:
Domain Name:

The protected traffic is not subjected to network address transiation

(oo ) [ tep ]

© 2013 Cisco and/or its affiliates. All rights reserved.
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Verifying AnyConnect Connection

AnyConnect Connection Profiles Page

File View Took Wizards Window Help

@m; l[anmmg sm oma. OM Qs«.n '@ m .

© 2013 Cisco and/or its affiliates. All rights reserved.

| The secunty apphance automatically deploys the Cisco AnyConnect VPN Clent to remote users Upon connection. The nsal chent deployment requeres &
enduser administrative rights, The Cisco AnyConnect VPN Clent supports iPsec (REv2) tunned as well as SSU tunnal with Datagram Transport Layer I

Security (DTLS) tunnelng cpbions.
Access nterfaces
[V Enable Czco AnyConnect VPN Chent access on the nterfaces selected n $he tabie beiow!
SSL access must be enabled if you allow AnyConnect dent to be launched from a browser (Web Launch) .

Troe So¢ o saarch

Go

o.llo"lo
Cisco

i S5 Access Prec (WEv2) Access
Alow Access Eneble DTLS Aow Access Enable Clent Services | Dewce Cersficate ... |
ame B8 :i‘ [ PortSetngs... |
outsde [ v ™

|V Bypass eterface access bsts for nbound VPN sessons b

Access ksts from group policy and user policy always apply to the traffic,
Logn Page Settng
(V] Alow user to select connection profie on the login page. )
[T Shutdomn portsl logn page.
Eun«tnnnﬁn
Connection profie (funnel group) spedifies how user is authenticated and other parameters. You can configure the mapping from certficate to
connection profile hare,

@ 2dd| [ Eoe [ Osete P O O Matchcase b
:Nhl! S8 Enabled 1Psec Enabled Alases Authenticaton Methed Growp Polkcy
DefadRasroup £ v AAALOCAL) DfitGrpPolcy
{DefadrwEnw. - v AAALOCAL) DftGroPokcy -l

14 .
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Veritying AnyConnect Connection (Cont.)

Verifying the Client-Based Configuration

@ Add (& Edt [} Delete | Find: © © [F]Match Case
i Name SSL Enabled IPsec Enabled Aliases Authentication Method Group Polcy
DefaultRAGroup F 7] AAA(LOCAL) DfitGrpPolicy
DefaultWEBVP... 0 .'i] AAA(LOCAL) DAtGrpPokcy
fClientles-SSl. - AAA0.0CAL) Chentless-SSL-Policy
_

. detmlRLtdnemm#mmLudmﬂatemwmwwdﬁermtmcﬁonmﬂs Otherwise, hmcaonproﬂematmawm
— the certificate map will be used.

© 2013 Cisco and/or its affiliates. All rights reserved. Cisco Public 8



Install the AnyConnect Client

T e e |
Ie hitps://209.165.200.226/ L~CX ” & Certificate Error: Navigatio... % l I @ ﬁ:? {§}

File Edit View Favorites Tools Help
x Google | v |2 search -

More»  Signin % ~

-

|@ There is a problem with this website's security certificate.

The security certificate presented by this website was not issued by a trusted certificate authority. S ecu ri ty Ce rtifi Cate Wi n d OW

The security certificate presented by this website was issued for a different website’s address,

Security certificate problems may indicate an attempt to fool you or intercept any data you send to the
server,

We recommend that you close this webpage and do not continue to this website.

@ Click here to dose this webpage. E@

< aan

@ Continue to this website (not recommended).

File Edit View Favorites Tools Help
@ More information x Gongle' - | 8 Semeets ~

More»  Signln W ~

Group | Client-Based-SSL-VPN[¥]

Logon Window T —

Password ]

Logon

© 2013 Cisco and/or its affiliates. All rights reserved. Cisco Public 9



Install the AnyConnect Client (Cont.)

ol'hlllc - :
cISco Cisco AnyConnect VPN

WeblLaunch Using ActiveX for Installation . .
— Dlants Faok ok e g oF ik Lt K i C'?co AnyConnect VPN Client
~ Detectin T Window
- ActiveX 43
Information Bar Help

To proceed with set up, select "Install ActiveX
Control". If you are prompted to Retry or Cancel,
select Cancel.

Continuing in 25 seconds [skip].

¥ (111 [
CiSco Cisco AnyConnect VPN

| Help | [ Download ] ﬁ WebLaunch Manual Installation

Web-based installation was unsuccessful. If you wish
to install the Cisco AnyConnect VPN Client, you may

Platform :
i download an installer package.
P Install using the link below:

Windows 7/Vista/64/XP

- Java Detection
Alternatively, retry the automatic installation.

Manual Installation Window

- Download

e

13
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Install the AnyConnect Client (Cont.)

Run Installer Window

Cisco Public



Install the AnyConnect Client (Cont.)

Cisco AnyConnect VPN Client Setup Window

Welcome to Cisco
AnyConnect VPN Client
Setup Wizard

The Setup Wizard will install Cisco AnyConnect VPN
Client on your computer, Click Next to continue or
Cancel to exit the Setup Wizard.

[ < Back ] Next >

© 2013 Cisco and/or its affiliates. All rights reserved.
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Install the AnyConnect Client (Cont.)

End-User Agreement Window

End-User License Agreement E’r!!i
»

THE SOFIWARE TO WHICH YOU ARE REQUESTING ACCESS IS
THE PROPERTY OF CISCO SYSTEMS. THE USE OF THIS
SOFIWARE IS GOVERNED BY THE TERMS AND CONDITIONS OF
THE AGREEMENT SET FORTH BELOW. YOU (ON BEHALF OF
YOURSELF AND THE BUSINESS ENTITY YOU REPRESENT) MUST
AGREE TO THE FOLLOWING TERMS AND CONDITIONS IN OR
TO USE THE SOFIWARE. IF YOU DO NOT AGREE TO THE
FOTL.T.OWTNG TERMS AND CONDTTTONS THEN YOIT ARF NOT

() 1 accept the terms in the License Agreement
@ I do not accept the terms in the License Agreement
Advanced Installer

wo ] @

Please read the following license agreement carefully -
e ull
Client Software License Agreement of Cisco Systems -
(3

Publisher: Unknown
File origin: Hard drive on this computer
(%) Show details Ves No

User Account Control Security Window

Program name:  C:\Users\NetAc...\WinSetup-Release-web-deploy.msi

Change when these notifications appear

© 2013 Cisco and/or its affiliates. All rights reserved.
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Install the AnyConnect Client (Cont.)

Ready to

CIsCO

Install AnyConnect Client

VPN Clie

o

Ready to Install
The Setup Wizard is ready to begin the Typical installation

Click "Install” to begin the installation. If you want to review or change any of your
installation settings, dick "Back”, Click "Cancel” to exit the wizard.

Installing the AnyConnect Client

snnect VPN C

Installing Cisco AnyConnect VPN Client

Advanced Installer

[ <Bacx [ Hmstat ] [

Please wait while the Setup Wizard installs Cisco AnyConnect VPN Client. This may
take several minutes.

Status: Removing backup files
—' ‘

Advanced Installer

© 2013 Cisco and/or its affiliates. All rights reserved.



Install the AnyConnect Client (Cont.)

Complete Cisco AnyConnect VPN Installation

Completing the Cisco
AnyConnect VPN Client
Setup Wizard

Click the Finish button to exit the Setup Wizard.

| <Back |[__Finish

Cancel

© 2013 Cisco and/or its affiliates. All rights reserved.
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Install the AnyConnect Client (Cont.)

Start the Cisco AnyConnect VPN

Cisco

% Remote Desktop Connection

5! Getting Started

Sticky Notes

% Snipping Tool

%?f‘ Cisco Configuration Professional
,,‘ XPS Viewer

@‘ Windows Fax and Scan

1@ Cisco AnyConnect VPN Client

» Al Programs

a2

NetAcad
Documents
Pictures

Music

Computer

Control Panel
Devices and Printers
Default Programs

Help and Support

Cisco AnyConnect VPN Client
Window

&) Cisco AnyConnect VPN Client ol @ | =]
R Connecton | @ statstics | & About|
TNImir
CISCO
Connect to: . [@
Cisco AnyConnect VPN Client @

Lk Please enter a secure gateway to connect to.

T

13

© 2013 Cisco and/or its affiliates. All rights reserved.
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Install the AnyConnect Client (Cont.)
Cisco AnyConnect VPN Connect Window

o v, ety N VOIS s

% Connection | @ statistics | & About|

TIIr
CISCO

Connect to: 209, 165.200.226 v @

Certificate Security Warning Window

This page requires a secure connection which includes
server authentication.

The Cerficate Issuer for this site is untrusted or
unknown. Do you wish to proceed?

| Yes || No || ViewCediicate || Moreinfo |




Install the AnyConnect Client (Cont.)
Cisco AnyConnect VPN Authentication

Window
' & Cico AmyComnect WNClent [ ][0 i

R Comecton | @ statscs | £ About Cisco AnyConnect VPN Icon in
alial System Tray
CISCO

C— e - gisco ﬁ;:ydConnect VPN Client

onnectie

Group: | Chent-Based-S5L-VPN v

Username:

Password:

Please enter your username and password.
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Install the AnyConnect Client (Cont.)

Cisco AnyConnect VPN Verifying Connectivity to Internal
_Client Status Network

B

3 2 Microsoft Windows [Version 6.1.7601] —
@CISCO AnyConnectVPN Client | ‘:',” &= l_é] Copyright (c) 2009 Microsoft Corporation. All rights reserved.

Q\ Connection| @ Statistics ‘5‘@ About C:\Users\NetAcad> ipconfig
Windows IP Configuration
' ' l ' ' ' ' ' ' Ethernet adapter Local Area Connection 3:
c | sc o Connection-specific DNS Suffix . : ccnasecurity.com
IPv4d Address. . « + « « « « « » « 5 192,168.1.33
Subnet Magk e a e e Uel et e e e 2 G DB 2N 224 -
Connection State: Connected Default Gateway . . . « « . . . . & 192.168.1.34
Ethernet adapter Local Area Connection:
Client Address: 192.168.1.33
Server Address: 2095.165.200.226 Connection-specific DNS Suffix
Link-local IPv6 Address . . . . . : feB0::70F5:£35¢c:59de:53a7%11
f y . W
Client Address (IPv6): Not Available IPv4 Address. . . . . . . . . . . : 172.16.3.3
SUbBRat I Ma sk e e e oD DL DD DI )
Bytes Sent: 44875 Default Gateway . . « « « « . » . : 172.16.3.1
Bytes Received: 856 C:\Users\NetAcad> ping 192.168.1.3
Pinging 192.168.1.3 with 32 bytes of data: E
Time Connected: 00:08:51 Reply from 192,168.1.3: bytes=32 time=85ms TTL=128

Reply from 192.168.1.3: bytes=32 time=84ms TTL=128
Reply from 192.168.1.3: bytes=32 time=84ms TTL=128
Reply from 192.168.1.3: bytes=32 time=84ms TTL=128

Ping statistics for 192.168.1.3:

e | Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
etails... Approximate round trip times in milli-seconds:

Minimum = 84ms, Maximum = 85ms, Average = 84ms

VPN session established to 209.165.200.226. C:\Users\NetAcad>
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Viewing the Generated CLI Config

ip local pool VPN-Client-Pool 192.168.1.33-192.168.1.62 mask

object network NETWORK OBJ 192.168.1.32 27
AnyConnect SSL subnet 192.168.1.32 255.255.255.224

VPN Conﬁguration nat (inside,outside) source static any any destination stati
|

settings: R

enable outside

« NAT anyconnect image disk0:/anyconnect-win-2.5.2014-k9.pkg 1 e
anyconnect enable
tunnel-group-list enable

« WebVPN
group-policy GroupPolicy Client-Based-SSL-VPN internal

. Group po“Cy group-policy GroupPolicy Client-Based-SSL-VPN attributes
wins-server none ‘
dns-server value 192.168.2.3

* Tunnel group vpn-tunnel-protocol ssl-client

default-domain value ccnasecurity.com

tunnel-group Client-Based-SSL-VPN type remote-access
tunnel-group Client-Based-SSL-VPN general-attributes
address-pool VPN-Client-Pool

default-group-policy GroupPolicy Client-Based-SSL-VPN
tunnel-group Client-Based-SSL-VPN webvpn-attributes

group-alias Client-Based-SSL-VPN enable
I
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Section 10.3:
Summary

Chapter Objectives:
- Implement an ASA firewall configuration.

« Configure remote-access VPNs on an ASA.



NIMIr y

Thank yOu . cisco Cisco Networking Acse
Wi




Instructor Resources

» Remember, there are =Y
s ljlel ]l

helpful tutorials and user cisco Cisco Networking Academy
guides available via your
NetSpace home page_ NetSpace Home About Us 1 Program %~  Offerings »  Communities
(https://www.netacad.com) 2 netspace FAQs and Tutorials
Ci Certificati d “vouch
- These resources cover a Welcome to NetSpace
variety of topics including Sttt
navigation, assessments, e R Equipment nformation B
) ge Lea
and aSSIQnmentS l Curriculum Features

« A screenshot has been

provided here highlighting Managing Assessments

the tutorials related to e 0

activating exams, managing Aol Resc s Baad
assessments, and Creating . gﬂt%%ae%?égr%oe?rﬁg]nigtigseeggfndent Summary

=3 Activation Tool: Complete Tutorial {13 Minutes)
Activation Tool: Bulk Activation

Activation Tool: Bulk Deactivation NEWW

Activation Tool: Manage Activations

Activation Tool: Creating an Activation Profile Revised
Packet Tracer Activity Grader

quizzes.
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