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TEMbI KYPCA

. BBepeHue.
O630p BEO-TEXHONOM
CTpyKTypa BEG-NMPUNOXKEHUN
[lepBOHa4anbHbIN aHann3, c6op NHopMaLUnn
. YS3BUMOCTU CEPBEPHON YacTn BEO-MPUNOXKEHNN
. TeCcTnpoBaHne MexaHn3mMoB ayTeHTNUKaLNUL K
MeHeO)KMeHTa Ceccun
7. Jlornyeckumne yassmmocTu
8. besonacHocTb npoTtokona HTTP
9. bezonacHoOCTb KIIMEHTCKON YaCcTu BEG-NPUNOXKEHNN
10. Bonpocbkl Ha cobecenoBaHum
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TEMbI SAHATUA

® O630p TecTpoBaHUSA Be6-NPUNIoXKeHUn

® Y10 ecTb NnONe3Horo Ana n3y4yaroLmx neHrecTt Beba
® HTTP

® KoanpoBku B Beb6e

® HTTPS vs HTTP

® HTML, Javascript, CSS.



O630p TecTUpoBaHNSA BeO-
NMPUNOXXeHUun
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INMpoekT

® Mpecewnn - onpepgeneHne o6bema paboTbl n
yTOYHEeHue aertanen

® Norosop

® ABTOpPM3aLUOHHOE NNCbMO - Nepea Ha4Yanom

paboTbl KJINEHT NOATBEepPXAAaeT 4YTO pa3pellaeTt
TaKOU-TO KOMMNAaHUM ero neHeTpnpoBaTb, C TAKUX TO
IP-apgpecoB, B Takue To gatbl U T.4. U T.MN.

® HenocpeacrBeHHbIM aHaNnM3 3alULLEeHHOCTHN

® dopmupoBaHmne pekomeHgaLum U HanncaHue
oTyeTa.




TecTnpoBaHue

TecTpoBaHue Be6-NpuIoXKEHUN MOXKeT ObITb KaK
oTAesIbHbIM MPOEKTOM, TaK U BXOAUTb B 6osee

KPYrMHbIN NPOEKT (Hanpumep, B MPOEKT N0 BHELUHEMY
TeCTUPOBaAHNIO HA MPOHNKHOBEHME)
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NMoaxoabl K aHANU3y

® YepHbin AWMKK - crieunasucTy He U3SBECTHO HUYEro
O cucrteme

® Cepbi AWMK - KNINEHT NpefocTaBnsieT

OorpaHvYeHHbIN A0CTYyIM, Hanpumep, ¢ NpaBamMmmu
OoObI4YHOro NoJsib3oBaTens

® Benbin AWMK - KNNEHT NpeaocTaBgeT NOJHbIN

AOCTYN K NPUJIOXXEHUIO, B TOM YnCJie K UCXOAHbIM
Koaam




YTO ecTb NoOsIe3HOro Ans
n3y4yarLimx neHTecT Beba
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OWASP - Open Web Application Security Project

—>  Testing Guide

—>  Cheat sheets

——>  Developer Guide

—> QOWASP Top 10
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Portswigger Web Security Academy

https://portswigger.net/web-security

TyT eCcTb KaK TEKCTOBble MaTepualbl, Tak U laéopatopum,
B KOTOPbIX MOXXHO YNPaXKHATbCSA
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NMnowapnku ona TPeHUpPoBOK

® Capture the Flag (CTF) - copeBHOBaHNs XakepoB

® https://ctftime.org/ - arperatop

OcCHoOBHble KaTeropum:

® web

® crypto

® reverse

® binary (oH >xe pwn, OH Xe exploit)
® forensics

® osint



NMnowapnku ona TPeHUpPoBOK

® ever CTF

® https://www.root-me.org/

® https://w3challs.com/

® Vulnerable Applications
® bWAPP
® Damn Vulnerable Web Application

® etc
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Bug Bounty

NMouck ya3BumocTen 3a BO3HarpakaeHue

® https://www.hackerone.com

® https://bugcrowd.com
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NMnowapnku ona TPeHUpPoBOK

Ctatba 272 YK P®. HenpaBoMepHbIU AOCTYN K
KOMNbIOTEPHOU MHoOpMaLUKn
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NMporpammHoe obecne4vyeHune

® Burp Suite

® CepBuc xpaHeHns1 3aMeTOoK
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Penoautopuu Ha github

® https://github.com/danielmiessler/SecLists -

cnoBapu Ans BcexX criy4aeB XU3HU

® https://github.com/swisskyrepo/PayloadsAllTheThi

ngs - MHQopMaLuua No aKcnayaTauum passinyHbIX
VA3BUMOCTEMN

® https://github.com/tennc/webshell - konnekuus

BeO-LuennoB
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HTTP
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HyperText Transfer Protocol

® Mpotokon 7 ypoBHa ISO OSI.
® Pa6ortaet noBepx TCP.

® KnueHT-cepBepHbIN MPOTOKOJI

® Cenyac ncnonbayrorcsa ase sepcumn: HTTP/1.1 u HTTP/2




HTTP request

Path to source on Protocol Version
Parameters Besar otor

Web Server
"method X L% %
" Ty g S, e
GET/profile.jsp?user=abhi&course=java HTTP/1l.1
Host: www.studytonight.com
auest | User-Agent: Mozilla/5.0
Accept: text/xml, text/html, text/plain, image/jpeg
Accept-Language: en-us,en
Accept-Encoding: gzip
Keep-Alive: 300
Connection: keep-alive
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HTTP response

Version Status Status Message

; Vo

— HTTP/1.1 200 OK
Date: Fri, 16 Mar 2018 17:36:27 GMT
Header —d Server: *Your server name*
Content-Type: text/html;charset=UTF-8
Content-Length: 1846
"~ blank Line
— <?xml ... >
<!DOCTYPE html ... >
Body < <¢html ... >

— </html>

[ |



Metoabl HTTP (HTTP verbs)

MeTopa — onepauus, BbinosiHAeMasi Hag, PeCypCOM.

Buabl meTonoB:

® GET - nonyuaet copgepxumoe y3na (Read)
® POST - nepepaét nonb3oBatenbckue gaHHbie (Write).

® PUT - 3arpy>xaeTt coaep>Xumoe Ha cepBep, 4yalle
obHoBnsieT cyuwecTBytoulee (Update)

® DELETE - yaansiet ykasaHHbIN pecypc (Delete)

® HEAD - aHanornyeH GET, Ho Bo3BpallaeT TONbKO
3aroJjioBKu

® OPTIONS - onpeneneHue napameTpoB cepBepa (Mo4YTu He
UCMNoNb3yeTcs).

® y gpyrune (TRACE, PATCH, CONNECT).




Koabl cocTtosiHuga oreetoB HTTP

Koa cocTtossHUS:

* 1xx — nHcpopmaumoHHoun (102 Processing);

e 2xx — ycnex (200 OK);

e 3xx — nepeHanpasneHue (301 Moved Permanently);
e 4xx — olumb6Ka knmeHta (400 Bad Request);

e 5xx — owumbKa cepBepa (500 Internal Server Error)
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URL - Uniform Resource Locator

CtpykTypa: schema://host:port/path?parameter=value#tanchor

Cxema: http, https, ftp n gpyrue;

Y3en:. pomeHHoe nmsa nnn IP-apgpec;

MopT: nopt pecypca (80 — nopT no ymonyanuto gna HTTP);

[MyTb: NyTb K pecypcy;

NapameTp: oTnpaensgemMbie Ha cepBep NepemMeHHble UMeKT BUL —
parameterO=valueO&parameteri=valuel;

Akopb: ngeHTnukaTtop anemeHta HTML BHYyTpn OOKyMeHTa ongd
nepemMelleHna 6paysepa Ha Hero;




HTTP - TeKCTOBbIN NPOTOKOJI

IdemoHcTpauus 3anpoca 4yepes3 nc
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[lemMoOHCTpaLuna n HacTpouKa cpepabl

Burp
FoxyProxy
MHCTPYMEeHTbl pa3paboTyuka opay3sepa
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HTML
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HTML - HyperText Markup Language

#A3bIK pa3MeTKn rmnepTeKkcTa.
ABnsaetca XML-06pa3HbIM SA3bIKOM.

(nemoHcTpauus)
<body>

<title>

<hX>

<a>

<form>

<input>
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Javascript n CSS

Javascript - 43bIK nporpaMmmMmmMpoBaHusi, KOTOPbIN NMO3BOJISET
paboTtaTb C OTOOpaKaembiMU B Opay3epe 3afieMeHTaMu.
No3BonseT co3pgaBaTb AMHaAMn4eckune Beb6-nHrepdencol

CSS - Cascading Style Sheets - A3bIk onucaHnsa BHeLWHeEro

Buaa AOKYMeHTa. [leknapupyeTt Kak 6pay3ep AO0NKeH
oToOpaXxaTtb TOT unm nHom anemeHtT HTML.
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KoanpoBku B Bebe

HEX - kogupyeT Ka)XXabln CUMBOJ1 B AiBa CUMBOJ1a U3 Habopa
"0123456789abcedf'. LLlecTHaguaTUpn4yHasa KognpoBKa
‘admin/test -> 61646d696e2f74657374

URL - kogupyeT HekoTopble cumBoJibl B HEX, no6asnas
nepen HUMu cumson %
"admin/test -> admin%2ftest

Base64 - kogupyeTt 3 6auta B 4 cumBosia 3 Habopa [a-z A-Z
0-9] a Takxe / n +. B KOHLe MOXXeT ObiTb HECKOJIbKO

CUMBOJIOB = 4151 BbipaBHUBaHUS.
‘admin/test -> YWRtaW4vdGVzdA==




KoanpoBku B Bebe

demMmoHcTpauna KogupoBoOK

CyberChef: hitps://gchq.github.io/CyberChef/

Burp

ABToMaTnyeckasa URL-koanpoBka napameTpoB

¥ FACKERU




KoanpoBku B Bebe

NpakTuka.

Packogupyure:
1) 4865782d656e636f64696e67272068657265

2) %48%34%43%6b%33%52%59%30%55
3) %22hack%65r%22%20%69%73%20%68er%65% 3f

4) SSBMaUszIFAzblQzc3Q=




HTTP vs HTTPS

HTTPS - 310 TOT )XXe HTTP, koTopbin paboTtaeT noBepx
SSL/TLS.

HNaHHble nepepaBaemblie No HTTPS kpuntorpaduyeckun
3aLiuLeHbl OT nepexsaTta B KaHasne (npocmoTpa u
moaundukauunn).

Ba)XXHble gaHHble He A0J1KHbI nepenasaTtbes Nno HTTP 6e3
LN poBaHUA.




Content-Type

Content-Type - 3aronosok HTTP. Onpepensier Tnn
nepenasaemMoro cogepXxmmoro. B 3aBucmmocTu ot Hero Be6-

npuno)XxexHue n opay3sep éyayr o6pabéarbiBatb Tenno HTTP no
pa3HoOMYy

ona ykasaHua popmaTta ucnonbdyetr MIME Tuno..
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Content-Type

Bpay3ep kak npaBuio ncnosib3yeTt B 3anpocax:

text/plain
application/x-www-form-urlencoded
multipart/form-data

<AeMOHCTpaLuusa pasnuiua>
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Content-Type

Beb6-npuno)>xeHne ncnonb3yeT B OTBeTaXx:

text/html
text/javascript
text/css
application/json
text/xml

U MHOIruve apyrue.
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NMpakTuka

3agaym Ha Root-me:
= HTML source

= HTTP - User-agent

= HTTP - Headers

= HTTP - Improper redirect
= HTTP - Verb tampering

= HTTP - Open redirect
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TecT pnss caMonpoBEepPKU

B LMS
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[lonosnHuTesibHble 3aaHUS

OcTaBLwuecs 3agaHust Ha root-me
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Cnacn6o 3a BHumaHue!

boromonoB Erop
telegram: @empty_jack

l' 'id\CKERU



