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Hardware 
Fundamentals

Lecture 2
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Objectives

1. Identify the purpose and use of 
network hardware.

2. Describe common switch types.

3. Configure custom VLANs.

4. Identify switch management 
interfaces.
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Hardware 
Fundamentals

1. Identify the purpose and use of 
common network hardware



• Data Link layer (Layer 2)Bridge
• Operate at the Layer 2
• Support Layer 3 functionalitySwitch
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Network Hardware
• Physical layer (Layer 1) 
• Data Link layer (Layer 2)

Network 
adapter

• Physical layer (Layer 1)Repeater
• Physical layer (Layer 1)Hub



• Operates at the Network 
layer (Layer 3)Router 

• Acts as a bridgeAccess 
point

• Combines bridge, router,
 switch, and AP functio-n
ality

Wireless 
router
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Network Hardware



A network adapter (called a network interface 
controller or NIC) is a hardware card installed in a 
computer so it can communicate on a network. The 
network adapter transmits and receives data onto 

the network cable. 

The NIC is both a Physical layer and Data link 
layer device, as it provides physical access to a 
networking medium and provides a low-level 
addressing system through the use of MAC 

addresses that are uniquely assigned to network 
interfaces.
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Network Adapter



• Wired Network 
Adapter

•  

• Wireless Network 
Adapter

•  

• Network USB 
Adapter

There are 
two basic 
types of 

networks: 
wired and 
wireless:
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Types of Network Adapter



Wired Network Adapter
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A network adapter made 
for a wired connection. 

Ethernet cabling connects 
computers in wired 

networks, with the RJ45 
Ethernet port.  

The adapter come with 
software, though most 

modern operating systems 
will recognize a network 
adapter and apply the 
proper drivers upon 

detection of the device. 



Wireless Network Adapter
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A wireless network interface controller (WNIC) is a 
network interface controller which connects to a 

radio-based computer network. Both desktop and 
laptop PCs usually come configured with wireless 

adapters. 



Network USB Adapter

10

Even more common when adding wireless 
support to a PC is a USB wireless adapter. 

Installation is usually a matter of just plugging 
in the adapter and waiting for the computer to 

recognize and configure it.



Adapter MAC address  
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Whether it is built‐in or added on, a 
network adapter performs the same 

functions for a PC or other network device. 
The network adapter will be coded with a 

unique Media Access Control (MAC) 
address used to identify the device on the 

network and will have a means of 
connecting to the network transmission 

media.
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Repeater
A repeater  is, at its core, simply an amplifier. It  
an electronic device that receives  a signal  and  
retransmits an amplified signal on a different 

cable segment.
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Repeater use
Repeaters are used to extend the maximum length of a 

transmission. 

5-4-3 rule. Ethernet rule for using repeaters, five segments 
connected by four repeaters with no more than three segments 

with attached devices.
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Hub
Hub is a device for connecting multiple Ethernet 
devices together and making them act as a single 

network segment. 
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Hub use
The hub ties the 
devices together 

electronically, giving 
them equal access to 

the  network. 
Hubs do not manage 

any of the traffic 
that comes through 

them

A hub, by definition, is an OSI Layer 1 device.
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Hub and packet collisions 

Since every packet is being sent out through all other ports, 
packet collisions result - which greatly impedes the smooth 

flow of traffic.
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Connected Hubs
Most hubs include an 

uplink port that 
allows you to expand 

your network by 
connecting to another 

hub or network 
device.

Uplink port: port 
providing a link to 

and communication 
with other network 
connection devices.
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Bridge
A Network Bridge  is a network device  which  

connects multiple network segments (networks). 

A network bridge is a device which forwards traffic between 
segments  based on MAC addresses and is therefore also 

referred to as a Layer 2 device.
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Bridge and collision domains
The purpose of the bridge is to segment the network in a 

number of smaller collision domains. Its job is simply to help 
ensure that the "scope" of collisions was made smaller. 

In the diagram, data from Computer1 and Computer2 is still 
capable of colliding. However, data sent from Computer1 will 
never directly collide with data from Computer3, since the two 

are in different collision domains.
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Bridge and media types  

The network bridge can create connections 
between different media types of network. 

Network Bridge automates the configuration 
that is required in order to forward 

information from one type of media to 
another. 

A Network Bridge is a hardware, that 
connects two or more networks – maybe one 
a wired one and the other a wireless one – so 
that they can communicate with each other.   
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Bridge Sample

The device in Figure is a bridge by the traditional definition 
because it  allows you to connect 10Base2, 10Base5 (through the 

AUI port), and 10Base‐T network segments.



Switch
• Switch provide:
• Connect network 

devices
• Network segmentation 

(VLANs)
• Remote management
• Communication 

security

A switch is a computer 
networking device that 

connects devices together on 
a computer network, by 

using packet switching to 
receive, process and forward 

data to the destination 
device.
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Connect network devices
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A switch acts like a multiport bridge. It can buffer traffic 
between ports using a technology known as store and forward, 

which eliminates collisions.

A switch maintains a table that tracks MAC addresses. It forwards 
traffic based on the MAC address of the destination address.



Network segmentation (VLANs)
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Switch  also allows you to 
configure VLANs to 

manage network traffic. 
VLANs provide a method 
for segmenting a network 

into related groups, 
improving the efficiency 

of traffic flow
 On an individual switch, 
traffic between VLANs is 
blocked unless the VLANs 
are connected by a router, 

increasing security.



Switch and remote management
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Most switches are designed to support remote 
management. This means  that you can 

remotely manage configurable parameters 
and also update switch software, back up 
configuration information, manage port 

activity, and so forth.

Many switches also provide a high level of 
communication  security by encrypting 
communication with connected devices.
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Router
A router is a networking device that forwards data packets 

between computer networks. A router is connected to two or 
more data lines from different networks. 

When a data packet comes in one of the lines, the router reads the 
address information in the packet to determine its ultimate 

destination. Then, using information in its routing table or routing 
policy, it directs the packet to the next network on its journey. 
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Routed Network
IP addresses:
192.168.10.1
192.168.20.2

IP addresses:
192.168.10.2
192.168.20.1
192.168.30.2
192.168.40.2

IP addresses:
192.168.20.3
192.168.30.1
192.168.50.2

IP addresses:
192.168.30.2
192.168.50.1

IP addresses:
192.168.20.4
192.168.40.1

Each router will have at 
least two ports (also 

called interfaces) 
supported by the router 

circuitry, each 
configured with a 
different network 

address.
The router on subnet 3 

would have three  
available ports, allowing 

it connect to IPv4 
subnets 2, 3, and 5. The 

router on subnet 2 would 
need four ports for 
subnets 1, 2, 3, 4. 
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Sample Router

The router  is configured 
with five Ethernet ports. 

Four are available as 
LAN ports (5). Each port 

defines a different 
subnet on the LAN. The 
fifth port is a WAN port 
(6) supporting wide area 

links.
Router  designed for use    

with WAN links will usuall
y support additional              

functionality, such as the   a
bility to act as a firewall or 

a VPN endpoint.
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Access Point
Wireless  network 

configuration can include 
Access Point (AP) to 
extend the network’s 

range. 

The Access Point (AP) 
acts as a central 

connection point for 
wireless devices. It also 

acts as a bridge, 
connecting wireless 
devices to a wired 

network.



30

MSM460 Front View

The Access Point 
will have one or 
more internal 

radios. Each radio 
can be configured 

separately, and 
usually you can 

disable a radio if it 
is not needed.

Most HP APs support both a web‐based 
management tool and a CLI through which you can 

configure the AP, including its radios.
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MSM460 Back View

The AP will have at least 
one wired Ethernet port, 
enabling you to connect it 

to your wired network. 
The RJ‐45 jack on the 

right is the Ethernet port. 
The RJ‐45 jack on the 
left is the console port, 
used to manage the AP 

through its CLI.

This AP model does not 
have a power connector. It 

receives power through 
Power over Ethernet (PoE) 

only. 
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Wireless Router
A wireless router  
combines bridge, 

router, switch, and 
AP  functionality. 

The wireless router 
is not routing  

wireless signals. It is 
forwarding traffic 

to and from the 
wireless 802.11 

Wi‐Fi network and 
the destination 

networks, which are 
typically across the 

Internet. 
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Wireless Router Use
Wireless routers is that they 

give you an easy way to 
share a high‐speed Internet 
connection. In one common 

configuration, a single 
high‐speed modem 

connection device, usually a 
DSL or cable modem, 

connects to the wireless 
router’s uplink port and is 
shared through the wired 

client ports and with 
wireless clients. 



• Network adapter
• Repeater
• Hub
• Bridge
• Switch
• Router
• Access point
• Wireless router

The 
purpose 

and use of 
common 
network 
devices.
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Summary
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Hardware 
Fundamentals

2. Describe common switch types



Unmanaged switch
Smart managed switch

Managed switch
36

Switches

There are many different types of network switches 
according to the management and configuration option, 

number of LAN ports, maximum data rate. 
The various types of switches contained in a network are:
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Unmanaged Switch
At the low end of available switches are unmanaged switches. 
These are designed to provide connectivity for small networks.

Unmanaged switches provide basic functionality at this 
level, such as buffering traffic to avoid collisions. 

HP 1405-5G 
Unmanaged 
desktop 
Switch



OSI 
Layer 2 

functio-n
ality only

Plug-and
-play 

operation

No 
mana-ge

ment 
interface

No 
custom 
VLAN 

support

Do not 
provide any 
monitoring 
capabilities
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Unmanaged Switch



Most  smart managed switches provide 
functionality at OSI Layer 2, but a  small 

number include some Layer 3 
functionality, including support for simple 

IP routing.
 Routing support is usually limited to 

static routes only.

Like unmanaged switches, smart managed 
switches can typically be deployed as 

plug‐and‐play devices using their default 
configurations.
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Smart Managed Switch
Switch, also known as a web managed switch, support limited 

management options. They are, however, more advanced devices 
than unmanaged switches and support additional functionality. 

HP 1620-24G 24-PORT 
10/100/1000 Gigabit Smart 
Managed Switch 



Smart managed 
switch has 

management access 
through a 

browser‐based 
management 

interface, which 
allows  to view port 

statistics and 
manage custom 
configurations.

Another clear 
advantage is that 
smart managed 
switches include 
VLAN support. 

You can also 
configure link 
aggregation to 

provide a high‐ 
bandwidth data 

path.
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Smart Managed Switch Advantages



• Most switches of this type also have an RJ‐45 
console port. Some also have a USB 
connection that can be used to connect 
directly to the switch. This is similar to the 
console connection on managed switches, but 
it can typically be used to perform the same 
procedures as the web interface.

• Smart managed switches also include limited 
SNMP  support. SNMP management devices 
can automatically discover and remotely 
monitor smart managed switches. However, 
smart managed switches do not support 
remote management from an SNMP 
management device.

Limited 
functionality
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Smart Managed Switch Limited 
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Managed Switch
A network switch is a computer 
networking device that connects 
devices together on a computer 

network. 

Switches manage data across a 
network by only transmitting a 
received message to the device 

for which the message was 
intended.

 Each networked device 
connected to a switch can be 

identified using a MAC address, 
allowing the switch to regulate 

the flow of traffic.
HP 7510 Switch with 2 48-port 
Gig-T PoE+ Modules and 
768Gbps MPU



Managed switches support OSI Layer 
2 functionality as well as a wide array 

of Layer 3 functionality, such as 
dynamic routing.
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Managed Switch functionality

• Support for dynamic updates to 
network destinations and routes 
to allow for changes in available 
routes and network conditions.

Dynamic 
routing. 



These switches support a variety of 
manual management options,  including:

• CLI (console port or over the network);
• Menu interface (console port or over the 

network);
• Web interface (over the network only).
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Managed Switch interfaces



In addition, most managed switches can be 
monitored and configured through SNMP and an 

SNMP management console.

Most managed switches are designed to work with 
most manufacturers’ SNMP management devices. 
To this end, manufacturers make the switch’s MIB 

available for download.
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Managed Switch and SNMP

• A collection of management 
information about a device for 
use with SNMP management

Management 
information base 

(MIB). 
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Deployment Sample
You might deploy different types of switches in different 

physical locations. This allows you to use the type of switch 
best suited to each location. It also allows you to save money 

by deploying less expensive switches where additional 
functionality is not needed.



•Unmanaged switch
•Smart managed 
switch

•Managed switch

Switch 
management 

categories

Switch deployment
47

Summary
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Hardware 
Fundamentals

3. Configure custom VLANs
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Virtual LANs 

Subnet A Subnet B

A Virtual LAN (VLAN) is any 
broadcast domain that is partitioned  

|pɑːˈtɪʃənd|  and isolated in a 
computer network.

 VLAN can be created on a Layer 2 
switch to reduce the size of broadcast 

domains to improve network 
performance.   

The primary difference between 
VLAN  and subnet is that a VLAN 

is implemented at Layer 2 and a 
subnet is implemented at Layer 3. 
Also, a subnet is based on location 
(physical connection), and a VLAN 

is based on port configuration 
(logical connection).
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Membership in Virtual LANs 

You can configure a VLAN so 
that it is made up of ports 

located on different physical 
switches. 

Traffic between ports in the 
same VLAN, even if they are on 
different switches, is bridged so 
that broadcasts are propagated 

through the VLAN. 
Traffic between VLANs is 

routed, so broadcast traffic 
does not cross VLANs.

Membership in a VLAN depends exclusively on the port to which a 
device is attached.



• Includes all switch ports when a switch is 
in its default configuration. In the 
default configuration, the default VLAN 
carries both management traffic and 
standard network traffic.

Default 
VLAN

• Initially the default VLAN. For HP 
switches, the primary VLAN is the only 
VLAN on the switch that can receive a 
switch‐generated address via DHCP.

• You can designate a custom VLAN  as 
the primary VLAN and make it 
responsible for some management 
functions. 

Primary 
VLAN
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Virtual LANs (VLANs) Types



• Management VLAN is used for 
managing the switch from a 
remote location by using protocols 
such as telnet, SSH, SNMP, syslog 
etc. 

• Normally the Management VLAN 
is VLAN 1, but you can use any 
VLAN as a management VLAN.

• To identify a specific VLAN as the 
only VLAN from which users can 
connect to the switch management 
interface.

Mana-ge
ment 

VLAN
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Virtual LANs (VLANs) Types



• When created as a custom VLAN, the 
secure management VLAN is an 
isolated network specifically used for 
switch management. Access to 
management functions is then limited 
to only those ports configured as secure 
management VLAN members. Traffic 
cannot be routed to or from this VLAN.

Secure 
Mana-ge

ment 
VLAN

• Custom VLAN that can be created to 
isolate VoIP traffic from other network 
traffic.

Voice 
VLAN
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Virtual LANs (VLANs) Types
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Creating a VLAN

•Define the VLAN 
name and ID;

•Transfer ports from 
the default VLAN to 
the new VLAN;

•Assign an IP address 
to the VLAN 
(optional).

The 
basic 

steps for 
creating 
a custom 
VLAN 

are:
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VLAN links 

• Port linked to a network device 
other than another switch.

Untagged/Access 
link

• Port linked to another switch.Tagged/Trunk 
link

You often see references to two kinds of VLAN links:      
Untagged/Access link; Tagged/ Trunk link.

Most links will be Untagged/Access links, linking to 
PCs and other network node devices. Tagged/Trunk 

links are used when connecting switches.
Tagging is based on the 802.1Q standard.
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Access link
Access Links are the most common type of links on any 
VLAN switch. All network hosts connect to the switch's 

Access Links in order to gain access to the local network.  
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Trunk link
A Trunk Link, or “Trunk” is a port configured to carry packets 

for any VLAN. These type of ports are usually found in 
connections between switches. Trunk links are also used to 

provide high‐bandwidth communication paths when configuring 
multi‐switch VLANs.
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Sample Network
A port in a VLAN can be either tagged or untagged. A single 

port can allow traffic from multiple VLANs. A port can 
belong untagged to one VLAN only, but the port can have 

multiple tagged VLANs assigned to it.



VLAN types and use

Creating and managing custom 
VLANs

Viewing and managing ports
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Summary
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4. Identify switch management 
interfaces.
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Switch Basics

Physically, most switches are very similar in what they 
provide, but they can vary in options, such as the number of 
ports. Some switches, especially less expensive ones, come 

with a fixed configuration.
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HP E3500-24G-PoE 

The console port is a serial port that can be used to manage 
the switch.

The switch also has a USB port that can be used for loading 
new software or backing up the switch configuration.

This switch configuration gives you 20                    
10/100/1000 Base‐T ports. 

• 4 ports support mini‐GBIC or 10/100/1000 
Base‐T, giving you the option of wired or 
fiber optic media. 

• 4 ports,  if a transceiver is inserted, giving 
you the option of  fiber optic media.

8 ports HP refers to 
as dual-personality 

ports 



63

HP 5406zl‐48G switch

This model switch provide for installation of up to six 
modules. The management module hosts the console and 
USB ports. It also has indicator LEDs that provide status 

information about the switch and installed modules. 
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HP 5406zl‐48G switch

The HP 5406zl‐48G switch in Figure has only two 
installed modules. You could  install additional port 

modules, as needed. You might choose to install a 
module with uplink ports for further expansion. In 

many switches, the modules are hot‐swappable.

• Refers to device components and 
modules that can be changed out 
without powering down the device. 
One module can be changed with one 
of the same type while the remaining 
modules stay up and operational.

Hot-swap
pable
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Sample Module

A standard port module has 24 ports with the odd‐numbered 
ports in the upper row and even‐numbered ports in the lower row.

The ports in a module are referred to by slot identifier (usually a 
letter) and port number. If you installed this module in slot A, the 
port on the top left of this module would be port a1, and the port 

on the bottom right would be a24.



• Command line 
interface (CLI) 
(console port or over 
the network);

• Menu interface 
(console port or over 
the network);

• Web interface (over 
the network only).

HP switches 
have three 

management 
interface 
options:
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Switch management options
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Switch management options
The Command line interface  (CLI)  is the most 
powerful, but it is also the most difficult to use. 

The menu interface is easier to use because you 
select commands from a menu instead of typing 

them. However, the menu interface limits the 
management commands to which you have access. 

The web interface is the least powerful, but it is the 
easiest to use. The web interface gives you an easy 
way to check the status of a switch from anywhere 

on the network.



•CLI
•Menu interface
•Web interface

Management 
interface 
options
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Summary
Switches are a fundamental part of most 

networks and there are many different types 
of switches. 


