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Network Hardware

r N
Network e Physical layer (Layer 1) )
adapter e Data Link layer (Layer 2) )
\ .
Repeater  Physical layer (Layer 1)
Hub e Physical layer (Layer 1)
Bridge e Data Link layer (Layer 2)
( Switch 1 Operate at the Layer 2

e Support Layer 3 functionality




Network Hardware

4 R p
Router e Operates at the Network

. ) layer (Layer 3) )

4 A N ~N

cc.ess e Acts as a bridge
point

\ y, J

4 N . . ~N
. e Combines bridge, router,
V:_](l)retlgss switch, and AP functio-n

_ u ) ality )
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Network Adapter

4 )
can communicate on a network
\_ J
4 )
physical access to a
networking medium
MAC
addresses
\_ J




Types of Network Adapter

4 N ™

* Wired Network
Adapter

. Wireless Network
Adapter

wired and . iztwork USB
: ter
N wireless y apte

~



Wired Network Adapter
/for a wired connection\

apply the

proper drivers upon
detection of the device/




Wireless Network Adapter
4 N

connects to a

radio-based computer network.
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Network USB Adapter

4 )
USB wireless adapter
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4 N

Media Access Control (MAC)
address
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simply an amplifier

Standard Ethernet

Local Repeater ThinNet Cable
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7

5-4-3 rule.

extend the maximum length
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Repeater

C
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Repeater

Repeater]

=
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Hub

for connecting
together single
network segment.

J

PC3

\

PC4

Router
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PCS
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electronically

do not manage
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Hub and packet collisions

SERVER

N

SASARRAS NIRRT

_‘:‘..'_-_“ { = oar.

AR AL "fﬂ,’ — PC

= ;451“111 J 11

The packet of data from the sernver
— s sent o all of the workstations
connected to the hub

packet collisions result
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Connected Hubs

4 )
uplink port

- /

4 Uplink port A
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L connects multiple network segments (networks) }
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Bridge and collision domains

Its job is simply to help
ensure that the "scope" of collisions was made smaller

CollisionDormrain CollisionDormain

(" In the diagram
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Bridge and media types

-

maybe one
a wired one and the other a wireless one

~

J

-
-

connections \

between different media types of network
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Bridge Sample

P Power Adapter socket P AUI port (Hub 4C only) P Four 10BASE-T RI-45 ports
Only use the power adapter that s suppled with Allows 10Mbe different media types Use 10BASE-T cable with RI-45
this OfficeConnect hub. Do not use any other 1o be connect onnecting a conneactors. You can connect the
adapter. transceiver au les the 10BASE-2 OfficeConnedt hub 1o any workstation
port. or piece of equipment that has 3

TOBASE-T port. Refer to "Connecting
Hubs Using 10BASE-T™ on page 14.

De—

. ae sk 2t ol

AN AWl g oy

POWER coax |
10BASE-2 port (Hub 4C only) [ Uplink/Normal switch
Can be wsed to connect your hub to other OfficeConnect Affacts the operztion of port 4. For comrect usage, refer to
hubs and equipment with 10BASE-2 cabling. " Connecting Hubs Using 10BASE-T" on page 14

If used, it is effectivelv a fifth nnet Rofor tn “Connecting
Hubs Using 10BASE-

10Base2, 10Base5
10Base-T
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/ \. * Switch provide: \

. that « Connect network
connects devices together on devices
a computer network * Network segmentation

(VLANS)
* Remote management
e Communication

\ /‘ security j
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Connect network devices

4 N
multiport bridge

Storage Business
Server 2003 Server 2003

[ based on the MAC address ]
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Network segmentation (VLANS)

4 N

VLANSs provide a method
for segmenting

traffic between VLANS is
blocked unless the VLLANSs

are connected by a router

\_

(
/ \
\
\

Router

Interface 192.168.4.1

VLAN 40

J

19216841024 19216841224

Switch

PC P
102168210024  192.168.21224



Switch and remote management

/ support remote\
management

4 ] )
high level of
communication security
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-

forwards data packets
between computer networks

\- J

router reads the
address information




Routed Network

ﬁiach router will have
least two ports

configured with a
different network
address

aN Subnet 1 IP addresses:

192.168.10.1
192.168.10.0 Router 192.168.20.2

- 192.168.30.0

Router IP addresses:
192.168.20.3
192.168.20.0 &&3 192.168.30.1

192.168.50.2

IP addresses:
Subnet 2 192.168.10.2

192.168.20.1
192.168.30.2
192.168.40.2

IP addresses:

192.168.30.2

Router 192.168.50.1
\

IP addresses: 192.168.40.0

192.168.20.4

192.168.40.1 Router

Subnet 4 >y
192.168.50.0

Subnet 5
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Sample Router

(1) Power switch (2) Power receptacle (3) USB port
(4) Reset bution

Figure

(1) Grounding screw (2) Console/AUX port (3) T1 port TPRIO

(4) SIC/DSIC slot (5) Ethemet LAN ports (ETH1 fo  (6) Ethernet WAN port ETHO \ /
ETH4
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4 )

% Access Point (AP)
(9

A P t \ /
4 N

acts as a central
connection point for
wireless devices

Wired netwoD k
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N Y,

MSM460 Front View

have one or
more internal
radios

(

\_

support both a web-based
management tool and a CLI




MSM460 Back View

> /

does not )
have a power connector

N|||I’| %8

- J
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Wireless Router

(1) Power switch (2) Power receptacle (3) USB port
4) Reset button

Figure 8 /

(1) Grounding screw (2) Antenna port (3) Console/AUX port
(4) E1 port EPRIO (5) SIC/DSIC slot (6) Antenna port

(7) Ethernet LAN pors (ETH1 to  (8) Ethernet WAN port ETHO

ETH4)

/combines bridge \

9
router, switch, and

AP functionality

is not routing
wireless signals

32



Wireless Router Use
Broadband @
&

give you an easy way to
share a high-speed Internet
connection

Wireless
router
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/ \. * Network adapter\

* Repeater

e Hub

* Bridge

* Switch

* Router

* Access point

\ / e Wireless router /
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4 )

The various types of switches contained in a network are:

‘ Unmanaged switch

‘ Smart managed switch
" Managed switch
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Unmanaged Switch

[ low end unmanaged switches ]

HP 1405-5G
Unmanaged
desktop
Switch

such as buffering traffic to avoid collisions
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Unmanaged Switch




Smart Managed Switch

also known as a web managed switch

4 N

functionality at OSI Layer 2, but a small

__,M number include some Layer 3

HE functionality

HP 1620-24G 24-PORT
10/100/1000 Gigabit Smart
Managed Switch \

static routes only /
~N

-

can typically be deployed as
plug-and-play devices

- J
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Smart Managed Switch Advantages

Another clear

Smart managed

switch has advantage is that
management access smart managed
through a switches include
browser-based VLAN support.
management You can also

interface, which
allows to view port

statistics and
manage custom
configurations.

configure link
aggregation to
provide a high-
bandwidth data
path.
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Smart Managed Switch Limited

4 N\ , ,
* Most switches of this type also have an RJ-45

console port. Some also have a USB
connection that can be used to connect
directly to the switch. This is similar to the
console connection on managed switches, but
it can typically be used to perform the same
procedures as the web interface.

 Smart managed switches also include limited
SNMP support. SNMP management devices
can automatically discover and remotely
monitor smart managed switches. However,
smart managed switches do not support

remote management from an SNMP /

management device.
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Managed Switch

4 )

that connects
devices together

N /
4 N
to the device

for which the message was
intended.

using a MAC address

\_ /

HaC

HP 7510 Switch with 2 48-port
Gig-T PoE+ Modules and
768Gbps MPU
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Managed Switch functionality

Layer 3 functionality
_ dynamic routing p

4 A )

e Support for dynamic updates to
network destinations and routes
to allow for changes in available
routes and network conditions.

o N /
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Managed Switch interfaces

* CLI (console port or over the network);

* Menu interface (console port or over the
network);

* Web interface (over the network only).
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Managed Switch and SNMP

/ p
monitored and configured through SNMP
\ J
4 )
the switch’s MIB
_ available y
4 A

* A collection of management
information about a device for
use with SNMP management

- v J
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Deployment Sample

4 different types of switches in different )
physical locations

Smart managed
switch

Router Router

——
Router =
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Unmanaged switch

Smart managed
switch

Managed switch



Hardware

Fundamentals




Virtual LANSs

-~

partitioned
|pa: tifond| and isolated

\
Vlan Trunk

o /

/ \ VLAN 2 Router VLAN
\& <; VLAN 1
’/ Switch g

a subnet is based on location T
(physical connection)
is based on port configuration

\ (logical connection) / VLA, Nz




Membership in Virtual LANs

on the port to which a
device is attached

VLAN-Virtual Local Area Network / ports\

located on different physical
switches

Switch A

Traffic between ports in the
same VLAN

are propagated
through the VLAN

Traffic between VLANS

K does not cross VLANSs /
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Virtual LANs (VLANSs) Types

-

Default
VLAN

\

/

~

 Includes all switch ports when a switch is
in its default configuration. In the
default configuration, the default VLAN
carries both management traffic and
standard network traffic. )

.
-

VLAN

-

Primary

~N

/

e Initially the default VLAN. For HP \
switches, the primary VLAN is the only
VLAN on the switch that can receive a
switch-generated address via DHCP.

* You can designate a custom VLAN as
the primary VLAN and make it
responsible for some management

functions. /
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Virtual LANs (VLANSs) Types

Mana-ge
ment
VLAN

e Management VLAN is used for \
managing the switch from a
remote location by using protocols
such as telnet, SSH, SNMP, syslog
etc.

* Normally the Management VLAN
is VLAN 1, but you can use any
VLAN as a management VLAN.

* To identify a specific VLAN as the
only VLAN from which users can
connect to the switch management/

interface.
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Virtual LANs (VLANSs) Types

-

o

Secure
Mana-ge
ment
VLAN

* When created as a custom VLAN, the \

secure management VLAN is an
isolated network specifically used for
switch management. Access to
management functions is then limited
to only those ports configured as secure
management VLAN members. Traffic

cannot be routed to or from this VLANJ

-

A )
Voice e Custom VLAN that can be created to
isolate VoIP traffic from other network
VLAN traffic.
/ Y,
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Creating a VLAN

/

N

* Define the VLAN
name and ID;

* Transfer ports from
the default VLAN to
the new VLAN;

* Assign an IP address
to the VLAN
(optional).

~

o



VLAN links

Untagged/Access link; Tagged/ Trunk link

4 h )
Untagged/Access | ¢ Portlinked to a network device
link ) other than another switch. )
" Tagged/Trunk | )
agge. run e Port linked to another switch.
. link ) )
4 )

N Tagging is based on the 802.1Q standard. y




Access link

Each Access Link Port Is Assigned To One VLAN

This VLAN capable switch has been configured with 2 VLANs. Each VLAN acts
as a separate network!
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Trunk link

These type of ports are usually found in
connections between switches.

Trunk Links Are Used ATt Links Betvween Switches
192 168 3. 0/7/24
RE&D Department
A1A92 168 . 2.0,;724

S Trunk Links

~t - 192 168 . 4.0/724
/1 HR Department
ViLAN S =
-
\7 s

Trunk Links

In this network, we have identified thhe Trunk Links thhat interconmnnect thhe network
backbone, allowing our VLANS to span over all network switches.




Sample Network

[A port in a VLAN can be either tagged or untagged )

Port Al

tagged VLAN 100
L2 switch
Port A2

untagged VLAN 100

' Port Al Port B1
\ ' ; tagged VLAN 20 tagged VLAN 20
% tagged VLAN 30 tagged VLAN 30
Port A2 Port B2
untagged VLAN 20 tagged VLAN 100

Port A3
untagged VLAN 30
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Switch Basics

rAtdlogEonlineiAny
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HP E3500-24G-PoE

HP ProCurve Networking

console port

\ J
USB port
( 20 )

10/100/1000 Base-T ports. )
* 4 ports support mini-GBIC or 10/100/1000

\.

[
8 ports HP refers to Base-T, giving you the option of wired or
as dual-personality fiber optic media.
ports * 4 ports, if a transceiver is inserted, giving

\_ ‘A you the option of fiber optic media. Y,




HP 5406z1-48G switch

10/100A1000 module with 24 ports I Management module Console port

ProCurve Networking - X =)
S M Ireovetion ) ©
-7 . - ==BssgBiE . B o%o o e ©

- e ), = J

Auxiliary
port

S~

f

| Six module slots labeled A-F

-

\_

up to six
modules. The management module hosts the console and
USB ports.

J
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HP 5406z1-48G switch

4 N

You could install additional port
modules, as needed

In
many switches, the modules are hot-swappable.

/

. Refers to device components and N
modules that can be changed out
without powering down the device.

One module can be changed with one
of the same type while the remaining

\_ ) modules stay up and operational. )

-
-
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Sample Module

o e — e . i W iy o N

Iiiiii iIIIII

24pa|‘.1 ) e ) O ) (&) =) &) mjm =

i Module SR 2 G 4 puliies 6 el 8 i 10 el 12 o

18702A

T

*N\ -\\\x\\z\*\@\\\\\\\\«‘&\\wﬁ e S E  Sa

has 24 ports

\(

The ports in a module are referred to by slot identifier
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Switch management options

-~

management

o

have three

interface
options

N

/

e Command line
interface (CLI)

~

(console port or over

the network);
e Menu interface

(console port or over

the network);

* Web interface (over
the network only).

4



Switch management options

f

The Command line interface (CLI)

\_ J
4 The menu interface A
\_ J

The web interface A
\_ J




e D

N y

4 N )
CLI

e Menu interface
*Web interface

o j /




