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NpaBoBaa oxpaHa HpopMauuu

[lpaBoBasi oxpaHa
nporpamm ang 9BM n 6a3
OaHHbIX B NOSTHOM OOBbEME

BBeaeHa B Poccumnckon
denepaymn 3akoHom 'O
NnpaBoOBOMU OXpPaHe
nporpamm ana 9BM u 6a3
AaHHbIX", KOTOPbI BCTYNWUI
B cuny B 1992 roay.




NpaBoBaa oxpaHa HpopMauuu

[IpaBoBass oxpaHa pacHPOCTPAHICTCS Ha BCE
BHJIBI IPOTPAMM JIJISI KOMITBIOTEPA .

OnHako IIpaBOBas OXpaHa HE
PACIIPOCTPAHACTCS HA WJIEW W [PUHIIMIIbI,
JeKallkue B OCHOBE  IIpOrpaMMbl  JUIS
KOMIIBIOTEPA, B TOM YHCJIE HA UJECU U IIPUHIATIBI
OpraHM3alluyd MHTepQerca U aJropurMa.




NMpaBoBasa oxpaHa MHpopMauumu

JIns mpy3HaHUS U OCYIIECTBICHUS aBTOPCKOIO IIpaBa Ha
nporpaMMbl  JJIS  KOMIbIOTEpa HE TpelOyercs ee
pEruCcTpalus B KaKOM-IMO0 OpraHu3aliuHu.

JI1d  omoBelIeHHsT O CBOMX IIpaBax pa3padOTUMK
IporpaMMbl MOXKET, HAUMHAs C IIEPBOTO BBIITYCKA B CBET
IpOrpamMMbl, HMCHOJIL30BAaTh 3HAK OXPaHbl aBTOPCKOIO
npaBa (KOIMUPAKMT), COCTOSIIMN U3 TPEX DIEMEHTOB:

. OykBbI C B OKPY>KHOCTH WJIA KPYIIIBIX CKOOKax ©;

. HaMMEHOBAHMS IPaBOO0IaIaATEIIS;

. TOJla TIEPBOI0 BBIIYCKA MPOTPaMMBI B CBET.
Hanpumep: ©Kopnopanus Microsoft, 1983-207°7




NMpaBoBasa oxpaHa MHpopMauumu

ABTOpY mOporpamMMbl IIPHHALICKUT MCKIHOYUTEIBHOE
IpaBo OCYILECTBIISTh BOCIIPOU3BEACHHUE 7|
pacIpoCTpaHEHHE MOpPOrpaMMbl JIIHOOBIMH CIIOCOOAMH, a
TaKXe MOAU(PUKAIIUIO TPOTrPAMMEI.

JIMleH3us Ha porpaMMHoe o0ecnedyeHue — 3TO
IIPABOBOM UHCTPYMEHT, ONIPEACIIAIOIIUIN UCTIOIB30BAHUE U
pacnpoCTpaHEHUE MPOTPAMMHOT0 00€CIICUCHHS,
3AIIMUINEHHOTO aBTOPCKUM IIPABOM.



NMpaBoBasa oxpaHa MHpopMauumu

JIuneH3un Ha nOporpaMMHOE OOECIEYECHHE B IIECJIOM
JEJISATCS Ha ABE OOJIBIINE TPYIIIIbI:

HEeCB0OOOIHbIE
JIMIEeH31H CB000HOI0 M OTKpbITOrO I10.

OCHOBHOM XapaKTEPHUCTHUKOM HECBOOOAHBIX JIMIEH3UH
ABIISIETCS TO, 4TO m3aarens 110 B auiieH3un Ja€T pa3pelicHue
€€ IOJIyYarellil0 KUCIOJAb30BaTh OJHY WU HECKOJIBKO KOIUU
IIporpaMMbl, HO MPHU 3TOM CaM OCTAETCs IPaBoo0IaIaTeaeM
BCEX DTUX KOIIH.



NpaBoBaa oxpaHa HpopMauuu

B ornnuue oT HECBOOOJHBIX, CBOOOAHBbIE U OTKPBITHIE
JIMIEH3UHU HE OCTABJISIOT IpPaBa HAa KOHKPETHYHO KOIIHIO
[IPOrpaMMBbI €€ M3AaTENI0, a MEPEHAOT CaMble BAXXHBIE U3
HUX KOHEYHOMY IIOJIb30BATEI0, KOTOPHIK U CTAHOBUTCS
BJIAJICBIIEM.

[IpyuHIHAI ,,HaCIIEAOBAHUA " IIPAB HA3BIBACTCS «KOMUJIEPT»



NMpaBoBasa oxpaHa MHpopMauumu

Jluyen3uonuwle npPoOcPAMMbl pPACHpPOCTPAHAIOTCS
pa3pabOTYMKaMM Ha  OCHOBAHWHU _ JIOTOBOPOB  C
10JIL30BATEIIMU Ha IUIATHOU OCHOBE. B COOTBeTCTBUU
C  JIMICH3WOHHBIM  COIJIAlICHHEM  Pa3pabOTUYHUKH
IIPOTPaMMBI rapaHTAPYIOT ee HOPMAJIbHOE
()YHKIIMOHUPOBAHUE B ONPEIACICHHOW OIEpalMOHHOM
CHCTEME M HECYT 32 3TO OTBETCTBEHHOCTA.

Vcnosno-becnnamuvie npocpammol (trialware)
peJiararoTcs nojab3oBareasM  pupmMamMum —
pa3pabOTYMKK OPOrPaMMHOIO OOECHEUSHHS B LEIIX UX
peKjJaMbl U MOPOABMKEHHS Ha pPBIHOK. Iloib3oBarenio
IPEIOCTABIISICTCS BEPCUs MPOTPaMMBI C OTPAaHUYCHHBIM
CPDOKOM  JACWCTBUS  HIA  C OrPAHUYCHHBIMU
OYHKIIMOHAIBHBIMU BO3MOKHOCTIMH.




NpaBoBaa oxpaHa HpopMauuu

C60000HO pacnpocmpausemvle NpocpamMmvl  MOTYT
PACIPOCTPAHATHCA, YCTAHABIMBATHCA U HCIIOJIb30BATHCS

Ha JIIOOBIX KOMIIBIOTEpAaX JAoMa, B oducax, IIKOJaX,
By3aX, a TakKXe KOMMEPYECKHX H TOCYAapCTBECHHBIX

YUPEKICHUAX 0€3 OrpaHUYCHUM.



NpaBoBaa oxpaHa HpopMauum

B 2002 rogy 6bin
NPUHAT 3aKOH
«00
3NIeKTPOHHO-
undcdppoBou
noanucny,
KOTOPbLIN CcTan
3aKoHoaaTenbHo
N OCHOBOW
SJTIEKTPOHHOIO
OOKYMEHTOOH60pO
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NpaBoBaa oxpaHa HpopMauum

[1pn pernctpaumnm anekTpoHHO-UMdpoBOU NOANMNCHU B
cneunannampoBaHHbIX LLeHTpax KoppecnoHOEeHT nony4yaeT ABa
KIoya:

e AN

CeKpemHbIUu OMKpPbIMbIU



NpaBoBaa oxpaHa HpopMauum

“OPpecnongenty,




NpaBoBaa oxpaHa HpopMauum

OTKPbITbIN K/HOY |
[NOJKEH ObITb Yy BCEX ”
NOTEHLMaNbHbIX

nonyyarteneu
NOKYMEHTOB.

OObIYHO
pacchblnaeTcsd no
9NEKTPOHHOM MoYTeE.



3awmTta nHpopMmaLuun

3aLI.IMTa OT HECaHKUNOHUNPOBAHHOIO KONMMpPpoBaHUA
— cucTema Mep, HanpaBreHHbIX Ha MPOTUBOAENCTBUE
HEeCaHKLIMOHUPOBAHHOMY KONMMPOBAHMIO MHGOpMAaLMK, Kak NpaBuUno
npeacTaBneHHOW B 3NeKTPOHHOM Buae (AaHHbIX U1 NPOrpaMmmMHOro
obecnevyenHuns).




3awmTta nHpopmMmaLuun

[1pn 3aWwmnTE OT
KOMMPOBaHUS
MCMONb3YHTCH
Pa3nnUYHbIE MEPDI:

opraHu3aunoHHbIe
-topuanyeckue
-on3nyeckmne
-B MIHTEpPHEeTEe




3awmTta nHpopMmaLuun

[na 3aWunTbl AaHHBbIX, XpPaHAWNXCA HA KOMIMbKOTEPE,

KomMnbloTep paspeluaeTt A0CTYMN K CBOMM pecypcam TOSbKO TEM
nornb3oBaTensM, KOTOPble 3aperncTpmpoBaHbl U BBENU
npaBUIbHbIA Naporb.



3awmTta mHdopMmauum

OpI'aHVI3aL|,VIOHHbIe Mepbl 3allunTbl OT HECAHKUMOHNPOBAHHOIO KOnmpoBaHus

[1na 3awunTbl gOoCTyna K HopmMauum Bce valle
MCNONb3YT DMOMETPUYECKME CUCTEMBI MOEHTUUNKALINK:

naoeHTudmnkaums no otrnevaTkam nanbueB, CUCTEMBI
pacno3HaBaHUs pevn, cucTembl M OeHTUdMKaLMKU rno
pagy>kHom oboro4ke rnasa, no u3odbpaxxeHuto nuua, no
reoMeTpun nagoHn pyku.




3awmTta nHpopMmaLuun

}OPMAM‘-IECKVIG Mepbl 3allnTbl OT HECAHKUMOHNPOBAHHOIO KonmpoBaHus

[lpeaycmaTpmBaloT OTBETCTBEHHOCTb, B COOTBETCTBUMN C
OEWUCTBYIOLWMM 3aKOoHOOAaTEeNbLCTBOM, 3a UCMOJIb30BaHME
KOHTpaaKTHbLIX 9K3eMnapoB nporpamm ansa 3BM vnun 6a3
OAaHHbIX.



3aumTta MHdopMauun

dusnyeckas 3awmra gaHHbIX
[1na obecnevyeHunsd

bonbLen HagéXHoOCTuU
XpaHeHNs JaHHbIX HA
YKECTKUX OMNCKax
ncnonb3yT RAID-
MaccuBbl. HeCKOnbKOo
YXECTKUX ONCKOB
noaknto4yarTca K RAID-
KOHTpOnnepy, KoTopsbl
paccMaTpuBaET UX KakK
eUNHbIN NTOrnMYecKni
HOCUTenb MHOopMaL .




3aumTta MHdopMauun

du3nyeckasa 3awmMra gaHHbIX

1pn 3anucn nHdopmaumm oHa gyonmpyeTca N CoOXpaHAETCH
ia HEeCKONbKMUX Auckax OAgHOBPEMEHHO, MNO3TOMY MNpw
3bIXO4e U3 CTPOSA OQHOIo M3 ANCKOB AaHHble He TePATCA.

-.u !

RAL) O




3awmTta nHpopMmaLuun

3awwmTa B UHTepHeTe

[1ns 3awmThbl
MHAOPMALMOHHbIX
PECYPCOB
NEE e\ KOMMbIOTEPA,

= e e 2 NOAKNOYEHHOTO K
g > NHTepHeTy
NCNOSb3YI0T
aHTUBUPYCHbIE
nporpamMmsl,
Hanpumep:
AHTUBUpPYC
Kacnepckoro
(Windows) u
aHTUBUpPYC
KlamAV(Linux).
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3awmTta mHdopMmauum

3awwmTa B UHTepHeTe

[1na 3awmTbl KOMNbLIOTEPOB, NOAKMNIOYEHHLIX K IHTEpPHETY, OT CETEBbLIX BUPYCOB
N XaKepcKknx arak mexny VHTepHeTOM M KOMMNbKTEPOM YyCTaHaBNMBAETCH
annapatHbi UMM NPOrpaMMHbIM MEXCETEBOU 3KpaH. MexXceTeBou 3IKpaH
oTCnexwBaeT nepedavy AaHHbiX Mexay WHTepHeToM UM nokanbHbIM

KOMIMbOTEPOM, BbIABIIAET MOoAO03pUTESIbHbIE OEUCTBUA WU MNpeaoTBpallaeT
HECaHKUNOHNPOBAHHbIN OOCTYI K aHHbIM.

Mexcerepon 3KaH

MapLupyTH3aTop

BHyTpeHHAA ceTb

EHewWwHsA CeTb

3almuaemsin
OTKDBITHIA CEMMENT
(DMZ)



