IIEKTPOHHAS IU®POBAS
MNOJIMUCH




1. TIOHATUS DIEKTPOHHOU I[TUDOPOBOU
[TOJITNCH (DLIIT)

AUIM- 3Tto kpuntorpacdpmnyeckoe cpeacTBo, KOTopoe
NO3BONSAET YA4OCTOBEPUTLCA B OTCYTCTBUE
UCKaXXeHNN B TEKCTE 3JIeKTPOHHOro AOKYMEeHTa, a B
COOTBETCTBYHKLUX Cry4yaax — naeHtTupmnumpoBaTtb
nvuo, cosagaBLlee Takyr Noanuch.

AU ncnonb3yeTcsa B KauecTBe aHanora
coOGCTBEHHOPYYHOU NoANUCU ANSA npuaaHus
3NMEeKTPOHHOMY AOKYMEHTY HOpUuaNYecKkoun CUnbl,
paBHOM HOPUANYECKOMN CUIe AOKYMEHTa Ha OymMaXHOM
HocuTene.

AUl ncnonb3yeTcs B KayecTBe aHanora
co6CTBEHHOPYYHOU NoANUCHY ANA NpUaaHUA
3NEeKTPOHHOMY AOKYMEHTY HOPpUANYECKOU CUTIbI,
paBHOM OPUANYECKOUN CUNe AOKYMEHTa Ha OyMaKHOM
HocuTene.




OUIT OBECIIEUMBAET

1) NopnuHHOCTbL - LUndpoBasa nognncb nomMoraeT rapaHTUpPOBaThb,
YTO NOCTaBUBLUUUN NOANUCb — TOT, KEM OH SAIBJIAETCA B
OEeNCTBUTENbHOCTM.

2) UenocTtHocTb - LludpoBas nognncb nomoraeT rapaHTUMpoOBaThb,
YTO coaepXnmoe 4OKYMEeHTa He MEeHANOChb U He noaaenbiBanochb
nocne Beoaa undpposoun noanuncu.

3) HeotpekaemocTb - ALUI nomMoraet goka3saTtb nOO60ON U3 CTOPOH
aBTOPCTBO NOANMUCAHHOIO COAEPXUMOTO.




KATEI'OPHM HIM®POBAHNA

BOoNbLWUHCTBO KpuntorpauyecKkMx KOMNbIOTEPHbLIX CUCTEM
npuHaanexar K OqHOU U3 ABYX KaTeropumn:

1) WndpoBaHne cMMMeETPUYHBLIM KITHOYOM;

2) lLincppoBaHUe OTKPbITLIM KITHOHOM.




HINPPOBAHUE CUMMETPUYHLIM KJIFOHOM

CMMMEeTPUYHbLIN KN4 —3TO CEeKPEeTHbIU Ko, KOTOPbIN AOMKHbI
3HaTb 00a KOMMNbKTEpPA, HTOObI MMEeTb BO3MOXHOCTb
pacwudpoBbIBaTbL COOOLEHNA Apyr OT Apyra.

B cekpeTHOM Koae coaepXutcs "Krnro4"
Ans pacwmdpoBKU
COOOLEeHNN.
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[HNINPPOBAHUE OTKPLITHIM KJIFOHOM

LLinchpoBaHne OTKPbLITLIM KINKOYOM UCMONb3yeT KOMOMHaLUIO U3
CEKPEeTHOro Kfilo4a U OTKPbITOro Kito4a.

CeKpeTHbIN KoY U3BECTEH TONMbKO BalleMy KOMNbIOTEpY, B TO
BpeMs KaK OTKPbITbIU K04 CBOOOAHO nepenaeTcs Ballum
KOMNbLIOTEPOM NOOLIM APYIrMM, KOTOPble XOTAT BECTU C BaMU
3awmndcpoBaHHOe obLLeHMe.

Ona packogupoBaHusa 3awimMdppoBaHHOIo COOOLLIEHUA, KOMNbIOTEP
AOJKEeH UCNOoSb30BaTb 00a Kfo4Ya CeKPeTHbIN U OTKPbITbIN.
NMonynapHasa nporpamMmma Anst UCNosib3oBaHUA W poBaHuA
OTKpbITbIM Krnto4dom 3To PGP (pretty good privacy).




COYETAHUE OTKPBLITHIX U CUMMETPUUYHBIX
KJIIOYEN

NMpu coeaMHeHUU ABYX KOMNbIOTEPOB, OAHA MallMHa co3aaeT
CUMMETPUYHLIN KNOY N OTNPaBsAeT ero Apyron, UCNosnb3ya npu
3TOM WudpoBaHne OTKPbITLIM Krnto4yoMm. lNMocne 3aToro KomnbTEPDI
oyayT obwaTtbca, ucnonb3ys wngpoBaHne CUMMETPUYHBLIM
Knro4vom. lNocrne oKOHYaHUA coeANHEeHUSA, KaXabl KOMMNbIOTEP
n3bdaBnsaeTcs OT CUMMETPUYHOIO Knko4a.

Kaxxgoe HoBoe coeauHeHue Tpe6yeT co3gaHusa HOBOIro
CMMMETPUNYHOrIO KJiko4va.




XEH-OYHKINN

Knioy, KoTopbIil ucnonb3yeTcsi Npu W poBaHUM OTKPbITLIM KNKOYOM
OCHOBbIBaeTCA Ha 3Ha4eHUM xeL-(pyHKLUN. TO 3Ha4YeHne, KoTopoe
BbICYUTbIBAETCA N3 OCHOBHOIO MCXOAHOrO 3Ha4YeHUsA (Ynucna) npum
MOMOLLM XeLl anropmuTmMa.

Mpumep:

UcxoaHoe uucno = 10667

Xew anroputm = ucxogHoe ymcno X 143
3HavyeHune Xew-pyHkumm = 1525381

3HayeHune 1525381 nonyumnnocb us
yMHOXeHua 10667 u 143.

OTKpbITbIe KNH4YM HaCTO UCMOSb3YHOT OYEHb CIIOXHbIe ariropUTMbI U
OrpoMHbIe 3Ha4YeHUsA xew-hpyHKUUn ansa wncgppoBaHus, Bknrodasa 40-
OuTHbIe unu gaxe 128-6MTHbLIE Yncna.

128-O0MTHOE YNCIIO UMEeT KONMM4ecTBO KOMOUHaUun paBHoe 2 B 128-omn
cteneHv unu 3 402 823 669 209 384 634 633 746 074 300 000 000 000 000
000 000 000 000 000 . 000000 000!



UJIEHTUDUKALIUS

UpeHTudmkaumsa ncnonb3yeTca AN NPoBePKU Toro, YTo nHdopmauus
WM gaHHble NOCTYNakT K BaM OT JOBEPEHHOro UCTOYHMKA U He ObInu
U3MEHEHbI.

CnocoObI naeHTUPUKaLUMmM Ha KOMNbIoTEpEe:

1) Naponb - nCnonb3oBaHUEe UMEHU
U napons nonb3oBaTens .

2) KapTbl gonycka - 3TU KapTbl MOTyT ObITb pa3HOro
TUNa, OT NPOCTOMN KapTbl C MarHUTHOM
AOPOXKON A0 CMapPT KaprT.

3) UndpoBasa nognuceb - B OCHOBHOM 3TO CNOCOO yoeanTbCA B TOM, YTO
3NEeKTPOHHbLIN AOOKYMEHT (Hanpumep, e-mail) aABnsieTrca noaNMHHbIM.




PACITPOCTPAHEHHBIE CITOCObbI OBECIIEHEHN A
I[TPABUJIbHOCTU JIAHHDBIX:

1) KoHTponbHaa cymma (checksum) - o6ecneunBaeT onpeaeneHHyo popmy
naeHTUMKaLum, Tak Kak HenpaBuilbHaA KOHTPOSIbHasA CyMmma npeanonaraer,
YTO AAaHHbIe ObINN NOBpPEXAeHbl UNTU U3MEHEHbI.

2) KoHTponb ¢ NoOMOLWbIO LUKITUYecKoro n3bbiTouyHoro koaa (Cyclic
Redundancy Check (CRC)) - CRC umeeT cxoXxunm npuHUMn eUCTBUA, YTO U
KOHTPOJIbHas CyMMa, HO UCNOJSb3yeT AefleHUe Ha MHOIo4NeHbl, YTOObI
onpepenutb 3HadyeHne CRC, koTtopoe o6bIYHO umeeT AfMMHY 16 nnn 32 6uToB..




2. VCJIOBUS UCIIOJIHEHUS 3AKOHA «OBb DJIEKTPOHHOU
[IM®POBOU MOAINCHU

10 auBaps 2002 roga 661N NpuHAT PepeparnbHbin 3aKOH «O06 3anNeKTpoOHHOMU
uudpoBon nognnucu», BCTYNUBLLUUU B CUTTY
C 22 AaHBapA TeKyllero roaga.




VCJIOBUS UCITOJIBL30BAHUS DI B DJIEKTPOHHbBIX
JIOKYMEHTAXz:

1) CpeacTBa co3gaHma NoanNMCKU NPU3HAKOTCA HAOEXHbIMU;

2) Cama 3UI npusHaeTca A4OCTOBEPHOMU, a ee nogaesika unm
danbcudukauma noannNcaHHbIX AaHHbIX MOTYT ObITb TOYHO YCTAaHOBJEHbI;

3) MpepocTaBnsAOTCA OpUANYECKUe rapaHTuM 6e30NacHOCTU nepeaaYu
MHd opMaLun No OTKPbITbLIM TeNIeKOMMYHUKaLUUOHHbLIM KaHanaw;

4) CobnrogaloTcs npaBoBble HOPMbI, coaepxallume TpedboBaHUA K
NMUCbMEeHHON (hopMe AOKYMEHTA;

5) CoxpaHsiloTca Bce TpaaMUMOHHbIe npoueccyanbHble GyHKUUM noanucwm,
B TOM YMcne yaoCTOBepeHUe NOSTHOMOYMM NoANNCaBLLUEN CTOPOHDI,
yCTaHOBeHMe nognmcaBLuero nmua n cogep)xaHusa coobLleHus, a Takke
poONnb NOANUCU B KayecTBe cyaebHOro gokasarenbCTBa;

6) ObecneunBaeTca oxpaHa nepcoHanbLHON MHdopmMaLUn.




OBJIAJIATEJIB DI

Bnagenbuem ceptudukaTta knroda nognucu (obnagarenem 3LIM)
aBnsaeTcsa usnyeckoe fMLo, Ha UMS KOTOPOro YAOCTOBEPSIHOLLUM
LLeHTPOM BblAaH cepTUdMKaT Krroya nognmcu n Kotopoe Briageet
COOTBETCTBYHKLUMM 3aKpbITbIM Kitouom 3L, no3Bonsawowmm c
nomowbio cpeactTB UM nognucbiBaTb 3MEeKTPOHHbIE AOKYMEHTDI.

Bnageneuy ceptudmkara Knroda nognucu oossaH (ctarba 12):
1) XpaHuTb B TauHe 3aKpbITbIN KoY ILIM;

2) He ucnonb3oBatb anga UM oTKpbITbie 1 3aKpbITblie Kno4un AUIM, ecnu
€My U3BECTHO, YTO 3TU KITHOUYU UCNOSIb3YHTCSA UNU UCNONb30BaNuCb
paHee;

3) HemeaneHHo TpeboBaTbL NPUOCTAHOBNEHUA AEUCTBUA cepTUdmKarta
Kfiloua noanmMcu Nnpu HanMyYMm OCHOBaHUM nosnaraTb, YTO TaMHa
3aKkpbIiToro knwo4da IUIM HapyweHa.




CEPTUOUKAT KIIIFOYHA TIOAITMCHU JOJDKEH

COJIEPXKATD (CTATBS 6):

1) YHMKanNbHbIW pernctTpaumnoHHbIN HOMEP

cepTudmkara Krnoya noanucu, aaTbl
Ha4yana 1 OKOHYaHWUs cpoka AenCcTBUS
cepTudmKaTa Krnoya noanncuy,
HaxoOsLLEerocs B peectpe
YIOCTOBEPSAIOLLErO LIEHTPA;

2) amunug, Mg, oTYECTBO BrnagesnbLa
cepTudukaTa Kroda nognmcu unm
nceBOHUM BnagenbLa;

3) OTKpbITbIV KITtod DL,

4) HanmeHoBaHWe 1 MeCTO HaxXoXaeHuUs
YOCTOBEPSAIOLLErO LIEHTPA, BblAaBLUEro
cepTudUKaT KItoda nognucuy;

5) CBegeHna 06 OTHOLLEHUSAX, NPU
OCYLLECTBITIEHUN KOTOPbIX SNEKTPOHHbIN
aokymeHT ¢ QUI 6ygeTt umeTtsb
HDUAYecKkoe RHaAUeHe

CEPTUDOUKAT

KJIIOYA DJIEKTPOHHOM LIMOPOBOM T1OJUITUCH
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VIOCTOBEPSIOIINHN LIEHTP, BRIJABIINN CEPTU®UKAT KJIIOUA
[TOAITNCH, OBA3AH AHHVYJIMPOBATH EI'O (CTATHS 14
®EJIEPAJIBHOI'O 3AKOHA):

1) Mo ncrteyeHun cpoka ero 4eNCTBUS;

2) MNMpwu yTpaTte ropnanveckon curnbl ceptTupmkaTa cooTBeTCTBYHOLLUNX
cpencTB ANeKTPOHHOU LudpoBOM NOANUCHU, UCMNOSTb3YEMbIX B
MHOpPMaLMOHHBbIX CUCTEMaX OOLLero Nosib30BaHUS;

3) B cnyyae ecnu ygoctoBepsaoLWweMy LEeHTPY CTario U3BeCTHO O
npeKkpaweHun AencTBUA AOKYMEeHTa, HA OCHOBaHUM KOTOporo ocpopmrieH
cepTudUKaT Knroya noanucu;

4) Mo 3asaBNeHn0 B NTUCbMEeHHON hopme BrnagenbLua ceptudukaTa Krnroda
noanucu;

5) B MHbIX YCTAaHOBJI€EHHbIX HOPpMaTUBHbLIMU NPaBOBbIMU aKTaMU UJTUN
cornaweHmnem CTopoH cry4vasx.




SIIIT 3TO KOJI, COOEPXKAILIUN B 3AILIMO®POBAHHOM
BUJIE:

1) UpeHTUdMKaLmMIO CeKpeTHOro Krova Brnagenbsua Kak nuua,
noanucaBLlero 4OKYMEHT;

2) laty v BpemMs npon3BeAeHUA NOAMNUCH;

3) Becb UCXOAHbLIN TEKCT 4OKYMEHTA B TOM Buae, B KAKOM OH
cyuw,ecTBOBas HA MOMEHT Npou3BeAeHUA NOANUCH.







