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[Tapametpsl PC

Ceoitcrsa: potokon UntepHeta sepcun 4 (TCP/IPv4) M

Opuve | [Tapametpsr [P

MapameTpbl IP MOryT HasHa4YaTbCR aBTOMaTUYECKH, eCNM CeTh Hp OTOKO_]‘Ia
rnoaaepXMBaET 3TY BO3MOXHOCTb. B NnpoTHBHOM cnyyae napaMeTpbl
IP MOXXHO NONYYUTb Y CETEBOro aAMMHUCTPaTopa. | __—

() DonyunTb IP-agpec asTOMaTUYECKH

@ Wcnonb3oBaTeb cneayrowwmii IP-agpec:

IP-aapec:

192 .168 . 0 .100

Macka noaceTu: 255 .255.255. 0 ‘

w1 A

Mony4uTe anpec DNS-cepeepa aBTOMaTU{YECKH

OCHOBHOM WNO3:

@ WcnonbsosaTb cneayrowme agpeca DNS-cepsepos:

MpeanounTaembiit DNS-cepsep: 192 .168. 0 . 1

AnbTepHaTUBHbI DNS-cepsep: = |

[T NoaTsepanTs napaMeTpbl Npu BbIX0AE

[ JononHUTensHo. .. ]

[ OK ][ OTMeHa ]
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v

C:\Windows\system32\cmd.exe

C:\Users\Kazakov>ipconfig 7all
HacTpoWka npoTokKoAa 1T WAn winuouws
MMa komnbwTEpa . . Nissan-llK
OcHoBHOM DNS-cgmmch -
Tun ysaa. . . . . . . . .

IP-mMapupyru3auua BKAKYEHA
WINS—npokcu BKAWYEH . . .

I'uepunHbil
Her
Her

Komanpga nmpocmorpa
KOH(DHL paIiH

Ouznueckuit (MAC)

Ethernet adapter [lonkawuyeHue

DNS—cydouUKC noaKANYEHUA .

OnucaHve. . . . . . . . =
2566DC-2

Pusuueckud appec. . . . .

DHCP BkAWYEH. . . . . . .

ABTOHACTPOMKA BKAKNYEHA. .

flokaabuwi IPub—appec kaHasa

IPv4—appec. . . . . . . .
Macka nopceTw . . . . . .
ApeHpa nNoAYyYeHa. . . . .
CpoK apeHAM HMCTEKAaeT. -
OCHOBHOM WAV3. . . . . .

DHCP—cepBEp. . . . . . .
IAID DHCPu6 . . .
DUID kauenTa DHCPU6
DNS—cepBepm. . . . . . .

NetBios uepe3s TCP/IP.

no AOKAAbHOW CEeTU:

aJIpeC YCTPOMCTBA

- e . Luraowinoe—ooTo2ae noakawyeHue Intel(R> 8

. 00-19-D1-93-95-3B
- fla
. a
te80::adab:7cuc=4443:93af %211 {(0OcHoBHOW>
. 192.168.0.2<(0cHoBHOMWD
255.255.255.0
4 vespans 2014 =+"21:03:59
. = o 9eBpann 2014 r. 21:04:03
fe88::1/11
192.168.0.1
t 192.168.0.1
234887633
00-01-00-01-17-FF-8D-6A—-00-

: fe80::1x11
192.168.0.1
. - = Bkawuen

19=




Anpecanus

« KananbHbIM — IIpOTOKOJI Ethernet —
azpecanus ¢ ucroab3oBanueM MAC,;

e CereBou — npoTokoi [P — anpecanus ¢
MCITOJIb30BAaHHUEM 1p-aapeca.



CTpykTypa 1p-agpeca

[Ipn Ha3HAYEHUHU aJpeca UCHOIb3YIOTCS ITOHSITHS:
- HOMEDP (aapec) KoMITIbIoTepa (X0CTa);
192.168.64.1
- Macka;
255.255.255.0 nu /24
- HOMED (aapec) MOJCETH
192.168.64.0
Macka mo3BoJIsIET ONPEASIUTh KaKas 4acTh IOJIHOIO
32-X pa3psaHOro 1p-aJipeca OTHOCUTCA K CETH, a KaKas K
XOCTY.



[Ipumep popMupoBaHus 1p-aapeca

11001101 00100101 11000111 10000110
11111111 11111111 11111111 11000000

1P
MaCKa

YMHOXUB ITIOOMTHO, IIOJIy4aeM HOMEp CETH (B 4aCTU agpecoB y3Iia
- HYJIH):
network=11001101 00100101 11000111 10000000

UJId, B OKTETHOM npeacTaBiaeHun, 205.37.193.128/26, unu,
1o TO ke, 205.37.193.128 netmask 255.255.255.192

JloxkanbHBIN agpec y3ia — 6 (He UCIIOIb3yeTCs )
ITonnkeli 1ip-agpec y3na — 205.37.193.134
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CriemuanbHbIC aapeca

* AJZIpEC CETU — BCE HYJIM B YaCTH
UJICHTU(PUKATOPA XOCTA;

— 192.168.64.0/24

 llIupoxkoBerareabHbIN aIpeC — BCE
€OVHUIIBI B YaCTH UJICHTU(pHKATOPA XOCTa

— 192.168.64.255/24
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TaOmnuila ceren

255.255.255.0

25 255.255.255.128 128 126
26 255.255.255.192 64 62
27 255.255.255.224 32 30
28 255.255.255.240 16 14
29 255.255.255.248 8 6

30 255.255.255.252 4 2



KiaccoBas aapecanus

Kaacc | 1-b1i butel 1-ro Macka
OKTeT OKTeTa

1-127 OXXXXXXX 8

255.0.0.0
B 128 - 191 10XXXXXX 16
255.255.0.0
C 192 - 223 1TOXXXXX 24
255.255.255.0
D 224 - 239 1110XXXX MynbeTH-aapecHas agpecanus

240 - 255 11110XXX DKCIEpUMEHTAIbHBIN IUaIa30H
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Crienuaan3upoBaHHBIC aJIpeca

Kuace Anpec ceTH KosnuectBo

A 10.0.0.0 1 ceThb

B 172.16.0.0 — 172.16.31.0 16 cerent

C 192.168.0.0 — 192.168.255.0 256 cereit

A 127.0.0.0 Anpeca
00paTHOM CBSI3H

B 169.254.0.0 Link local

addresses



| LltannpoBaHue mjiana aapecoB

B ceTh 00bEAUHSIOTCS CETH HHCTUTYTA B
kOoTOpoM 340 y4eOHBIX pado4yux MecT, 24
pado4rx MeCT B yrpaBiaceHuu 1 170
padoYMX MECT IO Kadeapam, KOTOPEIE
pa3MEILECHBI B IByX Kopriycax o 116 u 54
pabdO4YnX MECT COOTBETCTBEHHO. ECTh
cepBepHas pepMa u3 38 CepBEPOB.

15
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CTpyKTypa CeTH

CepBepa

Y4yebHble knacchbl YnpaBrneHue Kadeqps! Kadeapobl
340 PM 24 PM 116 PM 54 PM
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I tan agpecos

Class

Dep-1

Dep-2
Server
Management
Link-1
Link-2
Link-3
Link-4
Link-5

128
64

25
26
26
27
30
30
30
30
30

10.0.0.0 - 10.0.1.255
10.0.2.0 - 10.0.2.127
10.0.2.128 - 10.0.2.191
10.0.2.192 - 10.0.2.255
10.0.3.0 - 10.0.3.31
10.0.3.32 - 10.0.3.35
10.0.3.36 - 10.0.3.39
10.0.3.40 - 10.0.3.43
10.0.3.44 - 10.0.3.47
10.0.3.48 - 10.0.3.51
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OcHOBHBIEC YPOBHH Moaean OS]

buthl

OmnpaBuTeab y4aTeJb
f f
7 I Ipunoxxenmit 7 T Ipunoxeumit
F F
1 [
I I
6 IIpencraBnennit 6 IIpencraBnennit
! |
) Ceccumt 5 Ceccumt
| | | |
1 C 1
- CIMCHTEI -
4 TpaHCIIOPTHEIA 4 TpaHCIIOpTHEIA
L |
| H . | |
5 . AKCTHhI = . =
3 CeTeBoit - 3 CeTeBoOit
1 |
[ | K ||
. = a bl . =
2 KaxnansHBIN AP — 2 KaxnansHBIH
| I
| | |
1 DOuzuecKmit 1 DmsmuecKkumn




B3aumonencrBue
ciaoeB mojaeiu OSI
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Bzaumonencrteue
ciaoeB moaenu OS]
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Vposenv npunoscenuu

oOecIeunBaeT BBaHMOHeﬁCTBHG CCTHU U I10JIB30BATCJIA.

YPOBEHBb pazpeliacT IPUIOKEHHSIM I10JIb30BaTENs
MMETh JOCTYI K CETEBBIM CIIy>KOaMm

OTBEUACT 3a IepeIady CiIyKeOHOM HH(POPMAIIHH,
peI0CTaBIISIECT IPUIOKEHHUSIM HHPOpMAIIO 00
omrOKax ¥ (OPMHUPYET 3aMPOCHI K YPOBHIO
IIpEICTaBICHUS.

ITpumep: HTTP, POP3, SMTP.
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Vposenv npedcmasnenus

* MpeoOpa3oBaHUE MPOTOKOJIOB U
KOAUPOBaHUE/ IEKOJUPOBAHUE TAHHBIX.

* YPOBEHb MOXKET OCYIIECCTBISITHCS
CKaTve/pacnakoBKa WUIIM
KOAWPOBAHUE/ IEKOAUPOBAHNUE JAHHBIX, a TAKKE
[IepEHAapaBICHUE 3aPOCOB IPYTOMY CETEBOMY
pecypcy

 [Ipumep: aaropuTMBbI CoKaTHs TaHHBIX, 3aMEHA
KOOUPOBOK TEKCTA.

22



Ceancosblu yposens

* OTBEYAET 3a MOJJICPKAHUE CEaHCa CBSI3H,
IIO3BOJISISI TPUJIOKEHUSIM B3aMMOJICHCTBOBATh
MEXTy COO0M JNIMTEIILHOE BPEMS.

* VIPaBISET CO3IaHUEM/3aBEPIICHUEM CEaHCa,
0OMEHOM HH(pOpMaIUEH, CHHXpOHH3ALMEH 3a0a4,
ONpEJICIICHUEM ITpaBa HA Mepeaavy JaHHBIX U
OJICPKaHUEM CEaHCa B IEPUOAbI HCAKTUBHOCTH
IIPUIIOKECHUM.

23



Ipancnopmubviu yposeHbs

* IpeJIHa3HAYCH JJIs1 TOCTAaBKM JAHHBIX 0€3
OIIMOOK, IIOTEPh U TyOJIMpPOBaHUS.

* TPAHCIOPTHHIN YPOBEHB CIIOCOOCH
OJIHOBPEMEHHO 00pa0daThIBaTh HECKOJIBKO

IIOTOKOB JAHHBIX MCKAY ABYMA CUCTCMAMMU.

* [IpOTOKOJIBI TPAHCHOPTHOI'O YPOBHS 4aCTO
MMEIOT (PYHKIIMIO KOHTPOJISL JOCTABKHU
TAHHBIX

 [Ipumep: TCP, UDP.
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Cemesou ypoBeHbs

* KOMIUIEKCHBIU YPOBEHb, KOTOPBIX
o0ecIeunBaeT BO3MOKHOCTb COCTMHEHUS 1
BBIOOp MapuipyTa MEXIy IBYMs
KOHEYHBbIMU CUCTEMAMHU.

* Ha JAHHOM YPOBHE (DYHKIIMOHUPYIOT
IIPOTOKOJIbI MapIIPyTU3ALMH, 1JIs1 BEIOUpPA
ONTHUMAJIBHOIO MapIIpyTa 4yepes
OCJIEIOBATEIAbHOCTh COCAUHECHHBIX MEK Y
co0oi1 moaceTeu (1p — MPOTOKON).
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Kananvusiu yposens

» O0OecrieunBacT HAJIC)KHBIM TPAH3UT JaHHBIX
yepe3 puzndeckui kaHain. KanaiabHbIN
YPOBEHB PEIIACT BOIIPOCHI (PU3NYECKON
aJipecalyy, TONOJOTUU CETH, JIMHEUHOU
AUCUMILIMHEI (KaKUM 00pa30M KOHEYHOM
CHUCTEME MCIOJIb30BaTh CETEBOM KaHal),
YBEAOMJICHHUS 00 OIIMOKAaX, YIOPSI0YCHHOM
OOCTaBKH OJOKOB JIAHHBIX U YIIPABIICHUS
notokoM nHPopmanuu. (Ethernet)
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Duzuueckuu yposeHs

* OIIPEACIISIET DIICKTPOTEXHUYICCKUE,
MEXaHUYECKHUE, IIPOLECAYPHBIC U
(PYHKIIMOHAJIbHBIC XapaKTCPUCTUKHU
YCTAHOBJICHUS, NOAJACPKAHUS U
pPa3bEANHCHUS (PU3NYECCKOrO KaHaaa MEKIY
KOHCYHBbIMU cucTtemMamu (TP, FX).

27



Cemesvle NnponoKo.Jisl

* [IpOTOKOJIBI IPEACTABISAIOT COOOM HA0OP
CTaHJIapTOB ¥ MPABUII, COITIACHO KOTOPHIM
HaHHBIC TIEPEAAOTCA 10 CETH.

» CeTeBbIC IMIPOTOKOJILI — 3TO HAOOPHI IIPABUII
M CTAaHIAPTOB, B COOTBETCTBUU C KOTOPBIMU
pabOTarOT CETEBBIE CEPBUCHI.

28



3t

(VBUPCKWIN EOEPANTBHBIA YHVBEPCUTET
SIBERIAN FEDERAL UNIVERSITY

CootBerctBue OSI u TCP/IP

O3l
[
7 [ TpunosxeHMI
6 [IpeacTaBacHUU
5 Ceccun
4 TpascnopTHBIH
3 CercBoit
—
2 KananpHbIH
1 OU3HICCKUU

TCP/IP

[ TpuknaaHou

TpancniopTHbIN

MexxceTeBOou

Certepout
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MuKarcyssammsa 1aHHbIX
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YpoBeHb IPHUJIOKESHU I

[Ipunoxenus, padoraromue co crekoM TCP/IP,
BBINOJIHSAIOIINE (DYHKIUN YPOBHEH IIPEACTABICHUS U
yacTU4IHO ceaHcoBoro moaenu OSI (mpeodpa3oBanue
JAHHBIX K BHEIIHEMY MPEJICTABICHUIO, TPYIIIIHPOBKA
NAaHHBIX JJIS I€peaadyd U T.I1.)

I[J'I}I ICPCCBUIKN JAHHBIX APYIOMY IIPHUJIOZKCHHUIO,

IPUI0KEHHE 00paIlaeTCs K TOMY WJIM HHOMY MOJIYIIO
TPAHCIIOPTHOI'O YPOBHS.
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TpaHCcIIOPTHBLIN YPOBEHBb

[ IpOTOKOJIBI TPAaHCHOPTHOIO YPOBHS 00€CIICUMBAIOT
IPO3padHyIo (CKBO3HYIO) JOCTAaBKY JAHHBIX
(end-to-end delivery service) Mexay IByMs
IPUKJIATHBIMU IIPOLICCCAMU.

IIponecc, moyyaromyn UM OTHPABIAIOIIAN JaAHHbBIC
C IIOMOII[bIO TPAHCIIOPTHOTO YPOBHH,
UJICHTU(PUIIAPYETCS HA 3TOM YPOBHE HOMEPOM,
KOTOPBIN HA3bIBACTCSA HOMEPOM NOPMA.
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MexceTeBON YPOBCHD

MeskceTeBOM YPOBEHbD JIOCTABISET OJOKHU JaHHBIX,
Ha3bIBAEMBIX JIeUTarpaMmamMu, oT ogHoro IP-agpeca k

IPYTOMY.

[P-aapec sBisieTCS YHUKAJIbHBIM 32-OUTHBIM
HUJICHTU(PHUKATOPOM KOMITBIOTEpPA (TOUHEE, €r0 CETEBOIO
nHTEepderica).
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CeTeBoM YPOBEHB

OO0ObeIMHEHNE KaHAIBHOIO M (PU3UYECKOTO YPOBHEU
mojaenu OSI B enqunblil ceTeBor ypoBeHb TCP/IP ObL1o
00yCIIOBJICHO TPEOOBAHNEM HE3aBUCUMOCTH OT
HCIIOJIb3YEMOU CPEAbI IIEPEIAYU JTAHHBIX.

OyHKIIUY IPOTOKOJIOB KAHAJBHOIO U (DPU3UYECKOIO
YPOBHEU PEAIM3YIOTCS B HACTOAIIECE BpEMS , KaK
IPaBUIIO, €AMHBIMM TEXHUYECCKUMHU CPEJICTBAMU
(CeTEeBBIMU KOHTPOJLIEPAMU )
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IIpoToxkonsl cteka TCP/IP
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