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Yrpo3bl 6e3onacHocTu KC
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Yrpo3a - noTeHumanbHasa BO3MOXHOCTb Hapywutb Ub.
ATaka - nonbITKa peasnsauunm yrposbl
Yrpo3a - cnencrteme Hanwuuus ysizBumocten B 3awmte UC

OKHO O0nacHOCTHM - MPOMEXYTOK BPEMEHN OT MOMEHTA, Koraa
NOSIBNSIETCSA BO3MOXHOCTb UCMO/Ib30BaTh YSA3BUMOCTb, 10 MOMEHTA,
Koraa oHa IMKBUAUPYETCS

Yrpo3bl 6€30MacHOCTN — UCXOAHbLIN paKTop AN Bblbopa 3aLUMTHbIX
MeXaHWU3MOB Npu co3gaHuun 3awmnuweHHbIx KC.

Yrposza 6e3onacHocTn KC -

o COBOKYIMHOCTb YCJ/I0BUI M (DaKTOPOB, ONMpPeAEsISIoLMX MOTEHLUNATIbHYIIO NN
peasibHO CyLECTBYOLLYH OrNacHOCTb HapyLUEHUS
0 KOHUAEHUNAIbHOCTH,
[1  LEesI0CTHOCTH,

O npaBoMePHON] AOCTYMHOCTU MHGDOPMALIMMN U/NITN CHUXKEHNS HAAEKHOCTHU
€30TKa3HOCTU U ayTEHTUYHOCTU ]| peanmnsauymmn pyHkymu KC
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Cucrematmsaumsa n Knaccndpukaumns
yrpos

[ cucreMarusauymns

m [IpUBEAEHNE B CUCTEMY, T.€. B HEYTO LIEJIOE,
rnpeacrassisoujee cobon eANHCTBO 3aKOHOMEPHO
pPacriosioXXKeHHbIX U HaxoAsILLNXCS BO B3aNMHOU
CBSI3UN YaCTeUn,; BbICTPaMBaHUNE B Orpenes1eHHbIN

MopsiJoK
0  Kaaccuppukayuns

m [10c/s1e40BartesibHoE AeJIEHMNE MOHATUMN
(npeagmMeToB nccsen0BaHus), rnpoBoAgNMOE 1o
XapaKTepucTukam v rnapamMeTpam,
CYLL|ECTBEHHbIM C TOYKUN 3PEHMUS
ncceno0BaTe/ibCKon 3a4aum

m YacTtHbin cny4yan cucremartmlaymm




MeToabl U Uenwu
Knaccndpumkaumm

0 TakcoHoMu4yeckas (poaoBas, AepeBO)
m O=01U02,01N02=v9

1 Mepeonornyeckasa ('4yacTtb-Lenoe")

0 Uenn knaccndpumkaumnm
m TeopeTuKOo-no3HaBaTesibHble PYHKLUNN

m NpuKknagHble PyHKLUUMK

[ obecneymBatoT NOSIHOTY aHanuMsa Npu
NAeHTUOUKaUnmM yrpos ansa KoHkpetHon KC

[0 MO3BONAT CUCTEMATU3INPOBATL BbIOOP
3aLUNTHBIX Mep, KOTOPble MOTyT YCTPaHSATh
Cpa3y uesnibin Knacc (C COoOTBETCTBYHOLWMMU
noakKnaccamm) yrpos
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KaTanormsaumsa yrpos

[] OCTaBJIeHMEe U 3aKpernJJieHNe B CTaHAapTaxX TaKCOHOMUYECKU-
KJlaCcCUPUKaUMOHHbIX cxeM yrpo3. Hanpumep, NOCT 51275-99
«3awmnTta nupopmaunn. O6bvekT nHpopmaTnlaummn. GakTopsbl,
BO3AENCTBYHOLLME HA MH(POPMALUUNIO»

0  Wcnonb3yeTcs ana naeHtmpukaumm yrpos

O UaeHTUdUKauma BkOYaeT
m  BblgeNleHue yrpo3s, xapakTepHbIX Angd KoHKpeTHon KC

m VX npeHtndumnkauuno (NpUcBoeHmns Koaos)

m cneyncgumkaymnro (onncaHme) yrpos no HEKOTOPbIM NapaMeTpam:

[0  WCTOYHMK (Npupoay NpOUCXoxXaeHus) yrpo3bl, akTuebl (06bekTbl KC), Ha
KOTOpble HanpaBfieHa yrpo3a), cnocobbl OCyLLeCcTB/eHNUS Yrpo3bl,
BO3MOXHbl€ YSI3BUMOCTU, KOTOpble M.6. MCNONb30BaHbl A1 peanm3auunu

yrpo3bi.

0 B panbHenwem — ans Bbibopa 3allUTHbIX Mep, METOA0B U
MexaHn3MoB obecrneyeHunst 6e30MacHOCTU NpU Co34aHNN U
SKCNAyaTaunMn KOHKPETHbIX 3awmeHHbIX KC




Knaccebl, nogknaccel U rpynnel chaktopos (TOCT P 5127599)

OOBbeKTUBHbIE Cy6beKTUBHbIe
BHyTpeHHME BHewHne BHyTpeHHUe BHellHUue
Ilepegaua CHIHAJIOR 10 IPOBOJHBIM JITHIIAM Fasrmamesrie 31T TRLanEL, HMERIIFMIT K Herl
| CBSA3H IIpaBo JOCTVIIa
|| Hepe,natm CHIHATIOE ITO OITTHKO-BOMIOKOHHBIM HEHP&BUI\'IE'prlE JerCTBIA C0 CTOpOHDbL JILL,
JOHITAM CBS3H IMeHIIIX ITpAaB 0 JOCTVIIA K 311
ITsmyveHne GUHAN0B, (PYHKIRIOHAIBHO- HCHO x 311 (BHYTp eHHIIT)
| mpucvipx OIT
HenpaenbHOe OpraHIBALIOHHOe 00 ecriey eHie
| TI'OMIT 311
|| IIapasHTHBIE 3TeKTPOMATrHHITHBIE IBITYUeHIIS .IB‘IIE:'[HPﬂBll‘IbHO(‘ OpI aHH3ALOHHOe o ecriey eHie
| Hapoaku OnnISKI 05CIyZRIE AI0IeT0 Iep coHana OI1
AK}'CTO').TIPK e CKIIe l'lp?Oﬁpﬂ'iOBﬂHlIH B
—1 menseHTax TC OI1 docTyri K 311 ¢ prnveHeHITeM TeXHITIe CKIT
CpeocTe

dedexThbl, coom, aBapini T'C 1 crcTen OIL

HC x 3H (pHeNm T

JedeKTbl, CO0H H OTKa3b1 ITPOrPaMMHOL O Broxrpoparnie qoctyria K 31T myrent

|| Obecrieuermia OIT Teperpy3KH TeXHITUeCKHX CPeJcTB 00pad0TKH
ln-iq)opl\l:u.unl JIOAHDBINDI 335!5!\111\[1‘1}'13 ee

oGpadoTKY

FABseHIIA TEXHOI€HHOI 0 XapaKTepa

lelpO,I[Hbl? SBJIeHHS, CTHXHITHBIe OeIC TBHS ,E[E'IVIC TBHA KpHMIHAJIBLHBIX I'PYINI H OTAeJIbHBIX
IIpecTVITHBIX 3JIeMeHTOR




[TpyMep. Yrpo3bl No npupoae
nponcxoxaeHnda. Cny4dyamHoble

OTka3bl n cbom annapaTypbl

L Oﬂ/ee,aeﬂﬂfOTCFI Ka4yeCcTBOM U HaAEXHOCTbIO arnnapartypabl
B TEXHUYECKMMU DELLEHUSIMUN U AD. (paKTopamu

[ToMexm Ha NMNHUAX CBA3U OT BHELWHMX BO34ENCTBUN

m  [1paBu/IbHOCTb BbI6Opa mMecta (MapLipyTa) rnpoKaaaKuv
= TEXHUYECKUNX PELLUEHUN 1O NMOMex0o3aLlnLL{eHHOCTH
= 3/M 06CTaHOBKMU

Ownbkun yenoBeka Kak 3BeHa MHPOPMALMOHHOWN CUCTEMDI

IIo mecTy B cucreme o Tumy

- KaK UCMo4HuKa uHgopmayuu - lo2udecKue (HenpasuibHvle peuleHus)

- kak onepamopa (8600-6b1600 OAHHBIX) - CEHCOPHbLE (HENPABUNLHOE

- Kax oocnydcusaroue2o nepcoHand socnpuamue)

- KaK 36eHa NPUHAMUSL PeUleHUll - onepamuetvle U MOMOPHbLE
VHTEHCUBHOCTS - 2107... 41073 (HenpasuIbHas peanu3ayus Uil

peaxuyus)




[TpyMep. Yrpo3bl No npupoae
npouncxoxaeHunsa. CnydaumHoble

o (CXeMHble N cucreMoTexHmnyeckme owmnbkm paspaboTumnkoB

o CTpyKTYpHble, anropmtMmUyeckme u nporpaMMHbie OLLNOKH
m  CrieymnasibHble METOAbI NMPOEKTUPOBAHNS U pa3paboTKu
| crieynalsibHble ripoyeaypbl TeCTUPOBaHUA U OTJ1adKN

e ABapuuHble cUTyauumn

o - 10 BbIX0AYy M3 CTPOS 3/1EKTPONUTAHUS
o - 10 CTUXNMHBIM 6eaCTBUIM

O - 10 BbIXo4y U3 Ctposa cncrem XXn3HeobecrieyeHus
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[Tpumep. lNpegHaMepeHHble yrpo3bhl.
MHunpeHTtbl B UT-cpepe PO

[J]  BbI3BAHHbIE YE/IOBEKOM MNJIN CBSI3aHHbIE C AEUCTBUSIMU
4yesioBeKa, OrpeaesisitoTcs T.H. YEJIOBEYECKUM (DaKTOpPOM
(MOTUBbI, KaTeropmum, BO3MOXHOCTN)
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Yrpo3bl MO0 HanpaB/1IEHUIO
OCYLLUecTB/NeHUs

1 BHewHMe

B UCXOASLMNE U3BHE 0 OTHOLLUEHMIO K NMepCcoHasny, K
opraHun3sauumn (NpeanpusiTui), K rocygapcrey, K
Tepputopun (34aHnsM, rnomewjeHusm) KC

1 BHyTpeHHMUue

m rpoucxogaiyme sHyTpmu KC, cpean rnepcoHasna, B 30HE

pacriosioxxeHnsi obbektoB KC
a N/ BHyTpeHHAa 30Ha KC s
ar«) eMQii
BHeLuHsis ﬂﬁM@kP&IHM%
(HEKOHTpOJ/IMpyemas)
30Ha
[ 3ona pecypcoB KC ]

\&
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CooTHOLUEeHune yrpos

Ownbkm
nepcoHana

MNpobnembl huanueckon
3aLUTHI

HeuyecTHbie
COTPYAHWUKK

ObwxexHbie
COTPYAHUKN

Bupych

BuewHne
HanageHus

THHHH”.
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CoOTHOLLEeHne HEKOTOPbIX

BUAOB yrpo3

Kpaxa urdopmauuu
XanatHocTb COTpYAHMKOB

BpepoHOCHbIE NporpaMMbl

(Caborax

XaKepckue araku

Cnam |
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Annaparhsie
W nporpammHbie chon =
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COOTHOIIIEHHE BHEIIHUX U
BHYTPCHHUX (TaHa
MHCAMIEPCKUX) yIrpo3

BHewHwe yrpo3sl || BHyTpeHHMe yrpo3s

InfoWatch, 2007



[ToHATNA 6e30MacHOCTU U UX
B3aUMOCBS3b

OOQEHMEBEIET

BIIANOEJIBITEI
XOTAT MHMHMMMSHMpOBaTE 4‘\\ 4‘\\

IpenIpMHMMFSE0T

I TOBBI YHIEeHBIIMTE

KOHTFPIMEFPEI “\*

RKOTOpDBEIS
RKOTODRIE IMODY T HAalnpapPRJIeHbBI H3Z

\ BBEITE YIHHIEeHBIIC HBIL

YASBHMOCTH

HMODNy T SHAaTE

BeOyilnMe R ¥
KOTODBE MCIOJNESVIOT 4 PHCE

P L

( RKOTODBRIS A JIA h 4

HCTOUYUHHKH ¥I'PO3 1O BENUSIOT AKTHBBI
(HAPYIITHT EJTH)

II0 P OO SE0T

Y¥TPO3EBI

XOTAT SA0OVOOTPpebHMTE M/ MIM MODYT HaHeCoTH yuepb
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[Tpouecc co3pgaHna KC B acnekTre
obecneyeHnsa 6e30MNaCHOCTML:

NaeHTndukaumsa n oueHka 3almaeMbiX akKTUBOB
KOHpUgeHUNaIbHOCTb, LU€/IOCTHOCTb, 4OCTYMHOCTb) W
YHKUMN K

NaeHtudpukauma yrpos 6esonacHoctu (BbisiBJieHUe
M cneyndpukaLuma - MICTOYHUKKU/ npupoaa;,
aKTuBbl/ (PYHKLUUN, NOABEepraeMbie BO3AEeNCTBMUIO;
MeToAbl/Ccrnocobbl/ 0CO6eHHOCTN peanunsaunu;
MCnoJib3yeMblie YA3BMMOCTU) N NX OLleHKa

Bbibop n o60ocHOBaHUe pyHKLUMOHANbHbLIX TpeboBaHMN K
KC (apxuTekTypa u fiexalume B ee 0OCHoOBe Moaenm
obecneyeHnss KOHOUAEHUUANTBHOCTU/LENOCTHOCTHU/
ANOCTYNHOCTK; dYHKUNKM obecneyeHnss 6e30nacHOCT)

Peannsauuns @yHKUMOHaNbHbIX TpeboBaHN B NpoLecce
NPOEeKTUpPOBaHUS/Cco3aaHUS

OueHka cTeneHn peanmsaunm GyHKUMOHATbHbIX
TpeboBaHuN (CepTndunkaumsa no TpeboBaHUaM 5
6e30MacHOCTK), B T.4. BO3MOXHbIX YSA3BUMOCTEN, bpeLuen
6e3omnacH-Tu
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Katanorn (TakCoOHOMUYeCcKne cxeMmbil
Knaccnpunkaumm) yrpos 6e30nacHoOCTU

0 TOCT P 51275-99. 3awmnTta nHdopmauyuu.
O6bekT nHdopmaTnlaummn. GakTopsl,
BO31ENCTBYOLLME HA MHDOPMALIMIO.
http://linux.nist.fss.ru

0 Bundesamt fur Sicherheit der

Informationstechnik ('epmaHcknn ctaHaapT
6e3onacHocTtn IT), http://www.bsi.de

O PO NocTexKomuncenm Poccnn. besonacHocTtb UT.
PykKoBOACTBO MO (POPMUPOBAHUID CEMENCTB
npodunen 3awmntbl http://www.fstec.ru
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Knaccebl, nogknaccel U rpynnel chaktopos (TOCT P 5127599)

OOBbeKTUBHbIE Cy6beKTUBHbIe
BHyTpeHHME BHewHne BHyTpeHHUe BHellHUue
Ilepegaua CHIHAJIOR 10 IPOBOJHBIM JITHIIAM Fasrmamesrie 31T TRLanEL, HMERIIFMIT K Herl
| CBSA3H IIpaBo JOCTVIIa
|| Hepe,natm CHIHATIOE ITO OITTHKO-BOMIOKOHHBIM HEHP&BUI\'IE'prlE JerCTBIA C0 CTOpOHDbL JILL,
JOHITAM CBS3H IMeHIIIX ITpAaB 0 JOCTVIIA K 311
ITsmyveHne GUHAN0B, (PYHKIRIOHAIBHO- HCHO x 311 (BHYTp eHHIIT)
| mpucvipx OIT
HenpaenbHOe OpraHIBALIOHHOe 00 ecriey eHie
| TI'OMIT 311
|| IIapasHTHBIE 3TeKTPOMATrHHITHBIE IBITYUeHIIS .IB‘IIE:'[HPﬂBll‘IbHO(‘ OpI aHH3ALOHHOe o ecriey eHie
| Hapoaku OnnISKI 05CIyZRIE AI0IeT0 Iep coHana OI1
AK}'CTO').TIPK e CKIIe l'lp?Oﬁpﬂ'iOBﬂHlIH B
—1 menseHTax TC OI1 docTyri K 311 ¢ prnveHeHITeM TeXHITIe CKIT
CpeocTe

dedexThbl, coom, aBapini T'C 1 crcTen OIL

HC x 3H (pHeNm T

JedeKTbl, CO0H H OTKa3b1 ITPOrPaMMHOL O Broxrpoparnie qoctyria K 31T myrent

|| Obecrieuermia OIT Teperpy3KH TeXHITUeCKHX CPeJcTB 00pad0TKH
ln-iq)opl\l:u.unl JIOAHDBINDI 335!5!\111\[1‘1}'13 ee

oGpadoTKY

FABseHIIA TEXHOI€HHOI 0 XapaKTepa

lelpO,I[Hbl? SBJIeHHS, CTHXHITHBIe OeIC TBHS ,E[E'IVIC TBHA KpHMIHAJIBLHBIX I'PYINI H OTAeJIbHBIX
IIpecTVITHBIX 3JIeMeHTOR




KaramTor ¥yIrpo3 110 I €epPMaAaHCKOMY CTaEIap Ty
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IFIOHHEIS
FdedpexTsl
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T. 1.9 YFrpartTa gaHHEX H3-2a CHABHEIX MarHHTHEIX OoXeH

T. 1. 10 HemgocTaTKH BEC BHEIIIHHI ceTHIT
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I T HEJOCTaTKIl1

3 Bt ]
Jemnmoese-
JecKIie
HegoOoCcTar-
KII

..
T ex¥E.
HegoOocTrar-
I1

o B
ITpeasaa-
nep e H-
HEISe
AEeIICTBILA

T 3. 1. JToTtTep A KOHDPDHOEHIIHANEHOCTH/IIEJOCTHOCTH JaHHEIX B pPESYIETATE OIIIHGOK
HT-mepcomana
T . 2.2 Pazpviinexnue ocbopyOgoEaHHA HIIH JaHHEIX B pesviabLTaTre HebpeXXHOCTH

T . 3.3 HecobnrogesHaue (HecorjiacHe) mmep Hl 1T -GeszomacHOCTH
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MeTlQﬁOHOFHH 00BEKTOB M yIpo3 B MPOoAyKTax u cucremax UT
&I(’)I[ ocTexKomuccun «PykoBoacTBO 10 pazpadotke 113 u 3b,
03r., mpumep

§Fp03bl AaHHbIM Ha HOCUTENAX

Yrpo3bl AaHHbIM B TENEKOMMYHUKALMOHHbIX NUHUAX
Yrpo3bl NpuKnagHeIM nporpaMmam (MPUnoXeHnsim)
Yrpo3bl NpuknagHbIM npoLeccam U AaHHbIM

Yrpo3bl oTobpaxxaemMbIM JaHHbIM

Yrpo3bl BBOAUMbBIM AAHHbIM

Yrpo3bl AaHHbIM, BbIBOAUMbIM Ha NeYathb

Yrpo3bl AaHHbIM Nonb3oBaTenei

Yrpo3bl CUCTEMHBIM Cryx06am ¥ AaHHbLIM

Yrpo3bl MHOpMaLMOHHOMY 060pYAOBaHNIO ACNeKTbl yrpos3bl

- UICTOYHWK Yrpo3bl (Jioay nnbo mHble dhakTopsl)
- NpeanonaraemMbl MeToA (cnocod, 0cobeHHOCTH) HanageHus/peanmnsaLmm
- YSI3BUMOCTH, KOTOPbIE M.B. MCNONb30BaHbI ANs HanageHus/peanuaasmm

- dKTUBbI, NMNOABEPKEHHbIE HanaueHmo/peanmauMM

(c) 2010, A.M. KagaH, kadeapa CMCTEMHOrO NporpaMMmMpoBaHns um
KoMnbloTepHon 6e3onacHoctn, ®aMW, I'ply, NpogHo, benapycb 20




MeTtonosorust 00bEKTOB M yrpo3 B mpoaykrax u cucremax UT
(P I'ocTexKomuccun «PykoBoacTBo 1o paspadorke 113 u 3b,

2003r., anMep) [laHHbIE PACKPbITbI MyTEM HE3AKOHHOTO NEPEMELLIEHNS HOCUTENS

OB dlweHne K A1aHHbIM, UISBMEHEHNE

NPUNOXEHWe UK U3BIIEYEHNE W3 NP

%naneHme, nobasneHne B
NIOXXEHUS OaHHbIX

I[aHHBIG HEYMOJTHOMOYEHHBIM MULIOM
[aHHbIE PACKPbITbI MYTEM WX BbIFPY3KI C HOCUTENS AaHHbIX
Ha HEeYNONHOMOYEHHbIM NNLIOM
MCMOMNb30BaHME OCTATOMHOM MHGOPMALN Ha HOCUTENE
HOCUTENAX (Popwmay

HE3aKOHHOE KOMMPOBaHWE OaHHbIX

AaHHblE HE3AaKOHHO MCNOJ1b3 I-OTCFI,é/IJ'II/I X UCNOJb30BaHNe
3aTPYAHEHO N3-3a USMEHEHUA aTPMOYTOB AO0CTYMNa K AadHHbIM
HEYNOJNTHOMOYEHHbLIM NULIOM

[aHHble NosyYeHbl HE3aKOHHO NyTem anbcudmkaLmm aina

AaHHbIE NOBPEXAEHbI U3-3a Pa3pyLUEHNA HOCUTENA

AaHHbIE gHVI‘-ITO)KeHbI W NX UCMoJIb30BaHWE 3aTPYyAHEHO KU3-3a
HENCNPaBHOCTN YCTPOUCTBA BBO4A-BbIBOA

06Bau4eHv|e K Ai@HHbIM, U3MEHeHMe, %nanel-lme, nobaBneHve B
NPUNOXEHNE NN U3BIIEYEHNE 13 NPITIOKEHNS JAHHBIX .
HeklllnonHomoquHblm NIULIOM MyTEM UCMONb30BaHMS COOTBETCTBYHOLLIEN
KOoMaHb|

3aLIJI/I§BpOBaHHbIe OaHHble He MOryT ObITb AelwndpoBaHbI U3-3a

AaHHble OLMBOYHO yaaneHbl YNONHOMOYEHHbIM TULIOM!
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MeTtonosorust 00bEKTOB M yrpo3 B mpoaykrax u cucremax UT
(P I'ocTexKomuccun «PykoBoacTBo 1o paspadorke 113 u 3b,

2003r., mpumep)
|
[1aHHbIE
B
TeNneKoOMMYHUKaumnax
AaHHbIE NepexBayeHbl U pa3pyLlEHbI B TeJ'IeKOMMyHI/IKaLI,VIOHHOI/I
JIMHUN
AdHHbIE I'IEIOCJ'I WnBakTCA, HE3aKOHHO YMbILLJTEHHO U3MEHEHDI,
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[1I16 o
MECTY
pa3mMelie-
Husa B KC

[Iporpam-
MHOE
o0ecrie-
YEHHE

Drepe ‘ NMuaunnmanu3zamus OC (3arpy3ka)

HHUOHHBIC ‘ VYnpapiieHue BblJICICHUEM TaMITU
CUCTEMBI
) Ynpasienue npoueccamu

\ - YIOpaBlI€HUE YCTPOUCTBAMU

'@ Cpexacrsa uneHT-uM 1 ayTeHTU(UKALUY
’ Jlpyrue (Heu3BECTHBIC)
@ [lpuBurierupoBaHHbIC yTHIUTBL

&/
. \‘ HerI/IBI/IHCFI/IpOBaHHBIG YTHUIIUTHI

[IpukimagHbie IPOTrPaMMBbI

. AnmnaparHoe obecredeHue




[TpyMepbl Yrpo3 AOCTYMNHOCTU

] HernpeaHamepeHHbIe oWnbKM WTATHbIX Nonb3oBatenen, obcnyxueatowmx NC -
65%

| MakcumasibHas dBTOMaTU3auUun4d

OTKas3 roJ1b30Bartesier -HET XeJlaHUsl, HET 3HaHWN, HET JOKYMEHTaUUN ;

BHYTPEHHUN 0TKa3 MHPOPMALMOHHOW CUCTEMbI —

[ OTCTynneHmne (CnyyYyamHoe Uam yMbllWIeHHOEe) OT YCTAaHOBMIEHHbIX NpaBua aKcnayaTaumu;

| BbIX04 CNCTEMbI U3 LIJ:I"aTHO[O pexXxmnma 3KCI'IJJyaTaLI,VIVI B cunny CﬂyanIHbIX nnun
NnpeaHaMepeHHbIX AeNCTBMIA NoJSib30BaTeNen Unm obCnyxXunBatoLero nepcoHana
(NpeBblWeHMe pacyeTHOro 4Ynucaa 3anpocos, YpesMepHbin 06beM obpabaTbiBaeMon
MHOpMaUUN U T.M.);

OO

[ owmnbKKN npu (Nepe)KoHPUrypmpoBaHnUm CUCTEMbI;
] OTKa3bl NPOrpaMMHOro 1 annapaTHoro obecnedeHus;
] pa3spylleHne AaHHbIX;
n paspyLlleHne Unu rnoBpexaeHne annapaTtypsbl.;
J OTKas3s roAaep>xuBaroLyen MH@PacTpyKTypsbl.
[ HapyLweHune paboTbl (Cly4anHOe UM YMbIWIEHHOE) CUCTEM CBSA3U, INIEKTPONUTAHUSA,
BOAO- W/1UNun TennocHabXeHns, KOHANUNOHMPOBAHMS;
] paspyLlleHne uam noBpexaeHue noMeLeHmin;
] HEBO3MOXHOCTb WM HexXenaHne obcny>XneatLwero nepcoHana u/mnum nonb3osaTtenemn

BbINOJIHATb CBOM 0643aHHOCTU (rpaXxaaHcKue 6ecnopsaky, aBapum Ha TpaHCNopTe,
TEPPOPUCTUYECKNI aKT UNun ero yrpo3a, 3abactoska u T.M.).

] O6u>KeHHble COTPYAHUKU
O CtuxumHble 6eactemnsa — 13%




BpepnoHocHoe 10

0 ['paHu BpepoHocHoro [0O:

1. BpeAoOHOCHasa PyHKUUSA;

[0  BHeApeHue agpyroro spegoHocHoro 10 ;

[0  noflyyYyeHue KOHTPONA Haa araKkyemMon CUCTEMOMN;
[J  arpeccuBHoe rnoTpebsieHne pecypcos ;
O

O

N3MEHEHUNSA WX pa3pyLUeHUsa NporpamMMm U/mMnm AaHHbIX.
N T.A.

2. crnocob pacnpocTpaHeHus;

3. BHeELIHee rnpejcraB/ieHmne.

0 [porpaMMHbIN BMPYC - 3TO UCMOJIHAEMbIN UK
NHTEPNPETUPYEMbIN NMPOrpamMMHbIN KoA, obnaaatowmnm
CBOMUCTBOM
m HECaHKUMOHUPOBAHHOIO pacnpoCcTpaHeHns u
| caMoBocCrnpounsBegeHna B aBToOMaTU3NPOBAHHbLIX CUCTEMAX

UNN TEJIEKOMMYHUKALUNOHHbIX CETAX

O (2) Bupycsbl, Yepsu, TposaHckune nporpaMmmbl, MobusbHblie

areHThbl




[TpnMep yrpos LueoCTHOCTU

0 Kpaxu n noasiorn (He4YecTHble COTPYAHUKN)
0 HapylweHune ctTatuyeckonm LeoCTHOCTU

m BBOA HeBepHbIX AAaHHbIX, N3MEHEHNE
NAHHbIX, OTKa3 OT COBEPLUEHHbIX AENCTBUN

1 HapylweHne aAMHaMMU4YeCcKon LeNOoCTHOCTH

m HapyweHue aToOMapHOCTU TpaH3aKLUUM,
nepeynopsaoveHune, kpaxa, A4ybsimpoBaHune
ZaHHbIX WN BHECEHNE AO0MNOJIHUTENbHbIX
coobleHnn (ceTeBbIiX NMaAaKeToB M T.M.).

0 CooTBeTCTBYHWOLWME AEUCTBUS B CETEBOU Cpeae -
aKTUBHOE Mpoc/ylunBaHUe.,




[TfpnMep yrpos
KOHPUAEHLUNANBHOCTU

]

]
[]

KoHduaeHumnanbHasa nHpopMauus - npeamMeTHas u
cnyxebHas (naponn)

N3HayasiIbHO MOPOYHbIN NPUHLMM NAPOJIbHON 3aLLUNThbI
yrpo3bl KOHOUAEHUNANBHOCTU MOTYT HOCUTD
HEKOMMbIOTEPHbLIN N HETEXHUYECKUIN XapaKTep
(Naposin B 3aMNMUCHbIX KHUXKaX)

pa3MelleHne KoHdunaeHumanbHbIX AaHHbIX B cpeae,
roe nM He obecnevyeHa Heobxoagmmas 3awmTa

(pa3roBopbl No TenedoHy, BbICTaBKU, pe3epBHOE
KONMMUpoBaHMe) — NepexBaT AaHHbIX TEXHUYECKUMMU

cpeacTBamm
MEeTOoAbl MOPasIbHO-MCUXOJSIOMMYECKOIro BO3/EUCTBUS,
dnwnHr

3J/10yrnorpebsieHne rnosIHOMOYNUSIMU,
aAMUHNCTPaTopbl




ycnex MOXeT NpuHecCTu
TOJIbKO KOMIJIEKCHbIUN rnoaxoad K 3

O [Ans 3awmuTbl MHTEPECOB CYO6BbEKTOB
MHGOPMaLMOHHbIX OTHOLLIEHWNI HEOH6XOANMO
coyeTaTb Mepbl CIeaylWmx yYpoBHeEN:

3aKOHOAATENbHOrIO;

AAMUHUCTPATUBHOIO (NpuKasbl U apyrme
NENCTBUSA PYKOBO/ACTBA OpraHunsauum,
CBSA3aHHbIX C 3alimLlaeMbIMU
MHPOPMALMOHHbLIMU CUCTEMAMN);

M
o

n

pouenypHoro (Mepbl 6e30nacHOCTH,
DUEHTUPOBAHHbIE Ha Nt0AeN);

DOMPaAMMHO-TEXHNYECKOTO.




