YOoaneHHoe ynpasneHue
KOMMbIOTEPOM Yepes
nporpammy Tight VNC

buptokoB ApTtem
11 rpynna



Llenn npe3eHTauuu

» [lOKa3aTb, KaK OCYyLUecTBAdeTCH
yaalleHHoe yrnpaBieHue
KOMMNbIOTEPOM C MOMOLLbI CETEBbIX
nporpamMm Tight VNC Server n VNC
Viewer

» HayuynTtbCsa yCTaHaBnmBaTh
HAaCTpanBaTb AAHHYIO NMporpamMmy.



HadvanbHbIX 3Tan: YCTaHOBKA

=« 3aNYCTUTb YCTAHOBOYHbIN Pan
npunoXxeHunsi. OTKpoOeTCHd Takoe OKHO.

i TightVNC Setup A= ;®1

Welcome to the TightVNC Setup Wizard

The Setup Wizard will install TightVNC on your computer.
Click Next to continue or Cancel to exit the Setup Wizard.




HadvanbHbIX 3Tan: YCTaHOBKA

« [lanee xxmeMm Next, nonyyaem gaHHoe
OKHO. BHMMaTenbHO Yntaem

cornaweHune(Ha aHrMIMNCKOM) U
npuHMUMaeM ero. [lanee xmem Next

i TightVNC Setup EoR
End-User License Agreement

Please read the following license agreement carefully

GNU GENERAL PUBLIC LICENSE
Version 2, June 1991

Copyright (C) 1989, 1991 Free Software Foundation, Inc. 675
Mass Ave, Cambridge, MA 02139, USA

one is permitted to copy and distribute verbatim copies o
this license document, but changing it is not allowed.




HadvanbHbIX 3Tan: YCTaHOBKA

« Bblbnpaem TMn yctaHoBku. B AaHHOM
cnydae g 6yay nosib30BaTbCS
«Typical»

i TightVNC Setup =3

Choose Setup Type
Choose the setup type that best suits your needs @

Typical

Installs the most common program features. Recommended for most users.

Custom
Allows users to choose which program features will be installed and where
they will be installed. Recommended for advanced users.
Complete

All program features will be installed. Requires the most disk space.

Cancel



HadvanbHbIX 3Tan: YCTaHOBKA

« Bblbnpaem gonosHUTENbHbIE 3a4a4u
YyCTaHOBLUMKaA

i TightVNC Setup %]

Select Additional Tasks @

Which additional tasks should be performed?

Select additional tasks you would like Setup to perform while installing TightVNC 2.7.10.0, then
click Next.

File associations:

Associate .vnc files with TightVNC Viewer

TightVNC Service configuration:
Register TightVNC Server as a system service (recommended)
Configure system to allow services simulate Ctrl-Alt-Del
Windows Firewall configuration:
Add exception for TightVNC to Windows Firewall




HadvanbHbIX 3Tan: YCTaHOBKA

« VIHCTanNaTop NOoKa)eT, YTO NrToB K
YCTAaHOBKE U NpealoXnUT HadaTb
YCTAQHOBKY W/1M BEpHYTbCA Ha3aga.
Haxumaewm Install ;. ... -

Ready to install TightVNC

Click Install to begin the installation. Click Back to review or change any of your
installation settings. Click Cancel to exit the wizard.




HadvanbHbIX 3Tan: YCTaHOBKA

« HaumHaeTca ycTaHoBKa NpUIOXKEHUS
06 3TOM CBUAETENbCTBYET NaHEenNb
Nporpecca YCTaHOBKW

& TightVNC Setup A= 3

Installing TightVNC

Please wait while the Setup Wizard installs TightVNC.

Status:




3aBepLUeHne YCTaHOBKU:
HavyanbHas HacTpouKa.

[IfporpaMMa-yCTaHOBLUMUK NPpeanoXuT
BBECTU MapoJib ANd NOAKAIOYEHUA U
aAMUHUCTPATUBHBLIN Maposib.

TightVNC Server: Set Passwords
Please protect your TightVNC Service. Make sure to enter a password for remote access.
Also, it might be a good idea to use administrative password on multi-user systems.
Password for Remote Access
() Do not change
() Do not use password protection (DANGEROUS!)

@R (m;

Enter password:

Confirm password: |

Administrative Password
() Do not change
O Do not use password protection

(3) Protect control interface with an administrative password

Enter password:

Confirm password:




3aBeplLUueHne yCTaHOBKW:
HavyanbHas HacTpouKa.

« BBOAMM naponun. Haxxnmaem Next.
[ToslydyaeM OKHO C MHMopMaumnen ob
yCrnewHon yCcTaHOBKe.

& TightVNC Setup EoR

Completed the TightVNC Setup Wizard

Click the Finish button to exit the Setup Wizard.




HacTpouka npunoxeHus.

OTKpbiBaeM OKHO HACTPOWKKN cepBepa

TightVNC Service Configuration

| Server |Extra Ports || Access Control || Video || Administration |
Incoming Viewer Connections Web Access
Accept incoming connections Serve Java Viewer to Web dients

Main server port: | 5500 2| Web access port: | 5300 =
Regquire VNC authentication
Input Handling
Primary password:
i []Block remote input events

- [C]Block remote input on local activity

View-only password: Tty e

Set... [INo local input during dient sessions

Miscellaneous Update Handling
Enable file transfers Use mirror driver if available
Hide desktop wallpaper Grab transparent windows

Show icon in the notification area Screen polling cyde: | 1000 ; S| ms

> |




HacTpouka npunoxeHus.

« HacTpounka BxoasiLmx coeanHeHumn.

MO>XHO OTK/IOYNTb NOAKJIIOHEHME K
Bawemy 1K, namMeHuUTb NopT
noaK/ItovYeHns K KoMnbetoTepy(ans

6e3onacHocTn) HanpuMep ¢ 5900 Ha
5 9 O 2 Incoming Viewer Connections

Accept incoming connections

Main server port: | 5900 %

Require VNC authentication

Primary password:

View-only password:

Set...




HacTpouka npunoxeHus.

« BblbpaTb, pa3pewnTb M nepenavy
dannoB, cKpbiBaTb 1 060U Npwu
noaksitodeHnn K paboyemy crony,
NoKa3blBaTb /I 3HAYOK
yBeaoMJIeHUN.

Miscellaneous

Enable file transfers

Hide desktop wallpaper

Show icon in the notification area




HacTpounka npunoXxeHus.

« HacTpouTb NMOPT AOCTYMNa U3 CEeTU
MHTepHeT. BHMMaHne! HacTtodaTtenbHo

DEKOMEHAYETCA NCNO/b30BaTb

HeCcTaHAAPTHbIN MOPT BXOAALLNX
coeanHeHnn. Hanpumep He 5800 a

56400. Mo)XHO NIHTepHeT-a0CTYN
3anpeTuThb

Web Access

Serve Java Viewer to Web dients

Web access port: :'-5800 3’




HacTpounka npunoXxeHus.

« B 3TOM OKHE MOXHO BKJTHOUYUTb
MOYHKLMNIO OTKIIOYEHUSA K/IMEeHTa Npu
HEeaKTUBHOCTU.(pewaeT npobnemy
HeaoCTaTKa onepaTUBHOM MaMATU

Un ee 3arpyxeHHoctn) Mo

YMOJTHaHUKO HET CMbICJ1d €€ BKJ1HO4YAdTb
Input Handling

[ ]Block remote input events

[ ]Block remote input on local activity

|

Inactivity

| ]No local input during dlient sessions



HacTtpounka npunoxeHus.
[lononHuTenbHbIE MOPTHI

NPOoCIyLwnBaHNA
MOXXHO Ha3Ha4ynUTb AOMNOJIHUTESIbHbIE

NopTbl NOAK/JOYEHUS C MOMOLLbIO
KHonNkn Add...

| Server | ExtraPorts | Access Control | Video || Administration |

Extra Ports
Mapping of additional listening TCP ports to screen areas:

Help

By default, TightVNC Server listens for incoming connections on just one main TCP
port, and shows the complete desktop to its dients.

However, it's possible to make it listen on a number of extra ports, where each port
has a specific area of the screen assodated with it. If a dient then connects to an
extra port, only that part of the screen will be shown.

Screen areas are represented by patterns like 640x480+120+240 (in this example,
width is 640, height is 480, horizontal offsetis 120 and vertical offset is 240 pixels).




HacTpouka npunoxeHus.

« BKnaaka HaAaCTpPOMKM KOHTPOA

noctyna (Access Control Settings)
X]

TightVNC Service Configuration

| Server | Extra Ports | Access Control |video | Administration |

Rules

| FirstIP LastIP

Check the rules above: :

Query Settings

These settings apply only to the rules
with Action set to "Query local user”.

Query timeout: | 30 3‘ seconds
Default action on timeout:
(%) Reject connection

() Accept connection

Action

(enter IP address )

Loopback Connections

By default, connections from the same
machine are disallowed to prevent the
“cascading windows" effect.

Loopback settings work independently
from the rules configured above!

[] allow loopback connections




HacTpounka npmnoxeHus. 3anper
NOOKITHOYEHUMN.
= MOX>XHO 3adlpeETUTb NMNOAKJ/TOHEHUA OT

ornpenesieHHbIX apecoB HaxaB
KHOMKY Add...

u
( First IP LastIP Action

Check the rules above: \ l\ ( enter IP address )



HacTpounka npmnoxeHus. 3anper
NOOKITHOYEHUMN.

« OTKpOeTCca Takoe OKHO. BbicTaBndem
Anana3oH IP aapecosB. [danee
npuMeHsieM AencTeue
Allow(pa3pelinTb) nniu
Deny(3anpetntb) aanee xmem OK

New IP Access Rule @

Last matching IP: |

(Leave the last IP empty to define
a rule for just one IP address.)

Action

O allow

(%) Deny
(O Query local user




HacTpouka npunoxeHus.

MO>XHO HAaCTpOUTb MHTEpBa
nepenayun snaeo. XenatenbHo
OCTaBUTb MO YMOJTYAHUIO

TightVNC Service Configuration

| Server || Extra Ports | Access Control; Video | Administration

Video Detection
Class names of video windows (enter one dass name per line, without quotes):

Video recognition interval: \43000 C ‘ ms

Help

TightVNC cannot detect video windows on the screen automatically (that cannot be
done reliably). However, you can help it by providing a list of window dass names to
be recognized as video windows.

Once such a video window is found, its contents will be encoded with JPEG and sent
to the viewer continuously with minimum delays.

Class name is a spedial string assigned to each window (e.q. certain versions of
Windows Media Player show video in windows with "WMPlayerApp” class name).




HacTpounka npunoXxeHus

Bknagka agMUHUCTPUPOBAHUA.

TightVNC Service Configuration @

| Server | Extra Ports | Access Control || Video Administration

Control Interface When Last Client Disconnects
Protect control operations with a password (%) Do nothing

Administrative password: (O Lock desktop

[] Ask password for each operation (O Logoff current user

Session Sharing
(O Always treat connections as shared, add new dients and keep old connections
() Never treat connections as shared, disable new dients if there is one already
(O Never treat connections as shared, disconnect existing dlients on new connections
(O Block new non-shared connections if someone is already connected

() Disconnect existing dlients on new non-shared connections

Logging
Log verbosity level (0 disables logging): | 737 | [[]Make log available to all users

Log file: | C:\Documents and Settings\LocalService \Application Datﬁi Open folder




HacTpounka npunoXxeHus

« 34eCb MOXHO 3aMeHUTb NapoJib
aAMUHUCTPUPOBAHUSA, 3a4aHHbIN B
Hayasie YCTaHOBKMW.

Control Interface

Protect control operations with a password

Administrative password:

|| Ask password for each operation




« 3eCb MOXXHO yKa3aTb AEeNCTBUE
cepBepa, Koraa nocnegHMm KAneHT
OTK/OYUICA OT Hero. Hu genatb
HU4Yero, 3abnoknpoBaTb paboyunn
CTO/1 UN BbINTU U3 CUCTEMBDI.

When Last Client Disconnects
(%) Do nothing

() Lock desktop

() Logoff current user




HacTpouka cepBepa NoaKnoyYeHns
3aBeplleHa

« lenepb MOXXHO NoAKtYaTbCAa K
3TOMY CepBepy C ApYyrunx
KOMMbIOTEPOB B /IOKA/IbHOW CETH,
3Hada ero naposb.

« 118 3TOro Heo6xXxo0AMMO TaKXe 3HaTb
IP-aapec koMnboTEpa Ha KOTOPOM
HAaCTpOeH AaHHbIN CepBep, a TakXxe
ero nopt. o ymonyanuno 5900



[logkntoyeHne

« [lOonycTnM HaM AaH cepsBep
192.168.1.115 c nopTtomMm 5902

« OTKpbiBaeM nporpammy VNC Viewer
Ha yaaneHHoM 1K n BBOAMM KaK Ha
KapTuHKe. lopT yKa3blBaeTcsa yepes
ABoeTtoume. Haxkmmaem connect

I8 VNC Viewer M=

VNCR® Viewer

VNC Server - I 192.168.1.115:5902

—
Encryption: |Let VNC Server choose




[logkntoyeHune

aJlie€ Mbl MOXEM YINpaBJiAdATb
AaJ1IEHHO KOMIMNbKOTEPOM B CETMH.

FERRO®@AX i

Komnstotep  Microsoft Bapakuna 21 Kpuctuna Opera Tect no Avast Free VNC-Viewe... tightvnc-2....
Office P... MAK1-mac...  Antivirus

#EZBEN

CanoScan Microsoft ~ 6/IMHYMNK [Mpesentauma  bnnHos

Toolbox49 Office Acce... Pabora c 3...
b ] : N
: 13
(2l 9
Easy GIF Dr WEb nlite Hokyment Hosasn nanka
Animator Microso...
B o '. . | g
Format Audacity  Mosapasen... Bcec Ycrpoiicteo
Factory c8 Mapro...  Paboue... NOKanLHO...
Canon  Stas-Namin... 1 BapakuHal

MP230 seri... kynnet_data

O o h A

HD VDeck Stas-Namin... babuna lana  Tect no
n Wcnan... MOKL-mac...

=20 B

Total AdbeRdn9.0 Stas-Namin... 11111111111
Commander




3aknr4yeHune.

[1pn NpaBMNbHOWU HACTpoOUKe U
SKCnJlyaTaumm 3Ton NnporpamMmmbl
MO>XHO MOJTYYUTb OYEeHb MOJIE3HbIW
MHCTPYMEHT A1 aAMUHUCTpPATOopa.
HanpuMmep Tak MOXHO yAa/neHHO
CTaBUTb NporpaMMbl CO CBOEro
KOMMblOTEpPA, HE BCTaBas € paboyero
MeCTa U He Mellas Nnosb30BaTesto.



