OCHOBbI KOMMbIOTEPHbIX
ceten. OCHOBHbIE MOHATHS,
bl 0OOPYAOBAHMS.




OradgaBJIeHHE

Tononorum nokarbHbIX CETEN KOMMBIOTEPOB

lp agpeca u Wno3bl

ABTOMaTM3aUMA npoLecca Ha3HayvyeHuns IP-agpecos
CeTeBble YCTPONCTBA NaKeTHOM CUCTEMbI NMepeaavn JaHHbIX
* KoHueHTpaTop (hub)

 CeteBoun kommyTartop (switch)

* [loBTOpUTEns (repeater)

 LUnto3 (Gateway)

 MapuwpyTtmnsartop (router)

B NS




Torionoauu rnokaribHbIX cemeu KOMIMbomepos

Tononorua ceTn — gusnyeckas KOHUrypauma MaLlmH B CETH.

Hanbonee Wwnpoko ncnonb3yotTcs Tonosnornm "3eesga”, a takke "obwas wuHa" mn
"KonbLo".

Ha pucyHke nokasaHbl KOMMbIOTEPbLI, COEAMHEHHblE 3Be3aou. B atom cnyvae
KaXkabli KOMNbIOTEP Yepes creumanbHbl CETEBOWN adanTep NOAKIoYaeTca oTaeNbHbIM
kabenem K 06beanHsLWeMY YCTPOUCTBY.

Kaxxgbin nepndoepmnnHbin y3en MMeeT CBOK OTAENbHYHO JIMHMIO CBSA3U C LeHTparibHbIM
yanoMm. Bca wuHdopmauma nepepaetca 4epe3 UEHTpanbHbIM Yy3eJ, KOTOPbLIN
pPeTpaHCNupyeT, NepekniyaeT n MapLipyTusnpyetr MHMOpPMaUNOHHbIE MOTOKU B CETW.
[MogkntoyeHue kabensa n yrnpasrneHne KoHUrypaumnem CETN LLeHTparin3oBaHHbI.




Tononorns "obwasa WWHA" npegnonaraetT UCnosfib3oBaHWE OAHOro kabens, K
KOTOPOMY MOoAKNYanTCa BCe KOMNbIOTEPLI ceTU. B cny4vae Tononorum "obwas wuHa"
kKabenb Ncnosb3yeTcs COBMECTHO BCEMWU CTAHUMAMK NO o4epeamn.

JlaHHBIE OT MEpPENaroIIEro y3Jjia CETH PACHPOCTPAHSAIOTCA MO IIMHE B 00€ CTOPOHBI.
JlaHHbBIE, WIIN BIEKTPUUYECKUE CUTHANIBI, PACIPOCTPAHSAIOTCS MO BCEW CETH — OT OJHOTO KOHIIA
kabens k Apyromy. Ecium He NpeanpuHUMAaTh HUKAKUX CIHEIUATbHBIX JACHCTBUN, CUTHAI,
JOCTUTasl KOHIIA KaOens, OydeT OTpakaTbCsi M HE IO3BOJIUT JPYyTUM KOMIIBIOTEpaAM
OCYyHIECTBIATh Tnepenady. I[loaTomy, mocie TOro Kak JaHHbIE JOCTUTHYT ajpecara,
AIIEKTPUYECKUE CHUTHAJIbl HEOOXOAUMO MoracuTh. YUTOOBI MOpPEeAOTBPaTUTh OTPAKECHUE
AIIEKTPUYECKUX CHUTHAJIOB, Ha KaXJIOM KOHIIE Kalels yCTaHABIMBAIOT TEPMHHATOPLI
(terminators), MOMIONIAOIINE 3TU CUTHAJIBI.



Tononorna "Konbuo" B aToM cnydae faHHble nepefarTcs OT O4HOro KOMMbiTepa K
Opyromy Kak obl no actadgerte.

KosbiieBasi TOMoaorusi nNpeycMaTpuBaeT COSAUHEHHUE Y3JI0B CETH 3aMKHYTOM KpHUBOW KabeneM
nepeaaroiie cpenbl. Bbixoa ogHOTO y3ja CeTU COeOUHSIETCS ¢ BXojoM Apyroro. Madopmanusa mo
KOJIBIY TMEPENaeTcsa OT y3ha K y3iy. Kaxapld mpoOMEXyTOYHBIA Y3€II MEXIY IEPEAaTYuKOM H
NPUEMHUKOM PeTPaHCIUupPyeT IOocjlaHHoe cooOmenue. Ecnu naHHble TNpeaHa3HAuYeHbl s
IMOJIYYUBIICTO UX KOMIIBIOTCPA, OHU JAJIbIIC HEC IICPCAAOTCA.

[locnenoBarenbHass JUCHMIUIMHA  OOCHY)XKMBaHHMS  Y3JIOB TakKOM CETH CHHMKAET  ee
ObICTpoOAECIICTBHE, A BBIXOA U3 CTPOS OJHOI0 M3 y3JI0B HAPYUIAET HEJOCTHOCTH KOJIbIA.



IP adpeca u w.no3bl

IP-agpec (CokpalleHue oT aHrn. Internet Protocol Address) — YHUKaNbHbIN
naeHTndunkaTop (agpec) yCTpomncTBa (0BbIYHO KoOMMbloTEpa),
NOOKIMOYEHHOIO K NOKanbHOM CETU UMM UHTEPHETY. IP-agpec npeacraBnsieT
cobon 32-6utoBoe (No Bepcumn IPv4) nnn 128-6utoBoe (MO Bepcumn |IPv6)
OBOMYHOE Yncno. IP-agpec (v4) cocTonT n3 32-6uT. IPv6 - 128 OuUT.

Bcero TeopeTtudecku IPv4-aapecoB MOXET ObiThb:
232 = 910%10%10%)2 = 1024*1024*1024*4 =~ 1000*1000*1000*4 = 4 MAPA.

3anucbiBaloT  IPv4-agpec, Kak YeTblpe oKTeTa B [OeCATUYHOM
npeactaBneHnn 6e3  HayanbHbIX  HyNew, pasfdeneHHble  ToYKaMu:
«192.168.11.10».



Macka noacetu

KomMmnbloTepam mMacka noaceTy Hy)XHa Ans onpeaeneHns rpaHul nogcetu. YTtob
KaXKObI MOT ONpeaennTb, KTO HaxoguTcsa ¢ HAM B OAHOW [moA]jceTtn, a KTo — 3a ee
npegenamu. BHyTpn ogHOM CeETM KOMMbKOTEPbI OOMEHMBAKOTCA Naketamu
«HarnpsiMyto», a Korga HY>KHO MocrnaTb NakeT B APYryl CETb — LUMOT MX LUMO3Y MO
YMOJYaHUI0.

Macka noagcetm — 3710 ToXe 32-6uta. Ho B otnuumm ot IP-agpeca, HynmM u
edNHMUbI B HEW HE MOrYyT YepegoBaTtbcs. Bcerga cHavana naet CKombKo-TO eAuHNL,
MOTOM CKOJIbKO-TO HYINEWN.

255.255.248.0=11111111.11111111.11111000.00000000.

CHavana N eaouHuy, notom 32-N Hynew. Takas doopma 3anucu sBnaeTcd
n3bbiToyHoN. BnonHe poctatodyHO 4ucna N, Has3biBaeMoro AJfIMHOM  MacCKW:
192.168.11.10/21 BmecTO 192.168.11.10 255.255.248.0. O6e dbopMbl HECYT OAUH U TOT
e CMbICI1, HO nepBas yaobHee.

B cnegctBuM TOro, 4Yto B [OBOMYHOM BMAE Macka npeactaBnseTr un3 cebs
HEMNPepbIBHYIO MNOCNenoBaTenbHOCTb HYyNen WNu eguHul, TO B  AeCATUYHOM
NpeacTaBneHnn, KadKAablIi OKTET CETEBOM MacCKM MOXET MPUHUMATb TOJbKO
OorpaHWUYeHHOoEe 4Y1CSo 3HaYeHNn, a UMEHHO: 0, 128, 192, 224, 240, 248, 252, 254, 255.



UTobbl onpenenuTb rpaHuLbl NOL4CETH, KOMMbIOTEP AenaeT NoOUTOBOE YMHOXEHNE
(norndyeckoe W) mexay IP-agpecomM W Mackow, nosiydad Ha Bbixode agpec C
OOHYNEeHHbIMK DUTamMu B NO3NLMAX HYrien mackn. PaccmoTtpum npumep 192.168.11.10/21:

11000000.10101000.00001011.00001010
1111111117 T111111.11111000.00000000

11000000.10101000.00001000.00000000 = 192.168.8.0

Aopec 192.168.8.0, cO BCeEMM OOHYNEHHbIMW BUTaMM Ha  NO3ULUSX,
COOTBETCTBYIOLLNX HYNSIM B Macke, Ha3blBaeTCcAa agpecom rnoacetu. Ero (00bI4HO) HENBL3S
MCNOSMb30BaThb B Ka4eCcTBe agpeca Ansg nHrepdpenca toro unm MHoro xocta. Ecnu xe atn
OUTbl HAOBOPOT, YCTAaHOBUTb B €4WHULbI, TO MNOMyynuTcsa agpec 192.168.15.255. 10T
agpec Takxe Hemnb3s (06bIYHO) NCNonbL30BaTh B KAYECTBE agpeca XocTa. Bce octanbHble
agpeca B pgumana3oHe oOT 192.168.8.1 g0 192.168.15.254 BKMHOYUTENBHO HABMAIOTCAH
NOSIHOMPaBHbLIMKM afdpecamMn XOCTOB BHYTpUM nogcetn 192.168.8.0/21, UX MOXHO
MCNOSb30BaThb AN Ha3Ha4YeHUA Ha KOMNboTEPaX.



YacTtHbin IP-agpec (aHrn. private [P address), Takke Ha3blBaeMblin
BHYTPEHHUM, BHYTPUCETEBbLIM, JIOKaSIbHbIM WUNKU  «CepbiM» —  IP-agpec,
npyHagnexawmn K crneunanbHOMY AuanasoHy, He WCMoNb3yemMoMy B CETU
NHTepHeT. Takme agpeca npegHasHadeHbl ON19 NPUMEHEHUS B NTOKasbHbIX CETSIX,
pacrnpenesrieHme Taknx agpecoB HUKEM HE KOHTPONUPYETCA.

Cnepyolwime avanasoHbl onpeaeneHbl IANA («AAMUHUCTPaAUNSA aapeCHOro
npocTpaHcTBa IHTEpHET») Kak agpeca, BblaeneHHble nokarnbHbIM CETSAM:

IPv4
10.0.0.0 — 10.255.255.255 (Macka noaceTtu: 255.0.0.0 unu /8)
172.16.0.0 — 172.31.255.255 (Macka nogceTun: 255.240.0.0 nunu /12)
192.168.0.0 — 192.168.255.255 (Macka nogceTun: 255.255.0.0 nunu /16)



Asmomamu3sayus npouecca Ha3zHa4yeHus IP-adpecos

DHCP (Dynamic Host Configuration Protocol) - aBTOMatu3supytn npouecc HasHayeHusa IP-
a[lpeCcoB.

DHCP  MOXeT noagep)xumBatb  crnocobd  asmomamu4yecko2ao  OUHaMU4YeCKO20
pacripederieHuUsi adpecos, a Takke py4yHou criocob HasHayeHust agpecos. [peanonaraercs,
4YTO DHCP-KNNEHT n DHCP-cepBep HaxoasaTcsi B 0AHOW IP-ceTu.

[Mpn anHammnyeckomM pacnpeaenennn agpecos DHCP-cepBep BblAaeT agpec KNUEHTY Ha
o2paHU4YeHHOe 8peMsi, YTO AaeT BO3MOXHOCTb BNOCNeACTBUN MOBTOPHO MUCMONb30BaTb 3TOT
IP-agpec Anst Ha3Ha4YeHNSA APYroMy KOMMbIOTEPY.

B py4HOM npouenype HasHayeHUs CTaTUYeCKNX aapecoB akTUBHOE ydacTve npuHMMaeT
agMUHUCTpaTOop, KOTopbIN NpenoctasndaeT DHCP - cepBepy MHdopMaLuno 0 COOTBETCTBUM |P-
agpecoB U3NYECKUM agpecamMm Unm Opyrum uageHtudukartopam KrnneHtos. DHCP-cepsep,
Nofb3ysacb 3TOM MHOpMauuen, Bcerga BbloaeT onpeneneHHOMY KIMEHTY Ha3Ha4YeHHbIN
agMUHNCTPaTOPOM agpec.

DHCP-cepBep MOXET Ha3HayuTb KIWEeHTY He TONbKO IP-agpec KnuveHTa, HO U apyrue
napamMeTpbl cTeka TCP/IP, Heobxoanmble Ans ero apdekTneHoOW paboTbl, HAaNpPUMeEp, Macky, IP-
agpec maplpyTtusaTtopa no ymonyaHuto, IP-agpec cepsepa DNS, JOMeEHHOE NMA KoMIbloTepa
NT. M.



Cemesbie ycmpoiicmea nakemHou cucmembl nepeaaqu

OAHHBIX

K HacTosdllemMy MOMEHTY MMEETCs LUenbiA CNekTp pasfnn4yHbIX CETEBbIX YCTPONCTB
03BONSAOLMX CTPOUTb CITOXKHbIE CETEBbIE CTPYKTYPbI:

KoHueHTpaTtop (Hub)
CeteBoun koMMyTaTOop (Switch)
[NosTOpuTENL (Repeater)
LLInto3 (Gateway)
MapwpyTtnsartop (Router



Konuenmpamop (hub)

KoHueHTpaTop (hub) — 3TO ceTeBOe YCTPOWCTBO, nNpeaHasHavyeHHoe Anis
oObeANHEHNA YCTPOWCTB CeTM B cerMeHTbl. OCHOBHOW MpuHUMN ero paboTbl
3aKMo4YaeTcsa B TpaHCNALUMKM NaKeToB, NMOCTYNaoLWMX Ha OAUH U3 ero NopToB Ha Bce
apyrue nopTbl. Taknm obpasom, nakeT, NOCTYNUBLLUIA B CETb, OyaeT oTnpaBrneH BCcem
ocTanbHbIM YCTPOMCTBaAM CETU, T.e. OyaoeT OCyLlecTBNATLCSA LUMPOKOBELLaTeNbHas
nepenaya.

KoHLieHTpaTop MOXHO paccmaTpuBaTb Kak penuTep C HECKONbKUMW BbIXOAaMW.
OcHoBHas 3agaya — 3TO MOAKMOYEeHUEe HOBbIX YCTPOWCTB K CETU U OpraHu3auus ee
Tononoruun. Kpome T10ro, hub MoxeT 6bITb MCNOMb30BaH A5 OpraHM3aLmn pPe3epBHbIX
KaHanos.

Appec
nonyvartens

NcTouruk




Cemesoti kommymamop (switch)

CeTeBon koMmmMyTaTop (network switch) — 3TO yCTPOMCTBO, UCNOSMb3yEMOE B
ceTax nepenaym gaHHbiX. KommyTaTtop He 3aHMMAaETCS pacyeToM MapLupyTa Ans
AanbHeunwen nepegaym nakeTos Mo CeTu, Kak 3To AenaeT MapLpyTusartop. Switch
TONbKO NepefaeT AaHHble OT O4HOro NopTa K 4pyromMmy Ha OCHOBE coep Kallencs
B nakeTe nHdopmauun. OBbIYHO NMpPU3HaKoOM Bblbopa BbIXOAHOrO NopTa CIyXUT
MAC-agpec yCTpOMCTBa, K KOTOPOMY MepenarTcd faHHble. B cBol o4epenb
KOMMYTAaTOp B OTSInYME OT KOHUEeHTpaTopa Unu penntepa He rnpocTo TpaHCnmpyeT
NOpTbl KO BCEM BbIXO4aM, KOTOpble Yy Hero ectb, a K OAHOMY, 3apaHee
blOpaHHOMY.

KOH“eH”)aYOD m '

KommyTatop

&



BupTtyanbHble

CORMUFBIAT Tabnuuy appecoB v copepxalmiics B nakeTe agpec nomnyyatens,
KOMMYTaTop OpraHuM3yeT BUpTyalribHOE COeAMHEHME MopTa OTnpaBuUTENSs C MNOPTOM
nony4vatens n nepefaeTt naket yYepes 3TO coeanHeHne. Ha pucyHke y3en A nocoinaet
naket y3ny D. Hanga agpec nonyyatensa B CBOEW BHYTPEHHeEN Tabnuue, KoMmyTaTop
nepenaeT naket B MnopT 4.

B BupTtyanbHOoe coegunHeHue
mMexay noptamm
KOMMYyTaTopa COXpaHAeTCs
B TeyeHMe  nepenayu
OLHOro nakerta.

1:.2:3’;:1:%"“‘“‘“ [Tockonbky naket
C nepegaerca TOMbKO B TOT

nopr, K KOTOPOMY

NOAKITHOYEH agpecar,

¢ BHyTpeHHAA TaGNMua agpeces

OCTallbHbl€ TMMOJrib3oBaTtesrin

Agpec Mepr
T T (B Hawem npumepe - B u C)
l ﬁ i l HE nojiydar 3TOT MNakKeT.
Takum obpasom,
2. KOMMyTaTop YdTaeT - 3. KommyTatop Haxoant KOMMYTaTOpPbI
i  mooimser nawer 8 o 4 | ODECMEUNBAIOT  CpeACTBa

Oe3onacHoCTMW.




OpHoBpeMeHHble coeanHEeHus

B kommyTtatopax Ethernet nepegaya QaHHbIX Mexay nobbiMM napamu MOPTOB
NPOMCXOANT He3aBUCUMO W, CriegoBaTtesibHO, AN KaXOoro BUPTYanbHOro coeauHeHud
BblAENAETCA BCA Nonoca KaHana.




KommyTaTtop MOXeT obecneunTb BbICOKYH MPOMYCKHYH CHOCODOHOCTb npu
YCIOBUM OpraHnsaunm ogHOBPEMEHHbLIX COeaAUHEHNN MeXOy BCEMU napamm nopTos..
OpaHako, B peanbHON XU3HU TpadmK 0bbI4MHO NpeacTaBnsieT cobon cutyaumo "oguH

KO MHOrMM" (Hanpumep, MHOXECTBO Mofib30oBaTeNen cetTn obpallaeTca K pecypcam
O4HOro cepBepa).

10 M6/c |

10 M6fc

2}




Iloesmopumeanb (repeater)
[ToBTOPUTESNDL (repeater) — 3TO CeTEBOE YCTPOWCTBO, MpedHasHa4yeHHoe and
YBENUYEHNS PAaCCTOAHUS], HA KOTOPOE CuUrHan MoXeT ObITb nepeaaH no NMHUM CBA3MN.

B ntobon cpeae pacnpocTpaHeHust (dNeKTpuyeckmin kKabernb, ONTUYECKOE BOSTOKHO,
BO34YLUHOE NPOCTPAaHCTBO) NepeaaHHbI CUrHan npetTeprneBaeT 3aTyxaHue.

[na pelweHna Bornpoca yBenuyeHna OanbHOCTU CBSA3W Hambonee adpdeKTUBHO
NoaXoOAaT MNOBTOPUTENN, KOTOPble neped YCUIIEHMEM, BOCCTaHaBNMBaKT opmy
NCXOLHOro curHana.

a3 (Gateway)

LLnto3 (Gateway) — 9TO CeTeBOe YCTPOWCTBO, nNpeaHasHadeHHoe Aand
obbeamHeHNa OBYX CETEN (nepedadn Mexagy HUMK Monb30oBaTefibCkoro Tpadomka),
KOTopble 00nagalT pasfnUyHbIMU XapaKTepUCTUKaMKM, WCMNOMb3YIT pasfnuyHble
NPOTOKOMbI U TEXHOSOMUN,

OgHMM K3 cambIX pPacnpoCTPaHEHHbIX CNocobOB MpUMEHEHUA Gateway
aBnaeTca obecnedeHne OOCTyrna U3 JiokanbHOM ceTu (LAN) BO BHELLHIOK CETb,
Hanpumep NIHTepHeT.

LLInto3 MoxeT ObITb BbINOSIHEH NPOrpaMMHO Ui annapaTHo, a Takke BO3MOXXHa
rmopugHasa peanusaums. Bblibop Mexagy 9oTumMm  BapuaHTamu  obycnosreH
HeobxoauMbIMK 3aga4amMn 1 macliTabamm coeguHAEMbIX CETEN.




Mapwpymuszamop (router)

MapwpyTtnsatop — 9TO YCTPOMWCTBO MaKeTHOW CeTn nepefadv  OaHHbIX,
npegHasHadeHHoe And o0beauMHEHUA CErMeHTOB CETU U ee 3MEMEHTOB U CRyXUT Ans
nepegayn nNakeToB Mexay HUMW Ha OCHOBE Kakux-nmbo npasun. MapuwpyTtusaTopsbl
paboTaloT Ha CETEBOM (TPETbEM) YPOBHE MoAdenun OSI B Ka4eCcTBE Y3MNOBbIX YCTPOMUCTB ANS
PasfiNYHbIX TEXHONOIUN: |P, ATM, Frame Relay 1 MH. Ap.

OgHoM 13 camMbliX BaXKHbIX 3aJa4y MapLUpYyTU3aTOPOB SBMSAETCA BbIOOP ONTUMarbHOro
MapLipyTa nepegadn naketoB MeXxay MNOoAKMYeHHbIMn cetamu. lpuyem coenatb 31O
HeobxoAMMO MaKCUManbHO oOnepatMBHO C MWHUMMAlbHON BPEMEHHOW 330EpPXXKOWN.
OOHOBPEMEHHO C 3TMM [OSfPKHA OTCeXuBaTbCA Tekyuwlad obCcTaHoBKa B CeTU ANS
NCKITIOYEHUS N3 BO3MOXHbIX NyTEN OOCTaBKN NEpErpyXeHHble U rnoBpeXaeHHble yYacTKu.
[MpakTnyeckn Bce MapLUpyTU3aTopbl UCNOMb3YIOT B CBOEN paboTe, Tak HasblBaeMble,
mabnuybl Mapwpymu3sayuu. 3T0 cBoeobpasHble 0a3bl OaHHbIX, KOTOpble cogepXxart
MHopMauntd 060 BCEX BO3MOXHbIX MapLupyTax rnepegadn MnakeToB C HEKOTOPOU
OOMONHUTENBHOW MHOopMaLumen, KoTopast bepeTcs B pacyeT npu BbIOOpPE ONTMMAIIbHOMO
BapuaHTa OOCTaBKU. OTO MOXET ObITb COCTOSIHUE KaHara, BpeMsi 4OCTaBkM MHGOpMaLn,
3arpy’>eHHOCTb, Nnosioca NPonyckaHus v ap.




Mpumep paboTbl MapLLUPYTU3ATOPOB B CETU NAKETHOMN
nepenayvv AaHHbIX




BakHbIM acnekTom paboTbl MapLLpPYTU3aTOPOB SABMSIETCA CrNocod 0OHOBNEHMUS
nHopmaumm B Tabnuuax MapLlupyTusauuu. OTO MOXKET BbINOMHATLCA OBYMS
cnocobamu Bpy4Hy 1 aBTOMaTUYECKMN.

B nepBoMm crniydyae agMMHUCTPATOp CETM CaMOCTOATESNIbHO HacTpauvBaeT
Tabnuubl MaplipyTusaumn. TakoM BapuaHT NOAXOAUT TOSIbKO AN HebonbLUmnX
~ ceTeln, KOHUrypaumsa KoTopbixX M3MeHsaeTca peako. MapLupyTnsaTopbl nepBoro Tmna
Ha3blBalOTCHA CTaTUYECKUMMU.

ABTOMatTn4yeckoe OOHOBNEHWE Tabnuy MaplpyTU3auum BbIMOMHSAETCA C
NOMOLLUbID OOMeHa WHMOPMAUNOHHBIMU COOOLIEHNAMN Mexay coceaHUMU
MapLupyTmM3aTopaMmn O Tekyuwlen obCcTaHOBKE, a Takke NPoOBEpPKE COeANHUTENbHbIX
KaHanoB Mexay HUMU. Takune maplipyTmsaTopbl HasblBalOTCS AUMHAMUYECKUMM.
[(MaBHbIN X HEQOCTATOK 3aKIM0YaeTCca B HEOOXOAMMOCTM OOMNONMHUTENbHbIX CETEBbIX
N BbIYUCIINTENBHbBIX PECYPCOB A1 0OMeHa AaHHbIMKU U pacyeTa mapLlipyTta. OgHako
ONHaAMUYECKME MapLUPYTU3aTOpbl MOryT ObiTb MUCMNONL30BaHbl MPU MOCTPOEHUU
ceTen nroboro macLutaba.



