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[ia iHdbopMaLuinHo 6e3neKo PO3YMIETbCH 3aXULLEHICTb
IHpopMaUil Ta NIATPUMYE Ti iIHOPACTPYKTYpU Big Oyab-aKuUx
BMNaaKoBUX abo 31T0BMUCHUX AN, pe3y/iIbTaTOM SKUX MOXe




- KOHMDIAEeHUIWHICTE - CTaH iHpopMauii, Npn 9KoMy AOCTYn A0 Hei
3AINCHIOKTb TiSIbKK Cy6'€eKTU, LLO MatOTb HA HBOIro NpPaBo;

« LliSIICHICTb - YHUKHEHHSI HECAHKLiIOHOBaHOI Moandikauil iHdpopMaLii;

« J1IOCTYMHICTb - YHUKHEHHSI TMMYacoBOro abo NOCTiNHOro 3axXo0BaHHS
IH(popMaUil Big4 KOpUCTYBaUiB, WO OTpMManu rnpasa AoCTyny.







Cnam - ue MacoBi po3CuUiKK, peknama, Ta byab-gKa iHwa iHdopmauis,
SIKa HaAxoAuTb A0 Hac Bcynepey Hawin Boni. CnamMmoMm MoOXyTb 6yTu B
nepuwy 4yepry eneKTpoHHi IMCTN, NOCTU Ta KOMeHTapi Ha 6norax,
dopyMax, IHWNX canTax, a TakoxX opdranHoBa peksama.

BebMancTpu BUHaNLWNM YMMano cnocobiB HE3aKOHHOT pekiaMu.
Cepea HUX - BNnacHe, caMa pekflaMa, aHTmpeksiama, T.3B. "HIrepinceKi
anmcTn” (NNCTn i3 3aKAMKOM BUCIATU rpowi, wob oTpumMaTn B3aMiH
locb HabaraTto 6inbLe), dIilWVHN Ta iHWe.

@iwnHr - ue 3acobu Ta aii, AKi iMITYOTb NoBeaniHKY 6yab-KOro
IHLWOro. MeToto 3T0BMUCHUKIB Y BUMAAKYy (ilLMHIY € BUKPAAEHHS
naposie abo niH-koAiB, WOH6 B KiHUi NepeBecTu rpolli XepTBu Ha CBiK
pPaxyHOK. T ‘ [




6e3 notpebun He nybnikynTe ceoto e-mail aapecy 6yab-ae.

6e3 noTpebun He peecTpymnTecb Ha canTax, dopyMax 4m 6norax -
BM TAKOXX nepepacre iM CBOK iHpopMauito, TUM bBinblue He
Tpeba peecTpyBaTUCb Ha MiAO3PININUX canTax.

He BiAMOBiAAaTM Ha CMaM 4K nepexoamTn 3a NOCUIaHHAMMU, WO
MICTATbLCA B HbOMY.

KOPUCTYBATUCb OCTaHHIMU BepcCiasMmn bpay3epiB, KOTpi caMi
BM3HA4YalOTb YM Nigo3ptoeTbcs canT y diwnHry (Firefox 3/0Opera
9.5), @ TakoXX OCTaHHbLOK BEPCIED aHTUBIpYyCY.

He TpuMaTn BaXXNuMBy iHpopMauito B O4HOMY MiCLi, 3aBeCTu
Xo4a 6 Kiflbka ApyropsaaHmnx enekKTpoHHUX CKPUHbOK.
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Xakepu - ue KopucTtysadi, Wwo aobpe BonoAditoTb BCiMa
nporpaMamMm rno 351I0My nepcoHasbHUX KOMN'IOTepiB yepes
Mepexy IHTepHeT. Xakepu CBOIMU AiAMU HaMaratoTbCa OTpUuMaTu
HEe3aKOHHUN AOCTYMN A0 KOMMN'IOTEPHUX AaHUX IHLWIOro
KOpUCTyBaua.

Xakep 3/1aMy€e KOMM'IOTEP KOPUCTyBaya LWISIXOM NporpamMu
LWWNUryHa, aKYy BiH BiANpaBNsA€ XepTBi B cNaMepCbKOMY JIUCTI. I
Nicng NpoYnUTaHHA TakKoro nMcTa nporpamMa ycnilwHO noTpanise B
cucTtemMy Komn'totepa.
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1. Kopucrtymnrteca cknagHnmu
naposiaMu.

2. Kopucrtymnrtecb aHTUBIpYCHUM
NporpaMHuUM

3abe3nevyeHHsaM. OboB's3koBa yMoOBa -
MOro NMocCTinHe OHOBJIEHHS.

3. [pauyonTe 3 KOMM'IOTEPOM Y pPEXUMI
KOpuUcCTyBaya. AKLo nicns
BCTAHOBJIEHHSA OrnepauinHol CUCTEMU BU
MPOAOBXYETE BUKOPUCTOBYBATU
KOMN'IOTEP B pexXumi «AaMiHicTpaTop>»,
BW CTBOPIOETE A0OATKOBI PU3UKMU
3apakeHHs KoMmn'toTepa BipycaMu, SKi
MponycTu/ia aHTUBIpYCHa cucTteMma.
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4. Buasnamte obepeXxHiCTb Npu cnpobi s

naABNWNTU BJ1IACHY aHOHIMHICTb. l':j'f“‘-‘.»\ A RIEAYS




Komn'toTepHuI BipycC - Le HeBenuKa nporpaMa, Wwo HanmcaHa
NporpaMicToM BMCOKOI KBanidikauil, 34aTHa 40 CAMOPO3MHOXEHHS U
BMKOHAHHSA Pi3HUX AECTPYKTUBHUX AiN.

OCHOBHUMU AXXepenaMu BipycCiB €:

* OWNCKETAa, Ha AKiN 3HaxXoAATbCHA 3apakeHi BipycoM davnu;

* KOMM'IOTEPHA Mepexa, B TOMY UYMNC/i CUCTeMa efIeKTPOHHOI NowTu
Ta Internet;

* XXOPCTKUW AUCK, Ha KN NOoTpanue BipyC B pe3ynbTaTi poboTu 3
3apa>XeHMn nporpaMmamu;

* BIipYyC, WO 3a/IMWLIMNBCA B onepaTuUBHIN nNam'aTi nicnga nonepeaHboro
KOpUCTyBau4a.




0 3aBaHTa)kxyBanbHi Bipycn abo BOOT-Bipycu: 3apa>katoTb boot-
CEeKTopu Anckis. [ly>ke Hebe3neyHi, MOXYTb NPU3BECTU A0 MOBHOI
BTpaTW BCI€l iHPOopMaUii, wo 36epiraerbCca Ha AUCKY;

0 dannosi Bipycu: 3apaxatTb dannun. MNoainaoTbCcs Ha:

* BiIpYyCM, WO 3apaxylTb Nporpamum

* MAKpOBIpyCU: BipyCH, WO 3apaxyrTb Panin aaHux

* BIpYCU-CYMNMYTHUKWN: BUKOPUCTOBYIOTb iIMEHAa iHWNX pannis;

« Bipycu ciMmenctea DIR: cnoTBOpHOOTb CUCTEMHY iHPOPMaLIitO Npo
dannoBi CTpyKkTypu;

0 3aBaHTaXxyBasibHO-PanIoBi BipyCW: 34aTHI BpaxaTu 9K Koa boot-
CeKTopiB, TaK i koa dannis;




0 Bipycu-HeBuanmku abo STEALTH-
Bipycu: anbCuU@dikyoTb iHPOpMaLUito
NPpoOYnTaHy 3 AUCKa TaK, Wo nporpama,
AKIN NpU3HayeHa us iHpopmauis
OTPUMYE HEBIPHI AaHI.

[ peTpoBipycu: 3apaXyrTb aHTUBIPYCHI
nporpamMuy, HamMmaralumncb 3HULWNUTU X
abo 3pobuTn HenpauesaaTHUMU;

0 Bipycu-xpobaku: 3apaxytoTb HEBENUKI
MOBIAOM/IEHHA €NEeKTPOHHOI NoLwTH,
TakK 3BaHMM 3arosIoBKOM, KM Mo
CBOIN CYTi € BCbOro HaBCbOIro nuwle
Web-agpecoto micue3sHaxoaXeHHs
camoro Bipycy. lNpu cnpobi npounTaTH
Take MoBiAOM/IEHHSA BipYyC NOYMHAE
34uTyBaTK Yepes rnobanbHy Mepexy
Internet cBoe€ 'Tino', ake nicns
3aBaHTaXXeHHA NMOYMHAE CBOIO
ONECTPYKTUBHY Ait0.




* pe3epBHe KonitoBaHHSA iHPpopMauii (CTBOpeHHS Konin dpannis i
CUCTEMHMX 061aCTen XXOPCTKUX AUCKIB);

* YHUKHEHHS KOPUCTYBAHHA BUMAAKOBUMUN N HEBILOMUMMU
nporpaMaMmn. Handacriwe BipyCn pO3noBCHOOXYHTLCA pa3oM i3
KOMN'IOTEPHUMU BipycaMu;

* Mepe3aBaHTa)XeHHHA KoMM'toTepa nepen no4yaTtkoM poboTy,
30KpeMa, Y BunaaKky, aKuWo 3a UMM KoMMn'toTepoM npauroBasam iHLWi
KOPUCTYBaui;

« 0bMexeHHSs goctyny Ao iHdpopMauii, 3okpeMa Qi3n4YHUM 3axXUCT
ANCKETU Nig Yac KonitoBaHHA dawnnis i3 Hel. \fr

[0 nporpaMHux 3acobiB 3axXuUcCTy
HanexaTb Pi3HI aHTUBIPYCHI
nporpamu (aHTMBIpycCKn). -
AHTUBIPYC - Le nporpamMa, aka
BUSIBJISIE N 3HELLKOAXKYE i
KOMM'IOTEPHI BipyCH.

~

-

AnAhntab  McAfee'
GDATA
m PANDA ‘3

@webroot &bitdefender £ Sutel ohwer

avast!

kafpzrficys 5% AVG



TPOSAHCBKI Bipycn — uUe KOMN'toTepHi nporpaMu, ki gobpe BMiOTb
MaCKyBaTMUCA Nig nporpaMHi NpoAyKTU, a HacnpaBAi BUKOHYIOTb PI3HI
KopuctyBaudeM fil (36unpatoTbe Ta nepecunnatoTb, 3MiHIOWOTbL abo NCyTb
IH(pOpMaLio, BAKOPUCTOBYHOTb peCcypcu KOMM'toTepa Ha BIACHUN
po3cya).

Lli Bipycn caMoCTiMHO He pO3MHOXYIOTbCS. BOHW BnaatoTb cebe 3a
KOPUCHI MporpaMu, npoBOKYUYM KOPUCTyBaya CaMOCTIMHO iX
BCTAHOBUTM.




Adware (aHrn. Ad, Advertisement
— pekJsiama i Software —
nporpamMHe 3abe3nevyeHHs) —
nporpamMHe 3abe3rneyeHHd, Ke B
Mpoueci CBOro BUKOPUCTaHH4
MOKAa3y€E KOPUCTYBa4eBi peknamy.

Rates are at Hish
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Spyware - WNUryHcbke
MnporpamMHe
3abe3neyeHHs
MnporpamMHe
3abe3nevyeHHsa ans
BIACTEXYBaHHS
(MOHITOPUHrY) Ain
KOpuUcTyBaua, Lo
BXWUBAETbCH
HeCaHKLIOHOBaHO




[lnariat — npuBAacHEHHA aBTOPCTBA Ha YY>XXUN TBIPp HaYKWH,
niTepatypu, MmucteutTsa abo Ha 4vyxe BiAKPUTTS, BUHaXia 4y
pauUioHani3aTopCbKy NPOMO3MLI0, @ TAaKOX BUKOPUCTAHHSA Y CBOIX
npausx 4yy>oro Teopy 6e3 nocunaHHsa Ha aBTopa.

[lnariaToM BBa>XaeTbCA:

« Kpaaixka igei abo cnosa iHWOI NIOAUHK | BUAAYa X 3@ BACHI;

* BUKOPUCTAHHSA pe3ynbTaTiB poboTu iHWOT NtognHn 6e3 BKa3aHHS
axepena, 3BiAKu BOHU 6ynu B34Ti;

* NoBHa abo yacTkoBa KpajiXXKa MUCTELbKOro, HaykoBoro abo iHLwor
TBipYy UM pob0oTM Ta BMAa4ya ix 3a CBOIO;

* MpeacTaB/IEHHS BXe iCHytou4ol igei abo npoayKTy SK HOBUW Ta
OpUTriHaNIbHUN .




ABTOpPCbKe npaBo — Habip BUKNIOYHUX NpaB, AKi 403BONSAKTb
aBTOpaM OoTpuMaTu couianbHi 6nara Big pe3ynbTaTiB CBOElI TBOPUOI
AiANbHOCTI. All ICTOPUYHO BUHUKIO BHACNIAOK NOTpebu 3aXmUcTtutu
MpaBa aBTOPIB NiTepaTypHUX TBOPIB Ta TBOPiB MUCTEUTBA.

3i 36inbWweHHAM KinbkKocTi IHTepHeT-3MI
nnariat g9k npunucyBaHHsa cobi uyxol
IHTeNeKTyanbHOI BNacHOCTI abo ii TBopue
BUKOPUCTAHHA: nMepeknag, aganrtauid,
apaH>XXyBaHHS 6e3 OTpMMaHHS HaNleXHoro
A03B0OJ1y HabyBa€ Bce 6inbLnx
MacwTabie. Koninactepn HEXTYOTb
3aCTepeXXeHHsM aBTopa npo 3abopoHy
Bi/IbHO BUKOPUCTOBYBATM MOro matepiarn,
K TOro BMMarae Ccrt. 21 3aKoHYy YKpaiHu
»I1pO aBTOPCbKE NpaBo M CyMiXHi npaBa”




Akwo y 2003 poui B iHTepHeTi npoBoAuan CBiN Yac nuuwe 2%
YKpaiHLUiB, TO Tenep ue 4m He HaUNonynasapHilWnm crnocié nposeaeHHs
BIIbHOIro Yacy ansa 27% ykpaiHuiB, rpatoTb Y KOMMN'IOTEPHI irpu BXxe
He 5—10%, a 15—25% monoai.

TakKk CaMO aKTUBHO 3MIHIOE IHTEPHET | NPaKTUKKU CNiNIKYBaHHA. Y
MepeXxi NpUNMMaloTb | BiANpaBnAl0Tb NOBIAOM/IEHHS €/IEKTPOHHOI0
MOLUTO, CNINKYKTbCSA B COoLia/iIbHUX MepexaX, B YaTax, Ha popymax,
6norax, 3HaMOMNATbLCA Ha canTax. BinbyBaeTbCcsa aKTUBHE
NMepeHeceHHsa A03BiNaA Monoai B iHTepHeT-Mepexy. IHTepHeTusauid
XXUTTA 3HAYHOIO MIPOKO Le XUTTHA 3MIHIOE.

[lo-nepLie, nlognHa MoXe «1asuTu» B IHTEPHETI N0 BCbOMY CBITY,
SKLLO 3HA€E iHO3eMHY MOBY. lMo-apyre, ue fa€e MOX/IMBOCTI 06’
€AHYBATUCA 3a iHTepecamMun, 36mpaTncya pasoM, CTBOPOBATU HAKICb
rpynu. 3BUYAMHO, € | HEraTUBHI HACNIAKN — 3MEeHLWEeHHS i3UYHOI
aKTUBHOCTI, @ BiAMNOBIAHO — MOripweHHA 340pOB 4.
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B naHenb BKNKOMEHDBI NONb3OBATENN,
HCNONb3YIOWWE ANA BbIXOAA B
WHTepHeT AoMawHuin unu pabouui
komnbroTep u OC Windows.

Henonssonanwe
APYIMX THROE
HCAoNLI0BAHNE Aoccryna
AOMATHNX ¥ PRaboymux
KOMRLIOTEPOn W
Windows o
91.0% 2.8%
Henonesosanne

ansrepHamenex OC

yeire/e/
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CTaHI p)xepena:

ersky-antivirus.kiev.ua/reshenija/infosecur.htmi

ww.ukrreferat.com/index.php?referat=36222

idruchniki.ws/12800528/politologiva/ponyattya zagroz |
Iy bezpetsi

/h.ua/story/114317/

kaspersky-antivirus.kiev.ua/ugroz/xack.html

omphelp.net/Virus/Index1.htm

hi.com.ua/informatika/5621/index.html

nd.ru/view.aspx?id=439369

http://www.referatcentral.org.ua/sociology load.php?id=255
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