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SIEMENS

Active in Six Business Areas

Automation Power Transportation Medical Communi
and Generation Systems Solutions - OSRAM
Drives y cations ¥
Industrial Power Siemens S'Seorlnuetirg)sng
Solutions and Transmission and VDO_ and
Services Distribution Automotive Services

Siemens Building
Technologies

External sales of Operations Groups excluding Other Operations (as of September 30, 2006)

1) Since Oct.1, 2006 represented by Siemens Networks GmbH Co. KG and Siemens Enterprise
Communications
GmbH & Co. KG
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How we help our customers
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C4l - Integrated Security Solutions SIEMENS
Where are they applicable?

Public Sector

Upgrading and integrating public safety, border control and / or security
operational framework

Major Events

Ensuring safety and-security on an “Olympic” scale

Utilities

Modernizing metropolitan @and transportation infrastructure, electricity facilities
and power networks

Oil & Gas/Metals/Mining

Safeguarding industrial & energy assets, resources and people

Transportation infrastructure

Providing better and safer traffic and transportation.solutions
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SIEMENS
The need for security solutions

POTENTIAL
SECURITY THREATS

PREVENTIVE
OBJECTIVES

SUCCESSFUL

STRATEGIES

Integrated Emergency
Centers for different
organizations and related
optimized processes

Maximum Security Support for
Regulatory decision-making and
Environmental: floods, Compliance reaction processes

earthquakes, tornados, forest Assured Service Comprehensive Fail-over
fires, aridity Delivery strategies

Security: mass gatherings, Optimal Speed & Full system and media

sporting events, conferences, Efficiency integration of 1&C
_concerts, clubs infra-structure in business

: . . : rocesses
Private dimension: production P

sites, business facilities, private
estates
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The need for security solutions

Page 7

POTENTIAL
SECURITY
THREATS

Jan 2007

Fire rescue
Catastrophe support

First resonse
systems

Traffic support

Border control
Terrorism
Catastrophe support

Unstable
governmental
situations

Earthquakes
Floods
Hurricans
Aridity

Forest fires

SIEMENS

Sporting events

Concepts
Clubs
Conferences

Mass gatherings

Business facilities
Production sites

Private estates
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The circle of thorough security management
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(= Siemens Integrated Command

o Control Center Solutions
* Recover

(J * Respond

/J * Detect
* Prevent

>

# Prepare
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SIEMENS

Situational Awareness
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SIEMENS

Situational Awareness

Situational Awareness consists of

= Continuous qualified collection of incidents

= Monitoring, surveillance and detection

= Incident collection, completion (call handling)

= Processing of information

Objectives:

= Fast collection of information

= Accurate, reliable and qualified data

= |Incorporating various sources of information via
different media
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SIEMENS
Decision Making
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SIEMENS

Decision Making

Decision Making consists of
= |ncident evaluation
Situation analysis
Decision on appropriate response
Resources allocation
Dissemination of information
Objectives:
= Appropriate actions based on information initialized
= Availability of response units checked
= Optimal & target oriented measures chosen
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SIEMENS
Command Control
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SIEMENS

Command Control

Command Control consists of

= Dispatching resources

= Coordinating and directing adequate response

= Managing assignment

= Accounting, Reporting

Objectives:

= Responding as fast and efficient as possible

= Reacting appropriately to evolving situation

= Making units available for further assignments quickly
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Local competence centers transfer the know-how

to the different customers

Specialized competence
centers for stadiums and
events

Vo # Germany
(D). WM 2006

§$\ =

Know-how
transfer
stadiums

Know-how
transfer

\ I =
\Q\é EM 2004 stadiums

Greece

NS
i S~
Olympics Athens

2004
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Technology center at building
technologies HQ globally
supports all security activities
and maintains life cycle
operations

Know-how
transfer
stadiums

Olympics
China 2008

LAsian Games

=~ 2006
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C4l - Integrated Security Solutions
Customer Operational Benefits

Efficient and secure coverage
of large areas

Fast and reliable information,
video stream & data sharing

Common Operational picture &
resource status

Phased implementation
ensuring minimal impact on
current operations

Totally integrated command,
control, decision support &
communication environment
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C4l - Integrated Security Solutions SIEMENS

Customer Direct Program Benefits

One single contract and project
control mechanism

Partnering with Siemens truly
Global Network of products,
technology, solutions

Use of robust, proven, open
architecture products and
systems

Integrated Customer — Siemens
project management

Upgradeable and ‘future proof’
end solution
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C4l - Integrated Security Solutions SIEMENS
From Concept to Reality in three steps

Step 1 - Requirements:
Together with the customer, we
develop functional/performance
requirements and the
appropriate system architecture

Step 2 - Customization:

We group the necessary
systems and products into a
single, customer-specific
integrated solution

Step 3 - Implementation:

Using the rigorous PM@

Siemens, we deliver a unique g i
integrated security solution on g = = -

time, within budget, and at 1 4 ; ? .
optimal performance r = ' //
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C4l - Integrated Security Solutions SIEMENS
Multi Agency Co-ordination Through Information Sharing

| ) N — LT GHEET SR
Command Centers have a common 1 /‘) a A
R / operational picture & resource status from jﬂ—/ / 20t |
- the beginning of the incident :\ - |
\ { - { T LN A ] VT& e Hataih : /-\*
\ \\_I L '] (.% = ,L—\,/ N Vf\\_,,{f r-—»—" = /)\\ - |
i jk ‘ (\_\ . _[ Mobile & Venue security forces are N
I./ f)"”—‘ ‘“'\--{' i j’ dispatched using Voice & Data .
S N Ay e S o~ T
e RESULT: “1
= %/\-»1 ‘*‘J
=Y THEATRE SITUATIONAL
AWARENESS
:)'- (4] g > - ’ ‘* '
Y "5 Contlnuous Data Bases & Incldent
f ::_, Py e @ Information flow to and from all Command | _2‘
o e R 5P Centers ] >
o ‘ _ R N ¥, e // s
- ALL Mobile & Venue security forces receive [ gl
) N updates using Voice & Data e e
: }‘"a_ B

Page 19 Jan 2007 SBT SES CCS



C4l - Integrated Systems Projects Definition

Page 20

C4l

Concept

Joint Forces
Security Operations

Central Command

Other
Agencies

(Ambulance,
Public etc.)

i

SIEMENS
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C4l - Integrated Security Solutions SIEMENS
Concept Overview

FLIR Video Airborne Video Surveillance Vehicle Tracking Traffic CCTV

Security

\ uath Activity status —
Port & Sea Surveillance :&arenggi \s/gl";\ilgllelgr?ggking &

Surveillance Locations

Command & Q o
Decision Support 6'%

y e Q= ommunication g als Ceminent
Planning and Analys = Resource disposition ~ Cet

Prioritization O Feedback coordination
Resource disposition ak Incident Management

Review
TETRA Network
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C4l - Integrated Security Solutions SIEMENS
Technology Integration in Security Communication Systems

Base stations .,
Command Centre ;

e VHF
BEIEm & Network
: k‘f S
Electronic
Incident& VHF
Loggin
Resolirte Interface

nagement § ___ S e e

S /
& Foles Inte = ‘
grated ] _
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Communications Rgcgtrgrlgg
& Ere Control . y
rigade
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® ®
& & — | |
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Ambul Geographica AVL
rotenee | Information System PABX

= : / / ~— p
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C4l - Integrated Security Solutions

SIEMENS
Mobile Security Command Centers
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C4l - Integrated Security Solutions SIEMENS
Physical Security Lay-Out in Venues

Pre-Per ™,
Modular Lighting
Perimeter [ CCTV
Barrier System \r /;{\
= Excellent |
legacy value | Perimeter
Intrusion

Detection

= Re-deployable

= Upgradeable
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C4l - Integrated Security Solutions SIEMENS
Physical Security Lay-Out in Venues

= Pre-Per ™,
Modular
Perimeter
Barrier System
Excellent
legacy value
(re-deployable)
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C4l - Integrated Security Solutions SIEMENS
Airborne Video Surveillance Systems

“”3:” n loan 324 MUTD 4R

Encrypted
Downlink to
Ground Receiver

Station

Page 26 Jan 2007 SBT SES CCS



C4l - Integrated Security Solutions
Customer Reference

Wordwide Project i
hplmnt‘z'u:n !xped.ll;!

C4l Security
Project Tor

OREECE

Emergancy Comenand

Control Center
SPAIN

CM*I
Command Control
Canter Carabimien

ITALY
.-
e o ae

Command Comtrol

Caenter far Dubal Police

Dusar

Emergency Response

Canter Nanmng
CHINA

Comenand &

Controd Center for USAF

oo Emargency
Athans 2004 krf;)/ | a.‘g:"l..
Olympic Games E— riter

LITHUANIA

Emargency

Response Center
( ) Emergency
Number 112

FINLAND

Cammand Control
and Information
System for

Swiss Air Force
SWITZERLAND

Command &
Control Centers
of the OAMTC

AUSTRIA

’m_ “% Red Cross
if o+ Command &
o %/ Control Centers
S AUSTRIA

Oreck Army Tactical
Telecommunication
Bysterm-HERMES 1

GREECE
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COTS Inegration

Open Systam Architecture
Network Secunty

Mutn Site Rollout | Testing and
Acceptance

Localization & Customizabon
Imegrated Command Centers
Rapid Acceptance Tests

Famiiarization with Secunty
Proceduwes and Oparations

Taght Timalirm

Uner Syslams Training
Sohedule and Procurement
Contral

Joint PM Structure with the
Customer

e

¢ ooon ogernoan o

Developed
Competencies

C4| Sols

Frogram Managemant '

SIEMENS

wn Design '

Reaquireme

Inegrated L
and

User Targeted Technical
Traning

Maintenance

Effoctive Schaduling '

Core System Development
with COTS Technologies

B

Understanding of Functionasl

s for Security

Opembons

et

Large Systems Testing &
Accaplance Procedures

R

—y

Capability 1argeted

ogistics Support

)

SIEMENS SECURITY CE
OF COMPETENCE - ATHENS

l SIEMENS ‘_{'

Slomons
RC's / Group

customer

CoC Athens
C4l Concaph
Integrated
Secuity

Solutions
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C4l - Integrated Security Solutions SIEMENS
Athens 2004 Success Story

The whole world was watching.

“With these [C41] world class systems citizens and visitors to Greece will
see new levels of Security cooperation, coordination and operations and
ultimately a safe and friendly Athens 2004 Olympic Games.”

loannis Spanudakis,
Managing Director Athens 2004 Olympic Organizing Committee
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C4l - Integrated Security Solutions
Athens 2004 Facts and Figures

Siemens developed a cohesive architecture to implement
a thorough security system for the Olympic Games

The timeframe for this entire project was only 12 months
Tens of thousands of kilometers of cables were laid out
1,600 surveillance cameras were installed

A TETRA network of 30,000 subscribers was implemented

An AVL system of 6,000 vehicles was designed and installed

SIEMENS

9 integrated license plate recognition systems were implemented —

120 Olympic venues and 9 cities and ports throughout
Greece had to be controlled around the clock

24/7 technical support, training and transfer knowledge

Pagdpgradeablencotiesive system architecture

SBT SES CCS



Command, Control, Communication Computers and SIEMENS
Information Systems (C4l Systems)

T, T———

DAGOC AWARDED SIEMENS THE CONTRACT FOR THE DESIGN, DEVELOPMENT,
SUPPLY AND IMPLEMENTATION OF THE C4l and PS SYSTEMS FOR THE NATIONAL
COMMAND CENTRE AND THE 15" ASIAN GAMES
TOTAL VALUE: 105 mio €.

e d

F N ceq Al
2 ), reeq AlNasies
|~ '|q _.{5‘1‘1‘&!
teme RO

9 = “":T. ." | '
" T
COMMAND CENTRES - B
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FUJITSU SIEMENS

SERVERS |

B — g

T R o Airborne b EILS/RMS

S : video \i\ b AL :
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Ey Wide Area \ S i

el Network P PABX g
} REMOTE CCTV 2

3 Local Area

v Network

Mobile Security
Command Posts

Automatic

Vessel

Location Automatic
Vehicle

Location




Siemens C4l Principle of Operation
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» Security Management

» Consequence Assessment
* Intelligence Analysis

* Decision Support

» Common Desktop

* Incident Info Management
» Asset Management

SIEMENS

C4l Users

Command
&
Control

Decision
Making
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e & s
Information System
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SO .

LAN / WAN & TETRA Networks. =

Situational
Awareness
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VPN (over
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SIEMENS

Khalifa, Village, CDD, e pnones
CBSD  josorswmches -

' =
< | PBX 7

b 5

3 E j S2EA e PC workstations
il (Inchuding AVL)
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NCC
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ELS/GEOFIS SIEMENS
The dispatcher console (example)

| SEMINE -—— [ 1) W

1

Secondary Screen Area for Primary Screen Area Auxiliary Screen Area for
- Geographical Situation for e.g.

Presentation
- Call Establishment

- Manual switching operations
- Queries in Search list DB
- Queries in dangerous goods
DB
- Queries in other DBs
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SIEMENS
Automatic Vehicle Location System

w-% Automatic Vehicle Location System %% SIEMENS

Nadim Group: Police Rolo:Operatot Ufromﬂllﬁ-ms } | to 11.06-2005

onfigure Map
shicles

Police
[~ DeparmentA
- [~ Patrot
[~ 108334
vV 131713
- [~ Pursuit
[ 223471
[~ 223489
[~ Depardment 8
- [~ Patrol
[~ 113456
[~ 345689
- [ Pursuit
™ 123478
[~ 129861

Q0 @@@@@ @@@@@@

| Results | Vehicles |
arsonal Layers License Date Repont Ori 1
Plates time reason siinal ype

:arch

ports

View Poll Focus

Longitude Latitude Quality

Speed Direction Engine

Security Agencies, Vehicles and Vessels on Digital Maps

TA Configuration v | rall &
131719 |515183 [ 252633 |12 121205 |0 20 On ignition On | Mahmoud | Police S
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System

CiES R
Cahling System

Integration

|

l Planning |

| Engineering

ll Integration l I Regulatory Comp:iancel l Implementation I l Commissioning ‘ l O&MI [ QAIQC ]

SIEMENS

CREHS:

Office Premise
Equipment

Server Infrastruc-
ture

WAN

LAN

PABX

ICCS

EILS

RMS

QU PN PN T —

NCC - Video and
Audio Matrix
Switcher

Graphical Image
Display System

Office Automa-
tion Software

AVL

I

MSCP

I

I

Table 1 : Preliminary Systemn Integration: The symbols indicate the following : [ islnfegration A and B, 4
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from A fo B and, & Compafibilify of A and B

is A Pass Dafa fo B, lis Information pass
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v | * =Ry
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Program Management Organizatien:ens

= A G £
"o ST R

Program Office

System Design Authority Commercial Management

Program
Management

I
i

Quality Management Risk Management

B ey Ry B _ Security Officer Scheduling

Command Communication Command &

ﬁ «| Integrated Support Progr;r% ||
Center & Information Decision

Integrated
Secall'?tnusesstem W Logistics
System System Suport System Y=y Support
(CCS) (CIS) (CDSS)
Management Management Management ' . : Testing & Transfer of
Q Airborne Video Acceptance E Knowledge E

r_
Hil

" . . DAGOC Siemens CoC Security Athens
Joint Program Management Organization




Program Schedule

SYSTEMS DESIGN ]
PROCUREMENT ‘
INSTALLATION / COMMISSIO;%

SYSTEMTEST&
CUSTOMER ACCEPTANCE

TRAINING 1

PRELIMINARY DESIGN &
PROJECT PLANS COMPLETED

SIEMENS PROJECT OFFICE

RESOURCES
ALLOCATED

Siemens CoC Security Athens .
Project Implementation Team

Local .

[ 2005 |

ANCC NCC
AVAILABLE AVAILABLE

PROJECT IMPLEMENTATION MONTHS
OCT|NOV|DEC| JAN | FEB |MAR

APR|MAY | JUN | JUL |AUG | SEP |OCT |INOV|DEC | JAN | FEB

SIEMENS PROJE SIEMENS
IMPLEMENTATION CENTER TECHNICAL SUPPORT CENTE!
g & CALL CENTER IN OPERATION

N I . Eaurment | IE
SYSTEM DESIGN } CUSTOMISATION - | RATION REMOVAL

% CONCURRENT ENGINEERING | |
b F o

SUBCONTACTS & PROCUREME!

T -

~ K

SITE =9

SURVEYS I

, =

T 7]
T

15th ASIAN GAMES
DOHA 2006




Key Lessons Learned

=Define and adhere to the event’s concept of operations

=Create situational awareness - fully integrate
Event specific systems
Transportation systems
Accommodations — hotels and Olympic Village
Communication
Processes
First responders & volunteers

Establish a security program management office

Start early

Construction
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