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O HAC HEMHOI'O bOJIbIHIE

MNOXBE3IIAPTHEP — »10 komanga mnpodeccroHaaoB, KOTOpas oOeclneuyrnBaeT KOMILIEKCHYI0 0e30MacHOCTh,
pabortaeT moj obuM OpeHIoM yxke Oonee Tpex Jiet! K HaMm oOparmaroTcs, 4To0bI 3alIUTUTh CBOM OM3HEC, 00ECIeUUTh
0e30macHOCTh CBoero nmnpeanpusaTus B cdepe mnoxkapHod Oe3zomacHoctd, IT obOecnedeHuns, B TOM 4YHCIE U
nH(pOpMaIMOHHON 0€301aCHOCTH, 00CITY)KMBaHUEM OOBEKTOB, BKIIIOUAsl M OMIACHO-TIPOM3BOJICTBEHHBIE OOBEKTHI.

MOHTAX, TEXHUYECKOE OBCJY> KUBAHMUE,
PABPABOTKA U IT-COITPOBOX/JIEHUE,
KOMIIVNIEKCHAS BE3OITACHOCTDb OFBEKTA —- BCE K HAM!
K nam oOpamarrcs ecyu XOTAT:
0 [TpoBecTu aynut 1o nmoxkapHoit 6e3omnacHocTH, [T-6e30macHOCTH, KOMIUIEKCHON 0€30MacHOCTH;

0  Pa3paboTarh HOPMATHBHO-TEXHUYECCKYIO TOKYMEHTAIIHUIO B c(hepe MPOTUBOMIOKAPHOH O0€301acHOCTH ( OT IPUKA30B
u nonoxenuit, 1o KUTM, onenku noxkapsix puckoB, CTY, MmiaHOB 3BaKyalldu, SKCIEPTU3 IPOCKTOB U T.1.);

0  YroObl M KaueCTBEHHO CMOHTHUPOBAIIH, @ 3aTE€M B3sTM Ha 00CITY)KMBaHUE CHCTEMBI TPOTHUBOIIOKAPHOH 3aIUTHI
(AIIC, COYD, AVIIT, BIIB, 1V u IIB);

0  Ecnu HEoOXOQUM CHEIHAIIACT 10 MOXKapHOU 0e30macHOCTH, crienuaiucT mo 1T, pykoBoauTenb mpoekTa B 001acTu
KOMILJIEKCHOM Oe3onacHocTH. ['0ToBBI B3sTh Bac k cebe Ha 00city>)kMBaHHUE U MPEIOCTABUTh HAa Ay TCOPCUHT
MPAKTUYECKH JIFOOOT0 CHeHaIiCTa M0 HallleH AesITeIbHOCTH;

0  Ecam HEOOXOOMMO Ka4eCTBEHHO CMOHTHPOBATH, & 3aT€M B3STh Ha 00CITY)KHBAHUE CUCTEMbI OXPAaHHOH TPEBOXKHOM
CUTHAJIU3ALNHY;

0  Ecnm umere npogeCCHOHANOB, KOTOPbIE MOTYT IPOKOHCYIIBTHPOBATh, CIIPOSKTUPOBATH, CMOHTHPOBATbH, a TAKIKE B
JanbHEHNIeM 1 00CITyKUBATh CHCTEMbI BUICOHAOIIOCHUS, CHCTEMBI KOHTPOJIs yripasieHus noctymnom (CKYII),
PaMKH METaJUIOAETEKTOPOB U T.1.;

0  Ecuum xotsaT pa3paboTarh NporpaMMHOE 0OSCIICUCHHE, B TOM YUCIIC U C UCIIOIb30BAHHEM TEXHOJIOTHI Ha OJOKUYCHH-
iargopmax;

0  Ecmm mHeobxomumo npoiitu npoBepky MUC Poccum.
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O HAC HEMHOI'O bOJIbHIE

Hanpasaenus [NOKBE3SIIAPTHEP:

0 TIoxapHasi 6e30macHOCTD

INOXKXBE3SITAPTHEP ocy1iecTBiaseT CBOIO ASATENHHOCTh B Chepe MPOTUBOIOKAPHOUM 0€30MacHOCTH Ha OCHOBaHUH JIneH3un
Ne 77-b/06403 ot «02» Hosiopsi 2018 1. HA OCyIIECTBIEHUE ACATEIHHOCTH M0 MOHTAXYy, TEXHHYECKOMY OOCTY)KHBAaHHUIO U PEMOHTY
CpencTB obecrnieuyeHus MoKapHOM 0€30MacHOCTH 3AaHU U COOPYKEeHUH, BeigaHHOW Mununcrepcrsom P® no agenam
rPasKIAHCKOI 000POHBI, Ype3BbIYAWHBIM CUTYAIMAM U JJUKBUIAIMAM NOocaeacTBuil cruxuiinbix 0eacreuii (MYC Poccun).
MpbI BBITIOTTHSIEM MOJHBIN KOMIUIEKC YCIyT (0T pa3padoTKU HE0OXOAMMONW HOPMATUBHO-TEXHUYECKOM TOKyMEHTAIlUH 10
TEXHUYECKOTO 00CTYKUBAaHUS BBEPEHHOTO HaM 00BEKTA) 10 00eCeYeHUIO IPOTUBOIOKAPHON 6€30MacCHOCTH.

0 Huadopmanuonnas 6e3onacuoctsb (IT-o6ecnieuenue)
IT-Aynut, pa3paboTka MpOrpaMMHOTO oOecredeHusi, BHeApeHue I[T-cTaHmapToB W TOCIemyroliee CONMpOBOXKACHWE Barmieit
opranu3anuu no BceM IT-3agauam u Hy»)1am.

0 KommiekcHasi 6e30acHOCTH

MMOXBE3IMAPTHEP wumeer GonbIIol ONMBIT B MPOCKTUPOBAHHH, MOHTAXXKE M TEXHHYECKOM OOCIYXHBAHWU CHUCTEM OXPaHbBI
TPEBOKHOM CHUTHAJIM3alUMd, CUCTeM ympaBieHuss KoHTpois joctynoMm (CKV][), cucrem BuJI€OHAOMIONEHUS, pPaMOK
METaJIOJIETEKTOPOB, C1a00TOUHBIX CUCTEM U T.J.

0 OmnacHble NpPoU3BOACTBEHHBbIE 00HEKTHI

MMOXBE3IMAPTHEP 3anumaercsi MOHTaXOM, TEXHHYECKHM OOCITYy)KHBaHHEM M PEMOHTOM OOOpYIOBaHHUS OIMACHBIX
MIPOU3BOJICTBEHHBIX OOBEKTOB, B TOM YHCJIE M TAaKUX KaK ra3oBble KOTelbHbIE, 00opynoBanue ['PII, koMIiekcaMu Ui H3MEepeHHS
KOJIMYECTBA ra3a, ra30IpoBOJIOB C YCTaHOBKOHM DX3 U ra3zonoTpedisonero o0opynoBaHusl.
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O ITIOKAPHOMU BE3OIIACHOCTH

MMOKBE3ITAPTHEP ocyiiecTBIsIeT CBOIO JeSTEIIEHOCTE B C)epe MPOTUBOTIOKAPHOM OS30MACHOCTH Ha OCHOBaHWMH JINIeH3uu
Ne 77-5/06403 ot «02» Hosiops 2018 1. Ha OCyIIECTBICHHE ACATEIBHOCTH 10 MOHTAXY, TEXHUIECKOMY OOCITYKHBAHUIO U PEMOHTY
CpeAcTB 00ecTeYeHns TIOKapHOI 0€301MacHOCTH 31aHUH U COOpYKeHHH, BhIIaHHOW MuHucTepeTBOM P® 1o esiam
rpa*KAaHCKOH 000POHBI, Ype3BbIYANHBIM CUTYAUUAM U JUKBUAANUAM nocaeacTBuii cruxuiinbix 0eacteuii (MUC Poccun).

MpbI roToBBI IpeAOCTaBUTH BaM cienyromme BUAbI padoT U YCJIYT N0 JAaHHOMY HANIPABJIEHUIO:

IIpoexTHpOBaHHE CHCTEM NPOTHBOMOKAPHOM 3aIUThI:
aBTOMAaTHYECKHX CUCTEM MOokapHOU curnanuzauuu (AIIC);
CUCTEM OIOBELICHHUs U YIPaBIECHUs dBaKyanuen monen npu noxape (COYI);

ABTOMAaTHYECKUX YCTaHOBOK noxaporynienus (AYIIT);
CHCTEM BHYTPEHHETO MoxapHoro Boxomnposona (BIIB);
CHCTEM TPOTUBOABIMHOM 3amuThl (Y u I1B).

MoHTaK cHCTeM NPOTHBOMOKAPHOM 3aIUTHI:
] aBTOoMaTHUYeCKUX crcTeM mokapHou curHanmmzanuu (ATIC);
(] crcTem omnoBeIICHNUS U yIIPaBICHIS YBaKyaliei Jiroaeit mpu moxape (COYD);
U aBToMaTH9YecKnX ycTaHOBOK moxkaporymenus (AYIIT);
U cucrem BHYyTpEeHHETO MoXapHOTo Boxomposoxa (BIIB);
U cucrem npotuBoasMHOH 3anmTsl (1Y u I1B).

Texnnuyeckoe 00cTy;KMBaHUE CHCTEM NPOTHBOIOKAPHOM 3a1IMThI:
O rapanTtuiiHOe 00CITYy)XKHNBaHUE;
0 mnocierapaHTHIHOE TEXHUYECKOE 0OCITyKIBaHUE

HcnbiTaHuA MOKAPHOTO 000PY10BAHMS:
aBTOMAaTHYECKUX CHCTEM NokapHo# curHamm3anuu (AIIC);
CHCTEM OIIOBCIICHHS U YIPABICHHUS dBaKyanuen aronei mpu noxape (COYD);
aBTOMAaTHYECKUX YCTaHOBOK noxaporynienust (AYIIT);
CHCTEM BHYTPEHHET0 NokapHoro Bogonposona (BIIB);
cucTeM MpOTUBOABIMHOM 3amuThl (Y u [1B).

ooooo
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O MOKAPHOMU BE3OITACHOCTHU

MOXBE3IAPTHEP ocymecTBisieT CBOIO IEATENFHOCTh B Chepe MPOTUBOIIOKAPHON O€30MaCHOCTH HAa OCHOBaHUU JIMLeH3un
Ne 77-5/06403 ot «02» HosiOps 2018 . Ha OCYIIECTBICHUE AEATEIBHOCTH IO MOHTAXY, TEXHUUYECKOMY OOCITY>)KHUBaHUIO U PEMOHTY
CpeAcTB o0ecredeHns IOKapHOi 0€301MacHOCTH 31aHUH U COOpYKeHUH, BbIIaHHOW MuHucTepecTtBoM PD no iesiam
rPaXKAaHCKOH 000POHBI, Ype3BbIYANHBIM CUTYAMSM U JUKBUAANUAM nocaeacTBuii cruxuitHbix Oeacteuii (MUC Poccun).

Crneunanuctsl IIOKBE3IIAPTHEP peryisipHo NOBBIIIAIOT CBOI0 KBAJM(PHKAIUIO, 0CBAMBAIOT HOBbIe METOAUKH PadoT u
o0opy10BaHHe — BCE HAIMIPABICHO HA TO, YTOOBI MAKCMMAJIbHO OBICTPO M NMpodeccHoHAILHO 0Ka3bIBaTh Bam kak
KOHCYJIBTAMH 10 JTAHHOMY HAaIIPaBJICHUIO, TaK H HAJIAAUTH padory Bamieii oprannzanuu B cdepe nokapHoii 0e30aCHOCTH.

3n
oot as,

OI'HE3AIIUTA MATEPHUAJIOB

INOXKXBE3IMAPTHEP HaneJieH Ha J0JI0CPOYHOE COTPYAHHYECTBO CO CBOMMHU 3aKa34MKaMH 1 napTHepaMu. IMeHHO 103TOMY MBI IpeJJiaraeM He
TOJIbKO MOHTAK, IPOEKTHPOBAHNE H TEXHHYECKOE 00CTyKHBAHNE CHCTEM MOKAPOTYIIEHHs W AbIMOYIaJIeHHsl, HO M OTHEe3AIUTy MaTepuaJios. B
JaHHOM HAIIPABJICHHE BBINOJHAIOTCH PAa0OTHI 110 OrHE3AUTHOH 00padoTKe KOHCTPYKIUI 1 MaTepuanoB. Ha BeInoTHeHHBIE padoThI faéTcst
3axiodyenne cnenuagncta CIOL @IIC (cyneOHO-3KCIEPTHOTO eHTPa ¢eepabLHOM NPOTUBONMOKAPHOH CJIyxk0b1). CoriiacoBaHMe CO BCeMH
HA/I30PHBIMHM HHCTAHUMSAMH MbI TaKKe OepeM Ha cels1!

PASPABOTKA IINIAHOB ITOXKAPOTYIIEHUSA

IInan TymeHus Moxkapa - 5T0 J0OKyMEHT, COAEPIKAIINN ONePaTUBHO-TAKTHUECKYI0 XapaKTepPUCTUKY
opranu3anuy (00beKTa) U PEKOMEHIAIMH TI0 TYIICHUIO TTOXKapa.

Crenmanuctsl [IO?KBE3ITAPTHEP o0nanaror 10cTaT04HO BEICOKMM YPOBHEM MTOATOTOBKH,
4T0OBI ITOMOYH Bam B pa3paOOTKe U COITaCOBaHWH IUIAHOB ITOXKapOTYIICHHSI.

[Tnanb! pa3pabareiBaloTCs HA OCHOBAaHWM MCXOIHBIX JaHHBIX (JaHHBIC IO 00BEKTY 3aKa34lKa) B
COOTBETCTBHUHM C TPEOOBaHMSIMH HOPMATHBHBIX JOKYMEHTOB 110 [loxkapHoii 6e30macHOCTH.

PA3PABOTKA JTOKYMEHTAIIMH 11O IMOKAPHOM BE3OITACHOCTH 11 OFBEKTOB.

B cocraBe IOJKBE3IMAPTHEP ecTh menblil MTaT BRICOKOKBATU(UIIMPOBAHHBIX CICIUAIACTOB, KOTOPHIE MOTYT IIOMOYL BaM B pemicHue 3a1a4,
CBSI3aHHBIX C pa3pabOTKON M JATFHEHIITNM COTIACOBAHHEM B COOTBETCTBYFOIIUX HA/I30PHBIX HHCTAHIMAX JOKYMCHTAIMH 0 IOXKAPHOH Oe3omacHocTH. B
3aBHCHMOCTH OT HANPABJICHUS pAaOOTHI MPESANPUATHIA 3aKa34iKa Pa3padaThIBACTCS KOMIUICKT TOKYMCHTAIIUH HEOOXOMUMOM sl 00eCIICUCHHS
MPOTHBOIIOKAPHOTO COCTOSIHUS 00BEKTa (MIPHUKA3bI, PACIOPSHKEHUS, HHCTPYKIIUH ).
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Ob UH®OPMAIIMOHHOMU BE3OINACHOCTH

MOXBE3SITAPTHEP oka3bIBaeT meNbIii KOMILIEKC YCIYT MO 00ecTreueHn0 HH(POPMAIMOHHON 0€30MacHOCTH OO0bEKTa, B TOM
qHCclie ¥ 10 pa3paboTKe, TEXHUUECKOMY OOCITYKHBAaHHIO CHCTEM MH(POPMAIIMOHHON 0€30MacHOCTH C MCIIOJIb30BaHHUEM 3JIEMEHTOB
nudpoBoit TpaHCchHoOpMaLIIH.

HAIIIA 3AJJAYA 3AIIUTUTD BAIITY OPTAHU3ALIIUIO OT JIIOBBIX YTEYHEK HH®OPMALIUA!

Cnenunanuctsl [IOYKBE3ITAPTHEP nHaneneHsl B nepByto ouepeasb 3alllMTUTL Bamy opranusanuio ot ja100bix BuaoB I'T-yrpos,
YTO MOXXET IPUBECTH K CEPhE3HBIM IMpoOIeMaM JUIsi KOMIIAHWM — OT 3HAYUTENBHBIX (DMHAHCOBBIX YOBITKOB 1O TOJTHOM
JINKBUIALINH.

MNOXBE3IAPTHEP npennaraer Bam koMiuiekcHblii m1oaxo1 B cepe HHOOPMALMOHHON 0€30I1aCHOCTH, B TOM YHCJIE TOTOBBI
obecrneunTh BaM rapanTupoBanHyio 3amuTty Barnieil opraHu3anuy_oT cJieyIONuX BUA0B YIPO3:

v  HeBHMMAaTeIbHOCTH H XaJATHOCTH COTPYIHHUKOB.

Yrpo3y nH()OpMaIMOHHON 0€30MaCHOCTH KOMITAHWH, KaK HU CTPAHHO, MOTYT IPEJICTABIATh BIOJHE JOSJIbHBIC COTPYIHUKH U HE
MOMBIIIISAIONIUE O Kpa)ke BaXKHBIX JTAaHHBIX. HempeayMbIUIeHHBIH Bpea KOHPUICHINATLHBIM CBEACHUSIM IIPUYHUHSIETCS 10 MIPOCTOM
XaJIAaTHOCTH WJIM HEOCBEIOMIICHHOCTH PaOOTHHKOB. Bcerga ecTb BO3MOKHOCTH TOTO, YTO KTO-HHUOYIAb OTKPOET (HIIMHIOBOE
MUCHMO W BHEJAPHUT BUPYC C JIMYHOTO HOYTOyKa Ha cepBep KoMIaHuu. Mimu, Hampumep, ckonupyeT ¢Gail ¢ KoHUICHIIMATbHBIMH
cBeeHusIMH Ha maniret, Gaamky win KITK mist pabotel B koMaHupoBKe. M HU O/THA KOMITaHUS HE 3aCTpaxoBaHa OT MEPECHUIKH
HEBHHUMATEIIbHBIM COTPYJAHHKOM BaKHBIX (haIOB HE 10 TOMY aapecy. B Takoi curyammu nH(opMaliis oka3sIBaeTCs BeCbMa JISTKOH
OOBIYE.

v Hcnonb30BaHne MUPATCKOro nporpaMmmuoro odvecnevenus (I10).

WNuorna pykoBoAWTENM KOMIIAHUW TBITAIOTCA COKOHOMHUTH Ha ToOKymnke suneHsuoHHoro I10. Ho cnemyer 3Hath, dYTO
HEJIMIIEH3UOHHBIE TPOTPAMMBI HE JIal0T 3alUThl OT MOIIEHHUKOB, 3aMHTEPECOBAHHBIX B Kpaske HH(GOPMAIIMH C IOMOLIbIO0 BUPYCOB.
Ob6nanarens HenuueH3noHHoro 1O He mMody4yaeT TEXHUYECKOW MOANEPIKKH, CBOEBPEMEHHBIX OOHOBIEHHH, MPEIOCTaBIIIEMbIX

KOMITAaHUSMHU-Pa3padoTIYMKaMi. BMecTe ¢ HUM OH IOKyNaeT W BHPYCHI, CIIOCOOHBIC HAHECTH BpEJ CHCTEME KOMITbIOTEPHOM
0€30IIaCHOCTH.
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Ob NH®OPMALIMOHHOU BE3OIIACHOCTH

HOXBE3ITAPTHEP npennaraer Bam koMmiuiekcHbIii 1oaxoa B chepe nHGOPMAIIMOHHON 0€3011acHOCTH, B TOM YHCII€ TOTOBBI
obecrieunth Bam rapanTupoBannyio 3ammTy Bamei opraHu3anii_oT caeIyIOINX BHIOB YIPO3:

v DDoS-araku.

Distributed-Denial-of-Service — «pacrnpeneiaeHHblil 0TKa3 OT 00CTYKHBaHUS» - 3TO MOTOK JIOXKHBIX 3allpOCOB OT COTEH ThICAY
reorpauyecky pacrpeieeHHbIX X0CTOB, KOTOpbIe OJIOKUPYIOT BEIOPAHHBINA PeCypC OHUM U3 ABYX ITyTeil.

[lepBrIii MyTh — 3TO HpsiMasi aTaka Ha KaHaJl CBS3U, KOTOPbIM MOJTHOCTHIO OJOKUPYETCS OTPOMHBIM KOJIMYECTBOM O€CIONIe3HBIX
JAHHBIX.

Bropoii nyTh — araka HemocpeaCcTBEHHO Ha cepBep pecypea. HegocTynHOCTh Wi yXy/IIeHne KadecTBa paboThl MyOIUYHbBIX BEO-
CEPBHCOB B pe3y/bTaTe aTak MOXKET MPOJOKATHCS JOBOJIBHO IJTUTENbHOE BPEMS, OT HECKOJIBKHX YaCOB JI0 HECKOJIIBKUX JTHEH.

OObIYHO TONOOHBIE aTaKW MCIIONIB3YIOTCS B XO/€ KOHKYPEHTHOM OOphObI, IIaHTa)ka KOMITAHUW WM JUIsl OTBJIEUEHUS
BHHUMAaHUSI CUCTEMHBIX aJIMUHUCTPATOPOB OT HEKUX MPOTHUBONPABHBIX NEHCTBHUI BpOJAE MOXUIIEHUS IEHEKHBIX CPEACTB CO
cuetoB. [lo MHEHHIO CHEUAINCTOB, HMEHHO KpaXH SBIAIOTCS OCHOBHBIM MOTHBOM DDoS-arak. Muiienbto
37I0yMBIIIJIEHHUKOB Yallle CTAHOBSITCSI CaiThl OAHKOB, B MOJIOBUHE ciiy4yaeB (49%) ObUIN 3aTPOHYTHl HMEHHO OHHU.

v/ Bupycsl, B ToM yuc/ie 1 BUPYChI-INU(POBATBIINKH.

OpHoM U3 caMbIX OMACHBIX HA CETOAHSIIHUMN IeHb YIpo3 HHPOPMAITMOHHOM 0€301IaCHOCTH SIBIISFOTCS KOMITBIOTEPHBIE BUPYCHI. DTO
MOATBEPKIAAETCS MHOTOMIJUTMOHHBIM YIIEpOOM, KOTOPBIN HECYT KOMIAHWW B PE3yJbTare BUPYCHBIX aTak. B mocimemHue rombl
CYIIECTBEHHO YBEIMYWIACh UX YACTOTA M YPOBEHH yimiepOa. [lo MHEHHIO SKCIIEPTOB, 3TO MOXKHO OOBSICHUTH TMOSBJICHUEM HOBBIX
KaHAJIOB NMPOHUKHOBEHMsI BHUPYcOB. Ha mepBoM MecTe Mo-mpeXHEMy OCTaeTcs MoYTa, HO, KaK MOKa3bIBACT MPAKTHKA, BHPYCHI
CcrocoOHBI TIPOHMKATh M 4Yepe3 MporpaMMmbl OoOMeHa cooOmeHusMu, Takue kak [CQ um nmpyrue. YBEeIMYMIOCh U KOJIMYECTBO
00BEKTOB JJI1 BO3MOXHBIX BUPYCHBIX aTak. Eciii paHbIle arakamM MoJBEPraJiich B OCHOBHOM CE€PBEPHI CTAHIAPTHBIX BEO-CITYXO0, TO
CETO/IHS BUPYCHI CIIOCOOHBI BO3/ICMCTBOBATh M HA MEKCETEBBIE IKPAHbI, KOMMYTATOPhI, MOOUIIEHBIE YCTPOIMCTBA, MAPIIPyTH3ATOPHI.
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Ob UH®OPMAIIMOHHOMU BFE30IIACHOCTH

INOKXBE3ITAPTHEP npennaraer Bam koMmILieKkcHbIi 1101X0/1 B chepe MHPOPMAITMOHHONH 0€30MacHOCTH, B TOM UYHCIJI€ TOTOBbI
obecrnieunTh Bam rapanTupoBaHHYIO 3a1MTY Bareii opraHu3aiyuy_oT CJeIVIOIMX BUIOB YIPo3:

v

Yrpo3sl co CTOPOHBI COBJIa/Ie/IbIIEB OM3HecA.

VIMeHHO JlerajgbHble M0JIb30BaTeN — OJJHA U3 OCHOBHBIX MPUYMH yTeueK HHPOPMALUU B KOMIAHUAX. Takue yTeuku crelaaicThl
IHOKBE3ITAPTHEP Ha3bIBatOT MHCAHAEPCKUMH, a BCEX MHCANIEPOB YCIOBHO JENST HA HECKOJIBKO I'PYIIIL:

v

«Hapyane.]m» — CpCAHCC 3BCHO U TOI-MCHCIKCPBI, IMO3BOJIAIONINC cebe HeOOIbIIHE HapyHICHUA HH(l)OpMaHHOHHOﬁ
0e30IMacHOCTH — HUIrparoT B KOMIIBIOTCPHBIC UT'PbI, ACIIA0OT OHJ'I&fIH—HOKynKH C pa60q1/1x KOMITBXOTEPOB, IMOJIB3YIOTCA JIMIHOMN
noutoil. Takas 6e3aﬂa6epHOCTL CIIocoOHa BBI3BATh HHIOUICHTBI, HO 4Yali€ BCCrO0 OHHU SMBJIAKOTCA HCHIPCAYMBINUICHHBIMU.
KCTaTI/I, OOJIBIITMHCTBO BHEIIHUX aTaK IMPOUCXOAAT UMCHHO Y€PE3 JIMYHBIC ITOYTOBBIC AIIUKA WA ICQ COTPYAHUKOB.

«HpeCTyl'lHI/IKI/I». Yamie Bcero HHcaﬁﬂepaMH SABJIAIOTCS TOII-MCEHCEIKEPBbI, UMCIOIHUEC OOCTYIl K BaKHOH I/IH(l)OpMaI_II/II/I u
3n0yn0Tpe6n51}01uHe CBOMMHU [IPUBHIICTHUAMMU. OHH C€aMOCTOSATEILHO YCTaHaBJIIMBAKOT PA3JIMYHBIC MNPHUIIOKCHUA, MOTYT
OTChIIIaTh KOH(l)I/II[eHI_[I/IaJ'ILHy}O I/IH(I)OpMaI_[I/IIO 3aUHTCPCCOBAHHBIM B HeH TPETHUM JIMLAM U T.A.

«KpoTbl» — COTPYIHUKH, KOTOpbIE YMBIIUICHHO KpaayT BaKHYIO MH(OpMaIMio 3a MarepuajbHOE BO3HArPAXKAECHUE OT
KOMIIAaHUU-KOHKYpeHTa. Kak mpaBuio, 3TO BeCbMa OIBITHBIE IOJIB30BATENIM, YMEJIO YHUYTOXAIOIIUE BCE CIEIbl CBOMX
npectyruieHni. [loiiMaTh UX B cuily 3TOro ObIBae€T OYEHb HETIPOCTO.

Eme onHa xareropus — 3TO yBOJIeHHbIe U O0M:KeHHbIe HA KOMIIAHHMIO COTPYIHMKH, KOTOpble 3a0MparoT ¢ coO0Oi BCIO
UHpOPMALUIO, K KOTOpOoil OoHM MMenu AocTyn. OObIUHO yKpajeHHas MHGPOpMalus HCHOJIb3YeTCsl UMM Ha HOBOM MeCTe
paloThl, IieNieHanpaBieHHas IPoJlaXka JaHHBIX B Poccuy moka He CIMIIKOM aKTyalbHa.

3aKOHOI[aTeJIBHbIe NEPUIECTUH.

T'ocynapctBenHble opransl B Poccun HajieneHbl mpaBoM KOH(PHUCKOBATh B XOZ€ MPOBEPOK 00OPYI0BaHUE U HOCUTEIN HH(POPMAIIUH.
ITockonpky Oosiblas 4acTh Ba)KHBIX JAHHBIX KOMIAHMM XPAaHUTCS B JIEKTPOHHOM BHUJE Ha CEpBEpax, TO B CIydae UX U3bATUA
KOMIIaHMS Ha KaKoe-TO BPEMsI MPOCTO OCTAHABIMBAET CBOIO JESATEIbHOCTH. [IpocTOM Hpu 3TOM HUKTO HE KOMIIEHCHPYET, a €ClU
MIPOBEpKa 3aTsAruBaercs, OosblIMe yOBITKM MOTYT MPUBECTH K NPEKpallleHHIo JesTeNbHOCTH (upMbl. U3bsiTre obopynoBanus —
OIHa M3 OCTpEeHIINX MpOoOJeM COBPEMEHHOro OW3HEca, MPU ITOM IMOBOJAOM Ul HETO MOXET IMOCIYKUTh BCE YTO YTOAHO — OT
peleHust ciae0BaTeNs 10 peleH s Cy/la B paMKaxX Kakoro-JIuoo yrojJoBHOTO Jiena.
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Ob NH®OPMALIMOHHOU BE3OIIACHOCTH

KTO BJAJEET UH®OPMAILMEN — TOT BJIAJEET MUPOM!

MOXBE3ITAPTHEP npemiaraer ot Bcex BUAOB IT-yrpo3 KOMIUIEKCHBIM MOIXO B ONTUMHU3AIMU HUHPOPMAITMOHHON
3amMThl Bamero Ou3Heca, B TOM YHUCIIE U:

0 ®wusnueckue cpeacrTsa 3amMThHI HHPOPMALHH.

K HMM OTHOCATCS OrpaHMYEHHE WM MOJHBIN 3alpeT AOCTYIIa NOCTOPOHHUX JIHUL HA TEPPUTOPHIO, MPOITYCKHBIE MYHKTHI,
OCHAIIICHHBIE CIIENMANIBHBIMU cucTeMaMu. bonbioe pacnpocrpanenue nonayunnun HID-xapTel 1y koHTposst nocryna.
Hampumep, npu BHEAPEHUH 3TOM CUCTEMBI, IIPOMTH B CEPBEPHYIO WIM APYrO€ BaXHOE IOAPA3ACICHUE KOMIIAHUU MOTYT
JUUIb T€, KOMY TaKOW JOCTYII IPEJOCTABIICH 110 IIPOTOKOILY.

0 Ba3sosble cpeacTBa 3aIUTHI 3JIeKTPOHHOI HHpOPMAIHH.

DTO0 HE3aMEHHUMBI KOMITOHEHT oOOecIeueHUsI HH(POPMAIMOHHON Oe30macHOCTH KoMIlaHuk. K HHM OTHOCSTCS
MHOTOUYHCIICHHBIE AHTHBHPYCHBIE TPOTPAMMBI, a TaK)K€ CHUCTEeMbl (DHIIBTpAIlMU DSIEKTPOHHOW ITOYTHI, 3allMINAIOIIHNE
MOJIB30BATENISI OT HEXKENATeJIbHOW WM TOJ03PUTENBHOM KOppecnoHAeHIIuU. KopropaTuBHBIE TOYTOBBIC SITUKU
00s13aTeNIbHO  JIOJDKHBI  OBITH  O0OpyJIOBaHBI TakuMHu cucTemMamMud. Kpome Toro, HeoOXxonMma OpraHu3anus
Qg epeHIIMPOBAHHOTO AOCTYTA K HMHPOPMALIUU M CUCTEMaTHIeCKas CMEHA MapoJieH.

0 Awnru-DDoS.

I'pamoTtHas 3ammurta ot DDoS-arak coOCTBEHHBIMH CHJIaMH HEBO3MOXKHA. MHoOrue pa3zpabOTUYMKH HPOrpPaMMHOIO
oOecrieueHus mpepiaratoT yciryry antu-DDoS, kotopasi crmocoOHa 3aMTUTh OT MOMO0OHBIX HamaneHuid. Kak Tompko B
cucteMe OOHapyXUBaeTcsi TpadUK HEOOBIYHOTO THIA WJIM Ka4eCTBAa, aKTUBUPYETCS CHUCTEMa 3alllUThI, BBISIBIAIONIAS U
omokupyromiass BpemaHblid Tpaduk. I[lpm sTom Om3Hec-Tpaduk moctymaer OecnpensarcTBeHHO. Cucrema cmocoOHa
cpabaTblBaTh HEOIPAHUYEHHOE KOJTMYECTBO pa3, 10 TeX MOp, MOKa yrpo3a He OyJeT MOTHOCThIO YCTPAHEHA.

O Pe3epBHoe KONIMPOBAHUEC TAaHHBIX.

OTo pelleHue, Moapa3yMeBaroliee XpaHeHne BaKHOM MH(OpMaluU HE TOJIBKO HAa KOHKPETHOM KOMIIBIOTEpE, HO U Ha
JIpYyTUX YCTPOMCTBAaX: BHEUIHEM HOCHTENE WM cepBepe. B mocieaHee BpeMs OCOOEGHHO akTyaJdbHOW cTaja yciyra
yIAJEHHOTO XpaHEHUs pa3auvyHoi uMHpopmanuu B «oOiake» aara-lieHTpoB. MIMEHHO Takoe KOMHWPOBaHUE CIOCOOHO
3alIUTUTh KOMIIAHUIO B CIIy4yae Ype3BbIYAWHON CUTyallud, HApUMEP, MPU U3BATUU cepBepa opraHamu BiacTu. Co3aarhb
PE3EepPBHYI0 KONMHUI0 M BOCCTAHOBUTH JIaHHBIE MOXHO B JI00O€ YHOOHOE [Jisi TOJIb30BaTeNsi Bpems, B JFOOOM
reorpaduyeckoil Touke.
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Ob NH®OPMALIMOHHOU BE3OIIACHOCTH

KTO BJAJEET HH®OPMAIUEM — TOT BAAJAEET MUPOM!

INOKXBE3IMAPTHEP npennaraer oT Bcex BHI0B IT-yrpo3 KOMIUIEKCHBIM TIOAXOA B ONTUMHU3AILUU
nH(OPMAIIMOHHOM 3anuThl Bamiero OuzHeca, B TOM 4HCIIE U:

0 Ilman aBapuiiHOro BOCCTAHOBJIEHHS JAHHBIX.

Kpaiinas mepa 3ammursl ©HGOpMalMU MOCHE€ NMOTEPU JaHHBIX. Takod IUIaH HEO0OXOIUM Ka)XJAOW KOMIIAHWU IS TOTO,
YTOOBI B MAKCUMAJIBHO CKAaTbl€ CPOKU YCTPAHUTH PUCK MPOCTOSI U 00ECTIEUUTh HEMPEPBIBHOCTh OM3Hec-npoleccos. Eciaun
KOMITaHUS 0 KaKUM-TO MPUYMHAM HE MOXET MOJIYYUTh JOCTYI K CBOMM MH(OPMAalMOHHBIM pecypcaM, HAJIMYUe TaKoro
IUIaHA TIOMOXET COKPAaTUTh BPEMsI Ha BOCCTAaHOBJIEHHWE MH(OPMALMOHHOW CHCTEMBI M MOATOTOBKM €€ K pabdore. B Hem
00s13aTeIbHO JO0JKHA OBITh MPEAyCMOTPEHA BO3MOXHOCTh BBEJEHUS aBApUWHOIO peXuMa padoThl Ha mepuon coos, a
TaK)K€ BCE€ JIEWCTBMS, KOTOpPbBIE JIOJKHBI OBITh NPEANPHUHATHL IOCIE BOCCTaHOBIEHUs MAaHHbIX. CaMm mpolecc
BOCCTAHOBJICHHUS CJIE1yeT MAKCUMAJIbHO OTpaboTaTh C y4€TOM BCEX U3MEHEHUN CUCTEMBI.

0 IlludpoBaHue TaHHBLIX NPHU Nepenave HHGoOpPMaLUH B 31eKTPOHHOM dopmare (end-to-end protection).

Uto6sl 0obOecrieunTh KOH(MUISHIIMATHHOCTh MH(OpPMAIMK TPU €€ Tepefade B JJEKTPOHHOM ¢GopMaTe MPUMEHSIOTCS
paznuunble Buabl mudpoBanus. [lludpoBanwe maer BO3MOXKHOCTh MOATBEPAWTHh MOJIMHHOCTH TIEpeIaBaeMOM
uH(pOpMallMY, 3aIUTUTh €€ TPH XpPaHEHUH Ha OTKPBITBIX HOCHUTENsX, 3ammTuth IO u apyrue uHbOpManroOHHBIC
pecypChl KOMIIAaHUH OT HECAHKIIMOHUPOBAHHOTO KOMTUPOBAHHUS U UCTIOIB30BaHUS.

3amuTa nHGOPMAIIUY J0KHA OCYIIECTBJISITHCS KOMILUIEKCHO, CPa3y M0 HECKOJbKHM HANPABJIEHUSIM.

Yem 0oJib1IE METOAOB OyAeT 3a1elCTBOBAHO, TEM MEHbIIE BEPOSTHOCTH BOSHUKHOBEHUS YIPO3 M YTEYKH,
TeM YCTOMYHBee MOJI0KeHHe KOMIIAHMU HA PbIHKe!
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O KOMILIIEKCHOMHU BE3OIIACHOCTH

MOXBE3IIAPTHEP mnpennaraer Bam koMIuiekcHOe OOCTYyXKHBaHHE CHCTEM KOMMYHHMKAIIMA W KOHTPOJIS
0€30MacHOCTH, TAKUX KakK:

Q CHUCTEMbI BUAEOHABJIIOAEHUSA
ITPOEKTUPOBAHUE, MOHTAX, TEXHUYECKOE OBCJIYKNUBAHUE

CucreMbl HAOMIOZCHUS ceivac JIOCTATOYHO BOCTPEOOBaHbI, T.K. B HAIlle BpeMsl BCe OOJIbIIE U OOJIbIIE JTFOJCH 3aUHTEPECOBaHbI HE
TOJIBKO B COOCTBEHHOI 0€301MacHOCTH M 0€30MaCHOCTH CBOETO OKPY)KEHUS, HO M B COXPAHEHUH CBOETO MMyIecTBa. Tem Oonee, 4To
NPaBUIBHO HACTPOCHHAs M BOBPEMsI OOCIYXXKHBAOIIASCS CHCTEMa BHIICOHAOIIONCHHUS IMOMOTAeT 3HAYUTEILHO CHH3UTH PHCK
BO3HUKHOBEHUSI TIPAKTHUCCKHU JIF0OOOW aBAPUHHOW CHTYyallMM, BO3HUKAIOIICH KaK HA TEPPUTOPUU TPEANPUATHS, TAK U B YKHUIOM
cekrope (Oyzb TO moXap, WK Kpaxa).

Crnenpamuctel  [TIOKBE3SITAPTHEP mnomoryr Ha OCHOBaHMM Bamiero TEeXHHMYECKOTO 3aJaHusl OCYIIECTBUTH MOHTAX,
MIPOCKTUPOBAHKUE U TEXHUIECKOE OOCTYKUBAHNUE CHCTEM BHICOHAOIIOICHUS.

Q CHUCTEMbI KOHTPOJIS U YITPABJIEHUSA JOCTYIIOM (CKYH)
MHNPOEKTUPOBAHUE, MOHTAX, TEXHUYECKOE OBCJIIY KNUBAHUE

MMOKBE3ITAPTHEP, B niepByto ouepe/b, BCETIa CTOUT «HA CTPaXke» Oe30MacHOCTH CBOUX OOBEKTOB. Ml MMEHHO MOATOMY, MBI
TOTOBBI Tpe/saraTb CBOMM 3aKa3uuKaM U MapTHEPaM KOMILJIEKCHBIM MOAXOJ, B TOM YHCIE U B cepe CUCTEM OXPaHHOTO JOCTyIa
JTF000T0 YPOBHS CIOKHOCTHA. MBI TOTOBBI MPEVIOKUATH BaM 1LeNblif CieKTp yciayr Mo JaHHOMY HalpaBlIEHHIO: OT MOHTa)a CHCTEM
oxpanHo-nioxkapHoit curnanmzanuu ( AIIC u COYD mo60ro ypoBHS CIOXKHOCTH), MOHTa)Ka CUCTEM KOHTPOJISI JOCTYTIA, BBIBEICHUS
Ha MYJIBTOBYIO OXpaHy, YCTAHOBKHM HIIArOayMoB, 3JEKTPONPHOOPOB AJISi OTKPHIBAHUS BOPOT JIO MOHTa)Ka KOMIUIEKCHBIX CHUCTEM
oxpansl (COC,AIIC, COYD,K/] u Tak aanee) ¢ JalbHEHIINM MPOSKTUPOBAHUEM U 00CTYKHBAHUEM.

Bricokuii ypoBeHb TOATOTOBKM onepaTuBHO-peMoHTHOro nepconana I[NOKBE3IIAPTHEP mno3Bonser Ham paborars 1o
HOBEHIINM TEXHOJIOTUSAM U B KpaT4aulllke CPOKHU.

MOXKBE3IAPTHEP paboTaeT Kak ¢ OT€UeCTBEHHBIMH ITOCTABIIMKAMH, TaK U C UMIIOPTHON MPOITYKIIUEH.
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O KOMILJIEKCHOHU BE3OIIACHOCTH

MOKBE3IAPTHEP npemnaraer Bam komruiekcHoe 00CTyKUBaHUE CUCTEM KOMMYHUKALMN U KOHTPOJIsl O€30MacCHOCTH,
TaKMX KaK:

Q PAMKHU METAJUVIOAETEKTOPOB
IMPOEKTUPOBAHUE, MOHTAXK, TEXHUYECKOE OBCJIY’KUBAHUE

OmanM n3 Hambosiee BOCTPeOOBAaHHBIX HAIpaBIeHWH B cdepe 0e30MacHOCTH MPEaNpHITHI M OOBEKTOB SBISETCS I'PaMOTHAs W XOPOIIO
omiaxkeHHas pabora B o0Oiactd MoHTaxa W obOcmyxuBaHusi cuctem oxpanHoro nocryna. [NOYKBE3IMAPTHEP mnpemtaraer Bam B
KpaTyaiIme CpOKH U 3a pa3yMHbIH OIOKET CIIPOEKTHPOBAaTh, CMOHTHPOBATH U, B JajbHEHIIEM, 00CITYKHBaTh PAMKH METAJUIOJIETEKTOPOB Ha
Bamem oObekre.

HOXKBE3IIAPTHEP pabGotaer TOTBKO C TPOBEPEHHBIMH IOCTABIIMKAMHU, KAaK OTEUYECTBEHHBIMH, TaK W 3apyOeKHBIMH, BBICOKAs
kBammukanms crermanuctoB [IOKBE3IIAPTHEP noarepxaena yxe OONBITNM KOIHYECTBOM 3aKa34HKOB 110 JAHHOMY HalpaBJICHHIO.

Q CJIJABOTOYHBIE CUCTEMbI
INPOEKTUPOBAHUE, MOHTAXK, TEXHUYECKOE OBCJIIY’KUBAHUE

MNOXBE3IMAPTHEP roroB BaM mpemioxuTh COTpyZHHYECTBO B cepe NpPOCKTHPOBAHHS, MOHTaXKa, TEXHHUECKOTO OOCITYKHBaHUS
C1a0OTOYHBIX CUCTEM (OXpaHHas CUTHAJIHM3ALMs, MOKapHasi CUTHAJM3alNs, BHICOHAOMI0OneHne, ToMO(OHbI, Tene(oHHbIe THHUH, KaOeIbHOoe
TEJICBUJICHUE U TIP.).

Cneunanuctsl IIOJKBE3ITAPTHEP Bcerna roroBsl Bac mpokoHCYyapTHpOBaTh MO JaHHOMY HaIlpPaBJIEHHUIO, a Takke Ha OCHOBAHHUU
NPaBUIBHO COCTABICHHOTO TEXHHYECKOTO 3a/aHUsl 3aKa3urhKa OCYIIECTBUTH MOAOOpP OOOpYAOBaHMs, MECTa €ro pa3MelleHHs, MOHTaX, a
TaKKe MPOrpaMMHUPOBAHHE YCTAHOBJICHHBIX CHCTEM. B COOTBETCTBMM C TACOPTHBIMHM JaHHBIMH Ha YCTaHOBIEHHOE 000pynoBaHUE
pa3pabaTrbiBaeTCs pErIaMeHT U OCYLIECTBISIETCA UX TEXHHUECKOe 00CTyKIBAHHUE.

0 KIMMATHYECKHUE CUCTEMBI
IMPOEKTUPOBAHUE, MOHTAXK, TEXHUYECKOE OBCJIY’KUBAHUE

NMOKBE3ITAPTHEP npennaraer Bam koMITJIEeKCHOE pelieHUe [IJIs1 CHCTEM OTOTUIEHUS, CHCTEM BEHTHIIALNY U CHCTEM KOHIUITMOHUPOBAHMS.
MB&I ocymiecTBiIsieM Bce BUABI paboT: OT MPOEKTHPOBAHUS U MOHTa)Ka, 10 TEXHUYECKOTO OOCITYKUBAHUS 10 JTAaHHOMY HarmpasieHuto. meem
BBICOKYIO KBaIM(UKALMIO W TOATBEPXKACHHBIH ONBIT B paboTe ¢ KOTENBHBIM OOOpYZOBaHMEM, TEIUIONPOBONAMH, OTONUTEIBHBIMU
paguaTopamH, 3alOPHO-PEryIUPYIOINMH apMaTypaMu, BO3AYXOBOAAMH, IIPUTOYHO-BBITSDKHBIMH YCTaHOBKAMH, MTPOKJIAJAKAaMH (PHOHOBBIX
kaOenbHBIX Tpacc, cantexHukd W T.1. Crnermanuctel [TIOJKBE3INAPTHEP npoBeayT NonHBIA MUK padoT: OT OecrjiaTHOTO Bhkie3la U
COCTaBJICHHUSI CMETHI C y4eTOM OCOOCHHOCTEH Baliero momenieHus, 10 MpeoCTaBICHUS TApDAHTUU W CEPBUCHOTO OOCITY>KUBAHHS, B TOM YHCIIE
Y POTpaMMHUPOBAHHUE YK€ YCTAHOBICHHBIX cUCTeM. PaboTast ¢ HaMu, BBl TOYHO COKOHOMHUTE CBOE BpeMst!
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Ob OITACHbLIX ITPOU3BOACTBEHHbBIX OBBEKTAX

MMOKXBE3ITAPTHEP npennaraer Bam nomoiis mo MOHTaxy, TEXHUYECKOMY OOCITYKHUBAaHUIO U PEMOHTY 000pY/I0BaHUs
OTACHBIX MPOU3BOJICTBEHHBIX OOBEKTOB.

Bce paboter poBonstcst arrectoBanHbiME criennanuctamMu [IOYKBE3ITAPTHEP B cooTBeTcTBUM ¢ HOPMAaTUBHBIMU
JIOKyMEHTaMH:

denepanbHble HOPMBI U IpaBHia B 00NacTU MpoMblluieHHOW Oe3omacHoctu "llpaBuna Oe3omacHocTH ceTel
razopacnpeneneHus u razonorpetneHus” (YTBepkaeHsl npukazom DeaepanbHON CIYXOBI MO AKOJIOTHUYECKOMY,
TEXHOJIOTUYECKOMY M aTOMHOMY Haa30py oT 15 Hos6ps 2013 . N 542)

[IpaBuna monb30BaHUS Ta30M W NPENOCTaBIEHHUS YCIOyr no rasocHaOkeHuto B Poccuiickoit denepauuu (yTB.
noctanoBienrueM [IpaButenscTBa PO ot 17 mas 2002 . N 317)

I'OCT P 54983-2012. Cucrtemsl razopacupenenurenbibie. CeTu ra3opacrpeneieHuss mpupoaHoro raza. Oomume
TpeOOBaHUs K SKCIUTyaTalluu. DKCIUTyaTallMOHHAS TOKYMEHTALIMSL.

I'OCT P 54961-2012. Cucremsl razopacnpeaenutensusie. Ceru razomorpebnenus. OOmme TpeboOBaHUS K
IKCIUTyaTaIK. DKCILTyaTallMOHHAsT TOKYMEHTAIIHS.

MOYKBE3IMAPTHEP nipennaraer ciemyromiie BUIbI padoT MO0 TaHHOMY HAIPaBIICHUIO:

Q  doroBop Ha TexHHMYeCKOe 00CTy:KHBaHNE Ta30MPOBOIOB.

[Ipu 3akm04eHNU JOTOBOPA HAa TeXHHYeCKoe 00C/Iy:KMBaHHe ra30BOr0 000PYI0BAHHUS OIPENEISIOTCS 00bEeMBI PadoT,
COCTaBISIIOTCS TpadUKM TEXHUYECKOTO OOCHYXMBAaHMU M Trpadukd IJIAHOBO -MPEAyNpEAUTENbHBIX paloT,
pa3pabaThIBAIOTCS MAPIIPYTHBIE KAPThl 00X0/1a TPACcC HAI3EMHBIX M IMTOA3EMHBIX Ta30IPOBOIOB.

Q  Texnuyeckuii 0CMOTP MOA3eMHBIX M HAJI3¢MHbIX Ia30MPOBO/IOB.

TexHU4ecKuii OCMOTp TMOA3EMHBIX M HAJI3EMHBIX Ta30MPOBOMIOB JOJKEH MPOBOIUTHCS B CPOKH, OOCCIEUMBAOIINE
0€30MacHOCTh UX AKCILTyaTalllK, HO HE PEXKe CPOKOB, PETNIAMEHTHUPOBAHHBIX 3aKOHOAATEILCTBOM PD.
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Ob OITACHbLIX ITPOU3BOACTBEHHbBIX OBBEKTAX

MOXBE3ITAPTHEP nipeanaraet cienyroiiue BUAbI padOT MO JTaHHOMY HalpaBICHUIO:

O  Texnuueckoe o0cIy’;KHBaAaHHE IA30POBOI0B

HpI/I TCXHHYCCKOM 06CJIY)KI/IBaHI/II/I ra3onpoBOJ0B, Ia30BOro 060py,ZLOBaHI/IH KOTCJIbHBIX, ITPOBOAUTCA TCXHHUYCCKOC
O6CJIY)KI/IBaHI/IC SaHOPHOﬁ apMaTyphbl, IIPOBCPKA COCTOSHHA I'a30BbIX KOJIOALCB, a4 TAKKC YCTPAHCHHC CIICAYIOIINX
HapymeHI/Iﬁ YCJ'IOBI/Iﬁ 0e30macHoOM OKCIIIyaTalliid T1a30IIPpOBOAOB, BBIABJIICHHBIX IIPH IIPOBCACHHUHN HX TCXHHNYCCKOI'O
OCMOTPa U IIPOBCPKEC COCTOAHNA OXPAHHBIX 30H:

v
v
v
v
4
4
v
v
v
v

yCTpaHEHHUE MEePEKOCOB U OCETaHNN KOBEPOB, KPHIIICK T'a30BbIX KOJIOALEB;

HapallliBaHUE WM 00pe3Ka KOHTPOJIbHBIX TPYOOK, CHOHHBIX TPYOOK KOHJEHCATOCOOPHUKOB U THPO3aTBOPOB
Ha MOJ3€MHBIX ra30IIPOBO/IAX;

3aMCHa KPBIIICK I'a30BbIX KOJOAICB,
BOCCTAHOBJICHHC erHJIeHI/Iﬁ " OKpaCKa HA/I3EMHBIX T'a30IIPOBOJIOB,

BOCCTAHOBJICHHE M 3aM€Ha OINO3HaBaTEJIbHBIX CTOJOMKOB M HACTCHHBIX yKasaTeneﬁ IIPUBA30K ITOA3CMHBIX
ra3omnpoBOJOB, a TAKKC I‘a6apI/ITHBIX 3HAKOB HAJI3CMHBIX I'a30IIPOBOAOB B MECTAX IIPOC34a aBTOTPAHCIIOPTA,

BOCCTAHOBJICHHUC 34CBIIIKH I'PYHTOM ITOJA3CMHBIX I'a30IIPOBOAOB, d TAKIKC OIIOP HAA3CMHBIX I'a30IIPOBOAOB,

O4YHMCTKa OXpaHHBIX 30H Ta30IIpOBOJOB OT TMTOCTOPOHHUX MPCIMETOB U ﬂpeBGCHO—KYCTapHHKOBOﬁ
PaCTUTCIBHOCTH,

IMPOBCPKA HAJIMYHNA U YAAJICHUC KOHACHCATA U3 KOHHGHC&TOCGOPHI/IKOB U TUAPO3aTBOPOB;
IMPOBCPKAa MHTCHCUBHOCTH 3allaxad rasa,

KOHTPOJIb JAaBJICHHWS I'a3d B KOHCYHLIX TOYKAX CCTU I'a30paCpCACICHUS.
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Ob OITACHbLIX ITPOU3BOACTBEHHbBIX OBBEKTAX

MOXBE3ITAPTHEP nipeanaraet cienyromue BUAbBI padOT MO JTaHHOMY HaIllpaBJICHUIO:

Q Texkymni 1 KANUTAJAbHBIA PEMOHTHI IA3011POBO/10B

Texkymmii M KanuTaJdbHBIA PEMOHTHI Ta30IPOBOJAOB JOJDKHBI IIPOBOAMTBCS II0 PE3ylbTaraM MOHMTOPUHIA MX
TEXHUYECKOTO COCTOSHUS U MPOBEACHUS TEXHUUECKOTO 00CTYKIUBAHHUS.

Bugsl pa60T, BBIINIOJIHACMBIX IIPHU TCKYIIEM PEMOHTC I'a30IIPOBOIOB!

v/ yCTpaHEHHe yTedek raza (KpomMe yTedeK raza U3 pa3beMHBIX COCJAMHEHUH 3alOpHOI apMaTyphl, YCTPaHIEMbIX
MIPU MPOBEACHUU PENIAMEHTHBIX PadOT MO MOJJAEPKaHUIO ee pPaboTOCIOCOOHOCTH);

3aMEHa MPOKIAJI0K (DIaHLIEBBIX COETUHEHUN TEXHUUECKUX YCTPOUCTB;
YCTPaHEHHUE OTAEIBHBIX MECT ITOBPEXACHUN U30JSIUOHHBIX ITOKPBITUI CTAJIbHBIX ITOA3EMHBIX Ta30IPOBOOB;

YaCTUYHOE BOCCTAHOBJIEHUE KHUPNUYHOW KIAJAKH, IITYKATypKH, OTMOCTKA U THUIAPOU3OJSALMUHU Ta30BBIX
KOJIO/IIEB;

YCTpaHEHHE MepEMEIICHUI 3a MPeeIbl Onop U Aedopmaluii (mpoBuca, mporuda) HaJI3eMHBIX Ta30MIPOBOIOB;
BOCCTAHOBJICHHE U 3aMEHA YCTPONCTB 3alIUThl HAJ3€MHBIX Fa30IIPOBOJIOB OT MAaJEHUS JIEKTPOIPOBOIOB;
3aMeHa KpeIIeHUH U OKpacka HaJI3€MHBIX Ta30MPOBOJIOB;

BOCCTAHOBJICHHE YIIJIOTHEHUH 3aIIUTHBIX (YTISPOB ra30MPOBOAOB B MECTAX UX BXO/A U BBIXOJA U3 3EMIIH;

3aMeHa 3aIUTHBIX (YTISAPOB U M3OJSAIMOHHBIX MOKPBITUH Ta30MpOBOJOB B MECTaX MX BXOJAa W BBIXOJIA M3
3eMJIN;

YCTPaHEHHE 3aKYTIOPOK ra30IpOBOJIOB;

v
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3aMCHAa apMaTrypbl, KOBEPOB, KOHTPOJIbHBIX Tp}I60K, CH(bOHHBIX TPY6OK KOHIICHC&TOC6OPHI/IKOB IIOA3CMHBIX
ra3ornpoBOJOB, BOCCTAHOBJICHHUC UM 3aMCHaA Orpa)KI[eHI/Iﬁ MECT HaJ3EMHOM YCTAaHOBKHA 3an0pH0171 apMaTrypbl U
OIIOP Ira30IIpOBOAOB.
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Ob OIMACHbBIX NTPOU3BOACTBEHHbBIX OBBEKTAX

MOXBE3ITAPTHEP nipeanaraet cienyromue BUAbBI padOT MO JTaHHOMY HaIllpaBJICHUIO:

Q0  BbinoJjHeHHe padoT MO TEXHHYECKOMY 00CTYKMBAHUIO I'a30MPOBOI0B.

BrinosnHeHne pernaMeHTHBIX paboT MO TEXHUYECKOMY OOCTYKMBAHHIO Ta30MPOBOIOB MPOU3BOAMTCA 0O€3 Hapsaa-

JIOTTyCKa.

K PCTIIaMCHTHBIM I'a300I1aCHBIM pa60TaM, BBITNIOJIHSIEMBIM O€3 Hapsaga-J0IIyCKa, OTHOCATCA:

v

v
v
v
v
v
v
v
v

paboThl MO MOHUTOPUHTY TEXHMUYECKOTO COCTOSHUSI Ta30MpOBOJIOB (32 MCKIIIOUEHUEM MPOBEPKH COCTOSHUS
OXPaHHBIX 30H);

TEXHUYCCKOC O6CJIY)KI/IBaHI/I€ ra3omnpoBOa0B 0e3 OTKITFOUCHUS IIoJa4yu rasa,

paboThI 0 MOHUTOPUHTY TEXHUYCCKOTO COCTOSIHUS U TEXHHUYECKOMY OOCTY)KUBAHHIO ITyHKTOB PEIyIIUPOBAHUS
rasa;

PEMOHT TEXHUYECKUX YCTPOMCTB Ha ra30MpOBOJIaX U B MYHKTAX PEIyIIMPOBaHUs raza 0e3 OTKIIIOUEHUS MOIaun
WJIU CHUKEHUS JABJICHUS ra3a y noTpeOurenei;

yIaJIeHHUE 3aKyTIOPOK ra30IPOBO/IOB;

KOHTPOJIb JaBJICHMsI F'a3a B CETH ra30paclpeieeHus;

yIaJleHue KOH/IEHCaTa U3 KOHJIEHCAaTOCOOPHUKOB U I'MIPO3aTBOPOB;

KOHTPOJIb MHTEHCUBHOCTH 3aIlaxa ra3a B KOHEUYHbIX TOUYKaX CETH Ta30pacipeeieHHtsl.

Taxxke 0e3 Hapsna-A0MycKa MPOBOAATCA padOThl MO JIOKAJU3AaLMWKA U JIMKBUAALMM aBapuil 10 yCTpaHEHMS
yIrpo3bl NMPUYMHEHMS BpeJa KU3HU M 3JI0POBBIO JIIOAEH, OKpYyKarollel cpene, UMYLIECTBY (PU3NYECKHX U
IOPUANYECKUX JIMI U aBapUUHO-BOCCTAHOBUTENbHbIE pAa0OThI NMPU UX BHIIOJHEHUU B CPOK HE 0ojiee CyTOK.
PaGoTbl o JI0KanM3auuy ¥ JUKBUAALNWNA aBaPUMHBIX CUTYallMi BBIIOJHSIOTCS HE3aBUCUMO OT BPEMEHU CYTOK
IIOJ1 HETIOCPEACTBEHHBIM PYKOBOACTBOM CIIEIIUAIUCTA.
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Ob OIMACHbBIX NTPOU3BOACTBEHHbBIX OBBEKTAX

MOXBE3ITAPTHEP nipeanaraet cienyromue BUAbBI padOT MO JTaHHOMY HaIllpaBJICHUIO:

Q0  BbinoJjHeHHe padoT MO TEXHHYECKOMY 00CTYKMBAHUIO I'a30MPOBOI0B.

Ha TtexHonornuecku crnoxuele paOoThl, TpeOyrolue KOOPAWHAIMM B3aUMOACUCTBUS OpHUraj, BBIIOIHSIOMINX
ra3oonacHble pabOThI [0 OTAEIBHBIM HapsAaaM-JI0IyCKaM, TOJIKEH JOTOIHUTENIbHO pa3padaThiBaThCs IJIaH OPraHu3aluu
U MIPOU3BOCTBA I'a300MACHBIX PA0OT.

K razoomacHeIiM pa60TaM, BBIIIOJIHACMBIM I10 HAPAAY-AOITYCKY, OTHOCATCA:
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TCXHOJIOTHUYCCKOC ITPUCOCANHCHNUC (Bpeiﬂ(a) K HeﬁCTBYIOHlHM ra3onpoBoiaMm,

MyCK ra3a W MPOBEACHUE IMyCKOHAIAJOYHBIX PabOT MpH BBOJE B JKCIUTyaTallUl0 Ta30MPOBOJOB, MyHKTOB
peayLUMpOBaHUS Ta3a;

ITIOBTOPHBIM IYCK Ta3a B Ta30NpOBOABI, IYHKTHl PEAYLMPOBAaHMs raza IOCIE UX OCTAHOBKH, PEMOHTA WU
pPacKOHCEpBaLUY;

TEKYIIUHA U KallUTaJIbHBIA PEMOHTBI TEXHUYECKUX YCTPOMCTB HA ra30lpOBOAAX U IYHKTAX pEAyLIMPOBAaHMs ras3a
C OTKJIFOYEHHEM TOJa4M MU CHIKCHHUEM JaBJICHUS ra3a y moTpedurenei;

CHUXCHUC 1 BOCCTAHOBJICHUC JIABJICHHUS I'a3da B Ia30IIPOBOJAAX;
YCTAaHOBKA U CHATHC 3aIlVIYIICK Ha Ira30IIpOBOAAX,

BBIITOJIHCHHC pa60T B I'a30BbIX KOJIOALAX, TYHHCIIAX, KOJUICKTOPAX, TPAHIICAX W KOTIIOBAHAX FHY6HHOﬁ Ooiee
OOHOI'O MCTpPA,

KOHCEpBaIlUs U JTUKBUIAIMS TA30IIPOBOIOB, TyHKTOB PEAYyIIMPOBAHUS Ta3a;
OTHEBBIC pa0OTHI Ha JEHCTBYIONIMX OOBEKTAX CETU ra30pacipeiesiCHuUs.
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O KOMIIETEHIIUUA

MMOKXBE3ITAPTHEP ouenb TpeOoBaTeIbHO OTHOCUTCS K CBOEH paboTe u 001a/1aeT BCEMU HEOOXOAUMBIMHI KOMIICTCHIIUSMU,
JTUTCH3USAMU U aKKPEIUTAIIUSMU JJIsL OCYIICCTBIICHHUS CBOCH NIEATEIIHHOCTH:
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