Texaomorus RFID



Oranbl UACHTUPUKAIIUN:

*‘NaeHTPUKaums
*AyTeHTUdMKaLms

*Bepuépukaums



NNaltCluprir
ayTeHTU(PHUKAIIUU:

*Ha ocHoBe 3HaHMsa Yero-Anmbo
*Ha ocHoBe 0bA2A2HUS YeM-ANDO

*Ha ocHoBe Kaknx-AMbo HeoTbeMAEMbIX XapaKTEPUCTUK



OCHOBHBIE CUCTEMBI ABTOMATUYECKOHU
MJICHTH(DUKALIUH

Cucremsbl
LUTPWUXOBBbIX
KO0B

NoeHTn=-
ukaums no
oTneYyarkam
nanbues

OnTunyeckoe
pacno3HaBaHue
TekcTa

BuomeTtpus

ABTOMa-
Thyeckas
WAEHTU=
Ppukaums

NpeHTn-
dukaums
no ronocy




LAAACKrinblkl 1111 PrviAUBUKL

KO/

4606453849072




IIpumep miTpux-kona B cucreme EAN

CtpaHa ObuwedenepanbHbin YCTaHOBNEHHbIN N3roTOBUTENIEM
NPONCXOXAEeHNS HOMep 7e,unpm1mq MHOMBUAYaNbHBIM KO, TOBapa
‘ /
Lander- . Individuelle
kenn- Bundesheitliche . p7 -
; . Artikelnummer \
zeichenl Betriebsnummer
des Herstellers KoHTpobHas
undpa

alof1f2]3]a]s|ofsf1]5]0]s

Fa. Musterwerk,
BRD Identstrasse 1. Schokoladenhase

\ 80001 Munchen 100\9

| \

OPr Anpec npeanpuarTns HanmeHoBaHue ToBapa




ABYXMCPHDIHM HI'TPHXOBOM
KO/I.
MHOTOypoBHEBBIHN (stacked code)

g




SABYXMEPHBIN HITPHUXOBOM

KO/I.
MaTPHUYHBIN (matrix code)

. 1. Version information
. 2. Format information

3. Data and error correction keys

# 4. Required patterns

E 4.1. Position
E 4.2. Alignment

Ll
& 4.3. Timing
-4

5. Quiet zone



APXUTEKTYpA YUII-KAPThI

-

Vce

Jlornyeckune cxembl
agpecauuu

RST

CLK

N WK poBaHUa <
EEPROM ROM

\




APXUTEKTYPa MUKPOIIPOLIECCOPHOU KAPTHI

4 O

[ W ) ROM
Vee || GND ™ Liny (onepaunoHHas

L 4 cucrtema)
RST || V

ke & oP J EEPROM

[ A A (AaHHbIe)
CLK || 1/O |« RAM




O61LEM AaHHbIX
6anT

MAoTHOCTL
AaHHbIX

YutaemocTb AAA
yCTpoMcTBa

YnTaemocTb AAS
YyeAoOBeKa

BHewwHune
BAUSAHUSA

BAnsHue
NpenAaTCTBUM

OrpaHuyeHue Ha
MOAOXEHUE U
HanpaBAeHUe

Bo3moxkHocTb
HECaHKLIUOHMU-
pPOBaHHOro
AOCTYyna

CkopocTb
CYUTBIBAHUSA

MakcrnmaabHOE
yAaAeHue

l...100
Hwuskas
Xopouuas
OTHocUuTeAbHasn

OuyeHb cUAbHOE

MoAHas
HepaboTocnocob
HOCTb

He6oAbLioe

Nerko

Huskas
~ 4c

0...50 cm

CHUCTEM

l...100
Huskas
Xopoluas
Nerko

OueHb cUAbHOE

MoAHas
HepaboTocnocob
HOCTb

Heb6oAbLoe

Nerko

Huskas
~ 3c

Menee | cm
(ckaHep)

Bbicokas

BbICOK03anaTHaf-I

Aerko

Bo3moxkHo
(doHorpamma)

OueHb HU3Kas
> 5¢

0...50 cm

Bbicokas

BbICOK03anaTHa$|

Taxkero

Bo3morkHo

HeBo3moxHo

OueHb HU3Kas
> 5¢

HenocpeacTBeH
HbIM KOHTaKT

16...64K

OueHb BbiCOKas

Xopouuas

HeBo3moxxHo

BoamorkHo
(KOHTaKTbI)

OnpeaeaseTcs
KOHCTpYyKLIMel
pasbema

HeBo3moxHo

Huskas
~ 4c

HenocpeacTBeH
HbIM KOHTaKT

16...64K

OueHb BbicOKas

Xopoluas

HeBo3moxxHo

He BAuser

He BAuser

HeT

HeBo3moxHo

OueHb BbicOKas
~ 0.5¢

0..5m



IIpenmyiecrsa REID:

Pabota ¢ 1o0sIMHU rpynIiiaMu TOBapOB
CyuTtpIBaHHE OSCKOHTAKTHBIM CIIOCOOOM
JlaHHBIE MOTYT JOHOJHATHCS

bosimuit 00bEM JTAaHHBIX

boJibias CKOpoCTh 3alMCH
CEeKpeTHOCTh JAaHHBIX

J10JArOBEYHOCTH

3alUIIEHHOCTD OT OKPYKAIOILIEH CPEIbI



Henocrarku RFID:

HeB03MOXHOCTH pa3sMEIEHUS 10/
AJIEKTPUYECKUMHU U DJIEKTPOIPOBOJTHBIMHU
ITIOBEPXHOCTAMU

B3auMHBIE KOJLIU3UH

IlonBep>XEHHOCTH TIOMEXAM OT
3JIEKTPOMArHUTHBIX I10JIEU

CTOUMOCTD UBTOTOBJICHUS

BiausgHue Ha 310pOBbE UEIOBEKA 77



Cdepbl IPUMEHCHUS:

- Access control

- Baggage 1dentification

- Automotive immobilization
- Document tracking

- Vehicle 1dentification

- Logistic/supply chain

- Product authentication

- Ticketing



Cdepbl IPUMEHCHUS:

- Access control

- Baggage 1dentification

- Automotive immobilization
- Document tracking

- Vehicle 1dentification

- Logistic/supply chain

- Wireless commerce

- Product authentication

- Ticketing



KommmoreHnTsl RFID

*CUunTHIBAIOIIIEE YCTPOMCTBO (pUIED)
* AHTECHHA

ePannouacToTHas MeTKa



OcHaoBHBIE KOMITIOHEHTHI RFID

g

Pupoep RFID

MpunoxeHue

<dmmmm [aHHble —)
BeckoHTaKTHbIN
BN TakTOBbIA CUrHA - L1 HOCUTESb AaHHbIX
QHeprus = TpaHcnoHaep
B (Leob6xogumas
AN NUTaHnS
TpaHcnoHaepa)
3nemeHT cBa3U

(kaTylLKa, MUKPOBOJIHOBas aHTEHHa)



Kaaccudukanusa RFID:

1o npuHUMNY paboTbl

O 06bEMY NepeAaBaeMbIX AAHHbIX
O HaAUYUIO LLINMPPOBAHMUS

O TUMY HOCUTEAS AAHHbIX

O TUMY YNpaBAE€HUS

O HaAMYMIO MUTAHUS

O YaCTOTHOMY AMAMa3oHY

O CI'IOC06)’ 3aNMMCU AaHHbIX

o cnocoby nepeaayn AaHHbIX (OTBET
TPaHCMOHAEPA)

[lo cAoXkHOCTU 0BpaboTKM



[TpuHIIUIT PAOOTHI:

Full Duplex - FDX

*AYTNAEKCHbIE CUCTEMDI

Half Duplex - HDX

*TTOAYAYTNAEKCHbIE CUCTEMDI

Sequential - SEQ

*NMMOCAEAOBATEAbHbIE CUCTEMDI



Haanuue mudpoBaHUd:

S¢T IOISAH>O OO VD T B-X > ©

0OP> X

XsSosHzI



XpaHeHUE HJaHHbBIX:

EEPROM

Electrically Erasable Programmable
Read-Only Memory

SRAM

Static Random Access Memory

[MAB



Kaaccudukanusa RFID:

1o npuHUMNY paboTbl \/
O 06bEMY NepeAaBaeMbIX AAHHbIX \/

O HaAUYUIO LLINMPPOBAHMUS \/
O TUMY HOCUTEAS AaHHbIX\/
O TUMY YNpaBAE€HUS

O HaAMYMIO MUTAHUS

O YaCTOTHOMY AMAMa3oHY

o cnocoby 3anncu AaHHbIX

o cnocoby nepeaayn AaHHbIX (OTBET

TPaHCMOHAEPA)

[lo cAoXkHOCTU 0BpaboTKM



YHacToTHBIN OUaria3oH;:

*30...300 Hz

*3...30 MHz

*0,3...3GHz




Crioco0ObI 3arivcH:

write once read many

read/write



Ilepemaya naHHBIX:

*OTparkeHue/paccesHue
*MoAyAAUMOHHasA Harpyska
*Cy6rapMoHHMKH

'HOBePXHOCTH bl€ BOAHDI



ObpaboTKa nHPOPMAaIIHH:

*Low-end systems
*Mid-end systems

*High-end systems



AAapPaKTEPUCTUKH RIF1D)
CHUCTEMEI.

du3nueckoe B3aMMOAEUCTBUE:

* 3AEKTpMYECKOEe
* MarHUTHOE

 Sm R ASN FEE IN AEgEE 5 Sw SN

Pa6bouyas AaAbHOCTDb

eClose-coupling
eRemote-coupling
el ong-range



KPpUTEPHUH BbIOOPpA RIF1D)
CUCTEMBI:

*Pabouyas yactoTa
e AaAbHOCTb AeNCTBUA
*TpeboBaHus K 6e3onacHOCTH

*Ob6bEM NaMaTH



LHOCTEL NEUCTBUYA

nﬁ%n_ﬁgﬁu&nﬁeﬂ@.ﬁ??eﬂm "I o0aCE]



CTpyKTypHasa cxema
HMHGPOPMAILITMOHHON CHCTEMEBI

[MpUeéMHUK

KaHan
Moaynsitop [ ™| Nepeaatuuk I >
Komep [Tomexu

!

A

.D,emo,qynmopl

:

[ekoaep

v

B




BpeMeHHbIe guarpaMmabl

FGX

Mepenaya aHeprum
Pupgep - Tpancnonaep

TpaHncnoHaep - puaep

Mepepaya aHeprum

Pupep - Tpancnongep

TpaHcnoHaep - puaep

SEQ

Mepenava sHeprim s I s IR i R
Puaep - TpaHcnoHgep >
TpaHcnoHaep - puaep | , S




ACHUHXPOHHBIN PEKUM

Burt
crapra

* BbuUTb! AaHHLIX /\

o 1 o 1.0 0 1 1 0 1 1

Cron-6mThI




[TndppoBBIE KOOBI
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Monayadaiimusa CUTHAAOB
x(t) = A(t)cos|wyt +0(1)]

*ASK
*FSK
*PSK



Vask(t)

Vd(t)

MoaynaTop
ASK

Vce(t)

IIIII

VY

VUV

VY,

AMIIAUTYTHAA MOAYALLIHSL



HacToTHad MOAYAdIIUM

I |
vd(t) [ 0 | o | o 1
I | |
0 | | I LR
I I I | I | |
VA(t) 1 I | I I | | |
I
SV
1 | | | | | | |
|
Vva(t) 1 I
I

Vfsk(t)

HULLAAARAARLARRA RN

SV

I
I
| | | |
I
I

Vd(t) —

MoaynaTop

FSK A

— Vfsk(t)




dazoBad MOAYAAILIULI

Vd(t)

X1,-1 p—» Vpsk(t)

MogynsaTtop
PSK




TpaHCIIOHaEPEHI



KNOHCTPYKIINH
TPAHCIIOHAEPOB:




Tpancoonaep

ANeMeHT CBA3N

/ (kaTywka MHnyKTMBHOCTM,\
\ aHTEeHHa)

wod

Kopnyc

Mwukpocxema



U An1VvuUM 1 r1iblC
TPaHCIIOHAEPHI

*LC-koHTYp
*MWKpPOBOAHOBBIE CUCTEMBI

* AeAnTeAb YacToThl
*DAEKTPOMarHUTHbIE CUCTEMBI

‘AK)’CTOMaFH NTHbIE CUCTEMDbI



[ IpuHIMIT IENCTBUS PagUOYaCTOTHOTO
EAS-TpaHcnonepa

[epemeHHOE MarHUTHoE none
P .
OHeprug

NameputensHaga

fa ) Antenna (kaTywka)

reHepaTopa KaTyLuKa
MpuemHuk
Mepepatunk EAS-merka (MOXET OTCYTCTBOBATb)

Mpotusopeiictene  [poTMBoAenCTBUE

Ry



PaMouyHad a”HTeHHAa

T
| -H

|

ﬂ




MHUKpPOBOAHOBAasI CUCTEMA

’ :> hﬂmnonb/
BapMKan\ |
-~ 3
fA <: \
2 xf,

]

anHuMnMa.ﬂbHaﬂ cXeMa MexaHunyeckas KOHCTPYKUUA



Tpa”HcrioHaep C AEA€CHUEM
JaCTOTBI

|
- '
|
? |
ﬁ+ ’
et enutens] |
& Cr L}laCTOTbI :
Cy G, |
R. |
e /2 |
____________________________ o
Cxema aHanu3a SHeprus, 3almnTHaa aTuKeTka
(Ha ocHoBe NONOCOBOrO || yacToTa f
¢bunbTpa) Ans 4actoTsl /2
MaruuTHoe none H

Cuctema curHanuaaumm



OAEKTPOMArHuTHAad METKAa




AnycluMalrnorvilidad

CHUCTECMa

fo Karywka
reHepatopa

[Nepepatymk

I'IepemeHHoe MarHUTHoe none
B KaTyllKe reHeparopa

TpaHcnoHaep

[MpremHumk

NameputenbHas
KaTylika

T

[MepemeHHOE MarHUTHOE none
B NPUCYTCTBUM TPAHCTOHaepa

PhRP-




AKyCTOMarHuTHad METKa




CHCTEMBI C HHAYKTHBHOH
CBA43BIO

[NlaccmBHbIM TpaHCMOHAEP
*MoayAaumMs HarpyskoM
*MoAyAALMA C UCNOAb3OBaAaHUMEM MOAHECYLLEN

*CybrapMoHuyeckas cuctema



CucreMa C r1acCCUBHBIM

TPaHCIIOHAEPOM

R

CuuTbiBaloLLee
YCTPONCTBO

MaruutHoe none H

g

011(3
L 2

|

|

Mukpocxema |
|
TpaHcnoHAepay;

TpaHcnoHaep




wACNMA MUO/YArdllklkl
HArpy3KOH

HanpaxeHHOCTb
arHuTHoro nona H

Mukpocxema

fREADER *+ H

MNonocoson

UNbTP i| |
1<

I[lemonynmop

/ TpaHcnoHaep

ByHapHbI KOJOBLI CUrHan

CunTbiBaloulee
YCTPONCTBO




CYOI'dpPpMOHHNYCCKHNHA
TPAHCIIOHIED

| EEPROM

Mukpocxema

Mopynatop




Close-coupling

|
CyuTbiBatoLwee
YCTPOWCTBO 4)
(Mukpocxema | /
&= | rparcnonnepa ==
\\\\\\\‘4DGDDMT0mﬂﬁCepﬂeqHMK

TpaHcnoraep

AHTEHHa
TpaHcnoHgepa




SEQ-Tpancnonaep
bnok-guarpamma tpancnonjaepa TIRIS

1T 1 )

ROy enyTent =
- nepefayn —»[eHepaTop TaKTOBbIX T & AN H—

puaepa MY LCO N Voo
$ Llens paspapa
AHTeHHa T _—
TpaHcnoHaepa
B COCTOAHUU L L :
EEPROM
pesoHaHca TT T  |e{Cpsurosniile
e N hE RERSIE AR KongeHcartop,
z aKKyMynaTop
%mpoma Moaynauua / yaya




M3MeHeHne HanpsyKEeHUSA Ha KOHACHCATOPE
TpaHCOOHAEpA

A
®daza 3apspa: i j L
(asza 4TeHNa JaHHbIX: i F |
daza paspapa: ! '

[]

NameHeHne
HanpsXXeHna Ha
KOHOeHcaTope




IIAB TpaHcnouaep

[unonbHaa aHTeHHa
BcTpeyHo-WThIpeBon NpeocdpasoBaTeb

/ / OTtpaxarenb

R

[Nbe303neKTpruYecKnii MOHOKpUCTaN




CyuTnhiBaATEAHU



CUyuThIiBaATEAU

My =
Il



Cxema PU-uHTepdeiica c

UHAYKTHUBHOHU CBA3BIO

lenepato Mogynsto Buixoawon
NepenaBaembie UP—_ P Ay P MOoaynb
OAHHbIE ?
&
Monocosown
o Ademopynatop Ycunutens
MpuHatbie dbuneTp

OaHHbIE

Mes3no
| AHTEHHDb!

ety

|
L
|



e e B ) e Ve L L e e o ol V-rI\TIVLLVV\-

AN MU KPOBOAHOBBIX
CHUCTCM

[ e e O —
| Y B 7 |
MHOXUTENb bIXOQHON
| feneparop - MoaynatopH~ 4acToTbl [ MOAyNb |
76 MIN'y
MNepenasaemble | (x32) 2,451y |
NaHHbIE | 73 |
G;
[ L | rhesno
| aHTEHHb!
CBY HanpaBneHHbIN
1
o= 2 AemonynaTop (= o Mkmi [+ ] YOWMTenb 1 e etauTens +—0©
Mpuuatoie | |
DaHHbie L " ] T
________________________ [ - — |




e e B ) e Ve L L e e o ol V-rI\TIVLLVV\-

IIASI TIOCAEIOBATEABHBIX
CUCTEM

I
BoixogHon
U‘-—- lfenepatop (= Moaynatop (= MOLSI\b —_ | Orueano
| AHTEHHbI

I
Mepepasaemblie |
OaHHble | J
o— |
| I .I.
I
O-= Aemoaynatope— Ycunutens | |
MpuHaTble | |

OAaHHbIEe e i - A



BbAOK yripaBA€eHUSA

Bson
OAHHbIX

O—

—~at-

Y

RS 232/485 ‘—l
2|

BuiBOAO
DAHHbIX

nnT

Mukponpoueccop

HaHHbie

CneunansHas UC
(koanposaHue

W oeKkoaupoBsaHue,

Kpuntoonepayuun)

-0

3anomMmuHaloume
yCTpOnUcTBa
Q3Y, N3Y

PY
uHtepdenc



AHTEHHBI:

*AHTeHHa-B1bpaTop
*BoAHOBOM KaHaA
*MuKponoAocKoBas aHTEHHa

ellleaeBas aHTeHHa



CucreMbl
3aIIIUTHI



Kpurepumn 6e30I1acHOCTH

*LLeAOCTHOCTb
*KOHPUAEHLMAABHOCTb

*AOCTYMHOCTb



3aumTa uHdhopMalluu

AHTUKOAAU3ZUM

HOMeXO)’CTOIZH UBOE KOAMPOBaAHUE

LLinppoBaHue

- Cmmmepr-lele KPUNTOCUCTEMDI

- ACMMMGTPM‘-IHbIe KpUnTo CUCTEMDI

- KOM6MHMPOB3HHbIe KPUNTOCUCTEMDI

XawunpoBaHue

Lindposasa noanuch



[lapameTphbl KOIOB:

*PaspsaHocTb koAl
*Yucao MHPOpPMaLIMOHHBIX CUMBOAOB
*U36bITOUYHOCTb KOAQ

*KoppekTupytowasa cnocobHocTb



AHTHUKOAAN3HOHHBIN
MYABTHUIOCTYII

espace division
SDMA multiple access

*code division
FDMA multiple access

*time domain multiple
R access
CDMA *frequency domain

multiple access



Kpumrrorpadpus:

LLindposaHmne AaHHbIX, NnepepaBaembiX Mo
KaHaAaM CBSI3M MAU XPaHMMbIX B MaMATH

NaeHTUPUKaums/ayTeHTUPMKaLUA
MOAb3OBaTEAS

KoHTpoAb/pa3rpaHuyeHmMe AOCTyNa K pecypcam
cuctembl/cetu

YnpaBAeHME KPpUNTOrpadUUECKMMUM KAKOHAMMU
KOHTpPOAb LLEAOCTHOCTH



O0O00IIIEHHad cCXeMa
KPHUIITOCUCTEMEI

OTtnpasutens Monyyarens
Knio4 Knioy
pacwwuoposarusa k1 pacwudppoBarus k2
Coobuwenve M | 1judpposanme |} | Wudprekct C Pacwupposanve [ coopwere M'
E D -
RS R R S A T “ HeaammmeHHb‘ﬁ e |
R Fari

C=E,(M) M':Dkz(c)



dopmupoBaHue ILII1

CoobueHne M

» CoobueHne M
{ K nony4atenio
i
@'éoppa"m Aanpxect m ACMMETPUYHOE Lindposas
A wwu n
nanoxecra coobuieHms dposaHme noaANUCH
‘? OTnpasnsemoe
. coobuieHune
CeKpeTHbIi KNy
otnpasutens k,
Coobuwerne M Xaw m=h(M)

> Xow-PyHKUMSA -




[IpoBepka OLII

CreHepupoBaHHbIN
DANAXECT m

MonyyeHHoe
coobuieHue
Anroputm
Cooékxﬁxenue reHepaLmm
Or nanpxecra
oTnpasuTens
—-
Lindposasn ACUMMETPUYHOE |
noanuchb pacwudposaHnue |

OTKPbLITHIV KNIOY
otnpasutens K,

PacwudpoBaHHbIA
nanpxect ml

Her




Jlanuabie DOLII

e AaTa noanucu

*CpokK aencTtBusa KAtoya SLLI
*MHdopmaums o BAapeAbLE
*IMa OTKpbITOro KAlo4a

*Lindposasa noanmco



