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Blockchain

Block Structure

”

A Header
. Version (4 bytes)
Previous Block Hash (32 bytes)
Transactions Merkle Root (32 bytes)
Epoch Timestamp (4 bytes)
Bits / Difficulty Target (4 bytes)
Block m+2 f Body
T
Transaction é =
Transaction x

Transaction Structure

Input
Previous Transaction Hash
Sender's Public Key

Sender's Signature w/ Private Key
Index

g = Discarded Branch

(Genesis) L] = main Block Chain
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*2008 — nybonukayms
nccrnenoBaTenbCKon paboThl
CaTtowun HakomoTo



McTtopua

e 2009 — penus KNueHTa, BbiNyCK NepBbIX
OUTKOVHOB

« 2010 — nepBasi U eANHCTBEHHAaH
cepbe3Hast yi3BUMOCTb

* 2010 — nepBaga nokynka — nuuua 3a 10000
BTC, S25 Toraa, S5 MUnjMoHoOB cendac



McTtopua




[100blva

Difficulty
50,000,000 -

20,000,000 — i
10,000,000 - Difficulty

5,000,000 - ASIC

2,000,000 -
1,000,000 —
500,000 -

200,000 -
100,000 —
50,000 -

20,000 -
10,000 —
5,000 -

2,000 -

1,000 o GPU
500 -

200 -
100 —
50
205
10
5_
2 4 (CPU
1 T T T T T AT T T T I T T T T T T T I T T I T T T T T T I T TTTTIrTITITIm

J FMAMJ JASOND J FMAMJ JASOND J FMAMJ JASOND J FMAMJ JAS
10 1" 12 13

FPGA

Pools

Figure 2: BTC Mining Difficulty has increased by
50 M x. Data from http://blockchain.info. Lines
indicate the introduction dates of new technologies.
GPUs and Pool overlapped.
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Total Bitcoins over time
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Bnagenbubl

e Satoshi Nakamoto: BTC 980,000

* The FBI: BTC 174,000 (seized through the
closure of Silk Road)

* The Winklevoss Bros.: BTC 120,000




Silk road (2011-2013)

A Silk Road  meswes orerso o000

anonymous market Search Go
Shop by Category

Drugs 8,670
Cannabis 2,066
Dissociatives 765
Ecstasy 660
Opioids 591
Other 455
Precursors 50 e ; A 4 8
g:ﬁ:l:::?;figozf $1.30 $23.33 $2.32 $0.98

Apparel 264
Art 127
Biotic materials 7

Books 861 — Py 'fv J’
Collectibles 5 D b, D07  C O Ty A

Computer equipment 32 S A Kagrajgll (India), 1 ee ac | TheBen
Custom Orders 68 S i g4 o
Digital goods 509 Kamagra jelly (India). 1 Honeycomb Wax (85+% 1 gram x Moroccan Hash x  Citalopram 10x 20mg table

Drug paraphernalia 305  week pack THC) Fully Purged DUTCH QUALITY
Electronics 77 $0.98 $1.45 80.27 $0.10
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Bitcoin heists

Name Severity (January USD Equivalent
2014 BTC)

2014 Mt. Gox Collapse 850000... BTC 700 258 171 $
Silk Road Seizure 32716.:BTC 26 867 560 $
Sheep Marketplace Incident 4978..BTC 4070923 %
Silk Road 2 Incident 4400., BTC 3624 866 $
GBL Scam 4185.. BTC 3437446 %
MintPal Incident 3894 ..BTC 3208412 %
Bitcoin Savings and Trust 3700...BTC 2983473 %
PicoStocks Hack 3679..BTC 3009 397 $
MyBitcoin Theft 1395... BTC 1072570 %
CryptoRush Theft 950.,BTC 782641 %




MacLutabupoBaHue

*Visa — 2000-4000 tps
* Bitcoin — 7 tps
* 10 minute confirmation

* 80 Gb disk space
* 200-300 Gb/month traffic



Satoshi Roundtable — 2016




CnabocTtu

* MacLwutabupoBaHue

* Bpemsa noaTBepXaeHUs

* PacnpeaeneHne KOHTpon4

* PacnpeneneHne OMTKOMHOB
 [1ledonALUMOHHOCTb



AnNbLTKOUHbI 1 OyayLulee

1 Bitcoin 6,477,423,47%
2 Ethereum $ 902,749,707
3 Ripple  $ 256,680,009
4 Litecoin  $ 147,367,336
5 Dash $ 45,281,297







