KOMIIBIOTEPHAA PABBE/IKA

Tema Ne 6 TpaccupoBka ¥ HACHTA(HUKALIMSA B KOMIIBIOTEPHON CETH



Bonpockr:

Hccnenoanue 1P-agpecos;
HccnenoBanue nuHamuueckux IP-angpecos;
HccaenoBanue agpecoB MAC,;

N\

TpaccupoBKa 3JIEKTPOHHOHU ITOYTHI.



1. ICCIIEAOBAHUE IP-AJIPECOB.



IMPOBJIEMbI UAEHTUD®UKALIUU 110 IP-AAPECY

1. IP-aapec HCTOYHMKA MOXKET OBITh NOJJICIAH;

2. IP-agpec HWCTOYHMKA arakh MOXKET HAXOAUTHCI Ha
PACCTOSSHUM  MHOXECTBA  TPAH3UTHBIX  YYACTKOB  OT
MCTUHHOI'O UCTOYHHKA aTAKU;

3. IP-agpec npuHamICKUT MalinHEe (@ HE YEIOBEKY), U
COOTBETCTBYET OIPEACICHHOM CHCTEME B ONpPEICICHHOE
BpeMs (JUHAMHYECKHE afpeca).



Ucnouas3oBanue nslookup aaa maearunpukanuu 1P-aapeca
CeTH

FQDN (fully qualified domain name, moJHOCTBbIO KBaJIH(DPUIIMPOBAHHOE
UM JIOMEHA) UM JJOMEHA, HE UMEIOIIEE HEOAHO3HAYHOCTEN B OINPEACICHUM.
BxirodaeT B ce0s UMEHa BCEX POAUTEIBCKUX JOMEHOB uepapxun DNS.

DNS (Domain  Name System, CUCTEMa  JIOMECHHBIX  HMMEH)
KOMITBIOTEPHAS PACIPEACICHHAs CHCTEMA JJISl  TOJYYEHHST HH(OpMauu
O JIOMCHaXx.

Komanga nslookup (momck Ha cepBepe HMEH) MCIIOIb3YETCS IS
nojiyyeHus [P-anpeca wim FQDN, ecian M3BECTHO OJIHA M3 3TUX CCHUIOK Ha
cucreMe. nslookup npocro 3ampammBaer cepBep DNS (cucremy HMEH
OOMEHOB), 4TOOBI 0TOOpa3uth IP-agpec B FQDN.



IIpyMep MCNOJIb30BaAHME KOHCOJBbHON YTHJIMTHI nslookup s
uaeHTupukanuu IP-aagpeca ceTun

;‘ﬂcmdaxt

P:\WINNT\systend2Onslookup www.lafayette.edu
Server: mntu.mat.rs.els—-gms.att.net
Address: 12.127.16.67

Non~authoritative answer:
Name : wuw. lafayette.edu
Address: 139.147.8.11

F:\WINNT\systen32>ns lookup 139.147.8.11
Server: ratu.mt.rs.els-gms.att.net
;nddress: 12.127.16 .67

3Naae www.lafayette.edu
eﬂddre 139.147.8 .11

gF:\uINNT\system32>-




IIpunuun padorsr DNS

32.97.253.60 Nepavraiuit cepaep DNS
3aMMLLIET B CBOK KALLI-NaMATh,

yro www. fbr.gov
COOTBETCTBYET 32.97.253.60.

e
"

(‘D o

32.97,253.60

Coenmienne ¢ 32.96.111.130



TpaccupoBka I1P-aapeca KOMIIBIOTEPHOU CETH

Traceroute, mim tracert B cucrteMax Windows, SBISIETCI CHUCTEMHOH
KOMAaH/IOM, KOTOpasl ONpeesieT MapIIPyT, KOTOPLIM CIEAYET IaKeT, UTOOLI
JTOUTH 10 CUCTEMBI HA3HAUCHUSL.

Traceroute wucnons3dyer mojie TTL (Time To Live — Bpems XKH3HH)
nporokosia MurepHera (IP) ansa momydenuss orBera Time-Excee- ded
(OpeBBIIICHUE BPEMEHH) IIPOTOKOJA KOHTpoasa cooOmeHuld HWMHtepHera
(ICMP) or kaxaoro MapuipyTuzaropa Ha MNOyTH JOCTyla K XOCTY
Ha3Ha4deHUs. Traceroute IMOCBUIACT IIAKETHI IMPOTOKOJA Jararpamm
noab3oBaressi (UDP) ¢ HeOompmmm TTL m  oxumaeT BO3BpallCHUS
cooomenunn Time-Exceeded ICMP. IlepBblii makeT, KOTOPBIM MHOCHLIAET
traceroute, umeer 3HaueHue TTL, paBHoe 1, u traceroute yBenuuuBaetr TTL
Ha equHUIY, IToka He OyaeT noaydeH naket ICMP Port Unreachable (mopt
HEJIOCTYICH) OT BBIOPAHHOI'O XOCTa Ha3HAYCHMS.




IIpuMep MCnoIbL30BaHUA KOMaH/BI tracert B cucreme Windows

s B
Aamunuctpatop: C\Windows\system32\cmd.exe I o | E 'ﬂ-]

—w Taumayr Ta¥mayr kKaxporo orsBera B MUAAMCEKYHOAX.

-R Tpaccuposka nytu (rtoabko I[IPub).

-8 anpecHcrtouHuka Hcnoab3syemm anpec uctodyHuka (toabko IPub).
-4 MpuHynuTeabHoe ucnoab3oBaHue I[Pu4.

-6 MpuHynuTeabHoe ucnoab3osaHue [Pub.

C:\Users\EBruus>tracert wuw.mail.ru

TpaccupoBka mapupyra K www.mail.ru [24.100.180.701]
C MAKCUMAAbHBIM YMCAOM npbixkkos 30:

1 ms ? ms 1 ms router.asus.com [192.168.1.11]

27 2 2 85.175.1.63

3 1 1 83.239.110.40

4 1 2 87.226.233.173

19 18 17 95.167.90.46

21 18 17 188.254.34.246

18 ms 17 ms 18 ms ae38.vlan906.dl14.m100.net.mail.ru [94.100.183.57

3 % 3 MpeBnuweH UMHTEpBaA OXWMAAHUA AAA 3anpoca.
18 ms 18 ms 18 wvew.mail.ru [24.100.180.701

TpaccupoBka 3asBepueHa.

C:\Users\EBruuw>




[IpuMmep rpaduyuecKor yTUIIMTHI, BBITOJHSAIONMIECH (PYHKIIUIO TPACCUPOBKHU

X} NeoTrace: www.mail.ru

e 3 oo | @ O[]

| Bsve @copy @prix | @Ping Roptions @ Orine Hep

S® o0 | External Apps -
‘previous || Node 130f 14 + | * Next
Node 1: 5302

Node 2 217.19. me 53
uodea promthws.ldmet com
llodc" idknet-5171.moldtelecom.md
Node 5: output.moldkelecom.md
Node 6: sl-gw2-fra-6-1-0.sprintink.net
Node 7: sl-bb20-fra-0-0. sprhbhk.net
Node 8; sl-bb21-ham-14-0. snrﬂi'&.mt :
Node 9: s-bb21-cop-13-0. speintink.net
HNode 10; sH:bZl-shcrlw.spltﬂkmt
Node u w:mzs—o mm
Node 12: sle-goldes-1-0.sprintink.net.
v Node Is CatD1,moscow. dhnet
‘Node 14; mail.ru




[IpuMep ynalleHHOTO CE€pBHUCaA, BBIOIHSIONEN (DYHKIIUIO TPACCUPOBKH

Al
E:

X} NeoTrace: www.mail.ru

Tt frmn =l o | v -[Cworse (i)

| Rsve @cory Spur | @png Bopions @ oninerish

SE®o B | Extemnal Apps -
‘previous || Node 130f 14 + | Next
Node 1: 5302

Node 2 217.19. zoa 53
uodea prmethwsm com
mdﬂ idknet-5171. moldtelecom.md
Node 5: output.moldelecom.md
Node 6: sl-gw2-fra-6-1-0.sprintink.net
Node 7: s--bb20-fra-0-0, spm&ic.net
Node 8: sl-bb21-ham-14-0. suh\ﬂ:.mt :
Node 9: s-bb21-cop-13-0. speintink.net
HNode 10; sH:bZl-shcrlM.splﬂikmt
Node 11: sl-gw10-sto-15-0.sprintink.net
Node 12: sle-golde~1-0.sprintlink.net.
v Node 13 catol.mmow dh.net
‘Node 14: mail.ru




bas3el naraeIx Whois

baza maHHbIx Whois SBIsSI€TCS LEHTPAIbHBIM PEIIO3UTOPUEM, KOTOPBIM
COACPKUT HMH(POPMALMIO IS KaXJIOro JOMEHA, 3aperuCTPUPOBAHHOTO B
HNuaTepHeTe. ABIseTCS CBOEro pojia «TeIe(OHHON KHUTON.

yrpasiseT [IP-nomepamu niis CeBepHord Amepuku, FOxxHOM AMEpUKH,
Kapnocknux octpoBoB u Adpuku, roxHee Caxapbl. ARIN sgBisiercss oqgHuM H3
Tpex MHUPOBBIX PermonanpHbix peecTtpoB HWMutepHera (RIR), kotopsie
COBMECTHO IPEIOCTABIISIOT CIIYKObI peructpanuu [P mjist Bcex pernoHoB Ha
3€MHOM IIape.

(Reseaux IP Europeans) oocinyxkuBaet EBpony, Cpeaauii BocTtok
M 4acTh AQpHKH.

(Asia Pacific Network Information Center) o0cinyxuBaeT A3naTcKo-
THUXOOKEaHCKUN PETUOH.



Brimonnenue 3anpocoB Whois B cuctemax Windows

Cucrtembl Windows He HMMEIOT YTHJIMTBI KOMaHAHOW cTpoku whois. [losTomy He
OOXOJIMMO HMCHOJIb30BaTh MPHUIOKEHHUS HE3aBUCUMbBIX IOCTABIIMKOB MM COOT
BeTcTBYIOIME Web-caiTel, Takue kak ARIN umm RIPE, nns 3ampoca 06a3 maHHBIX

Whois.

£ Spade - Browsing http://lo4d.com, finished - o IEH
File Edit View Window Basics Tools Help

| || = || @10_=] @Magic ] B
v o S
& Browsing http://lo4d.com, finished
Log 12/10/13 08:11:25 Browsing http://lo4d.com

’ag’ Fetching http://lo4d.com/ ...

Copy GET / HTTP/1.1
() Host: lo4d.com

Paste Connection: close

A" User-Agent: Sam Spade 1.14

HTTP/1.1 301 Moved Permanently
Server: nginx

@& Date: Tue, 10 Dec 2013 07:11:24 GMT
e Content-Type: text/html
% Content.-Tenath: 178

<

| 4 http://lo4d com (we |
"ﬁb’riHelp, press F1 R (0 bl I y/

HNutepdeiic yruutel Sam Spade



NHOOPMAILIMOHHLBIE PECYPCBHI B UHTEPHETE

* 3anpockl Kk 0a3e gaHHbiXx Whois ARIN: http://www.arin.net/

* 3anrpocsl k 0a3e ganHbiXx Whois apmuu CIHA: http:/www.nic.mil/dodnic/

* 3anpoChl aMEpUKAHCKHUX TOYEK KOHTAaKTa: http:// www.internic.net/whois.html

 3anpockl 0a3el JaHHbIX Whois RIPE: http://www.ripe.net/cgi-bin/whois

* 3anpockl 0a3bl JaHHBIX Whois APNIC: http://www.apnic.net/




2. UCCJIEJIOBAHUE TUHAMUYECKHX IP-
AJIPECOB.



Jlnnamudeckue IP-aapeca yaiie BCero UCoib3yroTCs 111 3KOHOMUM I1yJIa
[P-agpecos
Haunbonee pacmpocTpaHeHHBIE CHOCOOBI cOepexeHus IP-

aIpPECOB:
*mpancaayusn cemeevix aopecoe (NAT);
*npomokxon ounamuueckou konguzypauuu xocma (DHCP).

O0a MeTona o0ecneunBaroT pacupeaencHue IP-aapecoB, KOTOpoe MOXKET

OBITh TMHAMUYECKUM.



UccaenoBanue IP-aapeca B cpene DHCP

DHCP npenocrapisger nuHamudeckue [P-aapeca xoctaM, oopalaromumcs K
cetu. Paboune cTaHIUMM KOH(PUTYPUPYIOTCS IS IOJy4YEHHsT CBOuUX [P-

agpecoB (BMeECTE C JIPYroM ceTeBor MH(pOpMAIUEH) OT UEHTPATU30BAHHOTO
cepsepa DHCP.

HoyToyk
COTPY/HUKA

3anpoc IP (DHCP DISCOVER)

OFFER:
IP: 192.168.0.10
Wintos: 192.168.0.1

Cepsep umeH: 12.87.56.1
Macka cetv: 255.255.0.0

PaboTa HayanpbHOTO 3ampoca



Microsoft DHCP Service Activity Log

Event ID Meaning

00 The log was started.

01 The log was stopped. l DHC P (l)

02 The log was temporarily paused due to low disk space. O g c ep B ep a HKCI/IpyeT
10 A new IP address was leased to a client. BpeMH apeHH])I IP_aHpeca
11 A lease was renewed by a client.

12 A lease was released by a client.

13 An IP address was found to be in use on the network.

14 A lease request could not be satisfied because the scope's address pool was exhausted.

15 A lease was denied.

16 A lease was deleted.

17 A lease was expired.

20 A BOOTP address was leased to a client.

21 A dynamic BOOTP address was leased to a client.

22 A BOOTP request could not be satisfied because the scope's address pool for BOOTP was exhausted.

23 A BOOTP IP address was deleted after checking to see it was not in use.

50+ Codes above 50 are used for Rogue Server Detection information.

ID Date,Time,Description,|P Address,Host Name,MAC Address

1) 11,12/05/00,18:35:38,Renew,10.0.2.8,lappie-XX.,00104BDF3720
2)11,12/05/00,18:35:40,Renew,10.0.2.78,TEST2.company.com,006097CC6172
3)11,12/05/00,18:35:40,Renew,10.0.2.8,lappie-XX.,00104BDF3720
4)11,12/05/00,18:39:33,Renew,10.0.2.78,TEST2.company.com,006097CC6172
5) 10,12/05/00,18:39:43,Assign,10.0.2.94,,005056AC0208

6) 17,12/05/00,18:47:55,Expired,10.0.2.21,



UccaenoBanue IP-aapecoB npu TpaHCIAAINA CeTEBbIX
aJipecoB

Tpancisiiust ceteBbIX azpecoB (NAT) mo3BoOndA€T OAHOMY YCTPOMCTBY C
OJHUM pealIbHbIM, 3apEeruCTpUpPOBaHHBIM IP-azpecoM mpeacTaBiasTh LENYIO
CETh cUCTEM B VIHTEpHETE.

CymiecTByrOT Tpu auariazoHa IP-anpecoB, KoTopwie 3ape3epBUPOBAHBI A
YaCTHOT'O UCIIOJIb30BAHUS:

ot 10.0.0.0 1o 10.255.255.255,
or 172.16.0.0 no 172.31.255.255
ot 192.168.0.0 10 192.168.255.255.

IlogoOHbBIE agpeca HUKOraa He OyayT paclpenciaeHbl MyOINYHO U SBIISIOTCS
He3ape2ucmpupos8aHHbIMy HOMEPaAMHU.



IHpunuun padorsr NAT

oy
10.0.0.1 -
10.0.0.2 g@
- - 10.0.0.3 Q
141 23 5:62452 3 i
: 10.0.0.4
14.1.235:62453 ; p
: ']!Ia

qﬁ 14.1.23.5:62450
1

14.1 .23.5:6245;

=
'l
i
.

Internet NAT Router
14.1.235



2009.03.14 22:48:07 **Smurf** 221.13.14.0, 14150->> 192.168.1.2, 15000 (from ATM1 Inbound)
2009.03.14 22:41:40 ADSL Media Up !

2009.03.14 22:31:03 NTP Date/Time updated.

2009.03.14 22:25:39 ADSL Media Up !

2009.03.14 21:52:55 ADSL Media Up !

2009.03.14 21:34:04 ADSL Media Up !

2009.03.14 21:29:24 ADSL Media Up !

2009.03.14 20:50:29 ADSL Media Up !

2009.03.14 19:49:53 ADSL Media Up !

2009.03.14 19:36:49 ADSL Media Up !

2009.03.14 19:16:24 **Smurf** 221.13.14.0, 14150->> 192.168.1.2, 15000 (from ATM1 Inbound)
2009.03.14 19:03:07 ADSL Media Up !

2009.03.14 17:49:07 **Smurf** 196.206.196.0, 27844->> 192.168.1.2, 15000 (from ATM1 Inbound)
2009.03.14 17:27:13 ADSL Media Up !

2009.03.14 16:26:17 ADSL Media Up !

2009.03.14 16:25:12 ADSL Media Up !

2009.03.14 16:22:47 192.168.1.7 login success

2009.03.14 16:22:40 User from 192.168.1.7 timed out

2009.03.14 16:12:48 ADSL Media Up !

2009.03.14 16:07:46 192.168.1.7 login success

2009.03.14 16:07:39 192.168.1.7 login fail

2009.03.14 16:00:47 **Smurf** 192.168.0.255->> 192.168.0.7, Type:3, Code:3 (from ATM1 Outbound)
2009.03.14 16:00:45 **Smurf** 192.168.0.255->> 192.168.0.7, Type:3, Code:3 (from ATM1 Outbound)
2009.03.14 16:00:19 **Smurf** 192.168.0.255->> 192.168.0.7, Type:3, Code:3 (from ATM1 Outbound)
2009.03.14 16:00:11 **Smurf** 192.168.0.255->> 192.168.0.7, Type:3, Code:3 (from ATM1 Outbound)
2009.03.14 16:00:10 **Smurf** 192.168.0.255->> 192.168.0.7, Type:3, Code:3 (from ATM1 Outbound)
2009.03.14 16:00:08 **Smurf** 192.168.0.255->> 192.168.0.7, Type:3, Code:3 (from ATM1 Outbound)
2009.03.14 16:00:07 **Smurf** 192.168.0.255->> 192.168.0.7, Type:3, Code:3 (from ATM1 Outbound)
2009.03.14 16:00:05 **Smurf** 192.168.0.255->> 192.168.0.7, Type:3, Code:3 (from ATM1 Outbound)

Tabnuna TpaHCIsAUU aJIpeCOB COACPKUT
TaKy0 UH(POpMaIHIO:

KoMIbroTEp-UCTOYHNK

[P-agpec koMOprOTEPA-UCTOUHHUKA
Homep nopra KoMIIbHOTEpa-UCTOUHUKA
[P-anpec cucrembr NAT

[IpucBoeHHBIN HOMED TTOpTA cUCTEMBI NAT



3. UCCIIEAOBAHHUE AAPECOB MAC



Aopec npomoxona ynpasnenus docmynom k cpede (MAC) KOMIIBIOTEPA.

IIporokon paszpemenusa aapeca (ARP) sSBIgeTcss NpOTOKOJIOM HA OCHOBE
TCP/IP (npyrue nmakeTsl IIPOTOKOJIOB TaKK€ MOT'YT HUCII0JIb30BaTh ARP), k0TO

phIl oToOpaxkaeT Jorundeckuit IP-anpec B puznueckuit MAC-aapec.

ARP-tadmuna nng agpeca 198.150.11.36

MAC-aapec [P-anpec

FE:ED:F9:44:45:66 198.450.11.34
DD:EC:BC:AB:04:AC 198.150.33.33
DD:EC:BC:00:94:D4 198.150.13.35

FE:ED:F9:23:44:EF 198.150.11.36



IIpocmorp Tadauubl ARP

Kaxxnas MmammHa noaaepkubaet Taonuny ARP, kotopas oroOpaxkaet agpeca MAC
B cCOOTBEeTCTBYIOIIME [P-anpeca. Ita Tabnuia oOHOBIIsIETCA IIpuMepHO Kaxabie 30 ¢
Ha OOJILILIMHCTBE CUCTEM IIPH YCIOBHUM, YTO HE CYIIECTBYET UCXOISAIINX COCAUHECHUN
C yIaJICHHOM MAaIIMHOM, KOTOphIe HaxoasaTcs B Taonuie ARP.

MO>KHO HCIIOIB30BaTh KOMaHAY arp -a Ajs NePEYUCICHUS COICPKUMOTO TaOIUIIbI
ARP cuctembl (Ha3bIBaEMOM OOBIYHO KIUL-NAMSMDbBIO arp).

E:NJarp ~a
No ARP Entries Found

E:\Dping 18.1.1.1
Pinging 18.1.1.1 with 32 bytes of data:

Reply from 180.1.1.1: bytes=32 timediBn: TIL=64
Reply from 18.1.1.1: bytes=32 tine<ibns ITL=64
‘Renly from 10.1.1.1: bytes=32 time{iBns TIL=64
;Reply from 160.1.1.1: bytes=32 time<iBms TTL=64

;Ping statistics for 18.1.1.1:
: Packets: Sent = 4, Received = 4, Lost = 8 (@ lass>,
fﬂpproxxmate round trip times in mlllsteconds

_ Mininun = Bms, Maximum = Ons, flverage = Bns
gﬁ.\>axp - &
Interface: 18.1.1.8 on Interface Ox180868a3
Internet Address Physical fddress Type
. 1B.1.1.1 98-98~7f ~1B8-83-96 dynanic

B, L




IHoayuyenue MAC-aapeca cucreMbl

Ecmu tpedyercs y3Hath MAC-anpec CUCTEMBbI, MOXXHO HCIIOJb30BaTh

OJIHY U3 CICAYIOIINX KOMaH/;
* Ha mammuax ¢ Windows 9x ucnons3yiite winipcfg.
*Ha cucremax ¢ Windows NT/2000 npumenstiite ipconfig /all.

*Ha cucremax UNIX, Takmx kak Linux m Solaris, HCIOIB3yHTE

ifconfog -a.



[Ipumep ncnonp3oBanus KoMaHaw! ipconfig /all

Aamunuctpatop: C:\Windows\system32\cmd.exe

C:\Users\EBruus>ipconfig all
HacTtpoWka nportokoaa IP paa Windows

MMa komnbwTEpa . . . . .
OcHoBHOW DNS—cyoouke . .
Tun ysaa. . . . . . . . .
IP-mMapupyru3auus BKAKNYEHA
WINS—npokcu BKAwYEeH . . .

EEETSTN

EUG

I'uepuaHbiK
HeT
HeT

ApnanTep 6ecnpoBOAHOW AOKAAbHOM

DNS—cyodPuKC noaKkAwYeHUs

OnuMcaHMe. . . . « « o =
ik Adapter

Pyu3uyecKkud appec. . . .

DHCP BkAwWYEeH. . . . . .

ABTOHACTPOMKA BKAWNYEHA.

IPv4—-appec. . . . . . .
Macka nopceTu . . . . .
ApeHpa NoAYYEeHaA. . . .
CpoK apeHAb MCTEKAEeT. .
OcHOBHOM WAX3. . . . .
DHCP—cepBep. . . . . .

IAID DHCPub

flokaabuw IPub—appec kKanasa

CETH BBCHDOBORHOC ceTesoe COeJUWHEeHuEe:

[CommUiew] Atheros AR?285 Wireless Networ

5C-AC—-4C-7C—-BB-28

fa

fa

fe80::414f eb6dB8:aa22:a423%214¢(0cHoBHOW
1922.168.1.34(0cHoBHOW

255.255.255.0

: 3 okrvasepa 2015 r. 17:56:49

- =« - « =5 okTtaspa 2015 r. 16:37:16
: 192.168.1.1

. = 192.168.1.1

224177228

DUID kKauenTa DHCﬁUé . u

00-01-00-01-1D-2D-32-B6—-00-24-54-B7-83-Eb6

DNS—cepBEpH. . . . . & & - - - - = 192.168.1.1
NetBios uyepes TCP/IP. . . . . . . . : BkawueH

TyHHeAbHHW apanTep isatap.{67CFE237—199B—4CE6—99@E—957557708D3E}:




4. TPACCUPOBKA SJIEKTPOHHOMU INOYTHI



CyIlEeCTBYIOT TpY KOMIIOHEHTA B CUCTEME €-maill, KOTOpbI€ CEroaHs
UCIIONb3YyI0TCA B UHTEpHETE:!

- noumoenie azeumuwl novzosamenei (MUA — Mail User Agents);

-azenmul nepecwvliku noumst (MTA — Mail Transfer Agents)

- azenmot 0oocmaexku noumst (MDA — Mail Delivery Agents)

@ KrweHT nocuinaet e-mail yepes Netscape Messenger noxansioMy cepeapy SMTP



TpaccupoBKa nOAJIETIBHON OYTHI

xhimt

emorcimr e ot e

YT
9588 (Eg >

helo steelers con _

250 snapper.lansters .con Hello ads1-138-88-61-54.dc.ads)l.bellatlantic.net [138.8
8.61. S&g pleased to meet you

Mﬁih FROM: bcouber@steelers.con

258 2.1.8 bcowherfsteelers.com... Sender ok

RCPT TO: mandiakBerols.con

’250 2.1.5 mandiakPerols.com... Recipient ok

>3Si Enter mail, end uith "." op a line by itself
SUBJECT : fduice

10: mandiakBesrols.com
@FRO”: beovherBstes lers.con

Kevin,

AMho do you think we should draft this year?

Thank Yyou,
Bill Cowher

258 2.8.0 BABMeEBG92S Message accepted for delivery

vl
s P . . s -

Puc. A. lNocbinka e-mail ¢ nomoLbto telnet



[locbifika e-mail ¢ MTOMOLLbIO
telnet




& Advice - Inbox - Netscape Foidu
Fle £ Ve Ga. “wege PricS

o FelSendes . : -~?-;;.,5*-~:::i;0ate 5| Priody - Ja]>
s bawha@m&%mamnwmmj%ﬁgﬁﬂéﬁahmwmm.WF‘

Subject: Advice
Date: Sat, 9 Dec 2000 19:.22:52 -0500 (EST)
From: bcowher@steelers.com
To: mandiak@erols com

Kevin,

¥ho do you think we should draft this year?

Thank you,
Bill Cowher

1 y :
@ == Tolalmessages 323 Umead L e A

Puc. b. lNony4dyeHne nogaensHon
NOYTbI




® Advi e lalor  Helscape Foddes
Fle Edt Viow: Go - Message Lommumcei Help

| = N T 7 T F = 7 ¥ 71 .~ B
Return-Puth: <bcowher@steelers tom>

Received: Som mx02 nef mad rennet (207.172 4. 511 by mta0$ oorf moad ron et (InderMad v 401 03 .00 201-225-121) ks
ESMTP ud <20001210002403 NXKI124373 ntal4 mef madl ror not@mxd2 ouf mad ren et for
<mandiak@imts maf mad ron ser>, Sat, 7 Dec 2000 192403 0500

Received: Fom adsl-232-21 potomacnet com (1216 250.232 21] helossnapper lansters com) by ax02 eef mand ren st verth esap
(Exn 3,16 #5) 1 144yHb-00007%-00 for mandiak@Derols com, Sar, 09 Dec 2000 15 2403 .0560

Received: from steclers com (adsl 138-88-61.54 &k adst befatlandic net {138 88 €1 54]) by mapper lansters com {8 11 189 B wnth

11 SMTP wd eBAOMCERSI2S for mandak@erois com. Sat. ¥ Dec 2000 192252 -0500 (EST) (envelope -Som
boowher@sicelers com}
Date: Sat, 9 Dec 2000 1922 52 -eseo (ssr;
Sulljlm: Advics

. Tos pupdak@ercls com

From: beowher@aediers com
X-Morilia-Status: §001
X-Meozilla-Statas2: 00000000
X-UIDL: <200012100022 eBAOMESE925@snapper lausters com>
| Kevin,

4 ho do you think we should draft this year?

Thenk you,
8111 Cowher
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Subject: I have 100t on your firewall
Date: Sun, 15 Ape 2001 21:33:46 -0400 (EDT)
From: bovne@uniraceable com
To: mandak@erols.com

Teposit one million Cansdian Dollars to my PalPal account at *hobfeoi.com” or I i
will turn off your e-commecce site, :

R R PR T 0 .A T

1) Return-Path : <bovine@untraceable.com>

Received: from mx02.mrf.mail.rcn.net ([207.172.4.51]) by mta04.mrf.mail.rcn.net(InterMail vM.4.01.03.14 201
-229-121-114-20001227) with ESMTP
id<20010416013359.SDEZ22651.mta04.mrf.mail.rcn.net@mx02.mrf.mail.rcn.net> for

<mandiak@mta.mrf.mail.rcn.net>;

Sun, 15 Apr 2001 21:33:59 - 0400

Received: from 21-155-124-64.dsl.lan2wan.com ([64.124.155.21]) helo=snapper.lansters.com) by mx02.
mrf.mail.rcn.net with esmtp

(Exim 3.16 #5) id 140xtv-0002jQ-00 for mandiak@erols.com; Sun, 15 Apr 2001 21:33:59 - 0400
Received:from nobody@localhost) by snapper.lansters.com (8.11.3/8.9.3) id f3G1Xkq11863 for
mandiak@erols.com;

Sun, 15Apr 2001 21:33:46 - 0400 (EOT) (envelope-from, bovine@untraceable.com)

5) X-Authentication-Warning: snapper.lansters.com: nobody set sender to bcvine@untraceable.com using -f
6) To: mandiak@erols.com

7) Subject: | have rOOt on your firewall

8) Message-ID: <987384826.3ada4bfa10b99@secure.code-monks.com>

9) Date: Sun, 15 Apr 2001 21:33:46 -0400 (EOT)

10) From: bovine@untraceable.com

11) MIME-Version: 1.0

12) Content-Type: text/plain; cha/-set=ISO-88,59-1

13) Content-Transfer-Encoding: 8bit

14) User-Agent: IMP/PHP IMAP webmail program 2.2.3

15) X-Mozilla-Status: 8001

16) X-Mozilla-Status2: 00000000 X-UIDL: 987384826.3ada4bfal10b99@secure.code-monks.com



1) Apr 15 21:33:46 snapper sendmail[11863]: 13G1Xkq11863: from=bovine@untraceable.com,
size=453, class=0, nrcpts=1, msgid=<98 384826.3a a4bfal0b99@secure.code-monks. com>,
relay—nofaody@localhost

2) Af7r(%50 21 1:33:47 snapper imapd[11861]: Logout user=mtpepe host=localhost.lansters.com

3) [A 7réSO 21 1] :33:47 snapper imapd[11866]: Authenticated user=mtpepe host=localhost.lansters.com

4) Afr(%SO 21 1:33:56 snapper imapd[11866]: Logout user=mtpepe host=localhost.lansters.com

5) Apr 15 21:33:57 snapper sendmail[11865]: 3G1Xkql1863:
to=mandiak(@erols.com,ctladdr=bovine@untraceable.com (65534/65533),
delay=00:00:11,xdelay=00:00:11, mailer=esmtp,

pri=30453, relay=mx.mail.rcn.net.

[207.172.4.98], dsn=2.0.0, stat=Sent

(OK 1d=140xtv-0002j0Q-00@mx02.mrf.mail.rcn.net)




1) 12.38.29.235 - - [15/Apr/2001:21:32:35 -0400] "GET
/webmail/imp/compose.php3?uniq=987384510169 HHUP/1.1" 200 15364
2) 12.38.29.235 - - [15/Apr/2001:21:32:46 -0400] "GET

/webmail/imp/status.php3?language=en&message=Message+Composition
&status=green HTTP/1.1" 200 1027

3) 12.38.29.235 - - [15/Apr/2001:21:33:46 - - 0400] "POST

/webmail/imp/compose.php3?uniq=5439335813ada4bb3391f76 HTTP/1.1" 200
628

4) 12.38.29.235 - - [15/Apr/2001:21:33:56 - - 0400] "GET /webmail/imp/status.
php3?language=en&message=Mes'saget+sentt+successfully. &status=green
HTTP/1.1" 200 1034
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NHOOPMAIIMOHHBIE PECYPCBI B MUHTEPHETE
louck agpecoB e-mail: http:// www.deatworldweb.org/net/dir

louCK agpecoB e-mail: http://www.emailchange.com

I]

(OMCK COOOIICHNM B KOHPEPEHUMAX (110 OIIPEACICHHOMY

anpecy e-mail): http://www.dejanews.com

ITouck 1Mo Mr00BIM KPUTEPHUIM UACHTU(DUKALIUN:
http://www.dogpile.com

ITouck mo Jr00bIM KPUTEPUSIM UACHTU(DUKALINHN:
http:// www.google.com




