NMoHaTue Cookie

Cneuudomkaumna Cookie paspabdbotaHa KOMMNaHNEN
Netscape Communications

Cookie - 3TO TEKCTOBbLIN (pann, XpaHALUACS Ha
KITMEHTCKOWN MalUMHe U OOCTYNHbIW Bpay3epy.

C nporpaMmMHOM TOYKM 3peHUS, cookie - 3TO napa
«Ha3BaHMe - 3Ha4YeHne», KoTopas nocblfiaerca bpaysepy
cepBepomM nNpu nepBom obpalleHnn, a 3aTeM nepenaeTcy
bpay3epom TOMY XXe cepBepy npu obpalleHnn K
onpeaeneHHbIM pecypcam.

OTOT MeXaHN3M NO3BOSISAET HAa NPOTAXKEHNUN HECKOSTbKUX
HTTP 3anpocoB coxpaHAaTb angd dpaysepa Ha KIMeHTe Ty
NN UHY MHPOPMaLUIO, MOMYYEHHYIO OT cepBepa.



Cxema oomeHa Cookie

Browser GET /index.jsp HTTP/1.0

ames ) 200 OK
vasya Set-Cookie: name=vasya

Browser GET /index.jsp HTTP/1.0

name= Cookie: name=vasya
vasya

200 OK Hello
Vasya




Cookie

Response Header:

Set-Cookie: cname=cvalue;Expires=Tue,
14-Feb-2006 23:13:26 GMT;Path=/

Request Header:

Cookie: cname=cvalue

Internet Explorer:

...\Documents and Settings\...\Cookies



Knacc javax.servlet.http.Cookie

Cookie(String name, String value)

get/setName(String)
get/setValue(String)
get/setAge(int)
get/setPath(String)
is/setSecure(boolean)

get/setVersion(int)



NMpumep ncnonb3oBaHusna.Cookie

Cookie ¢ = new Cookie("cname”, "cvalue");
c.setPath("/");

c.setMaxAge(3600);
response.setContentType = "text/html";
response.addCookie(c);

Cookie cookies|] = request.getCookies();



NMpeumyuwiectBa Cookie

OT1cnexnsaHue ceaHca rnosib3oBartengd
[Tonb3oBaTeNnbLCKNE HACTPOUKHK

[logcTaHOBKa MMEHU U Maposia Npu NOBTOPHOM 3axoae
Ha caunT

HanpaBneHHas peknama

icnonb3oBaHue cookie He npeacTaBnyaAeT yrposbl
6e30MacHOCTU C TOYKU 3PEHUS aTak

bpay3sepbl npnHumatoT Tonbko 20 cookies Ha cant u 300
Bcero, kaxxgoe Cookie go 4 kbant — oTCyTCTBYET
npobrnema 3aCopeHnst )KECTKOro aAncka



HepnoctaTtku Cookies

He npegcraBnawoT yrposdy 6e3onacHocmu, HO
YrpoXatoT KOHGUOEHUUaIbHOCMU:

eMail c HTML Ttekctom moxeT 3arpyxatb Web-
pecypchl, nepenatoLime cookies

Cookie MmoryT nogaensiBaTbCa AN naeHTUmnkaumm
nonb3oBaTesisi B KA4eCTBe JpYroro

Cookie — oTKpbITble TeKCTOBbIE (pansibl. [103TOMY B HUX
Henb39 XpaHUTb KOHUAEHUMabHY0 MHdOpMaLMUIO.
OB6bI4YHO XpaHUTCA TOSTIbKO UOEHTUdMKATOP — OaHHLIE B
xelw-tTabnuue nnu 6ase gaHHbIX HA cepBepe



OTcnexunBaHue ceaHca

HTTP — stateless npotokon

KayKObI 3anpoc — OTAeNbHOE coeAuHEHne
cepBep He MMEeET AaHHbIX O NpeablayLlemM 3anpoce

Connection: keep-alive He cnacaeT CUTyauuto



Ceccunm

ceccund




Ceccum

[1na opraHmM3aumnm ceccum CyLLecTByeET Tpu
TUNMUYHbIX Noaxoaa:

Cookies
response.addCookie(“JSESSIONID”, sessionid);

URL-rewriting
http://www.some.com/page.jsp?jsessionid=12345
http://www.some.com/page.jsp/12345
http://www.some.com/page.jsp;jsessionid=12345

CKpbITble Nons dopm
<input type="hidden” name="JSESSIONID” value=12345">

B Java Web-koHTenHepamm o0BbIYHO
ncnosnb3yrTcsa no ymondaHuto Cookies, HO ecnu

bpay3ep nx He NnogaepKMBaeT — aBTOMaATUYECKN
ocylwlectendaetcsd nepexon Ha URL-Rewriting



Ceccuum B Java

OBOBLEKT ceccum co3naeTcs Kaxablv pas npu
nosly4eHnun 3anpoca OT HOBOIO KITMEHTA U
BrocneacTBnn NAeHTUPUNLNPYET ero
YHUKaIbHbIM 06pa3om

Pa3HbiM rnonb3oBaTensiM COOTBETCTBYHOT
pa3nn4yHble 0OBHEKTHLI CECCUN

Ceccum “KnByT  Ha CepBepe B TEYEHUE
3a[1aHHOro BPEMEHW, HO TONbKO AN O4HOro
KITMEHTCKOro bpayasepa



UHTepdenc HttpSession

BbicokOypoOBHEBbLIN MHTEPdEUC AN paboThl C ceaHcaMu;

ABTOMaTMU4eCKM 0DecrnevmBaeT nogaepkky ceaHca rnpu
nomoLumn cookies nnu nepesanmcu URL

[lo3BonsieT MaHMNynMpPoBaTh AaHHbIMU O CECCUKN, TaKNMWU,
Kak naeHTudunkaTop, BpeMsa co3gaHust, BpEMS KU3HU U T.M.

[lo3Bongaer COXpaHATb AaHHble, BBEOEHHbIE KITMEHTOM B
TedeHNne HECKOJIbKUX rnepexoanon rno CtpaHnuam

[Tony4nTb CCbINKY Ha 0O0beKT HitpSession B cepBneTe
MO>XHO C MOMOLLbIO MeToaa

request.getSession()



Peanusaumsa ceccumn

B cny4ae ncnonb3oBaHna cookies aBToOMaTU4YeCKU
dopmumpyetca Cookie ¢ umeHem JSESSIONID u
3HaA4YEeHNEeEM TUla 02395C69B8FB84D3278B49F1B05F3379,
KOTOPOE UCMNOSb3YETCS B KAYECTBE KIto4Ya B XelLl-
Tabnuue Ha cepBepe

Ecnu cookie oTkntodeHbl, dopmmpyetca URL Buaa:
http://.../some_path;jsessionid=02395C69B8FB84D3278B49F1B05F3379

3JTO AeraeTcd aBToOMatTn4eCk TOJ1IbKO B Clly4dae,
ecnu URL, k kotopomy obpatyatorcsa ns Web-
NPUIoXeHnd, 3aKkogmnpoBaH MeETOA0M
HttpServietResponse.encodeURL()
nnn encodeRedirectURL()



Ceccuun B Java

Web-koHTenHep

HttpSession HttpSession
jsessionid=1 jsessionid=2
param1=abc param1=qgqwe

jsessionid=1 jsessionid=1 jsessionid=1
set/get set/get set/get



NMpumep paboTbl C ceccuen

CbparMeHT cepBrieTa, npoeepdrowero npaBMJibHOCTb BBOAa UMEHU U MNMaposiAd

/[ YcTaHOBKa BPEMEHU XN3HN CECCUN

request.getSession().setMaxInactivelnterval(30*60*1000);

/l Bepem napameTpbl U3 3anpoca

String login = request.getParameter("login");

String password = request.getParameter("password");

/l co3paem obbekT User

User user = new User(login, password):

if (userDatabase.contains(user)){ /[ Ecnn Takon ecTb — NOMELLLAEM B CECCUIO
request.getSession().setAttribute("user", user);

}

CDparmeHT cepsrieTa, BbiBOOALLEIO UMA 3apermcTtpmpoBaHHOIO Mnosib3oBaTesid

I/l naenekaem obbekT User n3 ceccum

User user = (User)request.getSession().getAttribute("user");
/[ TleqyaTaem nms nosnb3oBaTend
response.getWriter().printin("User name: " + user.getName());



[NaHHbIe, 0O Me AnAa Bcero NpuroXeHus

ObbekT ServetContext cyliecTByeT B €EQMHCTBEHHOM 3K3EeMMsSpe
ans ogHoro WEB-npunoxerus.

B HEM MOXHO XpaHWTb rmobarnbHbIE HACTPOWKN NPUMOXEHUS (C
nomoLubio MetofoB get/setAttribute(...))

Opyrne metoabl ServletContext:

getRealPath(String path) — Bo3BpawiaeT peanbHbIV NYyTb K pecypcy
dannoBon cnctembl, HaxoasLeMcs No 3agaHHOMY BUPTYyarbHOMY MyTU

getResourceAsStream(String path) — BosBpawiaet notok 6ant
pearibHOro pecypca gannosou CUCTEMbI

[MonyunTtb ccbiiky Ha ServletContext 3 cepsneTta MOXHO,
Hanpumep, Tak:

getServiletContext()
nnn rno obbLekKTy request
request.getSession().getServietContext()



YcTtaHoBKa aTpubyTtoB

B kayecTtBe aTpMbyTOB BbICTYNAT OOBLEKThI

ATpnOyTbl MOXXHO yCTaHaBNMBaTb Ha YPOBHE

3arnpoca

request.setAttribute(“myattr”, new Integer(1));
Integer attr = (Integer)request.getAttribute(“myattr”);

ceccnu
request.getSession().setAttribute(“myattr’, new Integer(1));

NPUNOXEHUS
getServietContext().setAttribute(...)



PUneTpLI

duneTp — 310 Java-koa, npurogHsin ans
MHOIOKPAaTHOIo UCMofb30BaHNA 1 NO3BOMNAOLLINA
OCYLLECTBNATb onepaunmn Hag coaepXMMbiM
HTTP-3anpocoB, OTBETOB 1 3arofioBKOB.

onpeaeneHbl B cneundukawlmnm cepBneTos
Ha4YMHas c Bepcun 2.3.

duneTp crnocobeH obpabaTbiBaTh:
3anpoc A0 ero nory4YeHusi CepBneToM;
OTBET nocre ero obpaboTku CepPBETOM.



Ponb cobunbTpa B 00paboTke 3anpoca

Web-koHTenHep

3anpoc

Bpaysep

OTBeT

Cepsnet




UHTepdenc javax.servlet.Filter

NHTepdenc Filter umeet cneaytowime metoabl:

init(FilterConfig);

doFilter(ServiletRequest, ServietResponse,
FilterChain);

destroy().



’Xn3HeHHbIW uMKN connbTpa

Co3pnaHue ogHoro
Cnucok punsTpos aK3emnnsapa
Kaxkgoro dusnestpa

NHunumnanusauyms

ObpaboTka
3anpocos

destroy()




Lleno4yka domnesTpos

[TlpegHa3HaveHa ans obpaboTkm 3anpoca
nocnegoBaTeribHO HECKOMbKUMN (PuUnbTpamMu.

[lpeoctaBneHa MHTepdENCOM
javax.servlet.FilterChain.

OOBbEKT co3gaeTcs aBTOMAaTUYECKU
KOHTEUHEPOM

MeTtoa:
doFilter(ServletRequest, ServietResponse)



UHTepdenc javax.serviet.FilterConfig

CnyxuT ans nepegadyn nHdopmaLmm o HacTporkax unsTpy Npu ero NHMLManmn3aLmu.

NmeeT cnegytouime Metoapl:

String getFilterName()

String getlnitParameter(String)
Enumeration getinitParameterNames()
ServletContext getServietContext()



//nakeT u UMNopPTbI anI Mep

public class LoggerFilter implements Filter {
private FilterConfig filterConfig;

public void setFilterConfig(FilterConfig fc) {
filterConfig = fc;

}

public FilterConfig getFilterConfig() { return filterConfig; }

public void doFilter(ServletRequest request, ServletResponse response, FilterChain chain)
throws |OException, ServiletException {
if (filterConfig == null) {
return;
}
ServletContext ctx = filterConfig.getServletContext();

ctx.log ("" + new Date() + " - resource: " + ((HttpServletRequest)request).getRequestURL()
+

" is requested by: " + request.getRemoteHost()) ;
chain.doFilter(request, response) ;

}

public void init(FilterConfig config) throws ServletException { this.filterConfig = config; }
public void destroy() { }

}



OnucaHue dunesTpoB B web.xmi

B danne web.xml punbtpbl onuckiBatoTcs B anemeHTe filter.

OH nmeeT cneaytolime napameTpsbi:

filter-name

filter-class

Init-params

icon (onumMoHanbHbIN)
description (onuMoHarsibHbLIN)
display-name (onunoHarbHbIN)



OnucaHue dunesTpoB B web.xmi

[1na kaxxgoro onpeneneHHoro B web.xml dunestpa
CO34a€eTCcHa POBHO OAMH 3K3eMnnsp.

Pa3Hble Teru <filter> ¢ ogH1UM 1 TEM >Ke Krnaccom,
HO pa3HbIM MMEHEM — pa3Hble PUNLTPLI

[MNpumep onucaHus punstpa B web.xml
<filter>
<filter-name>LoggerFilter</filter-name>
<filter-class>ua.kharkov.kture.ius.wbis.LoggerFilter</filter-class>
<init-param>
<param-name>logLevel</param-name>
<param-value>medium</param-value>
</init-param>
<ffilter>



OnucaHue dunesTpoB B web.xmi

OnuncaHue uneTpoB N X NPUBA30K ONUcbiBaeTcs B web.xml-channe nepea onpegeneHmem
CepBneToB.

Llenoyka domneTpoB-06paboTYNKOB CTPOUTCHA UCXOAA N3 NOCeaoBaTeNbHOCTN NOSABNEHUS
COOTBETCTBYHLLNX NPUBA30K B web.xml.



OnucaHue dunesTpoB B web.xmi

[TpnBA3Kka OUNeTPOB ObIBAET:

K CeEpPBJIIETY
<filter-mapping>
<filter-name>Filter1</filter-name>
<servlet-name>Servlet1</serviet-name>
</filter-mapping

K pecypcCy no Mmacke
<filter-mapping>
<filter-name>SystemAccessFilter</fliter-name>
<url-pattern>/*</url-pattern>
<[filter-mapping>



package filters; I-I p“ Me p Cb VI.I'I pra

[lmMmnopTbl

public class SetCharacterEncodingFilter implements Filter {
protected String encoding = null;
protected FilterConfig filterConfig = null;

public void destroy() {
this.encoding = null;
this.filterConfig = null;

}

public void doFilter(ServletRequest request, ServletResponse response, FilterChain chain) throws
|OException, ServletException {

String encoding = selectEncoding(request);
if (encoding != null)
request.setCharacterEncoding(encoding);

chain.doFilter(request, response);

}

public void init(FilterConfig filterConfig) throws ServletException {
this.filterConfig = filterConfig;
this.encoding = filterConfig.getinitParameter("encoding");

}

protected String selectEncoding(ServletRequest request) { return (this.encoding); }

}



NMpumep dbunbTpa

dparmeHT web.xml:

<filter>
<filter-name>Set Character Encoding</filter-name>
<filter-class>filters.SetCharacterEncodingFilter</filter-class>
<init-param>
<param-name>encoding</param-name>
<param-value>CP1251</param-value>
</init-param>
<[filter>

<filter-mapping>
<filter-name>Set Character Encoding</filter-name>
<url-pattern>/*</url-pattern>

<[filter-mapping>



U3meHeHune ServietResponse

public void doFilter(ServletRequest request, ServletResponse

}

response, FilterChain chain) throws |OException,
ServletException {

// nenctBua dounetpa Ao nepegavyn obpaboTku 3anpoca
chain.doFilter(request, response);
// nencTBua douneTpa nocrie obpaboTkn 3anpoca

((HttpServietResponse)response).setStatus(403);

((HttpServletResponse)response).getWriter().printin("Bye®);



N3meHeHune copgepxumoro HTTP-oTBeTa

public void doFilter(ServletRequest request, ServletResponse response,

FilterChain chain) throws |IOException, ServletException {
ReverseResponse rr = new ReverseResponse((HttpServletResponse) response);
chain.doFilter(request, rr);
response.getWriter().printin(rr.getContent().reverse());

}
}

class ReverseResponse extends HttpServletResponseWrapper {
private StringWriter sw = new StringWriter();
private PrintWriter pw = new PrintWriter(sw);

public ReverseResponse(HttpServietResponse response) {
super(response);

}

public PrintWriter getWriter() {
return pw;

}

public StringBuffer getContent() {
return sw.getBuffer();

}
}



Cnywarenu coobITUn

Cnywartenu cobbiTui (Events listeners) - aTo knacchl, peanuaytoLime oauH unm onee
UHTepdencoB crnywarenen cobbITuin cepereTa.

[lenaTcs Ha:

Servlet context listeners
CobbITHs1, cBA3aHHbIE C KOHTEKCTOM CepBneTa.

HTTP session listeners
CobbITus, cBA3aHHbIe ¢ ceaHcoMm HTTP



Servlet context listeners
[lpeacTaBneHbl MHTEPdENCAMMN:

javax.servlet.ServletContextListener:
void contextlnitialized(ServietContextEvent sce)
void contextDestroyed(ServletContextEvent sce)

javax.servlet.ServletContextAttributeListener:
void attributeAdded(ServiletContextAttributeEvent e)
void attributeRemoved(ServiletContextAttributeEvent e)
void attributeReplaced(ServletContextAttributeEvent e)



CoObITNA cnywartesrien KOHTeKCTa

javax.servlet. ServletContextEvent

ServletContext getServletContext()

javax.servlet.ServletContextAttributeEvent

String getName()
Object getValue()



HTTP session listeners

javax.servlet.HttpSessionListener:
void sessionCreated(HttpSessionEvent se)
void sessionDestroyed(HttpSessionEvent se)

javax.servlet.HttpSessionAttributelListener:
void attributeAdded(HttpSessionBindingEvent e)
void attributeRemoved(HttpSessionBindingEvent e)
void attributeReplaced(HttpSessionBindingEvent e)

javax.servlet.HttpSessionBindingListener:
void valueBound(HttpSessionBindingEvent event)
void valueUnbound(HttpSessionBindingEvent event)



CobbITnA cnywareneun ceccum

javax.servlet.http.HttpSessionEvent

HitpSession getSession()

javax.servlet.http.HttpSessionBindingEvent

HttpSession getSession()
String getName()
Object getValue()



Onucanue B web.xml

B web.xml cnywaTtenu cobbiTnm

NponucbiBalOTCA criegyrowmm obpasom:
<listener>
<listener-class>llonHoe nms knacca</listener-class>
</listener>

Cniyuatenu coObITUI ONUCbIBaOTCS NMocrne
NPUBA30K OUnbTPOB A0 onpeaeneHns
CEPBIETOB.

HttpSessionBindingListener B web.xml He
NPONnCLIBaETCH, a peanuayeTcd Knaccow,
KOTOPbIN OOIMKEH OTCNEXMBaTb CBOK NPUBS3KY U
yAaneHus n3 cecum



NMpumep

JINCTUHr;

public class LifeCycleServiletContextListener implements
ServletContextListener {

public LifeCycleServletContextListener() {
}

public void contextlnitialized(ServletContextEvent sce) {
System.out.printin("LifeCycleServletContextListener: contextlnitialized");

}

public void contextDestroyed(ServietContextEvent sce) {
System.out.printin("LifeCycleServletContextListener:contextDestroyed");

}

®dparmeHT web.xml

<listener>
<listener-class>
testr1.LifeCycleServletContextListener
</listener-class>
</listener>



NMpumep

JINCTUHr;

public class LifeCycleServiletContextListener implements
ServletContextListener {

public LifeCycleServletContextListener() {
}

public void contextlnitialized(ServletContextEvent sce) {
System.out.printin("LifeCycleServletContextListener: contextlnitialized");

}

public void contextDestroyed(ServietContextEvent sce) {
System.out.printin("LifeCycleServletContextListener:contextDestroyed");

}

®dparmeHT web.xml

<listener>
<listener-class>
testr1.LifeCycleServletContextListener
</listener-class>
</listener>



NMNopxopbl K co3aaHnto Web-6a3supoBaHHbix AC

CoBmelyeHne BusHec-rornkm n gusarHa Ha JSP-ctpaHuuax.
BblHeceHue yacTtu norukm B bean-komnoHeHTbl (Model 1).

PasgeneHne Web-npunoxenus Ha 3 yactn: Mogens, lNpeactaenerHne n Kontponnep (Model 2).



Model 1

Application Server  Enterprise Servers/
Data Sources




Ocob6eHHOoCcTU Model 1

[lpeumyLLecTBa:

npocToTa pa3paboTky;

pa3paboTtka JSP 1 bnusHec-o0bEKTOB MOXET BECTUCH
napannensHo 6narogaps oTAeneHnto BN3HEC-NOrMKK
OT NpeacTaBreHus.

HepnocTtaTku:

HeobxoaMMo BOBMEYEHNE NPOrpaMMnUCTOB B NMPOLIECC
co3gaHua JSP-00KYMEHTOB;

onpaBAaHO co3daHue TOSbLKO NPUNOXEHUH,
OPUEHTUPOBAHHbLIX Ha €OUHbIN TUM KNNEHTOB.



TpeyronbHuk MVC

KoHTponnep
(Controller)

[MpencrtaBneHne
(View)




Model 2

[1punoxeHme cocTouT N3 3-x YacTeu:.

Moaensb:
npeacTaBnsieT cobon cocTossiHMEe BU3HEC OOBLEKTOB;
obpabaTbiBaeT 3anpocbl 0 COCTOSHUMU;
npeacrtaBngdeTr OU3HEC-NTOMMKY NPUNOXEHUS;
onoBeLlaeT lNpencrasneHmne 06 N3MEHEHUN COCTOAHUA.

KoHTponnep:
onpenensieT noBegeHne nNPUoXeHus;
Mo 3anpocy nonb3oBaTensa nameHdeT coctosaHne Mogenu;
BblOMpaeT oTobpakeHusa Ons BbIBOAA;
€OWUHCTBEHHbIV AN KaXaon QyHKUUN.

[MpeacraBneHue:
oTobpaxaet Mogens;
nony4yaet oT Moaenu nHgopmauunto 06 USMEHEHUN COCTOSHUS;
nepenaeTt BBO NOMb30BaTENA KOHTPOepy;
NO3BOMNSAET KOHTPONNepy Bolbpath [NpeacraBneHme.



O6bwasn cxema Model 2

Model
« Encapsulates application state
* Responds to state queries
* Exposes application
functionality
"+ Notifies views of changes

O

hange
otification

=

f

View T R Controller

» Renders the models * Defines application behavior
» Requests updates from models * Maps user actions to
» Sends ser gesturestocontroller 3§ 1 1 1 1 model updates

+» Allows controller to select view User Gestures * Selects view_ for response
» One for each functionality

B Method Invocations

28 B Events




Cxema Model 2 ana Web-npunoxeHun

Enterprise Scrvcrv‘
Data Sources

Application Server




OcobeHHOCcTU Model 2

Bo3MOXHOCTbL nepeuncnorb3oBaHna KOMNoHeEHTOB Moaenu.
[MpocTas nogaepkKa HOBbIX TUMOB KITMEHTOB.

Bospocluas CnoXxHocTb pa3paboTKu.



MMpumMmep npunoxeHnsa Ha model1

bean

CTpaHuua 3akasa




Pesynbrat

K >

|
))1

@ MNepexoa H CC:I:IKM

MOpaeka Bua WsBpanHoe Cepeuc  Cnpaska

e
| E MecTHaA MHTpaceTh

Quantity: 1111
Param 1: |2

MsBpanHoe ¢ 4XypHan

@ Mepexoa 1 | Cevinkn »|

- |aaaa
1 2: |bbbb
Save 2 DB

—
| @ MecTHas HHTpaceTb




MpumMmep npunoxeHnsa Ha model2

model
bean

CTpaHuua 3akasa KoHTponnep




Pesynbrat

/3 http:/ /localhost:8080/model2/index.jsp - Microsoft Inl

] ®aiin  Mpaeka Bua WsbpanHoe Cepeuc Cnpaeka

GHaaa » = » @ [ a4t | €

Param 1: |asdsa
Paramn 2: sadf
Save 2 DB

| <Haaa » = - @ (2] 4} | Qronck !
j&,upec I http:{flocalhost:8080/model2cserviet I @ Nepexo, _U Cebinkn >

Success

E | FoToso ﬁ ’7 E MecTHaa MHTpaceTb

§| FoToso h h’ T MecTHaA HHTpaceTb




