I1rABHIIA
NCHOJb30BAHUS CETH
. UHTEPHET
@




Cetp MHTEpHET npeacTaBisieT co00H rio0danbHOe
00BbEIMHEHUE KOMITBIOTEPHBIX CETEU U
MH(OPMAIIMOHHBIX PECYPCOB, MPHUHAJICKAILINX
MHOXECTBY Pa3IAYHbIX JIFOAECU U OpTaHU3ad. ITO
00bEAMHEHHE SBIISICTCA JCLICHTPAIN30BAHHBIM, U
eIMHOTO 00IIe0013aTeIbHOTO CBOIA IIPaBMII (3aKOHOB)
MI0JIb30BaHMS CEThIO MIHTEpHET HE YCTaHOBIICHO.
CylleCTBYIOT, OJTHAKO, OOIIETPHUHSATHIE HOPMBI paOOTHI B
cetu MIHTEpHET, HallpaBJIEHHBIE HA TO, YTOOBI
JESITEIIBHOCTh KaXJI0r0 MOJIb30BATENS CETH HE Melllaia
paboTe Ipyrux Mmojab30BaTeIeH.



CyleCcTBYIOT OOIICIIPUHATEIE HOPMBI PA0OTHI B CETH
HTEpHET, COOMIONCHUE KOTOPBIX SBISCTCS 00I3aTCIbHBIM
JUISL BCEX MOJIb30Bareiier. JlecTBUE 3THX HOPM
pacnpoCTpaHseTCS Ha MOPSI0K MCIIOJIb30BAaHUS PECYPCOB
Cetu. 3nech u ganee ciioBoM CeTb 0003HAYCHBI CETh
MHTEepHET M NOCTYMHBIEC U3 HEE APYTUE CETH.




1. OrPAHMYEHUS HA UHOOPMAIIMOHHBIN 1IYM (CIIAM)

Pazutre CeTu NpuBENIO K TOMY, YTO OJTHOM M3 OCHOBHBIX
po0JIEM MOJIB30BaTEIICH cTal U30bITOK HHPopManuu. [loaTomy
CETEeBOE COOOIIECTBO BHIPA0OTAJIO CHIEIMaIbHbIC TTpaBUa,
HaIlpaBJICHHbIC HA OTPAXKJICHUE MOJIb30BATEIIS OT
HEHY)KHOM/He3anponieHHo nHpopmaruu (crmama). B gacTHOCTH,
SBJISIFOTCS HEJOMYCTUMBIMU:

- MaccoBas pacchUIKa HE COINIACOBAHHBIX MPEABAPUTEILHO
SIIEKTPOHHBIX MuceM (mass mailing). I[Tox MaccoBoli pacChUIKOM
OJPa3yMeBACTCs KaK PacChlIKa MHOKECTBY IOJIy4aTelieh, Tak u
MHOKECTBEHHAs PacChlIKa OJHOMY ITOJIyYaTelo.

- HecornacoBaHHast oTIpaBKa 3JIEKTPOHHBIX TUCEM 00bEMOM
0oJiee OOHOM CTPAHUIIBI UM COACPKAIINX BIIOKEHHBIE (PailiIbl.

- HecommacoBaHnHas pacchuika 3JEKTPOHHBIX ITHUCEM PEKIIAMHOTO,
KOMMEPUYECKOT0 WJIM aruTallMOHHOTO XapakTepa, a TaKKe MHUCEM,
cojiepKalluX IpyOble 1 OCKOPOUTEIbHBIE BBIPAKEHUS U
PEIOKECHUS.



- Pasamemenne B mo6oi koHbepennnn Usenet wnm apyroi
KOH(epeHIInH, GOpyME WIIM PJICKTPOHHOM CITHUCKE PACCHUIKM CTaTeH,
KOTOpBIE HE COOTBETCTBYIOT TeMaTHKE JaHHON KOH(EPEHIINU WK CITHCKa
pPacChUIKU. 3/1€Ch U Janee noj KoHhepeHIIneH NOHNMAaITCs
TenekoH(epennuu (rpymmsl HoBoctel) Usenet u npyrue KOH(QEpeHIIHH,
(bOpyMBI U DJIEKTPOHHBIE CIIUCKH PACCHLIKH.

- Pa3menienue B 10001 KOH(PEPEHIIMU COOOIIECHU PEKIAMHOTO,
KOMMEPYECKOTO MJIM aruTallMOHHOIO XapakTepa, KpoMe CiIydaeB, Koria
TaKue COOOIIECHMS SIBHO pa3pelieHbl MpaBUjiaMu TaKoW KOHMEpEeHITUN
00 UX pa3MelieHre ObUIO COTIAaCOBAHO C BaJeabllaMU HIIH
aIMAHHCTpATOpaMH TaKoW KOH(MEPEHIINH ITPEABAPUTEIBHO.

- Pa3menienue B 110001 KOH(PEPEHIIMU CTAaThH, COAEpIKAIICH
NpWIOKEHHBIE (Dailyibl, KpOME CIy4daeB, KOTJa BIOKEHUS SIBHO
pa3pellieHbl TpaBuIaMy TaKOH KOH(PEPEHIINHU JTU00 TaKoe pa3MeIeHUe
OBLJIO COMIACOBAHO C BJAJEIblIaMH WU aIMUHUCTPATOPaMU TaKoM
KOH(EPEHIIMU TTPEABAPUTEIBHO.

- Pacchika nH@opmalmy nosryyaTensiM, BBICKAa3aBIIAM PaHEE SIBHOE
HEXEJIaHHUE MOJTy4YaTh 3Ty UH(POpMALIHIO.

- Mcnonp30BaHne COOCTBEHHBIX MIIM IIPEIOCTaBICHHBIX
MH(POPMAITMOHHBIX PECYPCOB (MIOYTOBBIX SIIUKOB, aPECOB JICKTPOHHOM
nouthbl, crpanuiy WWW u T.1.) B KauecTBe KOHTAKTHBIX KOOPJIWHAT IIPH
COBEPIIEHUH JII000T0 M3 BBIICONUCAHHBIX JEHCTBHI, BHE 3aBUCUMOCTH
OT TOTO, U3 Kakoil Touku CeTn ObLTH COBEPIICHBI ATH JCHCTBHUS.



2. 3AIPET HECAHKIIMOHUPOBAHHOI'O JIOCTYIIA U

CETEBbBIX ATAK

He nomyckaetcst oCyIiecTBI€HHUE NONMBITOK HECAHKIIMOHUPOBAHHOTO JIOCTYIIA K
pecypcam CeTH, IPOBEICHUE WIIM yYaCTHUE B CETEBBIX arakaxX U CETEBOM B3JIOME,
32 UCKJIFOUCHHUEM CIIy4YaeB, KOTja aTaka Ha CETEeBOM pecypc MPOBOAUTCS C IBHOTO
paspelieHus Biajesnbla Wik aiMUHUCTpAToOpa 3TOro pecypca. B Tom uncine
3aMpeIleHbl:

- JleficTBUs1, HAIIpABJICHHBIE HA HAPYIIIEHUE HOPMAJIbHOTO (DYHKIIMOHUPOBAHUS
aeMeHTOB CeTH (KOMIIBIOTEPOB, APYTroro 000pYAOBAHMS WIIH IPOTPAMMHOTO
oOecIieueHus), He IPHHAICIKAIIUX T0JIb30BaTEIIIO.

- JIeCTBUs, HAIIPABJICHHBIC HA MTOJTYYEHUE HECAHKIIMOHUPOBAHHOTO JIOCTYyIIA, B
TOM YHCJIC IPUBHIICTUPOBAHHOTO, K pecypcy CeT (KOMITBIOTEPY, APYTroMy
000PYAOBaHHIO WJIM MHGOPMAIIMOHHOMY PECYpCy), MOCISAYIOIIEee
MCIIOJIb30BAHUE TAKOTO JOCTYIIA, 4 TAK)KE YHUUYTOKCHUE WK MOAU(DUKALIUS
POTPaMMHOI0 00€CIIEUEeHHS WM JAHHBIX, HE MPUHAJICKAIIHX MOJIb30BaTEIIO,
0€3 commacoBaHMs € BIaJEIblIaMU 3TOTO MTPOTPAMMHOTO 00ECIIEUCHUS HIIH
JTAHHBIX JTU00 AAMUHUCTPATOPAMU JaHHOTO MH(OPMAIIMOHHOTO pecypca.

- [lepenaua xommbroTepam mwin o0opynoBanuio CeTu O6ECCMBICTCHHON WK
Oecrone3Hor nHGOpMaINK, CO3JAINIEH Mapa3uTHYIO HArpy3Ky Ha 3TH
KOMIIBIOTEPHI I 000PYIOBaHHUE, a TAK)KEe TPOMEKYTOUHBIC YUaCTKH CETH, B
o0beMax, MPEBBIMIAIONINX MUHUMAIBHO HEOOXOAUMBIE JJIsl POBEPKHU CBSI3BHOCTH
ceTel M JOCTYIMHOCTH OTACIBHBIX €€ SJICMCHTOB



3. COBJIIOIEHUE TTPABUJI, YCTAHOBJIEHHBIX
BJIAJIEJIbLIAMU PECYPCOB

[ToMUMO BBIIICIIEPEUUCIICHHOTO, BIaJIEIIEI JIFOOOTO
HH(GOPMAIIMOHHOT0 WJIH TEXHUIECKOro pecypca CeTu MOXKET
YCTaHOBUTH JIJISI 3TOTO pecypca COOCTBEHHBIE MpaBuiia €ro
UCIOJIb30BaHus. [IpaBuia UCIIOIb30BaHUS PECYPCOB JIUOO CChLIKA
Ha HUX IMYyOJUKYIOTCS BlIafeiabllaMi WJIHM aAMHUHHUCTPATOPaMHU ITHUX
PECYpPCOB B TOUKE MOAKIIIOYECHHUS K TAKUM pecypcaM U SIBIISIOTCS
00s13aTEIbHBIMU K UCITOJHEHHUIO BCEMM IMOJIH30BATEIISIMHU ATHX
pecypcoB. Ilonb3oBarens 00s13aH cOOMIOAATH IIpaBUIa
HCIIOJIb30BaHUs pecypca JIM00 HEMEJICHHO OTKAa3aThCs OT €ro
MCII0JIb30BaHUS.




4. HEJIOTTYCTUMOCTD ®AJILCUDUKALIMN

3HayuTeNbHAS 4acTh pecypcoB CeTu HE TpeOyeT UACHTU(PUKALIMN
ITOJI30BATENA Y JOITYCKACT aHOHMMHOE HCIOJIb30BaHue. OMHAKO B
psiJie CIIy4aeB OT MOJIb30BATENSl TPEOYETCS MPENOCTABUTD
uH(popMaInio, UASHTU(OUIMPYIONIYIO €r0 U UCIOJIb3yeMbIE UM
cpeactBa nocryna Kk Ceru. [Ipu 3TOM monb30BaTEIIO 3aNpENIACTCS:

- Ucnonp3oBanre WICHTU(PUKAIIMOHHBIX TaHHBIX (MMEH, apecoB,
Tee(OHOB U T.I1.) TPETHUX JINILI, KPOME CIy4YaeB, KOIIa 3TH JIUIA
YIIOJTHOMOYHIIH TI0JIh30BaTelIs Ha TaKOE MCIIOJIb30BaHKe. B To ke
BpPEMSI II0JIH30BATEIIb JOJDKCH MPUHATH MEPHI 110 MPEAOTBPAIICHUIO
MCII0JIb30BaHMs pecypcoB CeTu TPEThUMH JINLAMH OT €r0 MMCHH
(oOecrneunuTh COXPAHHOCTD MApOJICH M IPOYMX KOIOB
aBTOPHU30BAaHHOI'O JOCTYIIA).

- danscuduranmsa ceoero IP-anpeca, a Taxke agpecos,
HCITOJIb3YEMBIX B APYTUX CETEBBIX IIPOTOKOJIAX, IIPH Iepeaade
naHHbIX B CeTb.

- Mcnonib30BaHKE HECYIIECTBYIOIINX OOPATHBIX aJAPECOB MPHU
OTIPABKE AJICKTPOHHBIX ITHCEM.
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