AKmyaJibHble 80NPOChI
meaduabe3zonacHocmu




TponnuHe

TposanuHe — ny6aAuKaUusa 3aBEAOMO TPOBOKALMOHHBIX COOBLUEHUM AN NONYyYEHUS
HeraTMBHOM peakuuM nosib3oBatesia. YacTo TPONIMHI XapakTEPU3YIOT KaK CTUJ/Ib OBLLEHMS.

CeTeBble TPOJI/IN MOTYT I,EI,GI\/J1CTBOBaTb rpynnamm " nposoamMTb CKOOPpAUHUPOBAHHbLIE WA
cnyqaﬁHble NCHUXoJ1I0rt4eCKMe atTaku. CyIJJ,eCTByI'OT HECKOJIbKO KaCT TpOJ'IJ'IEFI.

Lleflb mpoOJiJiluHea - 8bi38a4imb MAKCUMAaJibHO HecamusHYKO 3MOoUU0 cobecedHUKa.

[paHK - pa3HOBMAHOCTb TPOJIJINHIA.




Pa3HosuOHocmu mposineu

Mo ypoBHIO MacTepcTBa: =
- "ToNCTbIN" TPOJ/I/Ib — AEUCTBYET HaNPsAMYH, NEFKO pa3obiadunThb. / '
- "TOHKUMK" TPOJI/Ib — YMEJIO MCMOJIb3YET UPOHMIO, Y/IOBKM B apryMeHTaLuun, NoAcTpamBaeTca noj "*eptay'.

Mo noBegEeHYECKMM OCOBEHHOCTAM:
- Tponnb-KoMmeHTaTop. Kak npaBu/io, JaHHaA KaTeropus TpoJiJien NpeAcTaB/ieHa 60 CKYYaloLWMMM CETEBBIMM 3PYAMTAMM,
AN60 MUAMU, UMEIOLLIMMM BO3MOXKHOCTb BbICTPO HaX0AMTb B CETU M 06pabaTbiBaTb (NPEACTaB/AA CBOMMM C/I0BAMM) HYKHbIM MM
MacCuB TEMATUYECKOM MHOPMaLIMM, IMBO COCTapUBLUMMUCSA CETEBLIMU TypY.
- Tponnb-oddTonmk. Pazamelaet coobLIEHNA, KOTOPbIE ABNAIOTCA HECOOTBETCTBYHOLIMMM HaNpaB/IEHHOCTU hopyMa.
- TpON/Ib-3roUeHTPMK. ITOT TUMN CTPEMMUTCA 3aBOEBATbh YpE3MEPHOE BHUMAHUE B KOJIJIEKTUBE.
- Tponnb — «repom-/1t060BHUK>. [loanyYaeT oCcTpbie OLLYLIEHMS OT NOCNEA0BATE/IbHOrO 3aMrpbiBaHMA U MHTPUI OHMAMH C
YKEHLMHAMM Fpynnbl.
- Tponnb-COBETUYMK. TaKoOM BUA TPOJIMHIA NOMYASPEH HA KOMMbIOTEPHbIX U TEXHMYECKUX (hOpYMaXx, rAe TPOJiJib 06bIYHO
MPOXOAMT MO BCEM BETKAM U B KaxKZ0OM M3 HMX OTMMCbIBAETCA SIKOObI Xeasd noMoydb Keptee. Ho Ha camom Jene npu Buae
[JlyNoro oTBeTa Ha CBOM BOMPOC, M0/ib30BaTe/lb (DaKTUUYECKU «BeAETCA» Ha NPOBOKALIMIO TPOJI/IA, HAYMHAETCA IEMM U KepTBY
6aHAT Ha dopyme UM B YaTe.

- Tponnb-no/MTUK. ONbITHbIM BUA, TPOJIJIEN, KOTOPbIE HAaXOAATCA Ha CAyK6€e Yy pa3/IMYHbIX NOJIMTUYECKU HAMPABAEHHbIX
OpraHu3aLum.



llcuxoso2ua mposiuHaa

[lcxonoru cBs3biBalOT NPOSBAEHUSA TPOJIJIMHIA C "TEMHOM TPUAZAOM" - HAPLMUCCU3M, MAaKMaBEN/IM3M, NCUXONATHS.
Hapuuccnam xapaktepusyeTca nNpeTeHUMO3HOCTbI0, rOpA0CTb, CAMOBJIKOONEHHOCTLIO M OTCYTCTBMEM DMMATUM.

MakuaBennnsam BKIOYAET B CE6A MaHUNYIALMIO M SKCNlyaTauMio ApYrmMx, UMHMYHOE NpeHebpekeHue
HPaBCTBEHHOCTb, COCPEAOTOMEHNE Ha COBCTBEHHbIX MHTEPECAX M JIIKMBOCTD.

[ NlaBHbIMM OCOOEHHOCTAMM NMCUXONaTUM ABAAIOTCA acouMasibHOE noBeaeHue, UMMNY/IbCUBHOCTb, 3rOU3M,
b6eccepaeyHoCTb U 6ecnowagHoCTb.

Bce TPUN Y4epTbl CBA3aHbl C 6eCC6p,£l,e‘-IHO-MaHMI'Iy}'IFITl/IBHbIM MEX/IMYHOCTHbLIM CTUJIEM.



Csiosapb mposiiA

BaTTXEéPT — NnoTeps caMoob6aalaHuA B pe3ybTate AENCTBMIA TPONS.

Konunacrta — MHCI)OpMaLIMFI CKOonupoBaHHaA OTKy,Cla-l'Il/I6O ANnAa nociaejgyrwero noBTopoHOro pasmewleHuA. Yacto
UCNOJIb3yeTCA B TPOJ/IJZIMHI€ KaK OAUH U3 OCHOBHbIX METOJ0B.

Jlyn3s (nyn3bl) — AENCTBME, BbICKa3blBaHME COBEPLUEHHOE paJM BECEbA.

JocTaBnATb N1yN3bl — NPUHOCUTDL BECEbE.

OddTon — 06CyKAEHNE HE CBA3AHHOE C OCHOBHOM TEMOM.

dnya — pa3mellleHme 60bLIoro Koimyectsa 04HOPOAHOM MM 6ECCMbICIEHHOM MHOPMaLIMKA.

dnenm (bAEeNMMUHT) — ocTpas MHTEPHET-AUCKYCCUSA 0BbIYHO C UCMONb30BaHUMEM OCKOPHIEHMI, HANAAo0K M T.A4.
yXxoAsulan OT TEMbl OCHOBHOIO 06CYK/AEHMS.



Yemsbipe 3aKkoHa mpoJiJluHz («(’)»)

LIeHTp MOHUTOPUMHIa coumManbHbIX ceTeit

1. 3akoH camoso3pacmaHusi mposiiuHea. [lobedu mposaas - He Kopmu mposins!
2. Tpoasib cyujecmsyem NOKa 8bl 8 He20 sepume.

3. CMbIC1 mMpoJIJIuHea 8 mpoJiJiuHze.

4. "Tponoso” - 10boe obcyxdeHue mpoJiiIuH2a 8 KOHEYHOM umoze npespawaemcsa 8 mposiiuHza!




TponnuHe

OnacHocmsb:

1) Umo2oM Mmaccosozo «mposioJio» UJ/IU HYacmHoU BblJ1Ia3KU NpogeccuoHasIbHo20 MpOoJJiA 4dauje
BCe20 cmaHosumca OdJuckpedumayusa coobwecmsa usiu omaoesibHbIX €20 4YJ/IeHOB B8nJiomb JO
OMMOKa y4acmHuUKo8 u hocemume/ieu,

2) llepeHoc mModesieu hosedeHUA “azpeccopa’ u "xepmabl” 8 peasibHyi0 KU3Hb;

3) Pas»xueaHue azpeccuu, HeHasucmu U 8paxobl 8nJiomb A0 CMOJIKHOBEHUA UeJlbiX coobuecms.



KubepbynnuHe

KnbepbynnuHr (3/1eKTpoHHas TpaB/ifl, »ECTOKOCTb OHJIaMH) — 3T0 BMWJ TpaB/aM, MpeAHAMEPEHHbIE
arpeccuBHbIE AENCTBUA CUCTEMATUYECKM HA NMPOTAXKEHMN AJIMTENILHOTO NEPUoa, OCYLLECTBJIIEMbIE TPYMMNON MU
UHAUBUZOM C MUCMOJIb30BaHWEM SNIEKTPOHHbIX DOPM B3aUMOAEUCTBMI, HamnpaB/iEHHbIX MPOTUB KEPTBbI, KOTOpas
HE MOXeT ceba 3alUTUTb. JTO MOXKET MNPOUCXOAMTb 4Yepe3 CMC-COOGLLEHMSA, COLMaibHble CEeTM, CO3JaHue
KOMMPOMETUPYIOLLMX BEG-CTPaHUL, N PA3MELLIEHME YHMMKAIOLLIETO, OCKOP6/IAIOLLErO BMIEOKOHTEHTA U TaK Jaslee.

NMOCJNIEACTBUA KUBEPBYJUJTUHTA

BIPOCALIX E6UTH
BoIHYyWAEeHbLI BMEWaTbLCh,
NTOSK TIOMOND DEGSHKY

KASPERSKY 2




Pa3HosudHocmb KubepbyinuHaa

XeumuHz (hate) — 3T0 HeraTMBHblE KOMMEHTApMM M COOGLLEHUA, UPPaLMOHA/IbHaA KpPUTMKA B aapec
KOHKPETHOro YeJIoBEKa MU SIBIEHUA, YacTO 6€3 060CHOBAaHWUS CBOEM MO3MLMM.

@ns3umuHe (flaming) — 370 BCMbilIKa OCKOP6AEHNN, NMYBGANYHBIM SMOLIMOHAIbHBIM OOMEH PENIMKAMM, YacTo
pasropaeTcsa B 4YaTax M KOMMEHTapMAX B COUMa/IbHbIX CeTAX. TaK KaK 3TO npoumcxoamT ny6/siM4HO, 60Jiblioe
KOIMYECTBO /Il0AEN MOrYT CMOHTAHHO MOAKAOYATbCA K OCKOPO6IEHMSM OAHOM M3 CTOPOH KOHM/IMKTa. YacTo
OblBa€T, YTO OAHA M3 CTOPOH CTABMT LE€/Ibl0 BOBJIEYEHME BO/IbLUOrO0 KOMMYECTBA CJIyYaMHbIX CBMAETENIEM B
NMPOTUBOCTOAHME.

KubepcmankuHe (cyberstalking; to stalk — npecnedosamb, B8biC/I€’KUBAMb) — WCMNOJIb30BaHME
3/IEKTPOHHbIX KOMMYHMKaUuMM AN NPecnefoBaHUs KepTBbl 4Yepe3 MOBTOPSALMECS YrpoXKawlime,
Bbi3blBalOLUIME TPEBOTY M pasfipa’kEHWE COOBLIEHMA C HaMEpEeHMEM Hanyratb KepTBY Yrpo30m
MPOTUBO3AaKOHHbIX JAEUCTBMM MM MOBPEXAEHUM, KOTOPble MOrYT ObiTb OCYLIECTBAIEHbI C MOMyYaTe/IEM
COOBLLEHNN U/IM Y/IEHAMM ETO CEMbM.



OnacHocmb KubepbyiiuHaa

1. PenyTaumMoHHbIe U34EPIKKMU;
2. loBegeHne 4yesioBeKa A0 Cepbe3HbIX NMCUXOJIOTUYECKUX NPO6IeM;
3. lponaraHpa arpeccu U Bpaxabl;

4. [lepeHoC MOgenn NnoBeAeHUA B peasibHYI0 }KU3Hb.




Cnocobbl npomusocmoAaHUA 6y1uH2y
8 MlHmMepHeme

1. He peazupyume. CoxpaHAalume cnoKoucmsue.

2. CoxpaHume doKaszameJ/ibcmsa mpas/iu (8 cay4dae ¢ Kubepbysi/luH20M — CKpUHWOMblI OCKOpbumeibHbIX
KOMMeHmapueg uJsu coobuweHul). Ecnu mpasna He npeKpawaemcs uJlu CMAHOBUMCA Kécmye,
ceAXumecb C npedcmasumesiaMu adMuHUCmMpaAuyuu pecypca unau obpamumecb 8 hoJsuyulo C
doKazame/ib.CMB8amu mpasJsiu usiu yepos.

3. 3awuwaume csou npoguab. Ecnu Haudéme 8 coycemu npousib ¢ saweu ¢pomoepagueli, Komopbil
8bl CAMU He c030adsa’iu, — csAXumecb ¢ aOMUHUcmpayuel pecypca u dobeumecb yoaseHuUs npo@uss.

4. 3abs0Kupyume usau yoasiume obud4yuKa — U3 cnucka opyseu, adpecHbIX U meJiepOHHbIX KHU2.




MaHunynayuu....

1. B 060U HenoHAMHoU cumyayuu - desiau Kak sce!

2. Memoo noemopeHus. lNloemopsaemoe cyKoeHue He o6a3amesibHO O0JIXKHO 6bimb
UCMUHHbIM!

3. 3Kcnayamauyusa dobpombl usiu 6ecnsiamHbilU Cbip 6biI8aem MOJIbKO 8 MbILWEJIOBKE.

4. Memoo beHOxamuHa PpaHKUHA. IKchJyamayusa OmKJ/IUKa Ha npocbby o0 homMouwju.

MaHMNy1AUMA COSHAHMEM

5. HasAa3bisaemoe oba3zamesibcmaso.

6. [Mlo3umusHoe nodkpensieHue. : , [agHasi npo6rema umrat
' K B UHTEPHETE B TOM,

: ' YTO /IK0AM Cpas3y BepaT
7. IMoyuoHasbHaa MmaHunyaayua. Cmpax, suHa, 2Hes... WY B ux NOANMHHOCTL




8. Cnupasib MOJTYAHUS. ..U/IU MOYKA 3peHusa 60/bwuHcmsal
/ 9. Memod HaKieusaHuUsa ApJibIKOB.

10. Memoo yme4Ku "cekpemHou uHgdopmayuu”.

11. Memoo "HopmasibHbIX Aodeu”.
12. MckaxkeHue, noOMeHa uHgdopmauuu.

13. OmsBsieyeHue BHUMAHUA.




Haub6os1ee onacHble npumepbi MaHUnyaayul

1. KomMMmepyeckue KyJibmabl.
2. CyuyudanbHble epynnbl, KosymbauHepsi.
3. PadukasibHble nosilumuYeckue op2aHu3ayuu.

4. MoweHHUYeckue opaaHusayuu (nupamudsl, hceedobsiazomsopumeiu).
5. ®euK-Hbloc.




TexHos102uA 6e30nacHo20
MHmepHem-3HaKkomMcmaa




AKKayHm cobecedHuUKa

BHMMaTeNbHO NPOCMOTPUTE aKKayHT Baluero HoBoro gpyra. YKa3sbiBaeT /M OH CBOE HacToALlee UMA U
dammnanio? ECTb M y Hero peasibHble Apy3bA? HaCKOJIbKO A0Jiras UCTOPMA CO34aHUA ero akkayHrta?
ECTb i anuHble poTorpadmmn? ECTb M IM4Haa MHOpMaLMA - WKoa, YHUBEPCUTET, ropos? B Kakmx
coobLiecTBax COCTOMT YesI0BEK?

Bac dosixkHO HACMOpOoKUmb: omcymcmaue peasibHo20 UMeHU (HUKHeUM), YynoOMUHAaHUSA JIU4HOU
uHgopmayuu u gomoepadul, HenpodosKumesibHaa UCMOPUA aKKkayHma, Hajau4que d)euxosblx
dpy3el, hodnucKu Ha coobuwecmasa, codep:xawjue 0ecmpyKmusHbIli KOHMeHm. - =




Bonpocbki cobecedHuka

O6pallante BHMMaHME Ha BOMPOCHl, KOTOpble 3aJae€T BaM HOBbIM ApYr - ChpaliMBaeT /M OH
NINYHYI0 MHOPMALIMIO - aApec, rpaduK M MECTo paboTbl poaMTeNEN, AOX0A CeEMbM? He yxoamT nu
OT OTBETOB Ha BalliM BOMPOChI O CBOEM KM3HMU?

Bac do/ixXHO HAcmopo)Xumb: HekesiaHue cobecedHUKa pacckasbliBamb O csoel JIUYHOU XU3HU,
NpAMbIe UJIU KOCBEHHbIe BONPOCbl hpo Bawy UHMUMHVYIO KU3Hb, puHaHcosoe 6s1azonosyyue,
nodpobHble Bonpocbl 06 OMHOWeHUAX ¢ podumesiamu.




BcTpeua c co6ecegHMKOM («(’)»)

LieHTp MOHUTOpMHra coumManbHbIX CeTew

He npeanaraetr i1 Bam npucnatb dotorpadpmm MHTUMHOIO Xapaktepa? He 3ajaeT M MHTUMHbIE
Bonpockl? Mpurnawaet am Bac BcTpetmtca y cebs AoMa MM B Malo/ItloIHOM MecTe?

Bac do/ikHO Hacmopoxxumbs: npocbba npucsaame c8OU UHMUMHbIE oomozpauu uau nosydeHue
UHMUMHbIX oomoepadul co cmopoHbl cobeceOHUKa, BoNpocCbl, CBA3AHHbIE ¢ sawel UHMUMHOU
JKU3HbIO, hpu2/iauweHue CO CMOpOHbl He3HaAKOM020 cobecedHUKa scmpemumca C 8amu Yy Hezao
domMa, B 20CMAX UJIU B MAJIOJIOOHbIX U HEe3HAKOMbIX OJ11 BaC Mecmax, a makse nonbImKu
cobecedHUKa npulimu K 8am 8 2ocmu.




AKMmuBHoe xesiaHue noMo4b cobecedHUKY

LIeHTp MOHUTOPMHIa COLManbHBIX CeTe

Hacko/IbKO aKTMBHO cobecegHUMK MWHTepecyeTca BalMMKM npobnemamm? He 3aaBndeT /M OH
aKTUBHOE ’XeJlaHMEe MOMOYb Bam, YTBeEpXJas, YTO BaC "HUKTO He NbUT, HEe MOHMMaeT WU
NpoBOAA rpaHb 'BCE MJIOXMe - OH Xxopowun™? He HacTpavBaeT /iM Bac NPOTMB Ballero Kpyra

oo6LeHna?

Bac do/IKHO Hacmopo)Xumb: AKMUBHAA KpUMUKa €O CMOPOHbI cobeceOHUKa sawux opyseu u
6/1U3KUX, @ makxe sawux ybexodeHul usiu o6pasa *Ku3Hu.







[peanoxkeHne nosyyeHnsa MaTtepuasibHOM BbiroAbl

LIeHTp MOHUTOPUHIa couuanbHbix ceTel

He npeanaraetr nM OoH Bam MNOAYYMTb MATEPUAJIbHbIX [0X0A — ObICTPbIM, NErkKMM, BbICOKO
onjiauMBaembin?

Bac 0o/1’KHO HacmMopoXXumb: NPedsioXKeHUA CO CMOpPOHbI cobecedHUKa nosbicumb c8oU 00x00 3a
cyem Jlulb YNOMUHAHUA HomMepa csoeli kpedumHoU Kapmbl UJU Kapmbl sawux podumesedu,
npocbba nepedamb NOCbI/IKY HE3HAKOMbIM JIl0OAM 3a Xopouwlee Bo3HazpaxkoeHue u op.




Ecau Bbl XOTA 6bl B 04HOM M3 MYHKTOB HaxoAuTe OTBeT,
XapaKTepu3yolliMKu Bally CUTyaLMIo caeayerT:

1) HeMepa/1eHHO NpeKpaTUTb O6LLeHMe C BallMM cobecesHUKOM;

2) NpX CTOJIKHOBEHUM C peaJibHbIMMU CJlyYasaMM CKJNOHEHMA BaC K MHTMMHOMY pasroBopy MM
BCTYMNJIEHUIO B paauKa/ibHble OpraHusauum M Ap. HEeobXoAMMO cAenaTb CKPUH-Nepenucku (He
yAaNamTe NeEPENMCKY A0 3aBEepLUEHUA onepaTmMBHbIX AEUCTBMM!) M OTAPaBUTb €ro Ha ropsAYYo JIMHMIO
“CKaxku akctpemmnsMmy - HET" (http://resurs-center.ru/hotline) vnu B aKKayHT B
coumanbHou cetu "BKoHTaKkTe" - "SKCTPEMU3MY HET" (https://vk.com/nes74).




http://www.resurs-center.ru/hotline

[opAaYasa MMHUA «IKcTpemnsmy - HET!»

ObLecTBeHHan ropaYas IMHAA NpuU3BaHa NOMoYb B 60pbbe C NPOABAEHUAMM 3KCTPEMM3MA M TEPPOPM3Ma,
NPecTynNeHUAMU U AUCKPUMMHALMEN Ha HALUMOHANbHOM U PENUTMO3HOM MOYBE, HAPYLUEHUSIMM B 061aCTH
npaB 1 CB06OA rpaxkAaH. JaHHasa ropsvas IMHUA SBASETCA HEe3aBUCHMMbIM 0BLLECTBEHHBIM MEXAHM3MOM.

Ecnn Bbl nnan 6:1m3kuM Bam Yyenosek o6/1ajaete MHDOPMaLIMEN UM CTONIKHYIUCb CO C/TyHasaMM:
*BoB/ieYEeHUs NII0AEN B A€ATENBHOCTb AECTPYKTMBHBIX PENIMIUO3HbIX OpPraHM3aUmi (CEKT);
*Bep60BKOM B SKCTPEMUCTCKME OpraHM3aumu; .

[IpecTynneHnsmu B ccepe 3KCTpeMU3Ma U TEPPOPU3MA;

s IMCKpMMMHaLMEN NO HALMOHAILHOMY MU PENUTUO3HOMY MPU3HAKY;
»1eCTPYKTMBHbIM Meaua-KOHTEHTOM;

«[lponaraHaoM cymumaanbHOro rnoBeaeHus;

sPacnpocTpaHEHMEM TIOPEMHOM KY/bTYPbl, CKY/ILLYTHHIA.

LIeHTp MOHUTOPMHIa COoLManbHbIX CeTer

4

N ¥, Resurs-center.

Mopsiyas nuHuA
«KnbepbesonacHocTb»

CoobLUu 0 AeCTPYKTUBHOM KOHTEHTE,
kubepnpecTtynneHusx,

HapyLUeHUsIX Npas B

cetu UuTepHer

HAMUCATD ON-LINE

NOAHOCTHIO aHOHHMMHO



(o))

LIeHTp MOHWUTOPMHIa COUManbHbIX CETel




