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Internet Layer Overview
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(RARP)
e OSI network layer corresponds to the

TCP/IP internet layer



CTtpyktypa IP naketa

0 15 16 31

16-bit identification glalfli 13-bit Fr offset

Source address

Destination address

Options (+padding)

DATA

[Ipomomxenue...

Bepcus. Yaie ncnonsiyercs Bepcus 4

IHL - TP header length — JIninna 3aroioBka
IP. Exnauna B IHL - 32-OutHOE C10BO.
ITone cocrout m3 4x OUT =>MaKcUMaJbHas
utrHAa 3arosioBka [P 60 Gait

TOS - type of service — Tun cepBuca
[TepBbie 3 6GuTa 00pa3yrOT MOIIOIE
npuoputera 4 TOS nomxen ObITh paBeH 0.
Ocranbnbie 4 6uta TOS:
MUHHAMM3AIUS 3aICPKKA
MaKCHUMM3AITUs TTPOITYCKHOU
CIIOCOOHOCTH
MaKCUMM3AIUs HAJIC)KHOCTH JIOCTAaBKU
MUHHAMHM3AIUS CTOUMOCTH
Tonbko 1 u3 3THX 4 OUT MOXKET OBITH 1

TPL — monHas qiivHA makeTa B OaiTax.
MaxkcunmainrsHag juaa [P makera 65535.

IDENTIFICATION - »t0 moie
ucrosb3yeTcs koraa [P Hyxmaercs B
nedparMeHTaIuu gararpaMMbl.

Bce dhparmeHThI 10KHBI IMETH
OJIMHAKOBOE 3HAYCHUE JIAHHOIO TOJIS.



CtpykTtypa IP nakerta

0 15 16 31

16-bit identification glalfli 13-bit Fr offset

Source address

Destination address

Options (+padding)

DATA

TTL - time-to-live-Bpems )xu3Hu
[IpenenbHBIN CPOK B TEUEHUE KOTOPOTO
MaKeT MOXKET MEePECEKaThCs M0 CETH.ITO
moJie. JTO MOJIe YMEHBIACTCS KaXKIbIiA pa3
pu o0paboTke 3arojoBka [P makera.
Korpa none cranoBurcs paBabM ()
JararpaMMa yHHYTOXKACTCS
mapipytuzatopom u ICMP cooOmienue
MOCHIIAETCS OTIPABUTEIIO.

PROTOCOL — none yka3bIBaeT KaKOMY
IIPOTOKOJIY BEPXHETO YPOBHS
MPUHAJICKUT UHPOPMALIMS B T10JIE
JAHHBIX MaKeTa.

HEADER CHECKSUM paccuutsiBaeTcs
TOJIBKO IO 3aroJIOBKY.

SOURCE u DESTINATION — IP anpeca
OTIPABUTENA U ITOJTYYaTes.

OPTIONS none nepeMeHHOMW JIMHBI 15
Pa3TUYHBIX ommuii.YacTh U3 HUX MBI
o6cynum nozxe. B xonie monst OPTIONS
JIOJDKHO OBITH T0OABIEHO HECKOJILKO OaMT
JUTSI BBIpABHUBAHMS 3ar0JI0BKa MaKeTa o
32x OUTHOU TpaHHUIIE.

DATA — nione /lanHbIx
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IP Addressing

32

10101100 00010000




IP Address Classes

8 bits 8 bits 8 bits 8 bits

Class A: Host Host Host
Class B: Host Host
Class C: st

Class D: Multicast

Class E: Research



IP Address Classes

8 9 16 17 24 25 32

8 9 16 17 24 25 32

Network
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Determining Available Host

Addresses
Host

0 0

00000000 00000000

00000000 00000001
00000000 00000011

11111111 11111111

CDI-OH'OONFO@NCDLOH'OONN

- WON=—

11111111 11111101 g
11111111 11111110
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IP Address Classes Exercise

Address Class Network Host

10.2.1.1

128.63.2.100

201.222.5.64

192.6.141.2

130.113.64.16

256.241.201.10




Subnet Addressing

172.16.2.200 172.16.3.5

172.16.3.1

172.16.2.2 172.16.3.100

172.16.2.160 172.16.3.150

New Routing Table

l 172.16 I _ l 2 I ] l 160 I Network Interface

Network Subn Host 172.16.2.0 EO
et 172.16.3.0 E1




Subnet Mask

Network Host

Network Host
- > >
Def
Sub
M
Also written as “/16” where 16 represents the number of 1s
in the mask.
Network Subnet Host
> —
8
Sub

Also written as “/24” where 24 represents the number of 1s
in the mask.




Decimal Equivalents of Bi

Patterns
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Subnet Mask without Subnets

Network

172.16.2.160 10101100 00010000

955.255.0.0 | 11111111 11111111

10101100 00010000

Host

00000010 10100000
00000000 00000000
00000000 00000000

Network

172 16

Number

e Subnets not in use—the default




Subnet Mask with Subnets

172.16.2.160

D

255.255)055.

Network
Number

Network Subnet| Host
10101100 00010000 | 00000010 | 10100000
11141411 114141141 | 11111111 | 00000000
10101100 00010000 | 00000010 | 00000000

EREETR Rk
T QAN ANANANANAN
172 16 2 0

¢ Network number extended by eight bits




Subnet Mask with Subnets

(cont.)
Network Subnet Host
172.16.2.160 10101100 00010000 | 00000010 10/100000

255.258.255|192| 11111111 11111111 | 11111111 11000000

10101100 00010000 | 00000010 10D0O000O

Q| SH g N
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128
192
224
240
248
224
240
248
252
254
255

Network
Number 172 16

N
-
N

e Network number extended by ten bits



Subnet Mask Exercise

Address Subnet Mask Class Subnet

172.16.2.10 255.255.255.0
10.6.24.20 255.255.240.0

10.30.36.12 255.255.255.0




Broadcast Addresses

1721630

1721640 H
172.16.1.0 I I I

172163255—" 172.16.2.0
(Directed

. 2BEPAKICRRN oy

(Local network

- 17790065055 —»

(All subnets broadcast)




Addressing Summary Example

172.16.2.160

255.255.255.192

172

16

16

0

10101100 00010000 00000010 10100000 Host ‘

Mask
Subnet 4
Broadcast
First

Last



CneuunanbHble IP - agpeca

* 0.0.0.0 — ncnosnb3yetca ans sarpysku OC

e 127.0.0.1 - BHyTperHuit wneind MK (loopback)

« AQpeca YacCTHbIX JTOKamnbHbIX CeTen (He
MapLpyTupytoTcs B IHTEpHET):

* 10.0.0.0 - 10.255.255.255
¢ 172.16.0.0 - 172.31.255.255
* 192.168.0.0 - 192.168.255.255



Internet Control Message
Protocol

Application

Transport
(1)
ICMP

Internet

Data Link

Physical




Address Resolution Protocol

need the
Ethernet address

3.1 3.2

= » [P:172.16.3.2 = ???




Address Resolution Protocol

| need the | heard that broadcast.

Ethernet address The message is for me.

of 176.16.3.@

3.1 3.2

< » [P:172.16.3.2 = ???




Address Resolution Protocol

| need the | heard that broadcast.

Ethernet address The message is for me.

of 176.16.3.@

3.1 3.2

= » [P:172.16.3.2 = ???

IP: 172.16.3.2
Ethernet: 0800.0020.1111




Address Resolution Protocol

| need the | heard that broadcast.

Ethernet address The message is for me.

of 176.16.3.@

3.1 3.2

- » IP: 172.16.3.2 = 2?2
IP: 172.16.3.2
Ethernet: 0800.0020.1111
e Map IP - MAC

e Local ARP



TCP Segment Format

Bit 0 Bit 15 Bit 16 Bit 31
Source port (16) Destination port (16) A
Sequence number (32)
Acknowledgement number (32) 20
Bytes
oo | Reserved (6)] Code bits (6) Window (16)
Checksum (16) Urgent (16)

Options (0 or 32 if any)

Data (varies)




Application
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Port Numbers
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TCP Port Numbers

- Eost A Host Z

SP DP Dest. port = 23.

Send p%cket to my




TCP Three Way
Handshake/Open Connection

Host A Host B

— —

1 Send SYN

“ (seq=100 ctl=SYN)

SYN received



TCP Three Way
Handshake/Open Connection

Host A Host B

- -
Send SYN ; ;

. (seq=100 ctl=SYN)

SYN received

Send SYN, ACK 2.

SYN received (seq=300 ack=101 ctl=syn,ack)



TCP Three Way
Handshake/Open Connection

Host A Host B

- -
Send SYN ; ;

“ (seq=100 ctl=SYN)

SYN received

Send SYN, ACK 2.
(seq=300 ack=101
Established ctl=syn,ack)
(seq=101 ack=301

ctl=acKk)

SYN received



TCP Simple Acknowledgment

Send1 Receive 1
Send ACK 2
Receive ACK 2 en
Send 2
Receive 2
Receive ACK 3 Send ACK 3
Send 3 _
Receive 3
Receive ACK 4 Send ACK 4

 Window size = 1



TCP Sequence and
Acknowledgment Numbers

| just got

#10,

now Kheed
()




TCP Sequence and
Acknowledgment NUmbers




TCP Windowing
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Dropped




TCP Windowing
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TCP Windowing
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TCP connection establishment and termination

active open Client Server passive open
SYNJ
SYN SENT

—» SYN RCVD
SYN K, ack J+1

ESTABLISHED

ack K+1
—» ESTABLISHED
active close FIN M passive close
FIN WAIT 1
’ CLOSE WAIT

ack M+1

FIN WAIT 2 «—
FIN N LAST ACK

TIME WAIT «—

ack N+1

— CLOSED



TCP coepguHeHue ¢ 3-MA NOBTOPHbLIMU
3anpocamm

| SN | ACK—0 SIN—O0 | IS
| SN=0 ACK=—1 | SYIN/ACK. |
| Asx | ACK—1 SN—1 -
PR SN—1 ACEK=—1 | DATA O |
[ bAaTA 1 | Ack—301 sr=—1 | — p
| baTA 2 |aAckK—301 sN—14a441 ] g
- | s™N—301 Ack—2s8s1| ACE |
| DaTA 3 |AckK—301 srN—2s8s1 | =
| DAaTA a |laAckK—301 sN—a321 ] =
- | STN—301 ACcK—5761 | AcCc¥ |
DATA 5 [AcK=—301 sSN=5761| m>
| bpaATA & |laAcKk—301 sN=—7201 | X
DATA 7 |aAckK—301 sN—=Ssa1 | =
DUPH#1 - | SN—301 ACK—5761 | Acek |
| baTA = |lAck—301 sN—10081] =
DUPH2 - | STN—301 ACK—5761 | AcCck |
| DaTA O lAck—301 sr—11521] =
DUPH3 - | sTN—301 AcCcK—5761 | Aacx |
| baTA 5 [ AckK—301 sMa—5761 | =
| bpaATA s | Ack—301 sN—7201 | =
- |sN—301 ACK—12961] Aacx |

v



TpaccupoBka TCP coeanHeHus



UDP Segment Format

Bit 0 Bit 15 Bit 16 Bit 31

o P

Bytes

* No sequence or acknowledgment fields



dopmart ncesgosaronoska UDP

Source IP address

Destination IP address

Protocol UDP Length




Uukancynsauma UDP gentarpamm

3aronosox UDP

Oomnacts ganueix UDP

3aronosok IP

O6macTb naHHeIX [P

3arosoBok Ethernet

OO0nacTh TaHHBIX Kajapa




Source IP address

Destination IP address

Protocol UDP Length




CpaBHeHMe CTEeKOB NMPOTOKOSIOB

* Ctek TCP/IP

ObecneynBaeT HageXHYHO
OOCTaBKYy AaHHbIX 3a CYET
NOBTOPHOW Nepenayn
NOTEPSAHHBLIX MAKETOB

BHoCUT 3agepXkku

cnonb3yeTcs NPUNoXeHNsSmMu
HEYYBCTBUTENbHbLIMU K 3aaep-
KaM, HO YyBCTBUTENbHbLIMU K
NnoTepsiM KaJpoB:

HTTP, FTP,SMTP, SNMP

Ctek UDP/IP

He obecneuymBaeT HagexHOU
OOCTaBKWU MakeToB

He BHOCUT Oon. 3agepKek n
oor. n3bbITOYHOCTL (Marn. 3ar)

cnonb3yeTtcsa npunoXXeHnsamm
4YyBCTBUTESTbHbIMU K 3a0epX-
KaM, HO MeHee 4YyBCTBUTESb-
HbIMW K MOTEPSIM MakeToB.:

VolIP, Video Conference, VoD



