MIK.01.01
OpraHun3auus, npUMHUMNLI
NOCTPOEHUA U PYHKLNOHNPOBAHUSA

KOMMbIOTEPHbIX CeTEU
3-KypcC

[TpakTn4yeckmne 3aHATUSA

3aHaTue 13



S 2 Cisco Packet Tracer - 0 IR

File Edit Options View Tools Extensions Help

A= 2uEENa[o0SE

Logical [Root] New Cluster ~ Move Object Set Tiled Background Viewport
! Tema: Access List-bl. -
Access List-bl (CNMCOK OOCTYyMa) — 3TO MeXaHM3M, NO3BONAKLLNN BbIOENUTL 5
NHTEpPEeCYLWMN TpaduK a 3aTeM BbINOSHATL UHTepecytowne aencteund. [potue Q

rosops, Access List — 3TO QUNLTP, KOTOPbIX BbIMOSHAET HECKOMbLKO 3a4au: g -
- NakeTHaa punbTpauua (3anpeLlleHne unn paspeLleHue Tpaguka); A
i

- ucnonb3oBaHUsA NAT; ==
15

NCnosib3oBaHMe TexHonornn VPN;

ncnonb3oBaHWE NPUOPUTETOB Tpadumka (QoS);

pasrpaHunyeHne goctyna kK o06opygoBaHuIo.

Time: 04:39:29 I Power Cycle Devices Fast Forward Time Realtime
- > = Ex ? 2 . : Fire Last Status Source Destination Type Color Time (sec) Periodic Num Edit Delete
> = -’ —~ —~ [ (| (= —~ —~ e (e J Scenario 0 v
it et NG e e G G G v
[ Routers ]|l 284 | [ 1941 | i2620xM| 2621xM| | 2811 | | 2801 | | 2911 | |Generic/ |Generic! New Delete
5# LN s = Toggle PDU List Window
Router-PT-Em
- S



s 2y ~ CiscoPacket Tracer - ke

File Edit Options View Tools Extensions Help

EEEACDERYYILE

Logical [Root] New Cluster Move Object Set Tiled Background Viewport

[logpobHO paccMOTpUM NakeTHYO oUNbTpaUuIo, TO eCTb 3aJady ¢ 3anpeLleHnem
Unu paspewleHnem Tpaduka. =

b 4
Access List-bl ObIBAlOT CneayroLmx BUOOB: Q

- CTaHAapTHbIE; -

- PaCLUMPEHHDbIE;
- ANHaMUWN4YEeCKUeE;
- pedrieKCUBHbIE;
- BPEMEHHbIE.

[ToapoOHO paccMOTPUM CTaHOAPTHbIE N pacLUUPEHHbIe Access List-bl.

( T @

Time: 04:39:29 l Power Cycle Devices Fast Forward Time Realtime
5 > N : ¥ e 2 . : Fire Last Status Source Destination Type Color Time (sec) Periodic Num Edit Delete
e - e (AT (AT (e (e —~ | (e (res 1 J | Scenario 0 v
SN > &S S FH Fe T T FH 5 -
[ Routers ] | 2841 1941 | (2620xm/ 2621xM | 2811 2901 2911 | |Generic! IGeneric ‘ New ‘ Delete
;/’ - -s = Toggle PDU List Window
Router-PT-Em ;
- =



S 2 Cisco Packet Tracer

File Edit Options View Tools Extensions Help

A= 2uEENa[o0SE

Logical [Root] New Cluster Move Object Set Tiled Background Viewport

A CTaHOapTHbIV CNMCOK A0CTYNa No3BOMSAET OCYLECTBNATb MUMNLTPALMIO TONbKO ©
Mo 0QHOMY napameTpy — 3TO ip-aApec UCTOYHMKA.

PaCLIJI/IpeHHbIe CMNCKN AOCTYMNa MOTyT OCYyLLECTBJIATb Cbl/lJ'IpraLl,I/I}O, OCHOBbIBaAACb =

Ha NATU NnapamMeTpax: Q’;
- ip-agpec UCTOYHUKA; {’] ]
- NOPT UCTOYHUKA; ey
- NPOTOKON; 5
- ip-agpec nonyyvartens; =

- MNOPT nony4varens.
Access List-bl IPUMEHAIOTCA B OABYX HanpaBlneHunsXx:
- Ha BXoOALWMN TpadouK (KOTOPLIN BXOOUT B pOYyTEP);
- Ha ncxogswmm Tpadouk (KOTopbin NOKMOAET poyTep).

Time: 04:39:29 I Power Cycle Devices Fast Forward Time Realtime
- > = Ex ? 2 . : Fire Last Status Source Destination Type Color Time (sec) Periodic Num Edit Delete
> = -’ —~ —~ [ (| (= —~ —~ e (e J Scenario 0 v
it et NG e e G G G v
[ Routers ]|l 284 | [ 1941 | i2620xM| 2621xM| | 2811 | | 2801 | | 2911 | |Generic/ |Generic! New Delete
5# LN s = Toggle PDU List Window
Router-PT-Em
- S



&2 O

File Edit Options View Tools Extensions Help

NSRRI S

Logical [Root]

New Cluster Move Object Set Tiled Background Viewport

A

PaccmoTpum TMnoson npumep, B KOTOPOM CYLLECTBYOT — ©

Servert "/ yeTbipe cermeHTa: VLAN2, VLAN3, VLAN4, VLANS. =

T S B ceTu ncnonb3yeTcs KommyTaTop 2960, x
e~ fao/1 141 g — .18?

l T MapLupyTmsaTtop 1841 n cepsep. Q

ws 15716052 10 ’/ A CeTb /IHTEpHET amMynupyeT eLe oanH MapLupyTusaTop ‘3

sl e 1841 n cepsep. e
= 192,168.3.0/24 ] ) @
VL2 192.168.2.2 Byxrantepus VL4 152.168.4.2 AaMUHUCTPauUnsa @

- et

o= VL3 192.168.3.100 AamuH
PC-PT

VL3 192.168.3.2 Nonb3osarenu

<

Time: 01:26:00 I Power Cycle Devices Fast Forward Time

> | (@) a
Realtime

S N> E S S

[ Routers l 1841 1941 | 12620xM

\2621xm | 2811 2501

GG e ] Gﬁq :,,g?l ) [scenario o "

1 |Fire Last Status Source Destination Type Color Time (sec) Periodic Num Edit Delete

ZNLY 1§ 3 c; l New H Delete 1

i Toggle PDU List Window |

Router-PT

C}d




New Cluster

Move Object Set Tiled Background

Viewport

fa01
— 210.210.0.0/30 s
MNaponb Ha enable: cisco ‘%"— —— e ) O
fa0/o fa0/0
S— fa0/1 1g41
Roulger0 Routerl
192.168.5.0/24 fa0/24
Server-PT fa0/5
VLS5 192.168.5.2 1C
fa0j1 Port Link VLAN IP Address MAC Address
fan/2 FastEthernet0/1 Up 2 - 0001.641D.4D01
192.168.2.0/24 ; fé FastEthernet0/2 Up 3 — 0001.€41D.4D02
192.168.3 FastEthernet0/3 Up 3 S 0001.641D.4D03
FastEthernet0/4 Up 4 ey 0001.641D.4D04
; FastEthernet0/5 Up 5 - 0001.641D.4D0S
“PC-PT FastEthernet0/6 Down 1 -- 0001.641D.4D06
VL2 192.168.2.2 Byxrantepus FastEthernet0/7 Down 1 i 0001.641D.4D07
FastEthernet0/8 Down 1 = 0001.€41D.4D08
FastEthernet0/9 Down 1 - 0001.€41D.4D0S
FastEthernet0/10 Down 1 — 0001.€41D.4D0A
FastEthernet0/11 Down 1 Spo 0001.€41D.4D0OB
5 VL3 19] FastEthernet0/12 Down p i =y 0001.641D.4D0OC
PC-PT FastEthernet0/13 Down 1 - 0001.641D.4D0OD
VL3 192.168.3.2 Nonb3osaTen| FastEthernet0/14 Down 1 — 0001.641D.4D0E
FastEthernet0/15 Down 1 Spo 0001.€41D.4D0OF
FastEthernet0/1¢ Down 1 = 0001.€41D.4D10
FastEthernet0/17 Down 1 - 0001.641D.4D11
FastEthernet0/18 Down 1 — 0001.€41D.4D12
FastEthernet0/19 Down 1 Spo 0001.€41D.4D13
FastEthernet0/20 Down 1 oy 0001.641D.4D14
FastEthernet0/2Z1 Down 1 - 0001.641D.4D15
FastEthernet0/22 Down 1 — 0001.€41D.4D1¢6
FastEthernet0/23 Down 1 Spo 0001.€41D.4D17
FastEthernet0/24 Up e =y 0001.€41D.4D18
< GigabitEthernetl/1 Down 1 - 0002 _.4ADD.S9301
GigabitEthernetl/2 Down 1 — 0002.4ADD.SS902
Time: 43:04:24 I Power Cycle Devices | V1anl Down 1 <not set> 000B.BE1B.7309
Hostname: Switch
< | =
@ - . m - @J ! Physical Location: Intercity, Home City, Corporate Office, Main Wiring Closet
[ Switches ] |l2950-24 | 29507 JTTTZ560 | (Generic] \Generic] | 24pS | (Generic!
EEY X

210.210.1.0/24

Ha kommMmyTaTtope Ucnonb3ytoTcs
nopThbl:

FastEthernetO/1, FastEthernet0/2,
FastEthernetQ/3, FastEthernet0/4,
FastEthernetQ/5, FastEthernet0/24.

[TopT FastEthernet0/24 ncnonbadyertcd
KaK TPaHK-MopT, MPOKUHYTbIN 0
MapLupyTmusaTopa.

, [©

|
|

Realtime
u): : Fire Last Status Source Destination Type Color Time (sec) Periodic Num Edit Delete
J | Scenario 0 v‘
New H Delete “
Toggle PDU List Window |
0
[



% -‘ -

cer - D:\Arapeit\KomnstoTepHsie cetr\MAK.01.

ile dit phons
TEH &7 E R

Logical

View Tools Extensions Help

nipLe R B

(OpraHu3aums, NPUHLMNLI MOCTPOEHNS Y QYHKUVOHVMPOBaH

Move Object Set Tiled Background

Se
Serverl

r-PT
0.210.1.2

210.210.1.0/24

rfa01

g, 210.210.0.0/30 g

VL2 192.168.2.2 Byxrantepusa

J

PC-PT

VL4 192.168.4.2 AaMUHUCTPauUna

Az Y
PC-PT

o= VL3 192.168.3.100 AaMuH

Ha mapLipyTmnsaTtope co3gaHo YeTbipe sub-
NHTepdenca:
FastEthernet0/1.2, FastEthernet0/1.3,

VL3 192.168.3.2 Nonb3osarenu

Time: 43:10:18 l Power Cycle Devices Fast Forward Time

ApoBaitaepa:

MNaponb Ha enable: dsco “ — — — "'i
s l fanin fan/0
— fa0/1 19 pore Link VLAN IP Address IPvé Address MAC Address
RoW rastEZthernet0/0 Up - 210.210.0.2/30 <not set> 00D0.BAAS.BS501
R -y B aAn cn2
192.168.5.0/24 Fest:therneto./l " Up SIOL Saty s <not set> 00DO_BARS 'B?I'i
-H-fBO/S FastEthernet0/1.2 Up = 182.16e8.2.1/24 <not set> 00DO.BARB .B502
Server-PT W8 FastEthernet0/1.3 Up - 192.168.3.1/24 <not set> 00D0.BARAB_B502
VLS5 192.168.5.2 1C FastEthernet0/1.4 Up 2= 192.168.4.1/24 <not set> 00D0.BAAS .BS02
£20/1 | FastEthernet0/1.5 Up - 152.168.5.1/24 <not set> 00D0_BAAS_B502
faO/Z 1t Vlanl own 1 <not set> <not set> 000C.8568.70BA
192.168.2.0/24 fl Hostname: Router
192, 168.3 Physical Lecation: Intercity, Home City, Corporate Office, Main Wiring Closet
e )] potw— 37
PC-PT PC-PT

FastEthernet0/1.4, FastEthernet0/1.5.
[MTopT FastEthernet0/0 ¢ «BenbiM» agpecom
He 3abyabTe BbINONHUTL KOM@AA)2 X00ra(30)Ha0ae et BTimp oo MnTepHeT-

Realtime

SNl & @ ()

3560

| | [

[ Switches ] [12850-24' {29507 ) [ 2960 | |Generic/ |Generic| | 24ps | |Generic
) =
e =
Bridge-PT
- e ™ n T N
= i L‘ >

y ‘Scenario 0

New T‘V Delete

: Toggle PDU List Window

Fire

Last Status Color Time (sec)

Periodic Num Edit Delete




File Edit Options View Tools Extensions Help
N ; - = T ‘
TEHE A SRR S i)
Logical [Root] New Cluster Move Object Set Tiled Background Viewport
— A
Server-PT
Serverl 2110.210.1.2
210.210.1.0/24 —
fa01
210.210.0.0/30
MNapont Ha enable: cisco f— — f?O/?). x
faO/lRl 10 R Port Link VLAN IP Address IPvé Address MAC Address
ouper OUl FastEthernet0/0 Up - 210.210.0.1/30 <not set> 0060.7089.D601 c&
192.168.5.0[24 faO/24 FastEthernet(0/1 Up - 210.210.1.1/24 <not set> 00€0.7085_.D&02
s BT faO/S Vlanl Down 51 <not set> <not set> 00€0.3EE7.4BES =
Siver Hostname: Router
VLS5 192.168.5.2 1C
fa0/1 o fa0/4 Physical Leocation: Intercity, Home City, Corporate Office, Wiring Closet :-:_"‘i
192.168.2.0/24 f3°/2 fao 3 192.168.4.0/24

192 168.3. 0/24

PC-PTI'J
VL2 192.168.2.2 Byxrantepus

.bﬂlﬂ
» VL3 192.168.3.100 AamuH
PC-PT
VL3 192.168.3.2 MNonb3osartenu

L4
PC-PT
VL4 152.168.4.2 AaMUHUCTPauUnsa

Ha maplpyTtusartope VIHTepHeT-npoBanaepa ecTb OABa
noprta ¢ «benbiMn» agpecamu

210.210.0.1/30,

210.210.1.1/24.

©

< >
Time: 43:18:39 I Power Cycle Devices Fast Forward Time Realtime
e — 2 | : Fire Last Status Source Destination Type Color Time (sec) Periodic Num Edit Delete
o= - r 1) Scenario 0 v/
S mm=> = ) () D
[ Switches l ”5"' Generic| Generic| | 23ps | Generic 1 New H Delete ]
g ) s = | Toggle PDU List Window ‘
Bridge-PT
P P
- [] b ' Q




~9C|suo Packet Tracer - D \AHApeM\KOManOTeprle cet\MZK.01.01 Opraru3aums, NPUHLIMIBI NOCTPOEHMA U OYHKLUMOHVMPOBaHUA KOMALIO L

1 Physucal [&g \ CLI ‘

=
"-

Logical

E'ula‘la'nﬂl,o,oﬁl@

[Root]

X

I0S Command Line Interface

(f&

Serv@r-PT

Serverl 210.210.1.2

210.210.1.0/24

fa01

210.210.0.0/30 ~Z
iq.---.--. SRt

" fadfo faofo
1841

—— fa0/1 141
Rol¥er0 Routerl
192.168.5.0/24 fan/24

Server-PT fa0/ 5"‘.,‘:“-95“
VL5 192.168.5.2 1C

MNapont Ha enable: cisco

fa0/1 iteho fa0/4
f20/2 s
192.168.2.0/24 fa0/3 192.168.4.0/24

192.168.3.0/24

Ll p-— P
PC-PT PC-PT
VL2 192.168.2.2 Byxrantepusa

J

Pl ]
PC-PT
VL3 192.168.3.2 Nonb3osarenu

P wwm—y )

PC-PT
VL3 192.168.3.100 AamuH

<

VL4 152.168.4.2 AaMUHUCTPauUnsa

HacTtpoum NAT Ha
MapLupyTusatope.
Onpenennm BHYTPEHHUE U
BHELWHMe MHTepdencsbl
ana NAT.

FastEthernet0/0 aBNsieTcA

Routers
Routerg
Router$
Router$
Routers
Routerg
Router$
Router$
Routers
Routerg
Router$
Router$
Routers
Routerg
Routergconf t

Enter configuration commands,

Router (config) #int £a0/0
Router (config-if) §ip nat out

Router(config-if) §ip nat cutside
Router (config-if) gexit

Router(config)
Router(config)$
Router (config) £
Router(config) §
Router(config)
Router (config)

cne per line.

End with CNIL/Z.

BHELUHUM: «en», «conf t»,

| Copy ||

Paste |

«int fa0/0»,
«ip nat outside»,

«exit».

Time: 43:32:41 I Power Cycle Devices Fast Forward Time

Realtime

el

[ Switches

Generlc 5;6;5

l 2960 Generlc

l 12950-2¢ ZJ

|Generic, ‘

g‘ Scenario 0 v

Delete ‘

New H

i Toggle PDU List Window |

~ .

Fire Last Status

Source

Destination

Type Color Time (sec) Periodic

Num Edit Delete




N [
- -

Logical

= B

[Root]

D RNl

[ Prysical |

i,

Se r-PT

Serverl 2310.210.

1.2

210.210.1.0/24

1 fa01

210.210.0.0/30 sty

o ——— — -
fa0/0 fa0/o

1841

— fa0/1 1g41
Rogger0 Routerl
192.168.5.0/24 fan/24

Server-PT
VLS5 192.168.5.2 1C

MNapont Ha enable: cisco

fa0/1

192.168.20/24 (2912 192.168.4.0/24

faO{B
192.168.3.0/24
Ly o

PC-PT
VL2 192.168.2.2 Byxrantepusa

J

e ——
PC-PT
VL3 192.168.3.2 Nonb3osarenu

p—
PC-PT

pm— V]
PC-PT
VL3 192.168.3.100 AaMuH

<

VL4 192.168.4.2 AaMUHUCTPauUna

FastEthernet0/1.2,
FastEthernet0/1.3,
FastEthernet0/1.4,
ABNAETCA BHYTPEHHUMW:
«int fa0/1.2»,
«ip nat inside»,
«exity,

Config | CLI

I0S Command Line Interface

Znter coniiguration coﬁﬁands, cne per line.
Router (config) §int £a0/0

Router (config-if) #ip nat out

Router (config-if) #ip nat outside

Router (config-if) gexit
Router(config) §

Router (config) §

Router (config) $
Router(config)
Router(config) §

Router (config) §int £a0/1.2
Router (config-subif) #ip nat
Router (config-subif) §ip nat
Router (config-subif) §ip nat
Router (config-subif) fexit
Router(config)#int £20/1.3
Router (config-subif) §ip nat
Router (config-subif) gexit
Router (config) §int £a0/1.4
Router (config-subif) #ip nat
Router (config-subif) §exit
Router(config) §

Router (config) §

Router (config) $
Router(config)

Router (config) §

in
inside

inside

inside

=nd with CNIL/Z.

Copy Paste

«int fa0/1.3», «ip nat insidé», «exity,
«int fa0/1.4», «ip nat inside», «exit».
NHTepdenc FastEthernet0/1.5 (k «cepBepy 1C») He

Tporaem, YToObl UICKMOYMUTL JOCTYN «cepBepa 1C»

B

> [©

Time: 43:40:56 I Power Cycle Devices Fast Forward Time

LA
VIHTEPHET.

Realtime

Se D>

[ Switches |

P

f‘iié‘

|Generic

2960 Generic/

f;ﬁﬁi\

2950-24

| 2950T

il

560
24PS

d—
—

iGeneric,

y :VScenario 0
-

New Delete

i Toggle PDU List Window

Bridge-PT

CY‘

>

Fire Last Status Source Destination Type Color Time (sec)

Periodic Num Edit Delete
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° m =
-'.1-_-'

Logical [Root]

B S 0 0|00 5m

| =
| Physical

AP

Se r-PT
Serverl 210.210.1.2

210.210.1.0/24

1 fad1
210.210.0.0/30 ~7
MNaponb Ha enable: dsco v s s )
i fa0/o fa0/o
fa0/1 141 1841
Rogger0 Routerl
192.168.5.0/24 fa0/24
Server-PT f30/5-‘,"’~«v~
VLS5 192.168.5.2 1C
fa0/1 o fa0/4
192.168.2.0/24 fa0/f2 fao{3 192.168.4.0/24
192,168.3.0/24
re— ) potos— 37
PC-PT PC-PT

VL2 192.168.2.2 Byxrantepusa

J

— )

VL4 192.168.4.2 AaMUHUCTPauUna

P V)

PC-PT
VL3 192.168.3.100 AaMuH

Cos3naem ctaHgapTHbIN
Access List, pagnm emy
NMMa «FOR-NAT »:

Config | CLI

I0S Command Line Interface

Router (config) ¥

Router(config) §ip access-

Reuter (config) #ip access-list sta

Router (config) #ip access-list standard FOR-NAT
Router (config-std-nacl)

Router (config-std-nacl) §permit 152.1€8.2.0 0.0.0.255
Reouter (config-std-nacl) §permit 1592.168.3.0 0.0.0.255
Router (config-std-nacl) permit 192.168.4.0 0.0.0.255

Reouter (config-std-nacl) gexit
Router(config) §
Reuter(config)

Router (config) #ip nat ?

inside Inside address translation
ocutside OQutside address translation
pecol Define pocol of addresses

Router (config) #ip nat inside ?
scurce Source address translation

Router (config) #ip nat inside source ?
list Specify access list describing loczl addresses
static Specify static lecal->glcobal mapping

Reouter (config) gend
Routers
%SYS-S5-CONFIG_I: Configured from conscle by conscle

Routers

Router (config) §ip nat inside scurce list FOR-NAT interface £a0/0 overload

Copy

Paste

«ip access-list standard FOR-NAT», -'«permit 192.168.2.0 0.0.0.255»,
«permit 192.168.3.0 0.0.0.255», «permit 192.168.4.0 0.0.0.255»,
«exit», «ip nat inside source list FOR-NAT interface fa0/0 overload»,

«end».
c , [©

PC-PT
VL3 192.168.3.2 Nonb3osarenu

Time: 44:00:02 I Power Cycle Devices Fast Forward Time Realtime
= - - m :; l s _Q::Scena;‘io o v Fire Last Status Source Destination Type Color Time (sec) Periodic Num Edit Delete
3550 2
R .2950 24/ | 29507 2960 Gene ic! Gem i i | |
[ Switches | r ric/ L224ps./ \Generic, ‘ New || Delete
a LS s == | Toggle PDU List Window |
Bridge-PT ;
- = b e o
e L O D 019




% Cisco Packet Tracer - D:\Axapeii\KomnstotepHeie ceTv\MAK.01.01 Oprasunsaums, NpyHUMUML MOCTPOEHVA ¥ OYHKUMOHUPOBAHMA Kor\,mbrd (% VL2 192.168.2.2 Byxrantepus - O

Physical Config Desktop Custom Interface

& = i s - 4
Root F
[Rocs] fllCommand Prompt %
- PC>ping 210.210.1.2
Pinging 210.210.1.2 with 32 bytes of data:
Serv ir-PT Reply 210.21 2 time=25ms TTL=12¢&
Serverl 210.210.1.2 Reply 210. 2 time=0ms TTL=126
210.210.1.0/24 Reply 210.21 2 time=0ms TTL=126
Reply from 210.2 2 time=0ms TTL=12¢6
fad1
~7 210.210.0.0/30 ~7m Ping statistics for 210.210.1.2
Maponk Ha enable: dsco i "'————,- Va ’ Packets: Sent = 4, Receiv ved = 4, Lost = 0 (0%
’ fa0/o faofo N - 5 z
fa0/1 1311 1841 Approximate round trip times in milli-seconds:
ijﬂ Rolero Routerl Minimum = Oms, Maximum = 25ms, Average = éms
™192.168.5.0/24 If30/24 PC>ping 210.210.1.2
Server-PT fa0/5w . )
VLS 192.168.5.2 1C s ,—,<T Pinging 210. .1.2 with 32 bytes of data:
,J'Z§$i2 .
a0/l gitgho fa0/4 Reply 210.210. time=0ms TTL=126
faO/Z 192 168.4.0/24 Reply 210.210. time=0ms TTL=126
192 168.2.0/24 faO 3 / Reply 210.210. time=0ms TTL=126¢
192 168.3. 0/24 N__‘l Reply from 210.210. time=lms TTL=12¢
"_{, Ping statistics for 210.210.1.2
PC-PT PC-PT Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
VL2 192.168.2.2 Byxrantepus VL4 192.168.4.2 AaMUHUCTPauUna Approximate round trip times in milli-seconds:
Minimum = Oms, Maximum = 1lms, Average = Oms
BC>| }
PC PT
I VL3 192.168.3.100 AaMuH ————
PC-PT = ;

VL3 192.168.3.2 MNonb3oBatenu ‘

[1IpoBepuM CcBA3b KOMMNboTepa byxrantepuu ¢ IHTepHeToM (cepBep 210.210.1.2).

CBa3b ecTb!!! [lpoBepka ¢ ocTarnbHbIX KOMMbIOTEPOB AAET aHANTOMMYHbIW
< pe3vibrar. >

T|'nve 44: 07'%1 Power Cycle Devices Fast Forward Time Realtime

|Fire Last Status Source Destination Type Color Time (sec) Periodic Num Edit Delete

S iIIIEl m’ ',..l' & 9 & &9 & ;ﬁ E’ u Scenario 0

I Switches | 2950-24 29507 2960 Generic| |Generic - Generic New Delete

- % g | : [ Toggle PDU List Window

18:13
16.12.2019

[®z T .l 4) ENG




8 Cisco Packet Tracer - D:\Anaper\KomnsrotepHbie ceTv\MAK.01.01 Opranusauvs, NpuHLMIbI NOCTPOEHMS U OYHKUMOHUPOBaHMA KOMnbrq © VLS 192.168.5.2 1C i

. Physical Config Desktop Custom Interface

C—

CommandiPrompt

Packet Tracer SERVER Command Line 1.0
SERVER>ping 210.210.1.2

Senv@r-PT Pinging 210.210.1.2 with 32 bytes of data:
Serverl 210.210.1.2
210.210.1.0/24 Request timed out.
Request timed out.
" fa01 Request timed out.
~ 7 210.210.0.0/30 — Request timed out.
MNaponk Ha enable: dsco | e s s s el ’
’ fa0/o faojo © : STEL GTe | S g %
fa0/1 1341 1841 Ping statistics for 210.210.1.2:
Rol¥er0 Routerl Packets: Sent = 4, Received = 0, Lost = 4 (100% loss),
—
. / =0T
192.168.5.0/24 | fa0/24 SERVER>
Server-PT fa0/5ug,
VLS 192.168.5.2 1C § <‘r
2 4T
fa0/1 S%t‘zo fa0/4\
192.168.2024 12912 faO{B 192.168.4.0/24
r*'.. / 192.168.3.0/24 o l
PC-PT PC-PT
VL2 192.168.2.2 Byxrantepus VL4 152.168.4.2 AaMuHUCTPauua
L}
! ]

- =, —
PC-PT [
Z VL3 192.168.3.100 AaMuH
PC-PT ‘
VL3 192.168.3.2 Nonb3osarenu [

[TpoBepum cBA3b «cepBepa 1C» ¢ MHTepHeTom (cepBep 210.210.1.2).
CBA3M HET, T.K. Mbl CO3HaTEeJIbHO He BKITIYNNN ero nHTepdenc B Access List.
JTO NepBbIU NPUMEpP NCNONb30BaHUA Access List-a, Ans orpaHuyYeHna gocTtyna B

€ LoT > &
Tithet 2471851 ol-e' gcl! ®vices Fast Forward Time Realtime

. : Fire Last Status Source Destination Type Color Time (sec) Periodic Num Edit Delete
L) Scenario 0

e o [ Wi - - =
et et - e e = ﬁ B

I Switches | 2950-24/ | 2950T 2960 Generic! |Generic 24p5 Generic

New Delete

A% % | | Toggle PDU List Window
g

b
s ; P 18:24
- s | A PR Al 0 ENG o bt




%2 Cisco Packet Tracer - D:\Axapeii\KomnbtoTeprble ceT\M/IK.01.01 Oprarsauys, IpyHLMIbI NOCTDOEHIS 1 GYHKUMOHVMPOBaHIA KOMNbrOTEPHbIX ceTel\MpakTuueckve pa6oTsl\Buaeo\Buaeo ypoku Cisco Packet Tracer\la.. - O
File Edit Options View Tools Extensions Help

NS AIERDER S

Logical [Root] New Cluster Move Object Set Tiled Background Viewport

A 2l
. icnonb3ya NAT, nony4vyaem 4OMOSHUTENbHbLIN YPOBEHb /

210.210.1.0/24

e 3alLUTbI T.K MUCMONb3yeM «Cepble» ip-aapeca, KoTopble =
~—z 0D He BUOHbI B ceTu VIHTepHerT.

J sz e OpHaKo, ecrniv 3noymblLLNEHHWK B3fioMarnl
o MapLLUpyTU3aTop NpoBaiaepa, To OH MOXeT nponucatb
MapLLPYTbl BO BHYTPEHHUE CETU, BbIOpaB NonynspHbie
- o agpeca ceteun, Hanpumep, 192.168..., KOTOpbIe

e o MCMNonb3yTCA BO MHOIMX OpraHu3aumsx.

g =
Popr Yo reaa e |_|p|/| 9TOM OH MOXET MNOoJ1y4YnTb AOCTYIMN BO BHYTPEHHIOKO

VL3 192.168.3.2 Nonb3osarenu
CeThb.

1
192.168.2.0/24 f?/Z faO{S 192.168.4.0/24

192.168.3.0/24

: , T@

Time: 44:35:19 I Power Cycle Devices Fast Forward Time Realtime
. _ = = = = = > 2 : Fire Last Status Source Destination Type Color Time (sec) Periodic Num Edit Delete
= - | ) G T G [ ] ) Scenario 0 v
I Switches I 2950-24' | 2950T 2960 | |Generic! |Generic 24ps | |Generic/ New Delete
;’ L s = Toggle PDU List Window
Bridge-PT
- e @ 2
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RIS

Logical [Root]

(f&

Se r-PT
Serverl 210.210.1.2

210.210.1.0/24

1 fa01
ogrw,  210.210.0.0/30

. r ; fa0 fa0/o
fa0/1 1841 o 1841
Rolger2 Routerl
192.168.5.0/24
e

Server-PT
Server0

192.168.4.0/24

192.168.3.0/24
e )] potos— 37
PC-PT PC-PT
VL2 192.168.2.2 Byxrantepusa VL4 152.168.4.2 AaMUHUCTPaUNA
pm— V]
PC-PT
40 s VL3 192.168.3.100 AamMuH

PC-PT
VL3 192.168.3.2 Nonb3osarenu

Conflg | CLI

Physmal

I0S Command Line Interface

Press RETURN to get started.

Router>en
Routergconf t

Enter configuration commands, one per line. End with CNTL/Z.

Router (config) §ip route 192.168.0.0 255.255.0.0 210.210.0.2
Router (config) §

Router (config) fend

Routerg

%SYS-5-CONFIG_I: Configured from ccnscle by conscle

Routerg

| Copy |

| Paste |

[MpeanonoXxmm, YTo 3NoyMbILLINEHHNK B3flOMan MapLUpyTM3aTop NpoBangepa u
nponucan MapLipyTbl B HALLUW CETU, YKa3aB 60mnbLLION Anana3soH:
«ip route 192.168.0.0 255.255.0.0 210.210.0.2», «end».

<

> [©

Time: 46:38:04 I Power Cycle Devices Fast Forward Time

Realtime

R e BEDEDE

15164(5) /)

Connections ]

Copper Straight-Through

l
= BN s =
z Gl ®

Ce =

il

y Scenarlo 0

New “

i Toggle PDU List Window i

Delete

| | Fire Last Status Source Destination Type Color Time (sec)

Periodic Num

Edit Delete
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= é'l a n q /0 /0 /° @ = Physmal Conﬁg | CLI
=t S ulEe0n) |
__— I0S Command Line Interface
Loglcal [Root] Routerfping A
— Protocol [ip]l: 1892.168.5.2
‘fXJ — % Unknown protoceol - "192.16€8.5.2", type "ping ?" for help
Routergping 192.168.5.2
s Si 2 B-FZ,IO 1.2 Type escape sequence to zbort.
eaver R et Sending 5, 100-byte ICMP Echos to 192.168.5.2, timeout is 2 seconds:
210.210.1.0/24 IRRRRI
Tfa(n Success rate is 100 percent (5/5), round-trip min/avg/max = 0/0/1 ms
i‘:;.f 2221).&0&0.‘ » Routergping 192.168.2.2
: ;‘?5/0 fa0/0 '
fa0/1 1841 1841 Type escape sequence to abort.
l Rolger2 Routerl Sending 5, 100-byte ICMP Echos to 192.168.2.2, timeout is 2 seccnds:
IRRER!
192.168.5,0/24 é\.x(-:;éss rate is 100 percent (5/5) d-tri in/ !/ = 0/0/1
Server-PT - o P , roun rip min/avg/max ms
Server0 fe0/S e g :
Routergping 192.168.3.2
fad/1 Type escape sequence to zbort.
192.168.2.0/24 192.168.4.0/24 Sending 5, 100-byte ICMP Echos to 192.1€8.3.2, timeout is 2 seconds:
(B S
192.168.3.0/24 Success rate is 100 percent (5/5), round-trip min/avg/max = 0/0/1 ms
Ds lvPC PT” Routers v
PC PT = 2 . :
VL2 192.168.2.2 Byxrantepus VL4 152.168.4.2 AOMUHUCTPaUMA ‘ Copy L Pgste” il
]
PC-PT
- ——] VL3 192.168.3.100 AaMuH
PC-PT
VL3 192.168.3.2 Nonb3osaTenu
~ ~
L]
[TpoBepuM CBA3b MapLUpyTM3aTopa NpoBanaepa ¢ KoMnbloTepamMmn Hallen CeTn:
L] L] L]
«ping 192.168.5.2», «ping 192.168.2.2», «ping 192.168.3.2».
CBA3b eCTb! 3NOYyMbILLNTEHHUK MNOYYUN OOCTYN B HaLWy ceTb!!! |
:  [©
Time: 46:40:09 I Power Cycle Devices Fast Forward Time Realtime
| | Fire Last Status Source Destination Type Color Time (sec) Pericdic Num Edit Delete

R e DEDEEE

[ Connections ] (!

:5-“5'—;_—

1[4 8o

13

Copper Straight-Through

y jrscenario 0
-

New | Delete

Toggle PDU List Window

(:46




<

NSRRI S

Logical [Root]

New Cluster Move Object Set Tiled Background

Serv@r-PT
Serverl 210.210.1.2
210.210.1.0/24

fa01
~ 7 210.210.0.0/30 =S

P — — — — et

— fao, fa0/o
fan/1 1g41 o 1841
Rolfer2 Routerl
192.168.5.0/24 fa0/24

Server-PT Ea0/s.
ServerQ / -y

4
fa0/1 Switgh1 fa0/4
fa0/2 152.168.4.0/24
192.168.2.0/24 7 fat{/3 .168.4.0/

192.168.3.0/24
v po—]
PC-PT PC-PT
VL2 192.168.2.2 Byxrantepus VL4 152.168.4.2 AaMUHUCTPauUnsa
Py 7
PC-PT
p-——F) VL3 192.168.3.100 AaMuH

PC-PT
VL3 192.168.3.2 Nonb3osarenu

YT00bI OrpaHnynTb AOCTYM B HALLIM CETY,

ncnonb3dyem Access List-bil.

OrpaHnyMM JOCTYN Ha BXOAE B HaLL MapLUpyTU3aTop

(Router 2).

Bynem ncnonb3oBaTb paclumpeHHble Access List-bl.

> |©

Time: 46:47:00 I Power Cycle Devices Fast Forward Time

Realtime

=

[

T d 1 5] 4]

Connections | | =

/(-

2]@e

VD; Scenario 0 v

’ New ‘ ‘ Delete “

cal7d

| ]
l Toggle PDU List Window |

Copper Straight-Through

Fire Last Status Source

Destination Type Color Time (sec) Periodic Num

Edit Delete
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g G m =
..’:—. ()

|§@ﬂﬂﬁﬂﬁml

%

N R ———— — e P e A E— -

‘_ P'Hys'icarl ] Confiig”' CLI

I0S Command Line Interface

Logal [Root] =
I Router>
— Router>en
Routergconf t
Enter configuration commands, one per line. End with CNTL/Z.
Router (config) §ip acc
Se r-pT Reouter(config) §ip access-list ex
Serverl 2)0.210.1.2 Router (config) #ip access-list extended FROM-OUTSIDE
210.210.1.0/24 Router (config-ext-nacl) §deny ip any 192.168.2
f fa01 $LINEPROTO-5-UPDOWN: Line protocel on Interface FastEthernet0/0, changed state t
4 o down
210.210.0.0/30 ~f C
. ?aF/O__EOTO. O3ﬂaﬂm M paCLIJ M peH H b M&LINEPROTO—S—UPDOWN: Line protecel on Interface FastEthernet0/0, changed state t
fa0/1 1841 1841 . o up
e Access List C UMEHEM
Se&igllﬁ&.')zz; fa0n/24 % Invalid input detected at '~' marker.
5 0/5@., Lre
Server0 F RO M —O U TS I D E M Router (config-ext-nacl)
Router (config-ext-nacl)
fa0/1& ! 1 fa0fa Router (config-ext-nacl) #deny ip any 192.163.2.0 0.0.0.255
0/2 ig- = i 2 2
; 2, fa0/3 192, 15840/24 Router (config-ext-nacl) §deny ip any 192.168.3.0 0.0.0.255
02 RNz / 3a I-I peTM M Tpam M K B Reouter (config-ext-nacl) §deny ip any 152.168.4.0 0.0.0.255
192 16830 Router (config-ext-nacl) §deny ip any 1592.168.5.0 0.0.0.255
Router (config-ext-nacl) exit
=, Eﬁr HaLwW ceTun: «conf t», Roosadimtinis v
VL2 192.168.2.2 Byxrantepus VL4 152.168.4.2 AgMuHuCTpauus . . ) Copy Paste
g «ip access-list extended FROM-OUTSIDE »,
. i ’
B s 21655100 A «deny ip any 192.168.2.0 0.0.0.255»,
VL3 192.168.3.2 Nonb3osaTenu .
«deny ip any 192.168.3.0 0.0.0.255»,
L]
«deny ip any 192.168.4.0 0.0.0.255»
L] L]
«deny ip any 192.168.5.0 0.0.0.255», «exit».
: > [©
Time: 47:20:51 ' Power Cycle Devices Fast Forward Time Realtime
: . 2 S i S oo o S s B 3 % Fire Last Status Source Destination Type Color Time (sec) Periodic Num Edit Delete
P@H. "; ( ) \ | 5 ) e il ,}é)ScenarloO v
B8 TV CPE clbd : :
[ Connections | e N N ) ) N New Delete

"7y }

-
Sy
C—

C‘

Automatically Choose Connection Type

>

Toggle PDU List Window




-DClsco Packet Tracer - D\AHApeM\KOMI‘IbIOTeprle cet\MZK.01.01 OpraHuv3aums, NpUHLIMIbI MOCTPOEHMA U OYHKLUMOHMPOBaHUA KOMMbH] p

le Edit Options ey Extens Heln

2| B8 00|00 8 M

[Root]

[ Physical | config | cul

Servgr-PT
Serverl 230.210.1.2

210.210.1.0/24

faOl
P%
Router3
Server-PT
ServerQ
fan/1
192.168.2.0/24 70/2 fat{/3 192.168.4.0/24
192.168.3.0/24
Ll potos— 37
PC-PT PC-PT
VL2 192.168.2.2 Byxrantepus VL4 152.168.4.2 AaMUHUCTPauUnsa
pwm— ]
PC-PT
- ——] VL3 192.168.3.100 AaMuH

PC-PT
VL3 192.168.3.2 Nonb3osarenu

I0S Command Line Interface

Routergcont t

Enter configuration commands, cone per line. End with CNTL/Z.

Router (config) §ip acc

Router (config) #ip access-list ex

Router (config) #ip access-list extended FROM-OUTSIDE

Router (config-ext-nacl) fdeny ip any 192.1&8.2

$LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/0, changed
o down

$LINEPROTO-5-UPDOWN: Line protocel on Interface FastEthernet0/0, changed state t
o up

% Invalid input detected at '~'

Router (config-ext-nacl)$
Router (config-ext-nacl)
Router (config-ext-nacl) §deny i
Router (config-ext-nacl) §deny i
Router (config-ext-nacl) §deny i
Router (config-ext-nacl) §deny i
Router (config-ext-nacl) exit
Reouter (config) #int £a0/0
Router (config-if) §ipacc
Router (config-if) §ip acc
Router(config-if) §ip access-group FROM-OUTSIDE in
Router (config-if) ¢

Router (config-if) §end

Router$

%SYS-5-CONFIG_I: Configured from console by console

any 152.168.
any 192.168.
any 192.1€8.
any 192.1€8.

Router#

[MpuBskem 3TOT Access List K BHELLHEMY MHTEPdENCY HA BXOOALLUN TPAUK: |
«int fa0/0», «ip access-group FROM-OUTSIDE in», «end».

<

Time: 47:24:01 I Power Cycle Devices Fast Forward Time

Realtime

- < o7 o o T |
[ Connections 1y ) N

Y X

71E)E 6

[ea]

Automatically Choose Connection Type

g Scenario 0

Fire Last Status Source Destination Type Color Time (sec) Periodic Num Edit
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i Toggle PDU List Window

New

‘ ‘ Delete

|
|
'\

Delete
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e Edit Options ey Extens

i_ Physical | Config 7‘ CLI

S uEEon|e 0 |m

10S Command Line Interface
[Root]
Routergping 1592.1€8.2.2 ~
Type escape seguence toc abort.
Sending 5, 100-byte ICMP Echos to 1352.168.2.2, timecut is 2 seconds:
uuuuu
Se r-PT Success rate is 0 percent (0/5)
Serverl 210.210.1.2
210.210.1.0/24 Routergping 192.168.3.2
' fa01 Type escape sequence to abort.
210.210.0.0/30 Sending 5, 100-byte ICMP Eches to 132.168.3.2, timeocut is 2 seccnds:
——— ] Z { uuuuu
faO/ll 1 faO/D fao, 1841 Success rate is 0 percent (0/5)
Rotyer2 Router3 Routerfping 192.168.4.2
192.168.5.0/24
Server-PT WfaOIS fa0/24 Type escape sequence to abort.
By g ; ~ ~ ; ia 2 -
Server0 St Sending 5, 100-byte ICMP Echos to 152.168.4.2, timecut is 2 secconds:
uuuuu
fa0/1 iteh1 fa0/4 Success rate is 0 percent (0/5)
T
fa0/2
192.168.2.0/24 // faf{/3 192.168.4.0/24 Routergping 192.168.5.2
192.168.3.0/24 Type escape sequence to zbort.
Sending 5, 100-byte ICMP Echos to 192.168.5.2, timecut is 2 seconds:
PC-PT PC-PT X
VL2 192.168.2.2 ByxranTtepus VL4 192.168.4.2 AAMUHUCTPALMA Success ratejis Ojpercent (0/5)
Routerg v
P—— : Co| Paste .
PC-PT X ' ‘
pec=—=/] VL3 192.168.3.100 AaMuH
PC-PT
VL3 192.168.3.2 MNonb3osartenm (ELs =

[TpoBepunM CBA3b MapLUpyTU3aTopa npoBangepa ¢ KOMNbTEPaAMU HaLLIEW CETN:

«ping 192.168.5.2», «ping 192.168.2.2», «ping 192.168.3.2».

CBA3un HeT!!! r.Y
ol

<

Time: 47:31:40 I Power Cycle Devices Fast Forward Time Realtime
‘s_% =] - R ) 85 ) S0 e | W v_"‘ &5 | | ' (Scena;‘{oo v
LS rlniiiglzialalzalz e

. O . J & ) W LT, l New H Delete

) \
e s = | Toggle PDU List Window |

Automatically Choose Connection Type

Fire Last Status Source Destination Type Color Time (sec) Periodic Num Edit Delete

[ Connections ] y




% Cisco Packet Tracer - D:\AHapeif\KomnorotepHsie cet\M/IK.01.01 OpraHusauus, NpYHUMNLI NOCTDOEHMA 1 GYHKUMOHMPOBaHMA KOMMbIINS VL3 192.168.3.100 AamuH = = m

Physical Config Desktop Custom Interface

[Root] 'l Command Promp X

PC>ping 2

Pinging 2 -1.2 with 32 bytes of

Servgr-PT Reply 210.210.1.2: bytes=32
Serverl 230.210.1.2 Reply 210.210. bytes=32
210.210.1.0/24 Reply 210.210. : bytes=32
Reply from 210.210.1.2: bytes=32 time=0ms TTL=12¢
fa01
— 210.210.0.0/30 P Ping statistics for 210.210.1.2
‘- ————— e ’ Packets: Sent = 4, Received = 4, Lost = 0 (0%
JUS— £ 0/,1 1341 fa0/o faO/O 1841 Approximate round trip times in milli-seconds:
!J | 2 Minimum = Oms, Maximum = 13ms, Average = 3ms
et Rolger2 Router3
[— | 1685 0154 PC>pi 2
= -168.3, fa0/24 Brng S
Server-PT Fa0/54 |
Server0 :;v <T Pinging 210.210.1.2 with 32 bytes of data:
faO/llzgzéit 41 \faO/-" Request
Request timed out.
192.168.20/24 fa°’2 s 2168 40/24 Cagnast imad vir:

Request timed out.

192 168.3. 0 24 ,‘r‘“'
; — Ping statistics for 210.210.1.2:
PC- PT PC- F;T’ Packets: Sent = 4, Received = 0, Lost = 4 (100% loss),

20

VL2 192.168.2.2 Byxrantepusa VL4 192.168.4.2 AOMUHUCTPAUMUA PC>|

PC-PT
I VL3 192.168.3.100 AamMuH
PC-PT
VL3 192.168.3.2 Nonb3osarenu

[1lpoBepmM cBA3b KOMMbIOTEPA «AOAMUH» C VIHTEpHETOM (cepBep 210.210.1.2).
CBsA3M HeT.

NHTepHeT nponan?! :

Time: 47:35:17 | Power Cycle Devices Fast Forward Time Realtime

- A |Fire Last Status Source Destination Type Color Time (sec) Pericdic Num Edit Delete
79 [“IH m .-’ , v _j) Scenario 0 [
s 1) 1% 6o |6
| )

[ Connections | New Delete

- g g | : : [ Toggle PDU List Window

21:42
16.12.2019
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File E Options

Exte e

N AIEIERRN S

Physical | Config ‘ cLI |

Logical [Root]

i,

Servgr-PT
Serverl 230.210.1.2

210.210.1.0/24
r fa01
210.210.0.0/30 =7

T e—
1 fa0/1 1 1VJ kg s 1841
i\ Rolfer2 Router3
192.168.5.0/24 fa0/24

Server-PT D 2 /5
Server0

4
fa0/1 Switgh1 fa0/4
fa0/2 152.168.4.0/24
192.168.2.0/24 7 fat{/3 .168.4.0/

192.168.3.0/24
-~ £ d e
PC-PT PC-PT
VL2 192.168.2.2 Byxrantepus VL4 152.168.4.2 AaMUHUCTPauUnsa
Py 7
PC-PT

p-——F) VL3 192.168.3.100 AaMuH
PC-PT
VL3 192.168.3.2 MNonb3osartenu

Habepém Ha Router 2: «show run», BUAUM, YTO CHa4yana BbINONHAETCSA pa3peLleHme,

a NnoToM 3arperT, T.e. Mbl 3anpeTunnun nboun Tpaduk.

<

I0S Command Line Interface

ip route 0.0.0.0 0.0.0.0 210.210.0.1
1

1

ip access-list standard FOR-NAT
permit 192.168.2.0 0.0.0.255
permit 192.168.3.0 0.0.0.255
permit 152.168.4.0 0.0.0.255

ip access-list extended FROM-OUTSIDE
deny ip any 1852.

deny ip any 192

deny ip any 1852.

deny ip any 192.

line con
!

line aux
!

line vty
legin

Time: 47:42:24 I Power Cycle Devices Fast Forward Time

Realtime
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[ Connections ] ‘—L L ) g
AeF e
Automatically Choose Connection Type

Q | Scenario 0

Fire Last Status Source Destination

k3l

’ New ‘ ‘ Delete

|
l Toggle PDU List Window

|
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|
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[Root]

New Cluster

Move Object Set Tiled Background

Viewport

Servgr-PT
Serverl 230.210.1.2
210.210.1.0/24
r fa01
210.210.0.0/30 <z
: e e iy g
p— " fa0/o fa0/o
fan/1 1g41 1841
Rolfer2 Router3
192.168.5.0/24 fa0/24
Server-PT Ea0/s.
ServerQ / o
4
fa0/1 Switghi faoli\
fa0/2 192.168.4.0/24
192.168.2.0/24 fat{/3 .168.4.0/
192.168.3.0/24
v po——p]
PC-PT PC-PT
VL2 192.168.2.2 Byxrantepus VL4 152.168.4.2 AaMUHUCTPauUnsa
Py 7
PC-PT
p-——F) VL3 192.168.3.100 AaMuH
PC-PT

VL3 192.168.3.2 Nonb3osarenu

Hanuwem ogHo paspeluatollee npaBumno ans
BXOAsSLLEro Tpaduka Ha BHELLHUN ip-agpec Ans
Router 2:

«conf t»,

«ip access-list extended FROM-OUTSIDE »,

«permit ip any host 210.210.0.2»,

«end»,

«Wr mempy».

, [©

<
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[Root]

=
Servgr-pT
Serverl 230.210.1.2
210.210.1.0/24

fa01
~< 210.210.0.0/30 P

S rn e

;"I fa0/1 1841 1841
pa— Row.rer2 Router3
u ~i92 168.5.0/24 {
Server-PT ' ™ | fao/24
fal/Sug.,
Server0

o

12§Eﬁ

fa0/1 i \f
guitght  fa0/a_

192.168.2.0/24

'

PC-PT
VL2 192.168.2.2 Byxrantepusa

e

PC-PT

fa0/2 eo/3 192.168.4.0/24

192.168.3.0/24 \—\f' l
—

s
PC-PT
VL4 192.168.4.2 AOMUHUCTPAUMUA

J
: Ju
PC-PT
VL3 192.168.3.100 AamuH

VL2 192.168.2.2 Byxrantepuvs

Physical Config Desktop Custom Interface

I'lICommand Prompt %

Pinging 210.210.1.2 with 32 bytes of data:

time=0ms
time=0ms
time=0ms
time=0ms

Reply from 210.210.1.2: bytes=
Reply from 210. -1.2: byte
Reply from 210.210.1.2: bytes=

2
2
2
Reply from 210.210.1.2: bytes=32

[ ST SIS 8]
an N

Ping statistics for 210.210.1.2:
Packets: Sent = 4, Received = 4, Lost = 0 (0%
Approximate round trip times in milli-seconds:
Minimum = Oms, Maximum = Oms, Average = Oms

PC>ping 210.210.1.2

Pinging 210.210.1.2 with 32 bytes of data:

time=1lms TTL=1
time=0ms TTL=1
time=0ms TTL=1
time=0ms TTL=1

Reply from 210.210.1.2: bytes=3
Reply from 210.210.1.2: bytes=
Reply from 210. 13 bytes=
Reply from 210.210.1.2: bytes=3

MM N
[ ST SIS )
N o N

Ping statistics for 210.210.1.2:

Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:

Minimum = Oms, Maximum = 1lms, Average = Oms

VL3 192.168.3.2 Nonb3osarenu

[1IpoBepuM CcBA3b KOMMNboTepa byxrantepuu ¢ IHTepHeToM (cepBep 210.210.1.2).

NHTepHeT noasunca!!!
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File Edit Options

2'u|§iélf"'ll

Help

\ Physical l Config \ CLI ‘

0 0|m.
AT Had S .
I0S Command Line Interface
[Root] T
ip nat inside socurce list FOR-NAT interface FastEthernet0/0 overload
ip classless
ip route 0.0.0.0 0.0.0.0 210.210.0.1
!
1
Servgr-PT 2 g
ip access-list standard FOR-NAT
Serverl 2)0.210.1.2 permit 192.168.2.0 0.0.0.255
210.210.1.0/24 permit 192.168.3.0 0.0.0.255
fa01 permit 192.168.4.0 0.0.
r ip access-list extended
210_21000/30 deny ip any 192.168.2.
§faO/0 _EOTO’ deny ip any 192.168.3.
fao/1 1d41 1841 deny ip any 192.168.4.
Rolfer2 Router3 deny ip any 192.168.5.
192.168.5.0/24 = permit ip any host 210.
. v 1
Server-PT Fao/s 072 :
Server0 .
1
fa0/1 it 1 fao/4_ !
92.168.50/24 PP fapl/3 T52.168.4.0/24 line con 0
!
192.168.3.0/24 line zux 0
!
¥ --More--
PC-PT PC- PT
VL2 192.168.2.2 Byxrantepus VL4 152.168.4.2 AaMUHUCTPauUnsa
Sy,
PC-PT
= VL3 192.168.3.100 AamuH
PC-PT

VL3 192.168.3.2 MNonb3osartenu

Habepém Ha Router 2:
«show run», BUAUM, 4YTO NOsIBUNAChL pa3pellatollas KomaHaa.
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Realtime
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[Root]
Se r-PT
Serverl 230.210.1.2
210.210.1.0/24
f fad1
210.210.0.0/30
fa /o__Eo?' ;
0,
fan/1 1g41 1841
Rolger2 Router3
192.168.5.0/24
Server-PT (0] g —
Server0 [t
fan/1
192.168.2.0/24 192.168.4.0/24
192.168.3.0/24

preva— ) potos— 37

PC-PT PC-PT
VL2 192.168.2.2 Byxrantepusa VL4 152.168.4.2 AaMUHUCTPaunsa
pm— V]
PC-PT
o ——/] VL3 192.168.3.100 AaMuH
PC-PT

VL3 192.168.3.2 Nonb3osarenu

[1lpoBepuM eLLle pas CBSA3b
CeTu:

-y‘ —
L, Phxsical l Config | CLI

S,

I0S Command Line Interface

«ping 192.168.5.2», «ping 192.168.2.2», «ping 192.168.3.2».

MapLupyTm3aTopa nposangepa ¢ KOMnboTepamMmm Halleu

Router>en A

Routergping 192.168.5.2

Type escape seguence to zbort.

Sending 5, 100-byte ICMP Echos to 152.168.5.2, timecut is 2 seconds:

UuuuU

Success rate is 0 percent (0/5)

Routergping 192.168.2.2

Type escape segquence to zbort.

Sending 5, 100-byte ICMP Echos to 182.1€8.2.2, timeocut is 2 seconds:

UuuuU

Success rate is 0 percent (0/5)

Routergping 192.16€8.3.2

Type escape segquence to zbort.

Sending 5, 100-byte ICMP Echos to 182.1€8.3.2, timeout is 2 seconds:

Uuuuu

Success rate is 0 percent (0/5)

Routergping 192.168.4.2

Type escape seguence to abort.

Sending 5, 100-byte ICMP Echos toc 192.168.4.2, timecut is 2 seconds:

UuuuuU

Success rate is 0 percent (0/5)

Routerf v
r T =
| Copy | Paste |
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o E
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=N B | [ P Scenario 0 vl Fire Last Status Source Destination Type Color Time (sec) Periedic Num Edit Delete
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» b Prysical | Config | cUI
i‘--ﬂ'ulé'lalr‘n|,o,0,o|@w | Physical | Config

Logical [Root]

I0S Command Line Interface

ip nat inside scurce list FOR-NAT interface FastEthernet0/0 overlocad A
[ ip classless
(& — ip route 0.0.0.0 0.0.0.0 210.210.0.1
L
L
Se r-PT ip ac?esi;}iizasfagd:rg go%;l;AI
Serverl 280.210.1.2 T A A
permit 192.168.3.0 0.0.0.255
210.210.1.0/24 permit 192.168.4.0 0.0.0.255
r fa0n1 ip access-list extended FROM-OUTSIDE
deny ip any 192.168.2.0 0.0.0.255
210_2&(2/& o= deny ip any 192.168.3.0 0.0.0.2
- faO/O fan/o a deny ip any 192.168.4.0 0.0.0.2
fa0/1 1841 1841 deny ip any 192.168.5.0 0.0.0.2
Rolger2 Router3 permit ip any host 210.210.0.
1
192.168.‘5‘9/24 ¢
Server-PT fan/s o
Server0 / b - :
L
fa0/1 line con 0
192.168.2.0/24 192.168.4.0/24 !
line aux 0
192.168.3.0/24 1
--More--
[ - v
rem— ——t )
PC- P{ PC-PT =
VL2 192.168.2.2 Byxrantepusa VL4 152.168.4.2 AOMUHUCTPaUMA Copy || Paste
]
PC-PT
- ——] VL3 192.168.3.100 AaMuH

PC-PT
VL3 192.168.3.2 Nonb3osarenu

Ecnn 3antn Ha Haw mapwipyTrusartop (Router 2) n HAabpaTb: «show runy,
TO YBUAOWM, YTO HaLmM Access List-bl HE ONTUMasribHO CKOH(PUrypmpoBaHbl. Hy>XHO ObIfno

pa3peLunTb 0auH Access List, a Bce ocTarnbHble Obinu 6bl 3anpeLleHbl N0 YMOMYaHUIo. ’
< > @
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= : S ' | Physical | Config | CLI |
15 H G PN E R - A S B
__— s 10S Command Line Interface
Logical [Root] =
e
Se r-PT
Serverl 230.210.1.2
210.210.1.0/24
203 Router>en
210.210.0.0/30 — Routergconf t
" . 3-?3?/0__;07.’ - Enter configuration commands, one per line. End with CNTL/Z.
fao/1 1d41 1841 Router (config) #nc ip access-list extended FROM-OUTSIDE
Rogfer2 Router3 Router(config) ¢
Router (config) #ip access-list extended FROM-OUTSIDE
192, 168&9/24 fa0/24 Router (config-ext-nacl)
Sse“'n‘:‘"ZT fa0/Suge, o2t oy Router (config-ext-nacl)#permit ip any host 210.210.0.2
eaVEr Router (config-ext-nacl) end
) Routers
fa0/1 itgh1 faO/i\_ %SYS-5-CONFIG_I: Configured from conscle by conscle
192.168.20/24 92 fag;z  192.168.4.0/24 o
cute WX mem
192.168.3.0/24 Building configuration...
Ynanum n 3aHOBO
I 5 B 4 Routerg v
PC-PT PC-PT . .
VL2 192.168.2.2 Byxrantepus VL4 192.168.4.2 AQMUHUCTPALNS CO3D|aD|M M Access LI St . Copy || Paste
L]
P 559 5 & — ",
o «conf t»,
po——/F] VL3 192.168.3.100 AaMuH
PC-PT o .
VL3 192.168.3.2 MNonb3osaTtenm _I t t d d F RO M _O U TS I D E
«NO IP access-lIst extenae »,
«ip access-list extended FROM-OUTSIDE »,
«permit ip any host 210.210.0.2», «end».
< > |©
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File E Options

|| Physical | config | cuI |

AR el S

® - =
-"‘. LU

I0S Command Line Interface

Logical [Root] -
| = ip nat inside scurce list FOR-NAT interface FastEthernet0/0 coverlecad
j& = ip classless
ip route 0.0.0.0 0.0.0.0 210.210.0.1
1
1
Servesri 5-.';1]:0.1.2 ip access-list standard FOR-NAT

permit 192.168.2.0 0.0.0.255

210.210.1.0/24 permit 192.168.3.0 0.0.0.255

rfa()l permit 192.168.4.0 0.0.0.255
ip access-list extended FROM-OUTSIDE
: gﬁfﬁ‘%é% S
— fa0/1 1441 1841 '
Rolfer2 Router3 !
1
192.168,5.0/24 f20/24 :
Server-PT Das’ 8
Server0 faO/S‘,@ Z:.:Lne con 0
4 iine aux 0
fa0/1 switgh1 fa0/q_ ;
fa0/2 192.168.4.0/24 line vey 0 4
192.168.2.0/24 / fat{/3 .168.4.0/. in ¥
login
192.168.3.0/24 |
1
L) Lo --More--—
PC-PT PC-PT
VL2 192.168.2.2 Byxrantepus VL4 152.168.4.2 AaMUHUCTPauUnsa
Py 7
PC-PT
p-——F) VL3 192.168.3.100 AaMuH

PC-PT
VL3 192.168.3.2 Nonb3osarenu

Ecnun 3anTn Ha Haw mapuwpyTtusaTtop (Router 2) n HabpaTb: «show runy,
TO YBUAUM, YTO HaLl Access List CKOHQOUIypMpoBaH ONTUManbHO.
< > @
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|

[Root]

=
Servgr-pT
Serverl 230.210.1.2
210.210.1.0/24

fa01
~< 210.210.0.0/30 P

e s s s s - e
. \ ’.faO/O fa0/o ‘
ol fa0/1 1441 1841
— Roq.rer2 Router3
.. y
o 192,168.5.0/24 l fa0/24

Server-PT Fa0/54 *
Server0 p

o

fa0/1 gwitghi fao/a_
192.168.2.0/24 70/2 fa0/3 192.168.4.0/24

” 192.168.3.0/24 \—\f' l
—

s
PC-PT PC-PT
VL2 192.168.2.2 Byxrantepusa

]

— =,

\_] PC-PT
7. VL3 192.168.3.100 AamMuH

PC-PT
VL3 192.168.3.2 Nonb3osarenu

VL4 192.168.4.2 AOMUHUCTPAUMUA

VL2 192.168.2.2 Byxrantepus

Physical Config Desktop Custom Interface

Pinging 210.210.1.2 with 32 bytes of data:

Reply from 210.2
Reply from 210.21
Reply from 210.21
Reply from 210.2

time=lms TTL=1
time=0ms TTL=1
time=0ms TTL=1
time=0ms TTL=1

: bytes=3
: bytes=3
: bytes=3
: bytes=3

M NN

2 2
2 2
2 2
2 2

O o

Ping statistics for 210.210.1_.2:
Packets: Sent = 4, Received = 4, Lost = 0 (0%
Approximate round trip times in milli-seconds:
Minimum = Oms, Maximum = 1lms, Average = Oms

PC>ping 210.

Pinging 210.210.1.2 with 32 bytes of data:

Reply from 210.210. time=1lms TTL=1
Reply from 210.210. time=0ms TTL=1
Reply from 210.210. E time=0ms TTL=1
Reply from 210.210.1.2: time=0ms TTL=1

2 2
2 2
2 2
2 2

0O N o

Ping statistics for 210.210.1_.2:
Packets: Sent = 4, Received = 4, Lost = 0 (0%
Approximate round trip times in milli-seconds:
Minimum = Oms, Maximum = 1lms, Average = Oms

Command _Prompt X

[TlpoBepuM eLLe pa3s cBA3b KoMMbloTepa byxrantepun ¢ IHTepHeTOM (cepBep

210.210.1.2).

< CBsa3p ecTbl!!

> |

Time: 48:24:42 Power Cycle Devices Fast Forward Time

Realtime

e 0> i 7\
’ ’

[ Connections ]|

= s

_]) Scenario 0

New Delete

Toggle PDU List Window

|Fire Last Status Source Destination Type Color Time (sec) Periodic

v
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Num Edit Delete
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m

® m =
.._. [

brﬁyrsricarl ] Coh'fiig”‘ CLI

I0S Command Line Interface

Logical [Root]
'_“ Router>
& = Router>en
Routergping 192.168.2.2
Se r-PT Type escape sequence to zbort.
Serverl 0.210.1.2 Sending 5, 100-byte ICMP Echos teo 192.1€8.2.2, timecut is seconds:
uuuuu
210.210.1.0/24 Success rate is 0 percent (0/5)
fa01
ﬁ}_f ’ 210'210'0'0/i.; f Routergping 192.168.5.2
. fa0/o fao/o Type escape sequence to abort.
fa0/1 141 1841 Sending 5, 100-byte ICMP Echos to 192.168.5.2, timeout is 2 seconds:
Rolger2 Router3 UUUUU
192.168.,5.0/24 fa0/24 Success rate is 0 percent (0/5)
Server-PT
Server0 ; Routerfping 192.168.3.2
Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 152.168.3.2, timecut is secends:
192.168.4.0/24 Re101010108
Success rate is 0 percent (0/5)
192.168.3.0/24
Reutergping 192.168.4.2
res—" ) ——t )
PC-PT PC-PT
Type escape sequence to zbort.
VL2 192.168.2.2 Byxrantepusa VL4 192.168.4.2 AOMUHUCTPAUMUA Sending §, 100-byte ICMP Echos to 192.168.4.2, timeout is saBaides
uuuuu
g Success rate is 0 percent (0/5)
]
PC-PT Router$
- ——] VL3 192.168.3.100 AaMuH
PC-PT m
VL3 1592.168.3.2 MNonb3oearenm Copy
am A
[MpoBepuM eLLlé pa3 CBsA3b MapLUpyTU3aTopa npoBanaepa
A . . .
L]
C KOMNbKOTEpPaMn HaLlen ceTu: «ping 192.168.5.2», «ping 192.168.2.2», «ping
192.168.3.2».
. [0
BAINM TIO-TTDEKHEMY HEeT T IVIE ALL ALV BTE O BHetHHerc B ame
% = 5 - e = el - Fire Last Status Source Destination Type Color Time (sec) Periodic Num Edit Delete
o v f ll ' G ) 1) | Scenario 0 v
BeHudA!!! - - %0 |4 |
Connectlons VR S SR e — New T‘ Delete
;’ ’-- R Toggle PDU List Window
Automatically Choose Connection Type
Y - = 0:39
8 i » 0




OYHKUVIOHMPOBaHIA KOMMbHOTEPHBIX ceTei\MpakTnueckvie paboTsi\PaGoTta 24.pkt

File Edit Options View Tools

Logical

Extensnons Help

Server-PT
Server0

<

- fa0/1 141
Rolfer2
192.168,5,0/24 fa0/24

Ly 1y
PC-PT
VL2 192.168.2.2 Byxrantepusa
y--——
PC-PT

VL3 192.168.3.2 Nonb3osarenu

_ [1pennonoXmm, YTo y HacC eCcTb yaaneHHbIU OOCTYn No —
Mmoo telnet.

f fa01
~ 210.210.0.0/30 s

Takown gocTyn TpedbyeT naporne.

[ake ecnu 3n0yMbILLNTIEHHUK HE 3HAET NAapPorb, OH MOXET
ero nogobpars.

[ToSTOMY agMUHUCTPATOP PELLAET €ro 3anpeTuTb AOCTYN

F—
e ——— -.-. "'?
fa0/o fa0/o
1841
Router3

192.168.4.0/24

192.168.3.0/24 ~ .,
=, N3 BHELLHEWN CETW. 5
VL4 192.168.4.2-Anmunucrpauug \_4
pm— V]
PC-PT
VL3 192.168.3.100 AamuH

> [©

Time: 94:38:00 l Power Cycle Devices Fast Forward Time

Realtime

Se D>

|
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Connections |

)0

v Fire Last Status Source Destination Type Color Time (sec) Periodic Num Edit Delete

y :VScenario 0
-

‘ /| 1 | 6 é})‘ il / New | Delete |

i Toggle PDU List Window 1
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[Root]

_1

Logical

Clsco Packet Tracer - D:\AHapew\KomnetotepHble cetn\MZK.01.01 Opranusaums, NpMHLUMNbL NOCTPOEHUA U d)yHKuu L

» Physncal ] Conflg .

AP

Se r-PT
Serverl 230.210.1.2

210.210.1.0/24

f fa01

210.210.0.0/30 ~7
ol = =y

. fa0 fa0/o
fa0/1 1841 o 1841
Rolger2
192.168 .::£/24 fa0/24

Router3
Server-PT
Server0

192.168.4.0/24

192.168.3.0/24

Ly 1y
PC-PT
VL2 192.168.2.2 Byxrantepusa

p—
PC-PT

J

P V)

PC-PT

o= VL3 192.168.3.100 AaMuH

PC-PT
VL3 192.168.3.2 Nonb3osarenu

<

VL4 1592.168.4.2 AaMUHUCTPaUM

CKoHouMrypupyem gocTyn
no telnet Ha Router 2:
«conf t».

Co3gaanm nornb3oBaTend
C MMeHeM admin U

CLI

I0S Command Line Interface

Router>en

Routergconf t

Enter configuration commands, cone per line.

Router (config) us

Router (config) fusername ?
WORD User name

Router (config) fusername admin ?
password Specify the password for the user
privilege Set user privilege level
secret Specify the secret for the user
<cr>

Router (config) fusername admin

Router (config) fusername admin pri

Router (config) §username admin privilege ?
<0-15> User privilege level

Router (config) username admin privilege 15 ?
password Specify the password for the user
secret Specify the secret for the user
<cr>

Router (config) username

Router (config) fusername

Router (config)

End with CNTL/Z.

admin privilege 15 pass
admin privilege 15 password cisco

Copy

Paste

naponem cisco:

«username admin privilege 15 password cisco»
[Tonb3yemcsa 3HakamMmu «?» YToObl y3HaTb BO3MOXHbIE
BapWaHTbl NPOAOJIKEHUA 3annc KoMaHabl.
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Help

- “'E‘Q' NN 0 0 M,

Logical [Root]

{ Physical I Config | CLI ‘

I0S Command Line Interface

o&

Servgr-PT
Serverl 230.210.1.2

210.210.1.0/24

r fa01

210.210.0.0/30
y.—----—-'

fa0/o fa0/o

fan/1 1g41 1841
Rolfer2 Router3

192.168.5.0/24 fa0/24

Server-PT D 2 /5
Server0

fa0/1 it 1 fa0/4
192 168.4.0/24

password

<cr>
Router (config) fusername
Reouter (config) fusername
Router (config) username

Router (config) fusername
password Specify the
secret Specify the
<cr>

Router (config) fusername

Reouter (config) fusername

Router (config)

Router$

Routergconf t

Router (config) ¢en

Enter configuration commands, one per line.

Router (config) fusername admin ?

Specify the password for the user
privilege Set user privilege level

secret Specify the secret for the user

admin
admin pri
admin privilege ?

<0-15> User privilege level

admin privilege 15 ?
password for the user
secret for the user

admin privilege 15 pass
admin privilege 15 password cisco

%SYS-5-CONFIG_I: Configured from conscle by conscle

End with CNTL/Z.

192.168.20/24 P fanf3
/ \ Router (config) ¢ena

Router (config) §enable pass

Router (config) #enable password cisco

Router (config)

192,168.3.0/24

PC—P? PC- PT
VL2 192.168.2.2 Byxrantepus VL4 152.168.4.2 AaMUHUCTPauUnsa

Py 7
PC-PT
p-——F) VL3 192.168.3.100 AaMuH
PC-PT

VL3 192.168.3.2 MNonb3osartenu

Co3gagmm naporsib Ha enable.
[TycTb OyOeT ToXe cisco:
«enable password cisco».

<

®
Realtime

Fire Last Status Source Destination Type Color Time (sec) Periodic Num Edit Delete

>

Time: 94:55:46 I Power Cycle Devices Fast Forward Time

S A58 B (5 e —

g & s = ¢ ] Toggle PDU List Window \

Automatically Choose Connection Type

o » T 0




[ Physical I Config | CLI ‘

z.u@a nﬂl,O,O,clm

I0S Command Line Interface

Servgr-PT
Serverl 230.210.1.2

210.210.1.0/24
r fa01

210.210.0.0/30
5..— ——— ()
fa0/0 fa0/o

fa0/11 1841

Router3

192.168,5.0/24

fa0/24
Fao/s

Server-PT
Server0

fa0/1 Switght fa0/4

192.168.2.0/24 fao/z fao/3 192.168.4.0/24

|

Routergconf t
Enter configuration commands, cne per line.
Router (config) #en

Router (config) #ena

Router (config) §¢enable pass

Router (config) §enable password cisco
Router (config) £line ?

Router(config) £line vty ?

Router(config) £line vty 0 ?

Router(config)fline vty 0 4
Router (config-line) §login LOCAL
Router (config-line) fend

Router$
&5YS-5-CONFIG_I:

Router$

End with CNTL/Z.

<2-4399> First Line number

aux Auxiliary line

conscle Primary terminal line

tty Terminal controcller

vty Virtual terminal

x/y/z Slot/Subslet/Port for Modems

<0-15> First Line number

<1-15> Last Line number
<cr>

Configured from conscle by console

PC-PT
VL4 152.168.4.2 AaMUHUCTPauUnsa

192 168.3. 0 24
£ d
PC-PT
VL2 192.168.2.2 Byxrantepus

PC F’T
VL3 192.168.3.100 AamuH

HacTtpoum yoaneHHbIn ,EI,OCTyI'I
«line vty 0 4»,
«login LOCAL»,
«end».

PC-PT
VL3 192.168.3.2 MNonb3osartenu

<

©

Time: 95:05:30 I Power Cycle Devices Fast Forward Time Realtime

z s : 2 o | : Fire Last Status Source Destination Type Color Time (sec) Periodic Num Edit Delete
@W.m‘; [« / |/ , ‘ ‘o is;" - s z ‘ ,‘QLScenanoo v

_ | 7 ‘ * 1 2 ‘ |
[ Connections | —=— Y, ) , SUN [ New H Delete ]
g = s == | Toggle PDU List Window |
Automatically Choose Connection Type
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Cisco Packet Tracer - D:\AHapevi\Komnetoteprble ceT\MAK.01.01 OpraHusauus, NpyHUMNbl NOCTPOEHUS U QYHKUMOH &2 Server1 210.210.1.2 - O “

Physical Config Desktop Custom Interface

Command '_Prompt X

Packet Tracer SERVER Command Line 1.0
SERVER>telnet 210.210.0.2

= Trying 210.210.0.2 .. _Open
Servgr-PT
Serverl 210.210.1.2
210.210.1.0/24 User Access Verification
fa01 Username: admin
<7z 210.210.0.0/30 o Password:
. v
———— 2
l fa0/o fa0/o 1 ’ outerg
= fa0/1 1841 1841
- Rotfer2 Router3
.'192 168.5.0/24
= - fa0/24
Server-PT -‘*faO/S | %
Server0 <T
125@ g
fa0/1 5“’"? 1 fa0/4
192 168.2.0/24 fao’ z fa0/3 T52.168.4. 0/24

1921083024 ’l
PC PT \ PC- PT
VL2 192.168.2.2 Byxrantepus VL4 192.168.4.2 AOMUHUCTPAUMUA

PC PT

-/ ’ VL3 192.168.3.100 AamMuH
PC-PT ‘
VL3 192.168.3.2 Nonb3osarenu [

Onpobyem goctyn ¢ nyornmMyHOro cepBepa Ha Hall poyTep:
«telnet 210.210.0.2», «Username: admin», «Password: cisco». CBA3b €CTb. OTO NJ10XO.
[Tonpobyem 3anpeTnTb 4OCTYM o telnet N3 BHELLHEN CETMW.

Time: 95:11:15 | Power Cycle Devices Fast Forward Time Realtime

< | = - P 3 Fire Last Status Source Destinatibn Type Célor 'I:ime (seé) Perrioaric Num Eait Delete |
e OS> (L / ol 5164 1) Scenario 0

’.’ "/ . .1‘

[ Connections | = New Delete

: ‘;-3 g [ Toggle PDU List Window

Automatically Choose Connectxon Type

; — T 218
]] | B f@ .l ) ENG 0 oo
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Logical [Root]
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i,

Se r-PT
Serverl 230.210.1.2

210.210.1.0/24

Router3

Server-PT
ServerQ

192.168.4.0/24

192.168.3.0/24
Oy s pev—
PC-PT PC-PT
VL2 192.168.2.2 Byxrantepus VL4 152.168.4.2 AaMUHUCTPauUnsa
—
PC-PT
o ——/] VL3 192.168.3.100 AaMuH
PC-PT

VL3 192.168.3.2 Nonb3osarenu

Ha Router 2 Bo3BpaLwLaemMcs K Access List-y: «conf ty,
«ip access-list extended FROM-OUTSIDE» 1 3anpeTtum gOCTyn no telnet, Hanucas:
«deny tcp any host 210.210.0.2 eq telnet», «end».

X
Physicalw Config | CLI
I10S Command Line Interface

Routers ~
Router#
Router#
Reoutergconf t
Enter configuration commands, one per line. End with CNTL/Z.
Router (config) #ip access-list extended FROM-OUTSIDE
Router (config-ext-nacl) §deny ?

zhp Authenticaticon Header Protocol

eigrp Cisco's EIGRP routing protoceol

esp Encapsulation Security Payleoad

gre Cisco's GRE tunneling

icmp Internet Contrel Message Protocol

ip Any Internet Protccol

ospf OSPF routing protocecl

tcp Transmission Contrel Protocol

udp User Datagram Protocol
Router (config-ext-nacl) §deny tcp any host 210.210.0.2 eq ?

<0-€5535> Port number

domain Domain Name Service (DNS, 53)

ftp File Transfer Protocel (21)

pop3 Post Office Protocol w3 (110)

smtp Simple Mail Transport Protocol (25)

telnet Telnet (23)

WWW World Wide Web (HITP, 80)
Router (config-ext-nacl) #E bRl -t LUl T=1-) e Ne Ik Hu B B Te G- B e 3
Router (config-ext-nacl) v

| Copy

| Ppaste

Time: 95:27:39 I Power Cycle Devices Fast Forward Time

Realtime

sem®= OAVCPEEE

[ Connections ] J A J N )

A4

Automatically Choose Connection Type

- g s ) P 32

g‘ Scenario 0

Fire Last Status Source Destination Type Color Time (sec) Periodic

v

_New |

i Toggle PDU List Window |

Delete

5|

Num

Edit

Delete




File Edit Options Viey

[Root]

Cisco Packet Tracer - D:\AHaperi\KomnetotepHbie ceT\M/AK.01.01 Opraxnusaums, NpMHLMNG NOCTPOEHMUA w,dr)yu'

Help

“'Eig' n ql/o/c’/clm&;

I

| Physical | Config | CLI |

I0S Command Line Interface

Servgr-PT
Serverl 230.210.1.2
210.210.1.0/24
rfaOl
210.210.0.0/30 7
TR
0,
fan/1 1g41 1841
Rolfer2 Router3
192.168.5.0/24
Server-PT ‘faO/S /2%
Server0

4
fa0/1 Switght fa0/4

~
192.168.20/24 P2 fali/3 192.168.4.0/24
192.168.3.0/24 E
- &
PC-PT PC-PT
VL2 192.168.2.2 Byxrantepus VL4 152.168.4.2 AaMUHUCTPauUnsa
Py 7
PC-PT

———— )
PC-PT

VL3 192.168.3.100 AamuH

VL3 192.168.3.2 MNonb3osartenu

BarnsgHem Ha Access List-bl:
«show run», BUOUM, 4YTO 3anpeLlatoLmnm Access List Mbl nponucanu.

interface Vlanl
no ip address
shutdown

1

ip nat inside scurce list FOR-NAT interface FastEthernet0/0 overlecad
ip classless

ip route 0.0.0.0 0.0.0.0 210.210.0.1
1

1

ip access-list standard FOR-NAT
permit 192.168.2.0 0.0.0.255
permit 192.168.3.0 0.0.0.255
permit 192.168.4.0 0.0.0.255

ip access-list extended FROM-QUTSIDE
permit ip any host 210.210.0.2

deny tcp any host 210.210.0.2 eqg telnet]
!
!
!
!
!

line con 0
!

line aux 0
--More--

©

< >
Time: 95:30:57 I Power Cycle Devices Fast Forward Time Realtime
< | —— —= : e o | 3 Fire Last Status Source Destination Type Color Time (sec) Periedic Num Edit Delete
S e B> 7% / !/ . F/ [‘; {s“$¢\ ‘ ,Q\Scenanoo v/
. &7 . k. | |20 | |
[ Connections | —=— y e e ) ) e ) w“ o e 1 New H Delete ‘
[a— r ]
g &~ s = 1 Toggle PDU List Window ‘
Automatically Choose Connection Type
) .. : 4 - [] . 9




<

Cisco Packet Tracer - D:\AHape\KomnerotepHble ceTu\M/K.01.01 Opraxusaums, npuHUMUNG NOCTPOEHWUA U OyHKLlMd; 2 Server1 210.210.1.2 = Em

Physical Config Desktop Custom Interface

RO -
g "
#llCommand Prompt XN M
!
Packet Tracer SERVER Command Line 1.0
SERVER>telnet 210.210.0.2
= Trying 210.210.0.2 .._Open
Server-PT
Serverl 210.210.1.2
210.210.1.0/24 User Access Verification
fad1 Username: admin
~7e 210.210.0.0/30 ~ Password:
———_-I ‘ R
l fa0/o fa0/o L ’ outerg
=l fao/1 141 ) )
b Rolger? Router3 [Connection to 210.210.0.2 closed by foreign host]
.'192 168.5.0/24
= 168.3, fa0/24
Server-PT T Fa0/5e, I VER>telnet 210.210.0.2
Server0 oo <-r Trying 210.210.0.2 ...Open
12§¢ 4Ty
fa0/1 swi';‘Z 1 fao/4
0 NN
192 168, 20/24 faO/Z f60/3 192 168. 40/24 User Access Verification \
‘ﬂ* 192 168.3. O 24 ‘;. - l Username: admin
Password:
\ '._{I Routerg
PC PT PC-PT
VL2 192.168.2.2 Byxrantepus VL4 192.168.4.2 AOMUHUCTPAUMUA
|
W—
PC PT N
Z VL3 192.168.3.100 AaMuH

PC-PT
VL3 192.168.3.2 Nonb3osarenu [

Ewe pa3 npoBepum goctyn no telnet c nybnmnyHoro cepeepa Ha Hall poyTep:
«telnet 210.210.0.2», «Username: adminy», «Password: cisco». [1JOCTyn nNo-npexHemy ecTb.
[Mouemy???

Time: 95:35:11 | Power Cycle Devices Fast Forward Time Realtime

< | = - P 3 Fire Last Status Source Destinatibn Type Célor 'I:ime (seé) Perrioaric Num Eait Delete |
e B0 7L< %) B4 (% § | Scenario 0

o ’ )
[ Connections | = New Delete

: ‘;-3 g [ Toggle PDU List Window

Automatically Choose Connection Type

21:42
17.12.2019

[®z T .l 4) ENG
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b= Evula‘le-'r\ﬂl,o,oﬁl@“

Logical [Root]

AP

Se r-PT
Serverl 230.210.1.2

210.210.1.0/24

f fa01
210.210.0.0/30 s

[l e e e g o
- fa0/o fa0/0 ‘ ?
fa0/1 1841 1841
Rolger2 Router3
192.168.5.0/24
Server-PT “ho/s‘. fa0/24
ServerQ =

T
192.168.20/2¢ %2 fap;z 192.168.4.0/24
/ 1\
192.168.3.0/24

e )] potos— 37
PC-PT PC-PT

VL2 192.168.2.2 Byxrantepusa VL4 192.168.4.2 AOMUHUCTPAUMUA

pm— V]
PC-PT
40 s VL3 192.168.3.100 AamMuH
PC-PT
VL3 192.168.3.2 Nonb3osarenu

|| Physical | Config | CLI |

I0S Command Line Interface

1

interface Vlanl

no ip address

shutdown

1

ip nat inside source list FOR-NAT interface FastEthernetl/0 cverlcad
ip classless

ip route 0.0.0.0 0.0.0.0 210.210.0.1
1

!
ip access-list standard FOR-NAT
permit 192.168.2.0 0.0.0.255

permit 192.168.3.0 0.0.0.255

permit 192.168.4.0 0.0.0.255
ip access-list extended FROM-QUTSIDE
permit ip any host 210.210.0.2

deny tcp any host 210.210.0.2 eg telne
!
1
1
1

!
line con 0

!

line zux 0

--More-- v

| Copy ~ Paste

Ecnv BHMMaTENbHO NOCMOTPUM Ha Access List-bl:

«show run», TO yBUOUM, YTO 3anpeLllaroLliee npasmio HaxoanTCA No paspeLlaroLnm,
KOTOpOE paspeLuaeT Bech Tpaduk. bonee cneunduyeckne npaBuna JOMKHbI ObITb

> [©

-. E) E Eﬂ '- Power Cycle Devices Fast Forward Time

Realtime

S e B> ‘ '

$$r>

174

Connections ]!
Automatically Choose Connection Type

I
HeFe

y :VScenario 0
-

New || Delete

i Toggle PDU List Window 1

Fire Last Status Source Destination Type Color Time (sec) Periodic Num Edit Delete
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Config | CLI |

il PihysiAca I ]

I0S Command Line Interface

Routers
Router#
Router#
Router#
Routers
senspreT =y
Serverl 210.210.1.2

Router#

210.210.1.0/24 Routergconf t

f fa01 Enter configuration commands, one per line. End with CNTL/Z.
Router(config) £
.._Zjizﬁo_oli.; Nf Router (config) #no ip access-list extended FROM-OUTSIDE
fa0/o fao/o Router (config) £

- fa0/1 1841 1841 Router (config) §ip access-list extended FROM-OUTSIDE
Rolger2 Router3 ' ITO6bI STO C eJ—I aTb Router (config-ext-nacl) §¢deny tcp any host 210.210.0.2 eq telnet
Router (config-ext-nacl) permit ip any host 210.210.0.2
192.168.5.0/24 |u| ) g e D5y =

- fa0/24 Reouter (config-ext-nacl) #end
SSe;vr\?;-rzT faO/S-.‘,F = . Routerg 3
- yﬂan M M Acce SS LI St’ %SYS-S5-CONFIG_I: Configured from conscle by conscle
0/1 itght fa0d/4
192. 168.270’/; fglz o3 19216840724 e
/ 1\ CO3,D,a,D,M|V| erO CHOBa M EEOK]
192.168.3.0/24 Rgzzzit
et =1 NOMEHATDL MNMpaBwUiia Routers y
VL2 192.168.2.2 Byxrantepus VL4 192.168.4.2 AaMuHUCTpauna Copy 7 Paste |

J MecTamMu: «conf t»,
) &

B, v 1921603 100 A «no ip access-list extended FROM-OUTSIDE»,
o «ip access-list extended FROM-OUTSIDE»,
«deny tcp any host 210.210.0.2 eq telnet»,

«permit ip any host 210.210.0.2», «end», «wr memn». -

Time: 95:48:58 l Power Cycle Devices Fast Forward Time Realtime L]

neEm? O DEBEBEY

[ Connections | e N N ) ) Y T, ‘ New Delete

;’ 4 .s = | Toggle PDU List Window |

Automatically Choose Connection Type

¥ 0 o

c = Fire Last Status Source Destination Type Color Time (sec) Periodic Num Edit Delete
) Scenario 0
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Cisco Packet Tracer - D:\AHapeii\KomnstotepHsie cet\M/K.01.01 OpraHnsaums, NpvHUMNbI NOCTPOEHNA 1 OYHKLMEN Server1 210.210.1.2 =

Physical Config Desktop Custom Interface

S | iix»f\
Command Prompt B
Router$
[Connection to 210.210.0.2 cleosed by foreign host]
SERVER>
Servgr-PT
Serverl 210.210.1.2 JER>telnet 210.210.0.2
210.210.1.0/24 Trying 210.210.0.2 .. _Open
fa01
< 210.210.0.0/30 User Access Verification
T e — ——— 7 =
l ‘-faO/O fa0/o 1 Username: admin
1 fan/1 141 1841 Password:
- Rolfer2 Router3 z )
R Routerg
- 192.168.5.0/24 fa0/24
Server-PT -‘faO/S. I [Connection to 210.210.0.2 closed by foreign host]
Server0 p - <T
125@ g
fa0/1 swr;‘Z 1 fao/4
192 168.2.0/24 fao’ z fa0/3 T52.168.4. 0/24
192 168.3. O 24 l =t
— 4 SERVER>telnet 210.210.0.
PC PT PC- PT Trying ¢19 ¢10‘0 b )
VL2 192.168.2.2 Byxrantepus VL4 192.168.4.2 AQMUHUCTPaLMA ;_g@fgicnc’“ timed out; remote host not responding
PC PT =
Z VL3 192.168.3.100 AaMuH
PC-PT ‘

VL3 192.168.3.2 Nonb3osarenu [

Ewe pa3 npoBepum goctyn no telnet c nybnmnyHoro cepeepa Ha Hall poyTep:
«telnet 210.210.0.2». JocTyna HeT!!!
Takum o6pa3omM Mbl CMOINUN 3alNTUTb Hally CeTb OT BHELUHEero NPOHWUKHOBEHMA [ .

I' EUS Lsf.'bl IIFEI& &ycle Devices Fast Forward Time Realtlme

< | = - P 3 Fire Last Status Source Destinatibn Type Célor 'I:ime (seé) Perrioaric Num Edlt Delete |
Sar > (L / = 7)< § 5‘ - 9 1) | Scenario 0
l" .’" A ,‘

[ Connections | New Delete

: ‘;-3 g [ Toggle PDU List Window

22:03
17.12.2019

A B f@ .l ) PYC



&2 ~ Cisco Packet Tracer - D:\Anapei\KomnbtotepHbie ceTi\M/IK.01.01 OpraHusalivs, NpYHLMMb! NOCTPOEHM

A ¥ OYHKLUMOHMPOBAHMA KOMNBIOTEPHLIX ceTer\lMpakTvueckue pabotel\PaboTa 25.pkt

- o0 RS

File Edit Options

g - =
.‘-.—v

View Tools Extensions Help

AEIEERIV VLIS

Logical [Root]

New Cluster Move Object Set Tiled Background

Viewport

Se r-PT

Serverl 230.210.1.2

210.210.1.0/24

r fa01
210.210.0.0/30 i

=D

0/11 1841
Ro Router3
192.168.5. 0/24 fa0/24

Y'V r-PT fBO
rverQ [
faO

T

/1 Wit 1 fa0/4
fa0/2

192.168.2. 0/24 faO/3 192 168.4. 0/24

192 168.3. 0
PC-PT PC PT
VL2 192.168.2.2 Byxra VL4 192.168.4.2 AOMUHUCTPAUMUA

Q,

PC-PT
VL3 192.168.3.2 Mon

“Pc-pT
VL3 192.168.3.100 Aamm

<

PaccMoTpmM NpUMeHeHMe ctaHgapTHLIX Access List-0B.
B Hawen cetu ecTb cepBep 1C.

JTornyHo NpeanonoXuTb, YTO AOCTYM K HEMY OOSMKHbI
MMETb TONbKO PpabOoTHMKKN DyxXrantepumn.

EcTb ABa cnocoba orpaHnunTb A0CTYn K cepsepy 1C.
NMepBbIN cNOCOO!

MO>XHO Ans KaXkaoro CErMeHTa ceTu co3aaTb
paspeLlaroLlee Unm sanpeLlatollee npasurso.

BTopoun cnoco®6!

MOoXXHO cepBepy co3gaTtb 04HO paspeLuaroLlee npasusio
ansa pabotel ¢ obyxrantepuen. OcTtanbHble CErMEHTDI
OOCTyrna UMeTb He OyayT.

o’

~

&

Time: 96:09:11 I Power Cycle Devices Fast Forward Time

Realtime

. : Fire Last Status Source Destination Type Color
_j) Scenario 0 v

New Delete

Toggle PDU List Window

ol FOVPOEBEEE Y
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Automatically Choose Connection Type
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| Physical | Config | CLI |

== = -
- (- [~ | E‘ f‘ () |/‘> Dl | Ll 10S Command Line Interface

I_Oglcal [Root] Tress REIURN to get started.
e

AP

Se r-PT
Serverl 230.210.1.2

210.210.1.0/24

f fa01
,\‘}_f > 210.210.0.0/30 s

D

. l fa0/0
fa0/1 1841 1841
Rolger2 Router3 Router>en
Password:
192,168 .‘5‘9/24 fa0/24 Routergconf t

Server-PT

Server0 Enter configuraticn commands, cone per line. End with CNTL/Z.

H R t 2 . Reouter(ceonfig) #ip acc

a CTpO M M O u e r . Router (config) #ip access-list st
Router(ceonfig) §ip access-list standard TO-1C
Router (config-std-nacl) §per

«CO nf t))’ Router (config-std-nacl)fpermit 192.168.2.0 0.0.0.255

192.168.3.0/24 Router (config-std-nacl) fexit
Router(config)

o o co3gaanm Access List —

VL2 152.168.2.2 Byxrantepus VL4 152.168.4.2 AgMuHuCTpauus Copy | Paste

C nmeHem TO-1C:

P V) —

PC-PT

SR vl «ip access-list standard TO-1C»,
Cos3gaem paspewiarowmin Tpaduk 3 dyxrantepun:
«permit 192.168.2.0 0.0.0.255», «exit».

OcTtanbHble CErMeHTbI CETU OyayT 3anpeLUeHbI. :
< > @

192.168.4.0/24

Time: 96:17:03 l Power Cycle Devices Fast Forward Time Realtime
8 R — [ = Fire Last Status Source Destination Type Color Time (sec) Periodic Num Edit Delete
e -
ﬁ 4 . m - _‘) Scenario 0 v

215569 (%) 1/

Connections ]! ‘ New | Delete

[ ‘
a L s = | Toagle PDU List Window 1
- .

Automatically Choose Connection Type
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X
T - | Physical | Config | CLI |
i,.,_. |§]e|nq|,o/o,o|@ _
- 10S Command Line Interface
I_Oglcal [Rooﬂ Houter>en A
e Password:
F— Routergconf t
JX Enter configuration commands, one per line. End with CNTL/Z.
Router (config) §ip acc
Se rPT Router (config) #ip access-list st
Servert 240.210.1.2 Router(conf{Lg)#ip access-list standard TO-1C
Router (config-std-nacl) §per
210.210.1.0/24 Router (config-std-nacl) #permit 192.162.2.0 0.0.0.255
' fa01 Reouter (config-std-nacl) exit
Router(config)
21&2&0_0/3;{:} Router (config) §int £a0/1.5
fa0/0 fa0/0 ? Router (config-subif) §ip acc
fao/1 1g41 Router (config-subif) $ip access-group TO-1C ?
Rolger2 Router3 in inbound packets
out outbound packets
e fa0/24 Router (config-subif) ¢ E P T e (e Tt
Server-PT Ta0/Seg., crw X 5
Server0 o e Router (config-subif)
Router (config-subif) §end
7 Routerg
faO/l%a itgh1 faO/i\_ %SYS-5-CONFIG_I: Configured from conscle by conscle
192.168.20/24 52 fa0f3 192.168.4.0/24
Routerfwr mem
192.168.3.0/24 Building configuration...
[OK]
per ] Pl Routerg v
PC-PT PC-PT
VL2 192.168.2.2 Byxrantepus VL4 192.168.4.2 AaMUHUCTPAUMA Copy | Paste
] e
PC-PT
y--—— VL3 192.168.3.100 AaMuH
PC-PT
VL3 192.168.3.2 Nonb3osaTenu
IIp eM 3TOT A List K COOTBETC Houle CXO e epcbe"c C
L] L]
L]
cepBepa 1C: «int fa0/1.5», «ip access-group TO-1C out», «end», «wr memp»,
< > | ©
Time: 96:29:31 I Power Cycle Devices Fast Forward Time Realtime
Fire Last Status Source Destination Type Color Time (sec) Periodic Num Edit Delete
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: = = = i * R -
[Root]
o |
=
T
Servgr-PT
Serverl 230.210.1.2
210.210.1.0/24
fa01
,\_r 210.210.0.0/30 g~
————- e
 prremmeted |
|J” faO/l 141 1841
Rolger2 Router3
"192.168.5. 5,0/24 V¥ 0124
Server PT faO/S- | i
Server0 :'
Aﬂgﬁﬂ g
fa0/1 gwitghi fao/a_
192.168.2.0/24 fao/2 fa0/3 192.168.4.0/24
v 192.168.3.0/24 W l
‘_{’
PC-PT PC-PT
VL2 192.168.2.2 Byxrantepusa VL4 192.168.4.2 AOMUHUCTPAUMUA
1
- :]—/
PC-PT
==Y, VL3 192.168.3.100 Aauun
PC-PT

VL3 192.168.3.2 Nonb3osarenu

[MpoBepnM CBSA3M KOMMbIOTEPOB C CEPBEPOM.
C cerMmeHTOM OyxranTepum cBs3b eCTb.

<

I'lliCommand Prompt X

(g VL2 192.168.2.2 Byxrantepus

Custom Interface

Physical Config Desktop

Pinging 192.168.5.2 with 32 bytes of data:

Request timed out. [
Reply from 192 2: bytes=32 time=0ms TTL=127
Reply from 192. : bytes= time=0ms TTL=127
Reply from 192. bytes=32 time=0ms TTL=127

-1leé8.
1é8.
168.5.2:
Ping statistics for 1592.168.5.2:
Packets: Sent 4, Received 3, Lost i 2
Approximate round trip times in milli-seconds:
Minimum Oms, Maximum = Oms, Average

(25% loss),

Oms
PC>ping 192.

Pinging 192. with 32 bytes of data:

2: bytes=
: bytes=
bytes=
bytes=3

from 192.
from 192.
182.
from 192.

Reply
Reply
Reply
Reply

w

M NN

TTL=127
TTL=127
TTL=12

TTL=127

from
52z
Ping statistics for 1592.168.
Packets: Sent 4, Received = 4, Lost 0
Approximate round trip times in milli-seconds:
Minimum = Oms, Maximum = lms, Average

o (0% loss),

’

Oms

> |
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Realtime
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New Delete

Destlnatlon
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o B

VL4 192.168.4.2 AIMUHUCTPaLMA s,

Physical Config Desktop Custom Interface

. - DA\ A T\ -
LY Cisco Packet Tracer - D:\AHape\KomnbroTepHbie ceTv\sa VL3 192.168.3.2 Mons3osaten
H 5 Physical Config Desktop Custom Interface
NS A DRl |
i e e S B et A N Nl i J‘
i Root F
Logical [Raat] Command Prompt X
i ‘ PC>
-4 = PC>
PC>ping 192.168.5.
Serv; r-PT Pinging 192.168.5.2 with 32 bytes of data:
Serverl 210.210.1.2
210.210.1.0/24 from 192.168.3.1: Destination host unreachable.
from 192.168.3.1: Destination host unreachable.
fa01 om 192.168.3.1: Destination host unreachable.
e 210.210.0.0/30 — from 192.168.3.1: Destination host unreachable.
| Y —— — — -.; Ve
g - fa0/o fan/o ‘ Ping statistics for 192.168.5.2
= aoj;éat;2 R;S;;B Packets: Sent = 4, Qecal'ed = 0, Lost = 4 (100% loss),
™192.168.5.0/24 o PC>ping 192.168.5.
Server-PT Fa0/54 | :
Server0 p - <' Pinging 192.168.5.2 with 32 bytes of data:
12§¢ 4Ty _ ” . N
fan/1 SWitghi %0/4 from 192.168.3.1: Destination host unreachable.
hO/Z from 192.168.3.1: Destination host unreachable.
192 168.2.0/24 fa0f3 192 108 4.0/24 from 192.168.3.1: Destination host unreachable.
192 iia: 30 4 from 192.168.3.1: Destination host unreachable.
. & ‘, I
———, S — Ping statistics for 192.168.5.2
PC- PT PC- éf Packets: Sent = 4, Received 4 (100% loss),
VL2 192.168.2.2 Byxrantepus VL4 192.168.4.2 AaMUHUCTPauUna pc>{

PC-PT

VL3 192.168.3.100 AaMuH
PC-PT

VL3 192.168.3.2 Nonb3osarenu

)
|

t

Command Prompt X

PC>ping 210.210.1.2

Pinging 210.210.1.2 with 32 bytes of data:

Reply from
Reply from
Reply from
Reply from

bytes=32 time=lms TTL=12¢&
bytes=32 time=0ms TTL=12¢&
bytes=32 time=0ms TTL=12¢&
bytes=32 time=0ms TTL=12&

[SESI SN
[
[FR=I=N=
[SESH SN
[
S = =N=}

PR e

M NN

Ping statistics for 210.210.1.2
Packets: Sent = 4, Received = 4, Lost = 0
Approximate round trip times in milli-seconds:
Minimum = Oms, Maximum = 1lms, Average = Oms

(0% loss),

PC>ping 192.168.5

Pinging 192.168.5.2 with 32 bytes of data:

Destination host unreachable.
Destination host unreachable.
Destination host unreachable.
Destination host unreachable.

Reply from 192.168.4.1:
Reply from 192_.168.4.1:
Reply from 192_.168.4.1:
Reply from 192_168.4.1:

Ping statistics for 192.

Packets: Sent = 4 (100% loss),

’

OcTanbHble CErMeHTbl CETU CBSA3N ¢ cepBepomM 1C He nmetor.
Takum o6pa3om Mbl orpaHn4mnm goctyn K 1C cepBepoB BCEX CErMEHTOB CeTU

Kpowme oyxrantepun!!!

:
.

) —
Time: 96:36:29 | Power Cycle Devices Fast Forward Time Realtime
Fire Last Status Source Destination Type Color Time (sec) Periodic Num Edit Delete

1% |60 |4

Automaticall

Choose Connection Type

1) Scenario 0

New

Delete

Toggle PDU List Window
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File Edit Options View Too

w |[BiB 000 oM

Logical [Root]

New Cluster

Move Object Set Tiled Background Viewport

Se r-PT
Serverl 230.210.1.2

210.210.1.0/24

f fa01
210 210.0.0/30 Sz

faO/l 1
192 168.5. 0/24 fa0/24

fa0/o
1841
Router3

faO/S y
ServerO
4
fa0/1 witght fao/4_
192.168.2.0/24 =2 faf{/B 192 168.4.0/24
192.168.3.0/24

preva— ) potos— 37

PC-PT PC-PT

VL2 192.168.2.2 Byxrantepusa VL4 192.168.4.2 AaMUHUCTPauUna

Az Y
PC-PT

o= VL3 192.168.3.100 AaMuH

PC-PT
VL3 192.168.3.2 Nonb3osarenu

<

PaccmoTpum B6oriee CnoXXHbIN NPpUMeEp.

[TpeanonoXxum, 4to Server 1 — 310 Web-cepBep.
[1peanonoXxum, 4To nonb3oBaTtenu Hallen ceTn OOMKHbI
NMETbL OOCTYN K 3TOMY CEPBEPY TOMNbLKO NO NPOTOKOSY

HTTP,

TO ecTb Yepe3 nopT Ne8O.

OpgHako, HalW agMUHUCTPATOP AOMKEH UMETb NOMNHbIN

[OCTYM K cepBepy.

Time: 96:53:20 l Power Cycle Devices Fast Forward Time

Realtime

7

P% . . m"; »;)VScena;'ioo v Fire Last Status Source Destination Type Color Time (sec) Periodic Num Edit Delete
=41t Alvalvallvalealeal=leal [
[ Connections ]! _ New | Delete
;’ &) .s R | Toggle PDU List Window |
Automatically Choose Connection Type ;
7~ - \v‘ 0
=1 ~ 0 J 0
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File Edit Options View Tools Extensions Help

- | B

[Root]

L

Physical Config | Desktop I Custom Interface [

Settings

Servgr-PT
Serverl 230.210.1.2

210.210.1.0/24

fad1
210.210.0.0/30

—_—_.

fa0/o
fa0f1 1
Rolfer2 Router3

192.168.5.0/24
Server-PT D 2 /5
Server0

fa0/24

fa0/1 Switght fa0/4
fao/2 152.168.4.0/24
192.168.2.0/24 fa0/3 /

192 168.3.0/24

PC-PT PC- PT

VL2 192.168.2.2 Byxrantepusa VL4 152.168.4.2 AaMUHUCTPauUnsa

{4
PC-PT
ToZe  VL3192.168.3.100 Aanww

VL3 192.168.3.2 MNonb3osartenu

<

CKOHUrypupyem ero.

Algorithm Settings HTTP HTTPS
SERVICES

HTTP ® on

O off

File Name: ]index.html

<html=>
<center><font size='+2"' color='blue'>Cisco Packet
Tracer</font></center>

<hr>[[ BN ENEEE. opening doors to new opportunities.
Mind Wide Open.

<p>Quick Links:

<br><a href='helloworld.html'>A small page</a=

<br><a href='copyrights.html'>Copyrights</a=

<br><a href='image.html'>Image page</a>

<br><a href='cscoptlogo177x111.jpg'>Image</a=>

</html>

FastEthernetO

Page:’

o ‘

>

Time: 96:56:34 I Power Cycle Devices Fast Forward Time

Realtime

— "'“ - @ JUEEEREY

Fry

Automatically Choose Connection Type

g | Scenario 0

v' Fire Last Status Source Destination Type Color Time (sec) Periodic Num Edit Delete

o]

Delete '

1
| Toggle PDU List Window ‘
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ey Extens Help
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Logical [Root]
™ T

Clsco Packet Tracer - D:\Axapew\KomnbrotepHbie ceT\MAK.01.01 OpraHusaums, NnpyuHUMUNbI NOCTPOEHUA U QYHKUM »;«

\ 5h75|gaiilica1ffgi\ Desktop [ Custom Interface |

_— .

Web Browser

P,

Servgr-PT
Serverl 230.210.1.2

210.210.1.0/24

fad1
210.210.0.0/30

———

— o
7 i rﬁ fao, fa0/o
fan/1 1g41 o 1841
Rolfer2 Router3
192.168.5.0/24 fa0/24

Server-PT ‘faO/S
ServerQ
fa0/1 it 1 fa0/4
192 168.2.0/24 fao/z fao/3 152.168.4.0/24

192 168.3. 0 24

EH
PC PT PC-PT
VL2 192.168.2.2 Byxrantepus VL4 152.168.4.2 AaMUHUCTPauUnsa
“A

M.\l

/i VL3 192.168. 3 100 AamuH
PC-PT
VL3 192.168.3.2 MNonb3osartenu

[lpoBEpPUM C KOMMbIOTEPOB MONb3oBaTenen JoCTyN Ha Web-cepBep, YKaXXeM ero ip-

agpec.

IacTvun ocTe |

Cisco Packet Tracer

Quick Links:
A small page
Copyrights
Image page
Image

Welcome to NetSkills. Opening doors to new opportunities. Mind Wide Open.

HMMQIZGM I*wmelogcés Fast Forward Time

Realtime

neElF GOOOPEBREEEP

[ Connections Iy W &

EEY X
Automatically Choose Connection Type

Q | Scenario 0 v

’ New ‘ ‘ Delete

|
|
\
|

|
l Toggle PDU List Window

Fire Last Status Source Destination Type Color Time (sec)

Periodic Num Edit Delete
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B 2'ula‘l e-'f‘ﬂlﬁﬁﬁI\

Loglcal [Root]

| Physical | Config | cur

‘{X

HacTpoum Router 2:
«conf t».

Se r-PT

ey Co3pgaanm Access List €

210 210.0.0/30

faO/O fa0/o
fa0/1 1841
Rolger2
192.168.5.0/24
Server-PT ""'}—30/5‘. fa0/24
Server0

fa0/1 itght fa0/4
~

j uMeHeM FROM-USERS:

Nf

4 «ip access-list extended

FROM-USERS».

192. 168.2{/24 70/2 fa({/3 192.168.4.0/24 Pa3 pe LM TpaCb MK BCEM

nonb3oBaTtensam 4o Web-

pe—
PC-PT

192.168.3.0/24
VL2 192.168.2.2 Byxrantepusa \ VL4 192.168.4.2 AOMUHUCTPAUMUA Ce pBe pa L‘Ie pe3 I—IOpT 80

——.—..g.l-l
PC-PT

a0 s VL3 192.168.3.100 AaMuH
PC-PT
VL3 192.168.3.2 Nonb3osarenu

(B cisco — 9TO www):

«permit tcp 192.168.3.0 0.0.0.255 host 210.210.1.2 eqg www»

AOMUHUCTpPATOPY pa3peLlnm BeCb OAOCTYn: «permit ip host 192.168.3.100 host 210.210.1.2», 3anpeTum
nonb3oBartenam Tpaduk 4o Web-cepBepa kpome nopta 80 «deny ip 192.168.3.0 0.0.0.255 host 210.210.1.2»

N paspeLLunm BECb OCTalribHOM TpaduK: «permit ip any any», «exit».

<

I0S Command Line Interface

Reouter>en

Password:

Routergconf t

Enter configuration commands, one per line. End with CNTL/Z.

Router (config) §ip acc

Router(config) §ip access-list ex

Router(config) §ip access-list extended FROM-USERS

Router (config-ext-nacl) §perm

Router (config-ext-nacl) §permit tcp 192.168.3.0 0.0.0.255 hest 210.210.1.2 eq www

Reouter (config-ext-nacl) §permit ip 192.168.3.100 heost 210.210.1.2

% Invalid input detected at '~' marker. '

Router (config-ext-nacl) §permit ip heost 1382.168.3.100 hest 210.210.1.2
Router (config-ext-nacl) §deny ip 192.168.3.0 0.0.0.255 host 210.210.1.2
Router (config-ext-nacl)

Router (config-ext-nacl) §permit ip any any H
Router (config-ext-nacl)

Router (config-ext-nacl) fexit

Router (config) v

Copy ' Paste

—

Time: 97:28:20 l Power Cycle Devices Fast Forward Time

Realtime

LT B PlalZlalval:

Connections |

B F<

> L\ é’ / ‘j) Scenario 0

New v Delete

Toggle PDU List Window

Automatically Choose Connection Type

O

Fire Last Status Source Destination Type Color Time (sec) Periodic Num Edit Delete
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|| Physical | Config | CLI |

I0S Command Line Interface

[Root]
e
JX =2

Servgr-PT
Serverl 230.210.1.2

210.210.1.0/24

Router3

192.168,5,0/24 fa0/24

Server-PT Ta0/Sege, szt

ServerQ

fa0/1 Switght fa0/4
fa0/2 o~
192.168.2.0/24 fa0/3 192.168.4.0/24
192.168.3.0/24
—

PC-PT
VL2 192.168.2.2 Byxrantepus

P 7]
PC-PT
VL4 152.168.4.2 AaMUHUCTPauUnsa

L
PC-PT
a0 s VL3 192.168.3.100 AaMuH
PC-PT
VL3 192.168.3.2 Nonb3osarenu

<

Tenepb HYXXHO 3TOT
Access List npnuB4A3aTh
K MHTEepdeuncy:

«int fa0/1.3»,

«ip access-group FROM-USERS in» (Ha Bxogawmumn Tpadouk),

«end»,
«KWIrmemm».

Router(config)$lp access-list ex
Router (config) #ip access-list extended FROM-USERS
Router (config-ext-nacl) perm

Router (config-ext-nacl) fpermit tcp 152.168.3.0 0.0.0.255 host 210.210.1.2 eq www

Router (config-ext-nacl) fpermit ip 192.168.3.100 hest 210.210.1.2

% Invalid input detected at '~' marker.

Router (config-ext-nacl)fpermit ip host 192.168.3.100 hest 210.210.1.2
Router (config-ext-nacl)fdeny ip 192.168.3.0 0.0.0.255 host 210.210.1.2
Router (config-ext-nacl)

Reouter (config-ext-nacl) §permit ip any any

Router (config-ext-nacl)$

Router (config-ext-nacl) fexit

Router(config) $int £20/1.3

Router (config-subif) §ip acc

Router (config-subif) £ip access-group FROM-USERS in

Router (config-subif) end

Routers

%SYS-5-CONFIG_I: Configured from conscle by conscle

Routerfwr mem

Building configuration...
[CK]

Router$

>

@.

Realtime

Time: 97:39:44 I Power Cycle Devices Fast Forward Time
B> (27
e’

[ Connections ] y

VEEE

g‘ Scenario 0

v

cal7d

| New ||

Delete

Y X

Automaticall

Choose Connection Type

i Toggle PDU List Window
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File Edit Options fie Extensi Help

=" 2'g|§1e.|pq|/o,o/c|m

Logical [Root]
™ T

Clsco Packet Tracer - D:\AHapev\KomnbrotepHbie ceT\MK.01.01 OpraHusaums, NnpyuHUMNbI NOCTPOEHUA U QYHKL (

P,

Servgr-PT
Serverl 230.210.1.2

210.210.1.0/24
fad1

210.210.0.0/30
—— — e

— o
7 i rﬁ fao, fa0/o
fan/1 1g41 o 1841
Rolfer2 Router3
192.168.5.0/24

Server-PT D 2 /5 /2%
Server0

fa0/1 it 1 fa0/4
fao/2 152.168.4.0/24
192 168.2.0/24 fao/3 4.0/

192 168.3. o 24 E
e
PC PT PC-PT
VL2 192.168.2.2 Byxrantepus VL4 152.168.4.2 AaMUHUCTPauUnsa
’ Py 7
7 PC-PT

/i VL3 192.168.3.100 AaMuH
PC-PT
VL3 192.168.3.2 MNonb3osartenu

Ewie pa3 npoBepumM C KOMMbIOTEPOB MNosfib3oBaTenen 4OCTyn Ha Web-cepBsep.
[locTyn no-npexHemy ecTb!

Time: 97:46:28 I Power Cycle Devices Fast Forward Time

\ Physu:al l Config l Desktop [ Custom Interface |

_ ) e

Web Browser Ll
| < || > | URL |http:/f210.210.1.2 smﬁ

Cisco Packet Tracer
Welcome to NetSkills. Opening doors to new opportunities. Mind Wide Open.
Quick Links:
A small page
Copyrights
Image page
Image

Realtime
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Q | Scenario 0

k3l

’ New ‘ ‘ Delete

|
l Toggle PDU List Window

|
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\
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Cisco Packet Tracer - D:\AHapew\KomnbrotepHbie cetn\MZK.01.01 OpraHusauums, NpyMHUUIIbL IOCTPOEHUA U QYHKUES VL3 192.168.3.2 Monb30BaTenu -4 n'n—]

Physical Config Desktop Custom Interface

[Root] '8 Command Prompt X

Packets: Sent = 4, Received = 0, Lost = 4 (100% loss),

PC>ping 192.168.5.2

S
Servgr-PT Pinging 192.168.5.2 with 32 bytes of data:
Serverl 210.210.1.2
210.210.1.0/24 Reply from 192.168.3.1: Destination host unreachable.
Reply from 192.168.3.1: Destination host unreachable.
fa01 Reply from 192.168.3.1: Destination host unreachable.
,\..r 210.210.0.0/30 o Reply from 182.168.3.1: Destination host unreachable.
————- e
- fa0/1 1341‘.f 0/0 fa0/0 1841’ Ding statistics for 192.168.5.2
2 | Ro¥er? Router3 Packets: Sent = 4, Received = 0, Lost = 4 (100% loss),
[—- ¥ ~i92 168.5.0/24 ! i
. . =n fa0/24 PC>ping 2
-
Server-PT Fa0/5ega, | .
Server0 BEes -<T Pinging 210. 1.2 with 32 bytes of data:
/2§¢ 4Ty
fa0/1 witght faO/4 Reply from 192.168.3.1: Destination host unreachable.
faO/Z 192 168.4.0/24 Reply from 192.168.3.1: Destination host unreachable.
192 168.2.0/24 fa0/3 / Reply from 192.168.3.1: Destination host unreachable.
Reply from 192.168.3.1: Destination host unreachable.

VL2 192.168.2.2 Byxrantepusa VL4 192.168.4.2 AOMUHUCTPAUMUA >{
BPC

(‘—“ 192 168.3. 0 24 ,‘r '
‘—-/ -—{ Ping statistics for 210.210.1.2:
PC- p PC-PT Packets: Sent = 4, Received = 0, Lost = 4 (100% loss),

PC-PT
VL3 192.168.3.100 AamMuH
PC-PT
VL3 192.168.3.2 Nonb3osarenu

[1lpoBepumM ping C KOMMNbLIOTEPOB Mofb30oBaTenen Ha Web-cepBep.

CBA3M HeT, TaK KaK Mbl 3TO 3anpetunu!!! :

Time: 97:49:57 | Power Cycle Devices Fast Forward Time Realtime

- A |Fire Last Status Source Destination Type Color Time (sec) Periodic Num Edit Delete
(=] {“IH m’ ’, ; - . v _j) Scenario 0 [

(| 7 / P / ‘> 6 5' 5 6

[ Connections | g New Delete

g % | Toggle PDU List Window

23:58
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[Root]
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Cisco Packet Tracer - D:\Axaperi\KomnerotepHble ceTv\M/IK.01.01 Opraxusaums, NpUHLKMNGI NOCTPOEHUA U OYHKLVET K

Servgr-PT

Serverl

0.210.1.2

210.210.1.0/24

fa01
210.210.0.0/30 7
{ % w00 200
0
fa0/1 141
Rolfer2 Router3
192.168.5.0/24
Server-PT ‘faO/S foj2%
ServerQ
4
fad/1 gwitgh1 fa0/4
fa0/2 192.168.4.0/24
192.168.2.0/24 fa0/3 .168.4.0/
192.168.3.0/24
il L4
PC-PT PC-PT
VL2 192.168.2.2 Byxrantepus VL4 152.168.4.2 AaMUHUCTPauUnsa
Y
PC-PT
p-——F) VL3 192.168.3.100 AaMuH
PC-PT
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[poBepuM c KOMMbOTEPA aaMUHUCTPaTOpPa AOCTYN Ha Web-cepBep.
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Cisco Packet Tracer - D:\AHapew\KomnerotepHble ceTu\M/IK.01.01 Opraxsusaums, npuHUUNG NOCTPOEHUA W QyHKLlM4 (2 VL4 192.168.4.2 AAMUHUCTPaLUS - O
\
Physical Config Desktop Custom Interface

[Root] I'llICommand APrompt X

Pinging 210.210.1.2 with 32 bytes of data:

Reply from 210.21 -2 time=1lms TTL=12¢
Reply from 210.21 2 time=0ms TTL=12¢
Serv. r-PT Reply from 210.21 2 time=0ms TTL=126€
Serverl 210.210.1.2 Reply from 210.2 b3 time=1ms TTL=126
210.210.1.0/24
Ping statistics for 210.210.1.2
fa01 Packets: Sent = 4, Received = 4, Lost = 0 (0%
o r 210.210.0.0/30 g~ Approximate round trip times in milli-seconds:
‘- — — ——— ’? Minimum = Oms, Maximum = 1lms, Average = Oms
;T‘ ¢ 0/ - n fa0/o fa0/0 .
a0/1 1841 1841 3 o
PC>pin 10.
I Roger2 Router3 BRGNS
"o —— - . P P : ~ 7 B e
O 192,168.__5‘0/24 I fa0/24 Pinging 210. -1.2 with 32 bytes of data:
Server-PT Fa0/5
Server0 p- - Reply from 210.210. : bytes= time=Zms TTL=12
12§‘¢ AT, Reply from 210.210. time=0ms TTL=12
fa0/1 Swit 1 faO/4 Reply from 210.210. time=0ms TTL=12
faO/Z Reply from 210.210. : bytes=32 time=0ms TTL=12
192.168.2.0/24 fa0/3 192 168.4. 0/24

Ping statistics for 210.210.1_.2:

192 168. 30 24 "r ' Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
/ . > Approximate round trip times in milli-seconds:

20

PC- PT PC- F;T’ Minimum = Oms, Maximum = 2ms, Average = Oms

VL2 192.168.2.2 Byxrantepusa VL4 192.168.4.2 AOMUHUCTPAUMUA

PC-PT

—f, VL3 192.168.3.100 Aamun
PC-PT

VL3 192.168.3.2 Nonb3osarenu

[TpoBepuM ping ¢ KOMMNbIOTEPA aAMUHUCTPaTopa Ha Web-cepBep.

CBA3b coxpaHunacb!!! Mbl no6uBanucb NMEHHO 3TOro! T
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Macka noaceTn Macka B ABOHYHOH CHCTEME [Ipedurc i OCpatmax
agpecos MacKa
255.255.255255 J111111111. 11111111 11111111, 11111111} /32 1 [0.0.0.0
255255255254 J11111111. 11111111 11111111.11111110} /31 - [0.0.0.1
255255255252 11111111, 11111111, 11111111, 11111100 /30 - [0.0.03
255.255.255248 J11111111. 11111111, 11111111.11111000f /29 8 10.0.0.7
255.255.255240 11111111, 11111111, 11111111.11110000 /28 16 10.0.0.15
255.255.255224 111111111, 11111111.11111111.11100000f /27 32 10.0.0.31
255255255192 |11111111.11111111.11111111.11000000] /26 64 [0.0.0.63
255.255.255.128 J11111111.11111111.11111111. 10000000 /25 128 10.0.0.127
255.255.2550 J11111111.11111111.11111111.00000000f /24 256 10.0.0.255
2552552540 J11111111.11111111.11111110.00000000{ /2 512 0.0.1.255
2552552520 J11111111.11111111.11111100.00000000 /22 1024 10.0.3.255
255.2552480 J11111111.11111111.11111000.00000000 /21 2048 10.0.7.255
255.255.2400 J11111111.11111111.11110000.00000000f /20 4096 10.0.15.255
2552552240 J11111111.11111111.11100000.00000000f /19 8192 10.0.31.255
255.255.1920 J11111111.11111111.11000000.00000000f /18 16384 [0.0.63.255
255255.1280 |11111111.11111111.10000000.00000000{ /17 32768 0.0.127.255
255.255.00 11111111.11111111.00000000. 00000000 /16 65536 10.0.255.255
255.254.00 11111111.11111110.00000000. 00000000 /15 131072  |0.1.255.255
255.252.00 11111111.11111100.00000000. 00000000 /14 262144  10.3.255.255
255.248.0.0 11111111.11111000.00000000. 00000000 /13 524288 |0.7.255.255
255.240.0.0 11111111.11110000. 00000000. 00000000 /12 1048576 10.15.255.255
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Cnacmnb6o 3a BHMMaHue!

[MlpenopaBatenb: ConogyxmH AHapeu eHHaabeBuY
ONEeKTPOHHas noyTta: asoloduhin@kait20.ru




