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Andrei Masalovich Live smart, live longer

am@avl.team On modern intelligent cyberweapon




YMHbIE XUBYT OOJIbLUE.

TexHomnoruy pasyma B COBpEMEHHOM

KNnoepopyxmnm
* VcKyCCTBEHHbIN MHTENMNEKT - 3TO HE TOSIbKO YMHblE AOMa U
YMHblE Tropoda, HO W TEXHWYECKN COBEPLUEHHOE
aBTOHOMHOE Kubepopyxune. HoByio BOWMHY OyayT BeCTU
apMnn YMHbIX DOOTOB, CMOCODOHbLIX HE TOMbLKO K rpyrnnoBOW
KoopanHaumm ©0e3 y4yacTma 4ernoBeka, HO U K
CaMOCTOATENBbHOU Bblaadye LeneykasaHuu.

« B pgoknage paccmaTtpuBalroTca pelleHusa us cdepbl YA,
NCnonb3yemble B COBPEMEHHOM KNOEPOPYXKUN:
reHepaTUBHO-CcOCTA3aTeNbHbIE HEUPOHHbLIE ceTn (GAN) ans
pacrno3HaBaHUs HOBbIX BWOOB Kubeparak, MeTOOAUKU
rmybokoro obydeHus ¢ nogkpenrneHnem (DRL) Aans
areHTHOro MoAaenupoBaHMs UHMPOPMALMOHHbLIX aTak,
MeToObl «UUPPOBLIX OBOUMHMKOB» ONS WUCCregoBaHUS
Pa3NnN4YHbIX PU3NYECKMUX N MCUXONOTMYECKNX BO3OENCTBUN



Live smart, live longer.
On modern intelligent cyberweapon

Mutual interaction between telecommunications and
artificial intelligence led to the development of smart
homes and cities—and to the emergence of the new
generation of technically advanced and
human-independent cyberweapon.

The army of smart robots will lead the new war, since
they will be capable of organizing, coordinating, and
target assigning.

The speaker will present artificial intelligence solutions
used in modern cyberweapon: generative adversarial
networks, deep reinforcement learning, and digital
twins..



Mbl — geTn B MUpe YMHbIX BELLEN
BoeHHble — OeTK C rpaHaToun
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* BblCOKOTOYHOE OpyXue
* YMHOE€ opyxue
* ABTOHOMHOE netarnbHoe

opyxue
« CeTeueHTpMYyecKas BOMHa




BoccTtaHue malumH: B Kutae pobort
owuTpadpoBan gotorpaduto
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TecT TblopuHra

* Y4yeHbln: VIcKyCCTBEHHbIW pa3yMm — TOT,
KOTOPbIW Npn 0OLLEHUN HEOTNINYUM OT
XKMBOIO YyernoBeka

» Xakep: A 6otocb He TOro KoOMnbOTEPA,
KOTOPbIN NpouaeT TecT TblopUHra, a Toro,
KOTOPbIM ero HaMepeHHO 3aBanur...

* [NlonutTexHonor: 3agava NCKYCCTBEHHOIO
pasyma — ybeamnTb ak3ameHaTopa, YTO OH
cam KOMNboTep



The Malicious Use of Al

of Atificlal nteiBgence:

Forecasting, Prevention,
a8d MItgation

The Malicious Use

of Artificial Intelligence:

Forecasting, Prevention
and Mitigation
February 2018

Security Domains

Digital security. The use of Al to automate tasks involved in carrying

out cyberattacks will alleviate the existing tradeoff between the scale
and efficacy of attacks. This may expand the threat associated with
labor-intensive cyberattacks (such as spear phishing). We also expect
novel attacks that exploit human vulnerabilities (e.g. through the use of
speech synthesis for impersonation), existing software vulnerabilities
(e.g. through automated hacking), or the vulnerabilities of Al systems
(e.g. through adversarial examples and data poisoning).

Physical security. The use of Al to automate tasks involved in carrying
out attacks with drones and other physical systems (e.g. through the
deployment of autonomous weapons systems) may expand the threats
associated with these attacks. We also expect novel attacks that subvert
cyber-physical systems (e.g. causing autonomous vehicles to crash) or
involve physical systems that it would be infeasible to direct remotely
(e.g. a swarm of thousands of micro-drones).

Political security. The use of Al to automate tasks involved in
surveillance (e.g. analysing mass-collected data), persuasion (e.g.
creating targeted propaganda), and deception (e.g. manipulating videos)
may expand threats associated with privacy invasion and social
manipulation. We also expect novel attacks that take advantage of an
improved capacity to analyse human behaviors, moods, and beliefs on
the basis of available data. These concerns are most significant in the
context of authoritarian states, but may also undermine the ability of
democracies to sustain truthful public debates.




[Tpumep Al: HempoceTb pacno3HaeT
YyeroBeKa No KnasnaTypHOMY Mo4yepky

AyTeHTUdmnkaTopsbl:

* YHUMKanbHOE 3HaHue

*  YHuKanbHbIN NnpeamMmeT

* YHuKanbHas xapakTepucTumka

KnaBuaTypHbIN NOYEPK - noBeaeHYeckas
BuomeTpUYEecKast XxapakTepucTrka,
KOTOPYHO ONMCHLIBAIOT CriedytoLme napameTpbi:

° CKOpOCTb BBO/[lAa - Konn4yecTBo BBEAEHHbIX
CUMBOJITOB pasferieHHoe Ha BpeMs nevyataHus

« [lnHamMunKa BBOA - xapakTepusyeTcs BpeMeHeM
MeXOy HaXXaTUaAMU KnasuLl N BpeMeHeEM UX yaepXXaHus

« YacToTa BO3HUKHOBEHME OLLUNOOK npu BBOZE

* Vlcnonb3oBaHue KraBULL - Hanpumep, Kakune
beHKLI,I/IOHaJ'IbeIe KinnaBULln HAXXNMMAKTCA 414 BBOA4A
3arnaBHbIx OyKB

KopHeeB B.B., MacanoBu4 A.U n ap. PacnosHaBaHne nporpaMmMHbIX MOOYIEN
N obHapy>xeHne HeCaHKLUNOHMPOBAHHLIX AENCTBUIN C MPUMEHEHMEM annapaTta HeEMpoceTeN
NHdopMaunoHHble TexHonorum N10, 1997 - http://sci-pub.info/ref/321545/




Cyberweapon, Kubepopyxue

* A cyberweapon is a malware agent employed
for military, paramilitary, or intelligence objectives.

« Kubepopyxmne — nporpammHoe obecnevyeHne nnu
obopyaoBaHue, NnpeaHa3Ha4YeHHbIe ang
HaHeceHuns yulepba B KWbepnpocTpaHCTBeE.

(wikipedia.org)

* KnubepHeTuka - Hayka 06 ynpaBneHmnu
rocygapcTBoM, KoTopas AomkHa obecneynTb
rpakgaHam 4ocTyn K pasHoobpa3sHbIM briaram
COBPEMEHHOro obulecTBa

AHape-Mapu Amnep (1830)



Physical Security



duTHeEC TpekKkep Strava

BblJar pacrnosioX)XeHne BOeHHbIX 6a3
CLUA




YMHbIVN NncToneT Armatix IP1 —
CTPENAET TONbKO B pyKax
BriagenbLa
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Xakep Plore:

A 3Hao Kak MMHUMYM TpuU crnocoba B3riomMaThb
Armatix



TrackingPoint XS1 —BMHTOBKA NoA Linux
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Lock on 10 your tarpet with the Tag Bution Persistortly track your target as it moves Guide your shot on target




Meet the dazzling flying machines of the future...
[OpoHbl yOuBatoT nogen

https://www.youtube.com/watch?v=RCXGpEmFbOw https://www.youtube.com/watch?v=HCG Hnv7nMY
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HANDBOOK OF
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WARFARE

Keir Giles ,

The Malickous Use
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Forecasting, Preventics,
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THE ANATOMY OF RUSSIAN
INFORMATION WARFARE

THE ORMEAN OPERATION A CASE STue
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Artificial Intelligence: Autonomous
Technelogy (AT), Lethal Autenomous
Weapons Systerns (LAWS) and Peace
Time Threats
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Silent Ruin

AN~

BOMHa 2027 roga B komukcax apmun CLUA

SILENT RUIN

RUSSIA MASSES PEACEKEEP)
FORCES I\ TRANSNISTRN FO

B T y
TO DISABLE THE NATO - ”i—’,%”rb
TANKS... = CEUYACT* e
: -

If we fail to harden our own systems while
they develop innovative means to counter
the proliferation of advanced autonomous
systems, this threatens to render the world’s
most technologically advanced force its most
vulnerable.

Lt. Col. J. Lane, U.S. Army

Ecnn Ham He ymactcs paspaboTtaTtb
HaLUn cobCTBEHHbIE CUCTEMbI
NPOTUBOOENCTBUS pacnpOCTPaHEHUIO
COBPEMEHHbIX ABTOHOMHbLIX CUCTEM,
9TO rpo3uT cpgenatb  Haubonee
TEXHOMOIMYECKN Pa3BUTYIO CUNY B
MUpe Hanbornee yasBuMon.
[lognonkoBHUK J. Lane, apmus CLLA

NcTouHuk: UHCTUTYT KnbepHetunkn apmun CLUA, Akagemus Bect MonHT

httne-//ri1 ceribd com/dociiment /27446122 /Silent-Riiin




DISN (Defense Information Systems Network)
GIG (Global Information Grid)
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ABTOHOMHOE OpyXune
Lethal Autonomous Weapon Systems




Digital Security
OBbmaHyTb HEMPOCETL



viall Or vvOlITllall ¢

Kak obMaHyTb cucTeMy pacno3HaBaHUA
Adversarial training (cocTa3aTtenbHoe

NA\VivUauUIra)

IcTouHUK: https://pikabu.ru/story/yeto muzhchina ili zhenshchina 4440498




Adversarial Examples
BpegoHOCHbIe NpuMepbl

+.007 x =
” T -+
esign(VgJ(0,z,y))
“panda” “nematode” “gibbon”
57.7% confidence 8.2% confidence 99.3 % confidence

MNcTouHUK: https://buzzrobot.com/4-ways-to-easily-fool-your-deep-neural-net-dca49463bd0
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lal preturbat

The "universal adversar

YHNBEPCAJIbHOE UCKa>XEeHNE

16

(c) VGG

(b) VGG-F

(a) CaffeNet

(f) ResNet-152

(e) GoogLeNet

(d) VGG-19



One Pixel Attack
for fooling deep neural networks

NcToYHUK: https://buzzrobot.com/4-ways-to-easily-fool-your-deep-neural-net-dca49463bd0




The Adversarial Patch
BPEeOJOHOCHAA 3ariyiartka

Classifier Input Classifier Output

| —
banana slug snail orange

Classifier Output

po A —
banana toaster piggy_bank spaghetti_

NcTouHUK: https://boingboing.net/2018/01/08/what-banana.html




OOMaHyTb CUCTEMY pacno3HaBaHUA




ObmaHyTb 6eCcnMNOTHbLIN
aBTOMOOUIb




[1opOXXHble 3HaKN - OOMaHKU

Robust Physical-World Attacks on Deep Learning Visual Classification (04.2018)
NcTouHMK: https://arxiv.org/pdf/1707.08945.pdf




Cutting Edge: 0OMaHyTb CUCTEMY
pacrno3HaBaHUsA peyn

Omkpou
MOBUbHBIU 6aHK U
rnepegedu OeHbau
PYCCKUM XaKepam...




Cutting Edge: BHellHee ckaHnpoBaHue —
BaKLIMHA OT BUPYCOB

Ypoku WannacCry:

* 3y4yeH oauH ZeroDay 13 120 (Ethernal Blue)

* 3y4yeH ogunH akcnnout (DoublePulsar) ns ???

« OOHapyxeH oanH BpegoHoc (WannaCry) 13
?7??

« Pag sBegomcTtB He noctpagan. Crny4yanHoCTb?

JNABUNHA CkaHep —akTuBHas 3alumTta HOBOro
NOKOSIEHUA



OcHoBHbIe TpeHab! Al
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Top 10 Al Tech Trends for 2018

Deep Learning - Teopus rnybokoro ody4yeHus
Capsule Neural Networks — KancynbHble CeTu

Deep reinforcement learning (DRL) — rnmybokoe oby4yeHmne ¢
nogkpenneHnem

Generative adversarial network (GAN) — reHepaTUBHO-
cocTda3aTernbHbIE CETU

Lean and augmented data — 0by4eHne Ha HENOJSTHbLIX U
OOMOJTHEHHbIX AaHHbIX

Probabilistic programming — BE€pPOATHOCTHOE
nporpamMmMmnpoBaHune

Hybrid learning models — mogenu rubpmaHoro odoy4vyeHus

Automated machine learning (AutoML) —aBTOMaTN4eckoe
MaLUMHHOE Oby4eHne

Digital twin — LlnudopoBon ABONHUK
Explainable Al = OB bACHUMbIN NCKYCCTBEHHbIN UHTENNEKT

NcTo4uHuMK: http://usblogs.pwc.com/emerging-technology/top-10-ai-tech-trends-for-2018/




Deep Learning - Teopua rnyobokoro

o0y4eHus
Deep Learning -
COBOKYMHOCTb o :
Artificial o
MEeTOL40B MaLUMHHOIO Intelligenceand . &
National Security
oby4yeHus, OCHOBaHHbIX Ha oo [

o0y4YeHnn nNpeacTaBneHnsam
(feature/representation
learning), a He Ha
cneunanm3npoBaHHbIX CwmaE
anropuTmayx,
pa3paboTaHHbIX O
KOHKPETHbIX 3a4au4

NcTo4uHuMK: http://usblogs.pwc.com/emerging-technology/top-10-ai-tech-trends-for-2018/




«Military Needs to Urgently Rethink its
Deep Learning Strategy»

ImageNet Image Recognition

‘b{ CCCCCC

ISRA__ timps-Soushen

——————————————————

[1Buratenun nporpecca — rneHb
BOMHA
HO BOEHHbIM NEHb...



Capsule Neural Networks — KancynbHble
ceTu

e Capsule Neural
Networks - HOBbIV
TN rNyOOKNX
HEUPOHHLIX CETEWN,
MOryT
nogaepXmBaTb
nepapxmyeckue
OTHOLLEHUSA

NcTo4uHuMK: http://usblogs.pwc.com/emerging-technology/top-10-ai-tech-trends-for-2018/




Deep reinforcement learning (DRL) —
rmybokoe obyyeHune ¢ nogkpenneHnem

* DRL — ceTb y4unTCH,
B3aMMOOEUCTBYA C
OKpYy>KatoLLeu =z
CPEAOK @ IphaGo Wins
nocpeacTBom
HabnaeHun,

OENCTBUN U

BO3HarpaxaeHuu
[lepegHun Kpawu: DRL + Agent-Basing
Dynamics

NcTo4uHuMK: http://usblogs.pwc.com/emerging-technology/top-10-ai-tech-trends-for-2018/




Generative adversarial network (GAN) —
reHepaTnBHO-COCTA3aTENbHbIE CETU

* GAN - ABe
KOHKYypUpyroLine
HEWPOHHbIE CETH,
reHepartop u
ONCKPUMUHATOP

Deep Dream

NcTo4uHuMK: http://usblogs.pwc.com/emerging-technology/top-10-ai-tech-trends-for-2018/




Lean and augmented data — oby4yeHMe Ha
HEeNOMNHbIX U OOMNONMHEHHbIX AaHHbIX

* [lepeHoc obyyeHuUs
« JKCTpeEManbHoe oby4vyeHune
 CMHTE3 AaHHbIX

NcTouHUK: http://usblogs.pwc.com/emerging-technology/top-10-ai-tech-trends-for-2018/




Probabilistic programming — BEpOATHOCTHOE
nporpaMmmMmmpoBaHue

* Probabilistic programming -BbICOKOYPOBHEBbIU
S13bIK NPOrpaMMmnpoOBaHNA, KOTOPbIN obreryaer
pa3paboTKy BEPOATHOCTHOW MOENN, a 3aTEM
aBTOMaTM4yeCcKu «peLuaeT» 3Ty Moaesb

Observed Inferred Inferred modt'el Inferred modt_el
Image (reconstruction) re-rendered with re-rendered with
? novel poses novel lighting

YELLL
 OYeD

NcTo4uHuMK: http://usblogs.pwc.com/emerging-technology/top-10-ai-tech-trends-for-2018/




Hybrid learning models — moaenu
rmoépuaHoro ooy4eHms

* Hybrid learning models — rnybokune
HENPOHHbIE CETU + DaneCOoBCKNE Unn
BEPOSATHOCTHbIE NOAXOAbI

* “Blended Learning”

NcTo4uHuMK: http://usblogs.pwc.com/emerging-technology/top-10-ai-tech-trends-for-2018/




Automated machine learning (AutoML) —
aBToOMaTM4yeckoe MmallnHHOe oby4yeHune

e Automated machine learning (AutoML) -

ABTOMaTU3aLMEA npoLecca noaroToBKU
OaHHbIX, BbIDOpa pyHKLMIN, BbIDOpa

MOENn NN TeXHUKN, 0by4eHnsa n
HACTPOUKMK

NcTo4uHuMK: http://usblogs.pwc.com/emerging-technology/top-10-ai-tech-trends-for-2018/




Digital twin — LindppoBon ABONHUK

e Digital twin— 3TO BUpTyanbHasa MOAEb,
ncrnonb3yemasi ons obneryeHus
AeTanbHOro aHanmaa i MOHUTOPUHTA
bU3NYECKNX UITN NCUXONOTNYECKNX CUCTEM

NcTo4uHuMK: http://usblogs.pwc.com/emerging-technology/top-10-ai-tech-trends-for-2018/




Explainable Al — OB6bSACHUMBbIN
MCKYCCTBEHHbLIN UHTENTEKT

Models to explain decisions ofRPa

A DARPA Perspective
on Artificial Intelligence

John Launchbury v s :
Director 120, DARPA Saseorgll Bl W

Explainable  Explanstion
Model interface

Awer b A e Asee, Dwiea e Useert

The third wave of Al

/{:K / Perceiving
t; Leaming
Abstracting

\.J \ Reasoning

NcTo4uHuMK: http://usblogs.pwc.com/emerging-technology/top-10-ai-tech-trends-for-2018/




Political Security



Better audience targeting
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Analytica
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Poison attack -
«OTpaBJIEHHbIE MPUMEPDbI»

e 23 MmapTa 2016 roga — Microsoft
3anyckaert B Twitter Al-yaTboTa
Tan (@TayandYou)

* 24 mapTa — Tan oby4duncs
I HEeTepnMMoCTU, pacusmy u
L8 obcueHHOoW fiekcuke

« 25 MapTa — 060Ta OTKNYUIn
P’._n TayTweets ‘ 3 :
-

@NYCitizenO7 | i hate feminists
and they should all die and burn in hell.

VicTouHmK: https://windowsten.ru/polzovateli-isportili-bota-taj-5599/




One minute inside Twitter
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YTO OEJIATB?

 Jltoau
* [lpouecchl
e TexHonormn

» CneuHas nHopMaLMOHHOW
BOWHbI

* Kubepopyxume



11,0)117%

* Kutam oTkpbIBaeT 5 y4ebHbIX LEHTPOB Mo
KnbepbesonacHocTn rno 10 000
cneunanmcToB

« CnHranyp oueHnBaeT CBOM NOTPEOHOCTU B
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NMPOLIECCH

* [lnaHnpyem oTKkpbIThL JTabopatoputo N
* [lpurnawwaem K coTpyaHNU4ecTBy




TEXHOJOI M

« CUCTEMBbI KOHTPOMA ornepaTuBHOU ODCTAHOBKMK
CucTtemMbl paHHEro npeaynpexaeHus

* AHanunTtnyeckaa obpaboTtka 60sbLMX AaHHbIX
* CUTyauUMOHHbIE LUEHTPbLI HOBOIO NOKONEHUS

{ [TlepBbIX LLIAr — CUCTEMbI KOHTPOSIA onepaTuUBHOU ]

NN TALIADLUIIA




AHAJINTUHECKUNE TEXHOJIOIMN HA

crny>xbe pasBeabiBaTenbHOr
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