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AHTMBMPYCT1k OaFpmapJsiaManap



KoMnbOTEPNIK BUPYC YFbIMbI

Komnowiomepnik eupyc — 0yn apnaiivl yca3oli2an KiukeHe
oazoapnama, on Gacka dazoapaamanap men ainoapea 63in

Koca anaovl, AZHU HCY2aobl, COHOAU-AK KOMRbIOmMep2e mypii
3UAH Kemipeo,

«Bupyc» amol 6uonozuadazel cuaKkmeol
03IHeH-031 KoOel Kabdinemine caul a1blHEaH.

Komnosiomepnik eupycmap mipi eupycmapza eme ykcac
Kacuemmepze ue:

% HCACHIPLIHOBIDL,

“* KooOero Kaodinemi;

* opmaza denimoenziwimizi;

** K032a/1a A1ybl;

* Dacka Hvicanoapza 030i2iHeH Kipize anybl, m.c.c.



KoMnb10TepJIik BUPYC YFBIMBI

Kenmipemin 3uanvina Kapaii eupycmap 3 monka 00aiHeoL




Bupycrapabsin naijaa 00y Tapuxsl

AJIFallIKbl KOMIIBIOTEP BHPYCHIHBIH a2 00/1ybI KOHIH/Ie
nikipJiep oere kom. besriiici MbIHAy FaHA: KOMIILIOTEP/i
ajram oiian Tankan Y. b300uKain MammHacbIHAa BHPYC
AKOK edi, aja 1970-mi xpu1aapabiy opragapbinga Univax 1108
e IBM 360/370 EM-aa Bupyc 00J1b1. I

Bupycrapasin naiiia 00JybIHbIH aJ¥Fbl IAPTHI peTinae /lxon
¢on HeiimanHbIH 031iriHen Kel0ewumli MaTeMaTHKAJbIK
aproMarrap Ttypaabl 1940-xbuiiapaarbl eHOeKTepiH arayra
0oJ1a/1bI.

1962 x. amepukaisik komnanusiap Bell Telephone
Laboratories un:xenepJiepi - B.A. Boicorcknii, I. /1.
Maxuipoi, Podepr Moppuc — «/lapBun» OHBIHBIH Kacaabl.
OmnbIH ilIiHIe 0J1ap aJFall peT BHPYCTHIK OarJapJiama
NPHHIHIIH NaiJaJaH/IbL.
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KoMnbrorepiik BUPpyCTapAbIH TYpJiepi i

e KoMnblOTEpPnik BUpYycTap

. e Xeninik KypTTap

e TposHAbIK NporpaMManap («TposiH aTTapbl»)
e 30Mbu

e ThiHLWbI NporpaMmanap

e Mobunpai Bupycrap

e [Mangansl BUpycrap

e 3UAHKEC nporpammManap

o Xakepnik wabysingap /
) - o ®annablK BUpyCTap
- lhipwimike [
oy XXyKTeny Bupycrapsbl
Kapaii e Makpo-Bupycrtap

e )Xeninik Bupycrap )




KomMmnbloTepnik Bupyc Typnepi

XKeninik kyprrap

Kypr (Worm) — kammuot ouckme, komnoromep
HCAOBIHOA KOOCUEeMIH MCIHE Hcell APKbLIbl
mapaaamosit eupyc. Kypmmapowiy 6acka
UPYCIMAPOAH epeKuienizi col, 01ap apHaiivl
3AKbIMOAYMEH WLY2bU10AHOA0bl, MEK 03IH-031
Kobeumeoi, coumin Hcaomusl MoOJIMublpbin
macmaunosl 0a, KOMRbIOMeEP HCYMbICHIH Kypm
meiiceniol. A0viMeH dcelll apKblibl 6UPYCHLbIH,
«bace» Keneoi 0e, KeliH «0CHEeCIH» COJl HCeliOeH
«mapmuin» anaovl. COHObIKMAaH 0YJ1 6UPYCHIb
«HCENLNIK KYypm» 0en amazaH.
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TPOAHADBIK NMPOPAMMAINAP

Tposin nemece Tposin atbl (Trojans) — ke3-kenzen Kooanoanv
NPOZPAMMAHBIH [IHE HCACHIPLIH CATIbIN HClOepemin 3UAHKeC

npozpamma, KoJa10aHoa1blHbl OPHAMKAHOA 01 04 KOMRbIOMEP2€ HCACHIPLIH
OPHbBIZbIN AJIbIN, O3IHIH MbIHAOAI 3bIMUAH MAKCAMMAPbIH ICKe acvlpa
oacmaiiOvl — KOMRbIOMeEP2e HAKMbl 3UAH KeTMIpy: KYRUA Maaimemmepoi
ypaay, 0y3y Hemece j4#c0i0, KOMRbiomepol ICMEH Wbl2apy Hemece oHbl Dacka
JUAHKECHIK MaKcammapoa naiodaiany.

Mine, conoviKman 0a, mpoaHObIK NPOZPAMMAIApP eH Kayinmi 3usiHKec
RPOZPaAmMManapza camaovl, OUMKEHI 071ap2a Hedip KYyiumsipKbl 0a 36IMUAH
apeKemmep xcacay MymMKiHOIKmepi depineoi.



30MBY

3oMm0u (Zombie) — o0yi1 Komnslomepze unmepHemmen Hey2amoii POPamMma-

eUPYC, 01 CI30iH KOMNbIOMEPINI30I OACKA KOMRbIOmepiepze Upy CmublK, HCIHe
Xaxepiuik waoysln yncacayza Konoanaost. Ocel 3o0mou-eupycmap apkbliivl 3usiHKecmep
Ci30iH KOMRbIOMEPINI30Ii colpmman MoasvlK, 0acKapa aiadsl, COUmMIn OHvl 030epilin
OYUINAHOBIK MAKCAMMAapublHOa KoJ10anyza oausvinoaiiovt. Ocovl upyc HeyKKamn 3omou-
KomnslomepJiep yiaKen xyceninepze oipizeoi oe, onapoan 0ip me3ziioe opacamn 30p
cnam xaoaparamanap, 6upycmap Hcamne 3uAHObl NPOPAMMANApP mapamoliaobsl.
Onapowiy 6api Oip comme, movicanvl, Oip OanKmiy cepeep-Komnvlomepine

wcidepince, cepeep “oynvizein, moizeinoansvin’”, icmen wwizadst. Con Kezoe aknapam
ypransin, xcoitvtiamsinsl 0ip d6acka. Mynoait xakepnix wiadoysiovt dDoS-waodywin

oen amaiiowvl.
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ThiHWbI (LLNWOHALIK) Nporpammanap

TeiHBI-IporpaMma (Spyware) — KOMIbIoTepre pyKCaTchi3, JKachIpPbIH KeJIil
OpHAJACHKII aJaThIH IPOrpaMma, OHbIH O1p/IeH-01p MaKCaThl KOMIIBIOTEP/I1 TOJBIK 03
OaclIBUIBIFBIHA KAPaThI, Y3/I1KC13 aHBII, JKEKe KYIHS aKnapaTTap/ibl ypiay HeMece
KOIO.

By nporpammanap KOMIIbIOTEpre KoOIHE JKeIUTK KypTTap, TPOsiHAap HeMece
JKapHaMaJIbIK Tporpammaiiap (adware) apKbLibl Kipin ajajbl.
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ThiHWbI nporpammManap (ULLIXHT)

@umuHr (Phishing) — kynus KapKbUIBIK aKIIapaTThl ypliayFa OarbITTaJIFaH IOIITA
xabapnamanapsl. MyH/1ail XaTTa HUHTEpHET-0aHKTIH HeMece 0acKa J1a KapKbUIbIK
YUBIMHBIH PECMHU CAaUTBIHBIH KaJIFaH KOIIIpMeCiHe cliTeMe opHanacaibl. Konganymisl
OJI CUITeMEeHI 0achll, KalaFaH calTKa KipreHiH OUIMei 11, COH/IBIKTaH aJlassKTapra
oiiylanOail ©31H1H MapoJIiH, KPEIUT KapTachklHbIH HOMIPIH, €CENIIOT HOMIPIH KOHE T.0.
KEKe JIepeKTepiH Oepe caiiaibl.

ThiHWbI NporpammMmanap (apMuHr)

DapMUHT — Oy1 GUIIUHTTIH jKackIpbIH Typi. Konganysl HHTEpHET-0aHKTIH HeMece
0acKa KOMMEpPUUSIIBIK YHBIMHBIH PECMHU CalThIHA KIPYTe OpeKeT JkKacaraH Ke3/1e OHbI
KaJIFaH caiiTKa OarbITTarl )K10epe/i, ajl OHbIH PECMH CAUTThIH alHbIMAC KOIIIpMeCi
€KEHIH aXbIpary oTe-oTe KUbIH. CoJ JKepJIeH SHr13UINeH aKnapaTThlH OOpiH ajlasKTap
aJIbIN OThIpa Oepe/il.

AnasiKrapJpIH HET13r1 MaKCaThl )KeKe Kap KbUIbIK KU aKraparrap/sl ypiay. Tek,
KaJFaH cauTTap/IblH KaKIaHblHA aJaM/I1apbl ajjial TYCclpy YIIiH ajJasKTap
JIEKTPOHJIBIK MMOIITA/IaH 0acKa, dJ1JieKaii1a KYUTBIPKBI 9ICTEp 11 KOJIIaHA/bL.
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Mobunai Bupyctap

MoOwunzi Bupyctap — by ysuisl Tenedonaapra skyrateie Bupycrap. Onap SMS xone
MMS xabapnamainap meH Bluetooth kaHangapsl apKbUIbl Tapanajbl.

By BUpycTapabIH J1a MaKcaThl YsUIbl Telne(OH HECIHIH KeKe KIS MOIIMETTEPIH ypiay
KOHE Maiianany, 0eTeH TenedoHIapra XalblKapalblK jKOHE aKbLIbI KOHbIpayJ1ap

COKKbI3y HeMece SMS, MMS-tep jkeHenTTipy apKbUIbl NTAal1a TYCIpY.

by BupycTtapabiy eH ke tapairanjaapsl: Cabir, Comwar, Brador, Viver xone T.0.
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®aunablK BUpycTap

@aiiabIK BUPYCTap op TYpJIi KOJIapMeH KOMaHIabIK (aiigapra Kipin

aJiaJibl, OJIap OpbIHJAJIATBIH *.exe, *.com KeHeuTimmaer (ainaap xoHe ochl daiaap
ICKe KOChUIFaH Ke3/e Oipre Oencenal Kyire keme/i. O31 3akbIMaaraH (aiin opbeIHjiana
OacraraHHaH BUPYC Ta OHBIMEH O1pre KOMITBIOTEP/IIH Ke/1eJl ’KaAbIHAa OPHAJIACKIIL, COJI
JKEPJICH O31HIH 3USHKECTIK OpPEKETTEPIH icKe achipajabl. Mbicaisl, 0acka ja (aiiigapra
Kyra Oepeni. On TeK KOMIBIOTED OIIKEeH 1€ HEMECe ONepaLsIbIK JKyle KaiTa
KYKTEJreH/Ie FaHA ©31HEH-031 )KOMBUIBIN KeTe/Il.

bipak daitigsik Bupycrap oepiarenaep (aiyibiH 3aKbIMIai aaMaibl.




Kyktemeni Bupycrap

JKyKTemeni BUpyCTap o3iH 031 KarThl AUCKTIH KYKTEY CEKTOpPbIHA (HOJIIIK CEKTOPFa)
’Ka3blIl KOs anajbl. OnepauusiibIK )KYHEeH! KOMIIBIOTEP/IIH KaTThl JUCKIHEH JKeIel
’KaJIbIHA JKyKTerenje OyJ1 BUpycTap Jia coJl Kepre opHanacsln anaasl. OmaH opi
KYKTeMeN BUpycTap Aa (aiyiIbIK BUPYCTap CUSIKTBI OPEKET eTe OacTalpbl.
Komananslk (aityiiapra *KyFblil, oJapMeH 01pre KOChUIbII, 3USHKECTIK OPEKETTEPiH
KY3€re acblpaibl, OJIaH op1 Kapa *KyraJbl.

Bupyc KarThbl IUCKIHIH KYKTEY CEKTOPBIH 3aKbIM i Ibl 5KOHE COJI JKEp/IEH JHUCKET,
¢uiem-kapTa apKbUIbl Oip KOMIBIOTEP/IEH 0aCKa KOMITBIOTEPTre JKYFYbl MYMKIH.
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Makpo Bupyctap

KeCTeJepiH 3aKbIMIaiabl. Makpo-BUpycTap JiereH col 0(pUCTIK
nporpaMmMaliapja KoJJIaHbUIaThIH MAKPOKOMaH/1aJ1ap apKbLIbI

’Ka3plJIaThIH IporpaMmmaiiap (MakpocTap). 3aKbIMJaHFaH KyKar 31 l 3 Sa
ir = :

Makpo-Bupycrtap Word kyxarrapsl MeH Excel aneKTpoH/IbIK D
L] 3

’KacaJiFaH KoJIIJaHOasbl mporpaMmaia aliblUIFaH Ke31e MaKpo- BUPYC
KOMIIBIOTED Ka/IbIHA OPHAJIACKII aJlajibl JAa, 0acKa J1a Ky>KaTTapra
xyra Oepeni. JKyry Kayri TeK KoJaHOabI porpaMma >ka0bUFanaa
TOKTaU/IbI.
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Keninik sBupycrap
KoMmbI0TepJIiK JKeJIl apKbUIbl TapaJia/ibl )KoHe (paliIbIK cepBep-MyparaTTapiaH

(aiingapabl aFaH Ke3zie KyFaapl. JKenunik BUpycTap/IbiH EeKTPOHIBIK MOIITa
KOHE MHTEPHET apKbUIbI TapasaThlH TYpJepi 0ap.

JKeninik BUpycTapAbIH TypJlepl 0Te KoIl.

«llowmanwviky eupycmap  HUnmepunem - kypmmap Ckpunm - eupycmap
MowTa xabapnamanapbiHa  [llowTa xabapnamanapbiHa  XKeke KoMnbloTepre
canblHFaH darngapaa canblHFaH darngap WUHTEPHETTEH CauT 6eTTepiH
6onagbl. Con davingapas apKbl1bl KOMMNbLIOTEPNIK 6pay3ep apKbi/bl XXYKTEreH
allKaH Ke3ge KoMnbloTepre  Xeniae Tapanagsl. Ke3[e XYFaTblH 3UsIHKEC
XyFaabl. nporpamMmManap



KomMmnbloTepnik BupyctapaaH KopfaHy aaictepi

1. Pe3epBTik KelllipMe Kacay — KOMIBIOTEp/IETi OapIIbiK

nporpaMmmaniapAbiH, GainaapasiH Kemipmenepid Kocsimina CD, DVD xylienik xoHe
anaTThIK JUCKLJIEPTre jKa3blll, caKTar Kow. Bupycrap xyiieHi icTeH mbFrapca, 0Cbl
JUCKLUIEPCH OHBI KaiiTa TIKTEI ally MYMKIH/Ir O0mIa/Ibl.

2. KomnpioTepre KOJDKETIMAUTIKTI IIEKTEY — OKiMIIUT K KYKBIK, KYITHS

ce3/iep, KaObIK JUCKLIEP 9ICTEepIH NaiganaHy apKbUIbL.

3. AHTUBHPYCTBIK KOPFaHBICThI KOCY — Kommbrorep i BIOS-pmarst Setup
MpOrpaMMachkl apKbUIbl )KYKTEIIy BUPyCTapblHaH KOpFaHyra 0oma/ibL.

4. Tex nuuEeH3UAIbI TPOrpaMMaliap/bl NakJanany — oap BHpPYCTapaH Taza
Oonabl, aln MUPATTHIK KOIIIpMeJIepae BUPYCTap epKIH KYpe/l.

5. KoMibioTepre ChIpTTaH KeJNEeTIH aKnaparThiH O9pI1H TEKCEPII OThIPY —
xenijeH, CD, DVD, ¢newm quckisiepaeH ansHaThIH (Qaiiigapasl BUpycTapFa TEKCepy
QJIETKE alHaJIy Kepekx.

6. AHTUBUPYCTBIK ITPOrpaMManapbl y3/1iKci3 naiJaiaHbIIl, oIapasl TYPAKThI
KaHasan OTIPYy Kepek.

7. JAMCKiH1 )KeHEY NporpaMManbIK Kypall-caliMaHjap TonTaMachiH JaiiblH ycTay
(aHTUBUpPYCTap KOHE JIMCKIHI KOHJIell, OanTay JUCKUIepl).



AHTUBUPYCTLIK NporpaMmmanap
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XKenen aapH, JUCK CeKTOprapbiH, (aiagapasl TEKCepin, ojapaaH Oenriil e, )kaHa
Jia BUpycTapabl TabaThIH aHTUBUPYCTHIK Iporpammaap. [lomudarrap daiinmapas
JKeJ1en JKaJIbIHa JKYKTely OapbIChIH/IA TEKCepydl KaMTaMachl3 eTe ajaasl. MyHai
porpaMMaapabl aHTUBUPYCTBIK MOHUTOPIIAP €Tl aTaiIbl.

(a8 XY
internet Security

[TonudarrtapasiH apTHIKIIBUILIFbI:
oMO€eOaIThIFbI.
Kemmniniri:  Bupycrapisl i3zey
PKBUTIAMBIFBIHBIH TOMEHIIT1.
Mpeicangap:
Kaspersky Antivirus, Dr.WEB.
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Pesusopnap |

by aHTUBHpYCTapABIH AePEKTEP KOpbIHAA OapibIK (aitngapabiH OacTankel
aKIaparThIK ecedl cakraysibl Typajibl. Pailiiapasl y311KC13 TeKcepy OapbichIHIa Oap
aKIapar JIepeKkTep KOpbIMEH CaJIbICThIPBLIBLII OThIpaibl. Erep onap Oip-0ipiHe colikec
KeJIMece peBU30p KekOip (daitngapabiH ©3repTiireHl HeMece BUPYC )KYKKAHbI Ty paJlbl
xabapiama Kacaiibl.

Kemuiiniri: peBu3op kaHa (ailyigapaarsl BUpyCTap/ibl YCTal aaMaiasl
(bnemkanarsl, daitngapabl MyparaTTaH allIKaH/a, YEeKTPOHIBIK MOIITA/1a), OUTKEHI
KaHa (paiuiiap Typasnsl MOTIMETTEP aHTUBUPYCTHIH JIEPEKTEp KOPBIHIA dJI1 KOK
Oonapl.

Muoicar:  ADInf
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Tockaybinuwbinap (6noKMpoBLLMKN)

by «BHpYCTiK KayinT» (MbICaJIbl, JUCKIHIH KYKTEY CEKTOPBIHA Ka3bLTY/bI)
anjblH-aJla yCTan ajbil, XadapiaaTelH aHTUBUPYCTIK IPOrpaMMa.

EH ken Taparanbl KoMnbroTepaiH BIOS-Fb1 aHTUBHPYCTHIK TOCKAY bUIILIBLIAPBL.
BIOS Setup nporpammacsl apKbUIbl KaTThl JUCKIHIH KYKTEY CEKTOpPbIHA JKa3y/bl
TOKTATBIN KOKFa 00ajbl, COHA KOMITBIOTEP KYKTEJIy BUPYCTApPbIHAH TOJIBIK
KOpFaHBICTA 1CTEHI.

avast

APTBIKIILUILIFBI: BUPYCTHI KOOCIOIIH €H aJFallIKbI
CaTBICBIH/IA, SIFHU OapbIHIIIA epTEePEK YCTall aJIbIM, OFaH TOCKAYbLI
KOst OL1esi.
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Ha3apaapbiHbi3ra paxmer!




