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KomMmnbloTepHbie BUPYChbI - 3TO BPeOOHOCHbIE NPOrpamMMbl, KOTOPbIE MOTYT
«Pa3MHOXaTbCA» U CKPbITHO BHEAPATb CBOU KOMUWN B UCMONHMUMbIE dhaiisbl,
3arpy3o4Hble CEKTOPbI ANCKOB U JOKYMEHTHI.

[Tocne 3apaxeHus KoMnbTepa BUPYC
MOXET Ha4yaTb BbIMNOSIHEHNE BPEOOHOCHbIX
OEVNCTBUN N pacrpoCcTpaHEHNE CBOUX
KOMWN, a Takke 3acTaBnsaATb KOMMbIOTEP
BbIMOJSTHATb Kakne-nmbo aencTeus.

AKTMBaUMA KOMMbOTEPHOIO BMpYyCa
MOXET BbI3blBaTb YHUYTOXEHME NporpamMmm
N OaHHbIX N MOXET ObITb CBSi3aHa C
pPasfnnyHbIMK COBBITUAMU (HACTYNSIEHNEM
ornpeneneHHon gatbl UNn OHS Hegenw,
3aryckom rnporpamMm, OTKpbITUEM
OOKYMeHTa u T.4.).




KITACCUDOPUKALNA BUPYCOB

Mo BennunHe BpeaHbIX BO34EUCTBUMN:

ﬁ HEOMACHbIE

( (mnocnencTeus OencTBus BUPYCOB - YMEHbLLEHNE
' cBOOOAHOM NaMATU Ha AUcKe, rpaduyeckme u
3BYKOBble 3(pdeKThbI)

ONACHBbIE

(nocnencTeus 4ENCTBUA BUPYCOB - COOM N «3aBUCAHUSI»
npu paboTte KomMnbloTepa)

O4YEHb OINACHBbIE

(nocneacTBust AEUCTBUS BUPYCOB - NOTEPS
nporpaMm 1 AaHHbIX popmaTMpoBaHne BUHYECTEPA

nTAa.)
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Mo «cpeme» obUTaHUA:

3AINPY3O4HbIE

®AUNOBbIE

MAKPO-BUPYChI

CKPUMNT-BUPYChbI



3AIrPY304HbIE BUPYCHbI 5

3arpy304Hbie BUPYChIl 3apa)atoT 3arpy304HbI CEKTOP
rMOKOro NI KeCTKOro gucka.

[pun 3apakeHnn JUCKOB 3arpy30yHble BUPYChI
«MOACTABNAT» CBOW KOA BMECTO NPOrpaMmbl,
nony4aroLLen ynpaeneHne npu 3arpyske CUCTeMbI,
1 OTOAT yNpaBrneHne He OpUrMHaNbHOMY Koay
3arpys4vika, a kogy Bupyca.

B 1986 rogy Hayanacb nepsaga anngemusd
3arpy3o4Horo supyca. Bupyc-HeBnagnmka «Brain»
«3apakan» 3arpy3oudHbl cekTop AUCKeT. [pu
NonbITKe ODHapPYXeHUS 3apaeHHOro
3arpy304HOro cektopa BUpyc He3aMeTHO
«MNOACTaBNAN» ero He3apaXXeHHbIW opuruHan.

[TpodomnakTnyeckas 3awmra OoT TakMx BUPYCOB COCTOUT B OTKa3e
3arpysku ornepaymoHHOW CUCTEMBI C TMOKNX ANCKOB N ycTaHoBKe B BIOS
KOMNbOTEpa 3aluThl 3arpy304HOro cektopa OT USMEHEHUN.




®AUNOBbIE BUPYCHhI 6

dannoBble BUPYCbl BHEOPSOTCS B UCNONMHAEMblE doansbl
(komaHgHble dhannbl *.bat, nporpammebl *.exe, CUCTEMHbIE
doannbl *.com n *.sys, nporpammHeie oubnmnotekn *.dll u ap.) n
OObIYHO aKTUBUPYIOTCA MPU UX 3anyckKe.

[Tlocne 3anycka 3apaXXeHHoro gpanna BMpyc HaxoamnTcs
B ornepaTtuBHOW NaMsATU KOMMNbOTEPA U ABMAETCA
aKTUBHbLIM (T.€. MOXET 3apaxaTb Apyrme ansbl) BNAoTb
00 MOMEHTA BbIKIHOYEHUS KOMMbIOTEPA UMK
nepesarpysku ornepaymMoHHON CUCTEMBI.

[To cnocoby 3apakeHusi pannosble BUPYCbl pasgenstoT
Ha nepesanncbiBaloLLne BUPYChl, BUPYCbI-KOMMNaHbOHbI U
napasuTUYecKne BUPYChl.

B 1999 rogy Hayanacbk annaemus pamnosoro smpyca Win95.CIH, HasBaHHOro
«YepHobbINb» N3-3a gartbl akTUBauuu 26 anpens. Bupyc yHMYTOXan gaHHbIE Ha
XEeCTKOM Oaucke u ctmpan cogepxaHue BIOS.

[MpodunakTmnyeckasa sawmra ot oannoBbIX BUPYCOB COCTOUT B TOM, YTO HE
pPeKoMeHyeTCs 3arnycKkaTb Ha UCMONHeEHMe pansbl, MNOMyYeHHbIE U3 COMHUTENBHOIO
NCTOYHMKA U NpeaBapuUTeENnbHO He MPOBEPEHHbIE aHTUBUPYCHbLIMW MporpaMmmamum.




MAKPO-BUPYCbI 7

Makpo-Bupychbl 3apaxatoT JOKYMEHTbI, CO3[aHHbIe B
OOUCHBIX NPUNOXEHUSX.

Makpo-BUpyCbl ABSAIOTCA MakpOKOMaHOamm
(MakpocamMun) Ha BCTPOEHHOM $I3blKe
nporpammmpoBanmna Visual Basic for Applications
(VBA), koTopble noMeLLatnTcs B AOKYMEHT.

Makpo-BUpycCbl ABAAKTCA OrpaHNYeHHO-
PE3NOEHTHbLIMU, T.€. OHN HaxXo4ATCA B onepaTuBHOM
NaMATU N 3apakatoT JOKYMEHT, MOKa OH OTKPBbIT.

Makpo-Bupycbl 3apaxatoT wabnoHbl JOKYMEHTOB.

B 1995 rogy Hayanacb annaemMunsi nepBoro Mmakpo-smpyca «Concept» ans
TekcToBoro npoueccopa Microsoft Word. Makpo-Bupyc «Concept» go cux nop
LLIMPOKO pacrnpoCTpPaHeEH.

[MpodmnakTnyeckas 3alumta OT Makpo-BUPYCOB COCTOUT B
NpenoTBpaLleHnn 3anycka Bupyca (3anpeTte Ha 3arpy3ky Makpoca).




CKPUNT-BUPYChbI

CKpunT-BUPYCbIl — aKTUBHbIE 3NIEMEHTbLI (NporpamMmebl) Ha
a3blkax JavaScript nnu VBScript, koTopblie MOryT
cogepxaTtbcs B pannax Web-cTtpaHuu,.

3apakeHune nokanbHoro
KOMMNboTEPa NMPOUCXOANT NPU UX
nepenade no BcemupHomn
nayTuHe ¢ cepBepoB VHTEpHETA
B Opay3ep fnokanbHoro
KOMnMbloTepa.

B 1998 rogy noasuncs nepsbint ckpunt-Bupyc VBScript.Rabbit, 3apaxatownm
ckpuntbl Web-ctpanuu, a B mae 2000 roga rpsiHyna rnobanbHas anmaemMums
ckpunT-Bupyca «Lovel ettery.

[MpodonnakTnyeckas sawmra oT CKpUNT-BUPYCOB COCTOUT B TOM, YTO B
Bbpaysepe MOXHO 3anpeTuTb NoSly4YeEHNE aKTUBHbIX ANIEMEHTOB Ha
nokanbHbIN KOMMbLIOTEP.







CETEBbIE YEPBU

CeTeBble YepBU - 3TO BPEOHOCHbLIE NPOrpaMmbl, KOTOPbIE NMPOHUKAKT Ha
KOMMbIOTEP, UCMONb3YH CEPBUCHI KOMMBIOTEPHLIX ceTen: BceMupHyto
NayTUHY, 3NTIEKTPOHHYIO MOYTY, UHTEPAKTUBHOE 0bLleHne, hansiooOMeHHbIe
ceTn n T.4.

MHormne ceteBble YepBU UCMOMNb3YIOT
bornee ogHoro cnocoba pacnpocTpaHeHus
CBOMX KOMUM NO KOMMbOTEPAM NOKaNbHbIX
n rnobanbHbIX CETEN.

[) koHTaKTe wnercmer AKTMBaUNA CETEBOIO

Mon Croamess ez 4yepBsA MOXET BbI3blBaTb
: YHUYTOXXEHME NPOrpamMm u
OAHHbIX, a TaKkKe
NoxXuLeHne nNepcoHanbHbIX
OAHHbIX NOSb30BaTenNs.

Most Berpesit (g
Mow HosocT

Most HacTpoiea :
10 FRCTPOMS: QoTorpadust ¢ Nasnom (5)




WEB-HEPBU 11

Web-4yepBu ana ceoero pacnpoctpaHeHus ncnonb3yrot Web-
cepBepbl.

3apakeHue:

.HepBb NPOHUKAET Ha cepBep U
Moandpuumpyet web-ctpaHuubl
.Ionb3oBaTernb OTKpbIBAET
MOONAOULNPOBAHHYIO CTPpaHULYy B
bpaysepe

Pa3HoBMAHOCTbL Web-4epBsa — CKPUMThI
(nporpammbl) Ha ga3blkax JavaScript,
VBScript

[TpodomnnakTnyeckas 3awmra oT Takmx YepBen COCTOUT B TOM, UYTO B
Bpaysepe MOXHO 3anpeTuTb NoSTly4YeHNE aKTUBHbIX ANIEMEHTOB Ha
nokanbHbIN KOMMbLIOTEP.

CyuwiectBytOT web-aHTUBUPYCHblE NPOrpamMmebl, KOT BKIHOYAKOT MEXCEeTEBOU
9KpaH U MoayIb NPOBEPKU CKPUNTOB.




AHTUBUPYCHBIE NMPOIrPAMMBDI 12

5\

[MpuHUMn paboTbl aHTUBUPYCHLIX MPorpamMmb
OCHOBaH Ha npoBepke annos, 3arpy3o4HbIX
CEKTOPOB ANCKOB U ornepaTMBHOW NaMATU U
NOMCKE B HMUX N3BECTHbLIX 1 HOBbIX BUPYCOB.

&/ Aa

NOD 32

sistemaantivires

[ns noncka M3BECTHLIX BUPYCOB
NCNONb3YTCA CUrHATYPhLI, T.6. HEKOTOPbIEe
NOCTOSAAHHbIE NocrnegoBaTenbHOCTU ABOUYHOIO
koaa, crneunduyHble Ansa KOHKPETHOrO BMpYycCa.

[na noncka HOBLIX BUPYCOB NCMOSIb3YHOTCS
anropuTMbl 3BPUCTUYECKOrO CKaHMPOBaHUS, T.e.
aHanma rnocnegoBaTeribHOCTU KOMaHz, B
npoBepseMomM ObbLeEKTE.

BOoNbLWWHCTBO aHTUBUPYCHBLIX NpOorpamm
gy coyeTaeT B cebe pyHKUMMN NOCTOAHHOM 3aLUUTbI

e
e—— =

& AVG At Virus (QHTMBUPYCHBLIV MOHUTOP) U PYHKLMN 3aLUUTbI

Maximalni ochrana

no TpeboBaHMIo Nonb3oBaTens (aHTUBMPYCHbIN
CKaHep).




MEXXCETEBOW 3KPAH 13

MexxceTeBon 3KpaH (bpaHgmayap) — 9TO NporpamMmMHoOe Un
annapaTtHoe obecnevyeHne, KOTOPoe NPoBePSIET MHOPMaLULO,
NOCTYyNarLLy0 N3 CETW.

MexxceTeBoWn dKpaH NpoBepPSIET BCE
web-CTpaHuubl, NocTynarwLwmne Ha
KOMMbIOTEP MOSib30oBaTeENS

PacnosHaBaHne BpeOoHOCHbIX
nporpamMm rnpomcxoauT Ha
ocHoBaHuKn 6a3

Ecnn npu oTKpbITUKM wWeb-CTpaHunubl 0OHapY»XeHa yrposa, To 3arpyska
web-cTpaHuubl 6riokMpyeTcs, a nosfib3oBaTenNto BblAAaETCs
COOTBETCTBYIOLLEeEe coobLieHne




NMOYTOBbLIE YHEPBU 14

MoyToBbLIe YepByU AN CBOEro pacnpocTpaHeHUs UCMOoSb3yoT
OMNEKTPOHHYO MOYTY.

YepBb oTcbIinaet nmbo cBoto
KOMuio B BUAE BNOXXEHUSA B
SNIEKTPOHHOE NMNUCbMO, NNBO

petya@abers | CCbIJTIKY Ha CBOW (paun,
PacnosfioXXeHHbIN Ha KaKkoOM-nMbo
CETEBOM pecypce.
pI@bbb.com Koo 4epBsi akTMBUpyeTcs npu
OTKPbITUM (3anycke)
y——1 3apakK€HHOro BrOXEeHUs Unu
petyaQsbo. NPU OTKPbITUN CCbINIKN Ha

pit@bbb.com o o
andy@yahoo.com 3apaxxeHHbI pann.

andy@yahoo.co

[TpodbunakTnyeckas 3aluuTa oT NOYTOBbIX YEPBEN COCTOUT B TOM, YTO HE
peEKOMEHAOYETCHA OTKPbIBATb BMIOXKEHHbIE B MOYTOBbIE COODLLEHNS (halrbl,
NonyyYeHHble U3 COMHUTENbHbLIX MCTOYHUKOB.




YEPBW, UCMOJNb3YIOLUMNE ®AUNOOBEMEHHBIE CETU 15

[na BHegpeHnsa B annoodMeHHYIO CETb YEPBb KOMUPYET ceb4
B nanky obmMeHa dpannamm Ha OgHOM U3 KOMIMbIOTEPOB.

B 2001 rogy ctan ctpeMunTernbHO
PAcCNpPOCTPaHATLCA CETEBON YEPBb
«Nimda», KoTopbIn atakoBasn KOMMNbOTEpPHDI
cpasy HECKONbKUMU criocobamu: vyepes
COOBLLEHNA SNEKTPOHHOW NOYTLI, Yepes
OTKPbITbIE PECYPChI NTOKamnbHbIX CETEN, a
TakXXe NCnonb3ys ys3BUMOCTU B CUCTEME
B6e3onacHoOCTU onepaymMoHHON CUCTEMBI
cepBepoB NHTepHeTAa.

[MpodunakTuyeckas 3alimTa OT TaknX CETEBbLIX YEPBEWN COCTOUT B TOM,
YTO PEKOMEHOYETCA CBOEBPEMEHHO cKauymBaTb U3 IHTepHETa N OOHOBNATL
aHTUBUPYCHYIO NporpamMmy 1 BUPYCHYHO 6a3y AaHHbIX.




TPOAHCKUE NMPOIPAMMDI 16

TposiHckasa nporpamma, TposiHewl (OT aHrn. trojan) — BpeaoHOCHas
nporpamMmma, KoTopas BbINOSMMHAET HECAHKLMOHMPOBAHHYIO Nonb3oBaTenem
nepenadvy ynpasreHUs KOMMNbIOTEPOM yaarieHHOMY Mosib3oBartento, a
Takke OeUCTBUSA Nno yaaneHuo, mogudukaumnm, cbopy n nepecoisike
NHopmMmauun TPETbLUM NLIAM.

TposiHcKue
nporpamMmbl 0ObIYHO
NPOHUKAKOT Ha
KOMMbIOTEP KaK
CeTeBble YepBYU, a
pasnuyarTcs
Mexay cobon no
TeM OENCTBUAM,
KOTOPblE OHU
NpPOn3BOAAT Ha
3apake€HHOM
KOMMblOTEPE.




TPOAHCKUE YTUIIUTBI YOAJNIEHHOIO AODMUHACTPUPOBAHUA 17

YTUNUTbI CKPbITOro YNpaBneHnsa No3BONsSOT NPUHMUMATh NN OTCbINaTtb
dannbl, 3anyckaTb U YHUHTOXaTb UX, BbIBOAUTb COODLLEHMS, CTMpaTh
NHOpMaLMIo, NepesarpykaTb KOMMNbIOTEP U T. .

[1pu 3anycke TposHeL
yCcTaHaBnmBaeT cebs B
cucTemMe n 3aTem
creauT 3a HeW, npu
3TOM MNOSIb30BATENIO HE
BblJaeTCA HUKaKMNX
coobLeHun o
OENCTBUSX TPOSHCKOM
nporpamMmmbl B CUCTEME.

B 2003 roay wmnpokoe pacrnpocTpaHeHne nosnyyusna TposaHckada nporpamma Backdoor.Win32.
BO, koTopas ocyLwiecTBnsaeT crneayowme 4eNcTBus:
* BbICbISTAET MMEHA KOMMbIOTEPA, NONb30BaTeENs 1 MHOPMaLMIo O CUCTEME: TUM npoLeccopa,
pasmep NnamaTu, BEPCUI0 CUCTEMBI, MHOpMaLMO 00 YyCTaHOBMNEHHbIX YCTPOMNCTBAX;
* NocCbIIaeT/NPUHUMAET, YHUUTOXAET, KONNPYET, NEPENMEHOBLIBAET, UCMONHSAET Ntobon gann;
* OTKMIOYAET Nnonb3oBaTesisi OT CETY;

* Yyntaet unu moanuunpyeT CUCTEMHbIN peecTp.




TPOAHCKUE NMPOIrPAMMBI - LUMUOHDI

TposiHCKMe nporpammbl BOpyoLWmMe MHpopMaLmio, Npu 3anycke Uyt
doannbl, XpaHsLme KoOHUAeHUNarbHY0 NHpopMaLuo O rnosib3oBarersie
(baHKOBCKME PEKBU3UTDI, Naponn goctyna K IHTepHeTy 1 Ap.) n oTcbiiaoT
ee Mo yKasaHHOMY B Ko[e TPOSAHLIA 9fIEKTPOHHOMY aZipecy unuv agpecam.

TposiHUbI AaHHOro TUMNa Takke coobLatoT
NHGOPMaLINIO O 3apaKeHHOM KOMMbloTepe (pasmep
namMsaT U AUCKOBOIO NMPOCTPaHCTBa, BEPCUIO
ornepaunoHHom cuctemsl, IP-agpec n 1. n.).

HekoTopble TPOSsiHLIbI BOPYIOT PErUCTPALMOHHYIO
NHopMaLMIO K NPOrpaMMHOMY 0GecneyeHnto.



TPOAHCKUE NMPOIPAMMBI - LUMAOHDI 19

[1aHHbIe TPOSIHLLI OCYLLECTBMAKT 3MIEKTPOHHbIN LLUMMOHAX 3a
nosfb3oBaTenemM 3apaXeHHOro KoMnblTepa: BBOAMMAs C
KnaBuaTtypbl MHOpMaLUs, CHAMKN 3KpaHa, CMUCOK aKTUBHbIX
NPUNOXEHNN U OEUCTBUS NOMb30BATENA C HUMU COXPaHAIOTCA B
KakoM-rnbo doanne Ha AUCKe U Nepuognyeckn oTnpaBnsatoTCA
3NOYMbILLUIEHHUKY.

TpoAHCKMe NporpamMmmbl 3TOro TMNa 4acTto
NCNONb3YKTCA AN KpaXu nHdopmauum
nonb3oBaTenen pasfimdHbIX CUCTEM OHITaNHOBbIX
nnarexxem n 6aHKOBCKUX CUCTEM.

TposiHCcKMe nporpaMmbl YacTO U3MEHSIIOT 3anucu
CMCTEMHOrO peecTtpa onepaLmoHHON CUCTEMBI,
NO3TOMY ANS UX yaaneHust Heobxoanmo B TOM Yucne
BOCCTaAHOBIEHNE CUCTEMHOIO peecTpa.




TPOAHCKUE NMPOIMPAMMBI - 20
UWHCTAINNATOPbI BPEAOHOCHbIX MPOIrPAMM

TposiHCKMe nporpaMmmbl 3TOrO Knacca CKPbITHO MHCTaNUPYOT
Apyrne BpeaoHOCHbIE NporpamMm 1M UCMNonb3yTCs AN
«MoACOBbIBAHUSA» Ha KOMMbIOTEP-XEPTBY BUPYCOB UM OPYrnX
TPOSAHCKMX MpOrpamm.

3arpy>xeHHble 6e3
BeJoMa nosrb3oBartens
n3 NIHtepHeta
nporpamMmmbl NMdo
3anyckarTcs Ha
BbIMNONHEHne, NMobo
BKITHO4AKOTCS TPOSIHUEM B
aBTO3arpysKky
onepaunoHHON CUCTEMDI.







CETEBbIE ATAKU

CeTeBble aTaKM - HanpaBrieHHble AeCTBUSA Ha yaaneHHble cepBepbl ANs
co3faHus 3aTpyaHeHun B paboTte unm ytepu AaHHbIX

CeTeBble aTaku Ha yaaneHHble cepBepbl peanumayoTcsa C NOMOLLbHO
cneumanbHbIX NPOorpamMm, KOTOpbIe NOChINAaT Ha HUX cneumduyeckme 3anpochi.
OTO MOXET NPUBOAUTL K OTKa3y B 0OCNY>KMBaAHUN «3aBUCaAHUIO» CepBepa.

- AeTHU, NnoMoruTe nane
Haxartb




CETEBbIE ATAKU 23

DoS-nporpammebl (OT aHrJ.
Denial of Service — oTkas B
obcnyXmBaHMn) peannayoT
aTaky ¢ 0QHOro KomnbloTepa
C Begoma rnonb3oBaTens.

DoS-nporpammbl 00bI4HO
HaHOCAT yuwepb yganeHHbIM
KOMMbIOTEPAM U CETSM, HE
HapyLlas
paboTocnocobHOCTb
3apa)eHHOoro KomMmnbtoTepa.

HekoTopble ceTeBble YepBu cogepxat B cebe DoS-npouenypsl, atakyroLine
KOHKpPEeTHbIe canTbl. Tak, YepBb «Codered» 20 aBrycta 2001 roga opraHusoBar
yCreLHyo ataky Ha odouunanbHbiv canTt npesngeHta CLUA, a yepsb «Mydoom»
1 doeBpansa 2004 roga «BbIKIHOYMIT» CAUT KOMMNAHUM — NPOU3BOAUTENSA
onctpubytmeos UNIX.




CETEBbIE ATAKU 24

DDoS-nporpammel (om aHarn.
Distributed DoS — pacripederneHHbIU
DoS) peanuayloT pacnpenesieHHble
aTaku C pasHbIX KOMNbITEPOB,
npuyem 6e3 Begoma nosib3oBaTeneu
3apaKeHHbIX KOMMNbLITEPOB.

[Ona atoro DDoS-nporpamma
3acblflaeTcsl Ha KOMMbKOTEPDI
«KepTB-NOCPEHNKOBY» M Nocre
3arnycka B 3aBUCUMOCTU OT TEKYLLEN
aaTbl UNU NO KoMaHAde OT Xakepa
Ha4YMHAET CETEBYIO aTaKy Ha
yKasaHHbIN cepBep B CETU.

HekoTopble xakepckme yTunnTbl peannadytoT doaTtarnbHble CETEBLIE aTakn. Takme
YTUNUTbI UCNOMb3YIOT YA3BMMOCTU B ONepaLMOHHbIX CUCTEMAX U MPUNOXEHNAX U
OTNpaBnsAT cneymanbHO 0POPMINEHHbIE 3anNpPOoChl HAa aTakyeMble KOMMbIOTEPLI B
ceTn. B pesynbraTte ceteBon 3anpoc cneyuanbHOro Buaa Bbi3blBAET KPUTUYECKYHO
OLWMBKY B aTtakyeMoM MPUOXEHUN, U cUCTEMA NMpekpallaeT paborTy.




YTUINUTbI «B3JTOMA» YOAJIEHBbIX KOMMbIOTEPOB

YTunutbl «B3noMa» yaaneHHbIX KOMNbIOTEPOB npeaHasHadeHbl Ans
NMPOHUKHOBEHUS B yaaneHHble KOMMbIOTEPbI C LIENbio JarbHENLWEero ynpaBneHus nmm
(ucnonb3yst MeToAbl TPOSIHCKMX MporpamMm TUna YyTUNUT yaaneHHoro
aAMWUHUCTPUPOBAHUS) UNWN AN BHEOPEHUS BO «B3MTOMaHHYO» CUCTEMY OPYruxX
BPEAOHOCHbIX NporpamMmm

YTuUnutbl «B3rioMa» yaaneHHbIX
KOMMbIOTEPOB 0ObLIYHO UCMONb3YIOT
YA3BMMOCTU B OMnepaLMOoHHbIX
cucTemMax Unu NPUNOXKEHNsX,
YCTaHOBMEHHbIX Ha aTakyemMoMm
KOMMbtoTepe.

[MpodmnnakTnyeckas 3awmnrta ot
«B3rilOMa» COCTOUT B
CBOEBPEMEHHOU 3arpyske 13
NHTepHeTa OBHOBNEHNN CUCTEMBI
6e3onacHOCTM onepaunoHHOM
CUCTEMbI U NPUSTOXKEHUN.




PYTKUTDI 26

PyTKWUT (om aHen. root kit - «Habop Onsi nonydYeHusi npas root») - nporpamma unu
Habop Nporpamm a5sl CKPbITHOrO B3SATUS MO KOHTPOSb «B3JTOMAaHHON» CUCTEMBI.

B onepaunoHHon cuctembl UNIX
nog TepmMnHoM «rootkity noHnmaetca
Habop YTUNKT, KOTOPbIE Xakep
yCTaHaBNIMBAET Ha «B3lTIOMaHHOM» UM
KOMMbOTEpPE Mocsie nonyyeHus
nepBoHa4arnbHOro gocTyna.

- B onepaunoHHon cucrteme Windows
\‘QQQ;QQ#" “ﬂ“f & & "\oev‘*"di‘"bi nop rootkit npnHATO NnogpasymeBaTb
d nporpamMmmy, KOTopasd BHeAPAETCA B
= RoUAdE == Nomuiouiantius (Ractidts) CUCTEMY U NnepexBaTbiBaeT CUCTEMHbIE
"Na6oparopus Kacnepcxoro” beH KLINW.
Muorue rootkit yctaHaBnmsatoT B
CUCTEMY CBOW ApanBepPbl U Cry>XObI
(OHU TakXe ABNAKTCA «HEBUOUMBIMMNY ).




SALLUTA OT XAKEPCKUX ATAK U CETEBbIX YEPBEW 27

3awuTa KOMIMbIOTEPHbIX ceTen Unm otTaerbHbIX KOMNbOTEPOB OT
HECaHKLUMOHNPOBAHHOIO AOCTYMNa MOXET OCYLWEeCTBNATbLCA C MOMOLLbHO

MEXXCETEBOIo aKpaHa, unu bpaHgmayapa (om aHen. firewall).

MexxceTeBoW 3KpaH No3BOSIAET:

. briokuposams xakepckue DoS-amaku, He riporiyckasi
Ha 3aujuwaembiti KOMbromep cemeassble rnakemal ¢
oripederieHHbIX cepeepos (ornpedereHHbIX IP-adpecos
Usriu OOMEHHbIX UMEH);

. He doryckame rpPOHUKHOBEHUE Ha 3awjuwaemsil

KoMribromep cemesbix Yepsel (nodymossix, Web u 0p.);

. ipernsmcmeogame MPOSIHCKUM rpozpamMmMmam
omripaesiimbs KOHgudeHuuarnbHyo UHgopmauur o
rosib3ogamersie U KOMIbomepe.

MexxceTeBoun aKpaH
MOXET ObITb
peanu3oBaH Kak
annapartHo, Tak U
NporpamMmMHo.




