tricks & treats by @090h



802.11 basics



_init_

* Created by: NCR Corporation/AT&T

Invention: 1991 (Wave LAN)

Father: Vic Hayes

Name: taken from Hi-Fi

Frequency: 2.4GHz UHF and 5GHz SHF
Public release: 1997

Maximum speed: 2Mbit/s



802.11 legacy

* Date: June 1997/

* Frequency: 2.4 GHz

* Bandwidth: 22 MHz

* Modulation: DSSS, FHSS
e Data rate: 1, 2 Mbit/s

* Range indoor: 20m

* Range outdoor: 100m



802.11a

Date: September 1999

Frequency: 5, 3.7 GHz

Modulation: OFDM

Bandwidth: 20 MHz

Speed: 6,9, 12, 18, 24, 36, 48, 54 Mbit/s
Range indoor: 35m

Range outdoor: 120m



802.11b

Date: September 1999
Frequency: 2.4 GHz
Modulation: DSSS
Bandwidth: 22 MHz
Speed: 1, 2, 5.5, 11 Mbit/s
Range indoor: 35m

Range outdoor: 140m



302.11g

Date: September 2003

Frequency: 2.4 GHz

Modulation: OFDM,DSSS

Bandwidth: 20 MHz

Speed: 6,9, 12, 18, 24, 36, 48, 54 Mbit/s
Range indoor: 38m

Range outdoor: 140m



802.11n

Date: October 2009

Frequency: 2.4/5 GHz

Modulation: OFDM

Bandwidth: 20 MHz, 40 MHz

Speed in Mbit/s

7.2,14.4,21.7, 28.9, 43.3,57.8, 65, 72.2 ]
15, 30, 45, 60, 90, 120, 135, 150 ]

Range indoor: 70m

Range outdoor: 250m
MIMO: 4x4 or SISO: 1x1




802.11ac

Date: December 2013

Frequency: 5 GHz

Modulation: OFDM

Bandwidth: 20 MHz, 40 MHz, 80 MHz, 160 MHz
Speed in Mbit/s

1 7.2,14.4,21.7, 28.9, 43.3,57.8, 65, 72.2, 86.7, 96.3 |
15, 30, 45, 60, 90, 120, 135, 150, 180, 200 ]

 32.5, 65,97.5, 130, 195, 260, 292.5, 325, 390, 433.3 ]
65, 130, 195, 260, 390, 520, 585, 650, 780, 866.7 ]
Range indoor: 35m Range outdoor: NO!

MIMOQO: 8x8 streams!




802.11 1999-2016

802.11 standard evolution

IEEE Standard 802.11b 802.11n
Year Adopted 1999 2009
Frequency 2.4 GHz 2.4/5 GHz

Max. Data Rate 11 Mbps 600 Mbps

Typical Range

100 ft. 225 ft.
Indoors*

Typical Range
Outdoors*

450 ft. 825 ft.

802.11ac
2014
5 GHz

1 Gbps

90 ft.

1,000 ft.




Nearest future

802.11 n/ac/ad Comparison

802.11n 802.11ac 802.11ad

Throughput | 600 Mbps 3.2 Gbps Up to 7 Gbps

Coverage | Home, 70m  Home, 30 m | Room, <5m
Freq. Band 2.4/5 GHz 5 GHz 2.4/5/60 GHz

Antennas 4x4MIMO | 8x8MIMO >10x10 MIMO

Uncompressed

Applications | Data, Video Video Video
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100G

Cellular

. HSOPA

. WCDMA

GSM
100 k PDC

1995 2000 2010 2015

HSPDA: high-speed 0 A LTE: Long Term Evolution
GSM: global system for mobile communications PDC: personal degital cellular




IEEE 802.11 Standards Evolution

802.11-
1997
2 Mbps,
DSSS, FHSS

smm—
802.11b
11 Mbps,

CCK, DSSS

802.11a
54 Mbps,
_OFDM, 5 GHz

802.11n
600 Mbps with
4x4 MIMO,
20/40 MHz BW,
802.11g .2.4075 GHz
54 Mbps,
OFDM, 2.4 GHz2

802.11ac

Wireless
Gigabit
(wiGig) ./

802.11ad
| =

802.11p
27 Mbps, 10 MH2
BW, 5.9 GHz
Wireless Access
for Vehicular
Environment
{(WAVE/DSRC)

- 802.11af
TVWS

TV White
Spaces

Very High Throughput, <6 GHz

Very High Throughput, 60 GHz




802112
SaMbes

soan 80z.11b
2eps 11Mbes

Standards Evolution

BOZ11n
600Mbos

f

: 802 11ad GOGHZ ]

»5Gbps
802 11ac
*1Gbps

802119 802 11n
S54Mbps 300Mbps

SOUFCR: WIWW. KT US.Com




SISO/SIMO/MISO/MIMO
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WTF is MIMO?

SU-MIMO 802.11n SU-MIMO 802.11ac
3x3, 40MHz, 150Mbps/Stream 3x3, 80MHz, 433Mbps/Stream

11ac Wave 2

NS

S
MU-MIMO 802.11ac
4x4, 80MHz, 433Mbps/Stream

MU-MIMO 802.11ac
4x4, 80MHz, 433Mbps/Stream




MIMO vs MU-MIMO




Channels and plans



802.11b channels

Channel Centre Frequency (GHz)

1 2 3 4 5 6 14
2412 2411 2422 2427 2432 2431 2 442 2 447 2. 452 2 457 2. 462 2. 467 2. 472 2484

/I\T\TTTTTT/I\TT T

e
22MHz

The 2.4GHz channels contain a vast amount of overlap, which is why some routers only allow you to choose
from channels 1, 6 and 11. The use of channel 14 isn’t permitted in much of the world, including Australia.




2.4GHz channel plan world

Non-Overlapping Channels for 2.4 GHz WLAN
802.11b (DSSS) channel width 22 MHz

2.4 GHz 2.4835 GHz 2.5 GHz

802.11g/n (OFDM) 20 MHz ch. width - 16.25 MHz used by sub-carriers

2.4 GHz 2.4835 GHz 2.5 GHz

802.11n (OFDM) 40 MHz ch. width - 33.75 MHz used by sub-carriers

2.4 GHz 2.4835 GHz 2.5 GHz




2.4GHz channel plan US

Non-Overlapping Channels for 2.4 GHz WLAN
802.11b (DSSS) channel width 22 MHz

2.4 GHz 2.4835 GHz 2.5 GHz

802.11g/n (OFDM) 20 MHz ch. width - 16.25 MHz used by sub-carriers

2.4 GHz 2.4835 GHz 2.5 GHz

802.11n (OFDM) 40 MHz ch. width - 33.75 MHz used by sub-carriers

2.4 GHz 2.4835 GHz 2.5 GHz




Channel plans

+US:1-6-11
* JP:1-5-9—13 14 for 802.11b
* WORLD: 1-5-9—-13



IRL mistakes that killed 2.4GHz

e WTF is channel plan?

* More bandwidth [ merespeed
* More power L] more-speed
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Home Wi-Fi tweaks

* Use ACS or set channel to most free (11
usually)

e Use 40MHz wisely
* Lower TX power if possible




5GHz channels

Channel Centre Frequency (GHz)
178 f

: % 564 ., 568

many more channels (21in Australia), 2 : p 2.62 I 5.66

T

520 526 , 528 .. 532
518 -|- 522 ]' 576 ‘|' 5.‘30 '|' The 5GHz frequency band contains

T

T T I

and the degree of overlap between T
neighbouring channels is far narrower
thanin the 2.4GHz band.




5GHz WORLD WIDE

IEEE channel #
20 MHz

40 MHz

MHz

160 MHz

40 MHz
80 MHz*

160 MHz*

IEEE channel #
20 MHz
40 MHz
80 MHz

160 MHz

IEEE channel #
20 MMz
40 MHz
80 MHz




Country

Allowed almost
e Channels: 1- 11

* Signal strength (20dBm = 100mW)
 Omnidirectional antenna (6dBi)

RF limits

CRDA
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Free channel?

YpoBeHb Ha BXo4de NpueMHunKa Bbllle YPOBHA cpeaHero
Lyma

Ha Bxoge npueMHuKa eCTb peanbHbIN CUrHarnm
KoMBUHNPOBaAHHLIN = 1 + 2

[lony4yeHue peanbHOro curHana 3a PUKCMpoBaHHLIN
NPOMEXYTOK BPEMEHN

KoMbnHMpoBaHHbIN =1 + 4

YpoBeHb Ha BXo4e NPMEMHUKA BblLLE YPOBHS -82dBm,
HO MeHblle -62dBm. + KaHan 3aHNAT, eCN YPOBEHb
6onbLue -72dBm 1 MOXXHO AeKoAMpOoBaTb CUrHar



802.11 XXX



802.11 timeline

June 1997: March 2007: March 2012:
802.11-1997 802.11-2007 802.11-2012
September 1999: June 2003: September 2009:
802.11a,802.11b 802.11¢g 802.11n

September 2005: September 2009:
802.11e 802.11w
June 2004: May 2008: September 2011:
802.11i 802.11k, 802.11r | | 802.11v, 802.11u

1956 197 [ 55 [ 1999 {200 [ 07 [ 200003 [0 [ 205 {00 [ 007 [ 208 00 [ [t {01z [0 [ara] >




802.111

* Security mechanisms for 802.11
* Auth, crypto

e Draft: 24 June 2004

* Released: IEEE 802.11-2007

P.S. China has WAPI



802.11e

* Wi-Fi Multimedia (WMM), Wireless
Multimedia Extensions (WME)

QoS for 802.11



802.11d

802.11d - is an amendment to the IEEE 802.11

specification that adds support for "additional
regulatory domains".

Used to regulate:
* Channelization
* Hopping patterns

As of January 1, 2015, the U.S. Federal

Communications Commission banned the use of
802.11d within the U.S.



802.11d

$ system_profiler SPAirPortDataType
Wi-Fi:

Software Versions:
CoreWLAN: 5.0 (500.35.2)
CoreWLANKit: 4.3 (430.38.1)
Menu Extra: 10.3 (1030.34)
System Information: 9.0 (900.9)
1080211 Family: 7.3 (730.60)
Diagnostics: 4.2 (420.71)
AirPort Utility: 6.3.5 (635.2)
Interfaces:
enl:
Card Type: AirPort Extreme (@x14E4, OxD6)
Firmware Version: Broadcom B(M43xx 1.0 (5.106.98.100.24)
MAC Address: 28:cf:da:dd:6e:6e
Locale: RoW
Country Code: TW
Supported PHY Modes: 802.11 a/b/g/n
Supported Channels: 1, 2, 3, 4, 5, 6, 7, 8, 9, 10, 11, 56, 60, 64, 100, 104, 108, 112, 116, 120, 124, 128, 132, 136, 149, 149, 153, 157, 161, 165
Wake On Wireless: Supported
AirDrop: Supported
Status: Connected
Current Network Information:
HDNS:
PHY Mode: 802.11n
BSSID: c@:4a:00:6c:e2:a0
Channel: 1
Country Code: TW
Network Type: Infrastructure
Security: WPAZ Personal
Signal / Noise: -37 dBm / -87 dBm
Transmit Rate: 145
MCS Index: 15
Other Local Wi-Fi Networks:
HDNS:
PHY Mode: 802.11n
BSSID: c@:4a:00:6c:da:42
Channel: 1
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iPwn
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iPwn
iPwn
iPwn
iPwn
iPwn
iPwn
iPwn
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kernel[0]:
kernel[0]:

kernel[0]:
kernel[0]:

kernel[0]:
kernel[0]:

kernel[0]:
kernel[0]:

kernel[0]:
kernel[0]:

kernel[0]:
kernel[0]:

kernel[0]:
kernel[0]:

enl

enl:

enl:
enl:

enl:
enl:

enl:
enl:

enl:
enl:

enl:
enl:

enl:
enl:

802.11d in the wild

: BB288 country code set to 'X2'.
Supported channels 1 23456 7 8 9 10 11 12 13 36 40 44 48 52 56 60 64 100 104 108 112 116 120 124 128 132 136 140 149 153 157 161 165

BO2IEE country code set to 'US’'.
Supported channels 1 23456 7 8 9 10 11 36 40 44 48 52 56 60 64 100 104 108 112 116 120 124 128 132 136 140 149 153 157 161 165

BOZMEd country code set to 'X2'.
Supported channels 123 456 7 8 9 10 11 12 13 36 40 44 48 52 56 60 64 100 104 108 112 116 120 124 128 132 136 149 149 153 157 161 165

BO2IEE8 country code set to 'TW'.
Supported channels 123456 7 8 9 10 11 56 60 64 100 104 108 112 116 120 124 128 132 136 140 149 153 157 161 165

BOZ2IEEd country code set to 'X2'.
Supported channels 123 456 7 8 9 10 11 12 13 36 40 44 48 52 56 60 64 100 104 108 112 116 120 124 128 132 136 149 149 153 157 161 165

BO2IEd country code set to 'TW'.
Supported channels 1 23456 7 8 9 10 11 56 60 64 100 104 108 112 116 120 124 128 132 136 140 149 153 157 161 165

B02N3d country code set to 'TW'.
Supported channels 1 234567 8 9 10 11 56 60 64 100 104 108 112 116 120 124 128 132 136 140 149 153 157 161 165



802.11d OSX fix



2.4GHz, 5GHz? ...8(

802.11 frequency ranges:

900 MHz (802.11ah)

2.4 GHz (802.11b/g/n)

e 3.6 GHz (802.11y)

e 4.9 GHz (802.11y) Public Safety WLAN
 5GHz (802.11a/h/j/n/ac)

e 5.9 GHz (802.11p)

60 GHz (802.11ad)




802.11y

e 3.65-3.7GHz, 54Mbit/s, 4.9 GHz. US only?
Public Safety WLAN 50 MHz of spectrum from
4940 MHz to 4990 MHz (WLAN channels
20-26) are in use by public safety entities in
the US. Cisco 3202 4.9GHz Wireless Mobile

Interface Card




802.11p

* 5.9Ghz, Wireless Access in Vehicular
Environments (WAVE) 802.11p In Europe used
as a basis for the ITS-G5 standard, supporting

the GeoNetworking
vehicle2vehicle2infrastructure

communication.
 Intellectual Transport System. =".A=




802.11ad

60 GHz WiGig. 7Gbit/s, 10m, beamforming,
wireless display/HDMI, uncompressed video




802.11ah

* 900 MHz operates in sub-gigahertz unlicensed
bands.



802.11s = mesh




...and many more

802.11a — 54 M6wT/c, 5 Ty cTanaapT (1998, Bbixoa npoaykTos B 2001)

802.11b — yny4weHuA K 802.11 gnA nopnepxku 5,5 n 11 Méut/c (1999)

802.11c — npoueaypbl onepauui ¢ MOCTaMu; BKNOYeH B ctaHpapT IEEE 802.1D (2001)

802.11d — vHTepHauuoHanbHble POYMUHIroBble paclumpeHuA (2001)

802.11e — yny4weHua: QoS, sknioyeHue packet bursting (2005)

802.11F — Inter-Access Point Protocol (2003)

802.11g — 54 Mbwur/c, 2,4 I'Tu ctaHpapT (obpaTHaA cCOBMECTUMOCTb € b) (2003)

802.11h — pacnpepenéHHbiv no cnexTpy 802.11a (5 GHz) ana coemecTumocTy B EBpone (2004)

802.11i — ynyyweHHan 6esonacHocTb (2004)

802.11j — pacwwupeHnua ana Anoxuu (2004)

802.11k — yny4dweHWA namepeHua paguo pecypcos

802.111 — 3apesepBupoBaH

802.11m — noppaepxxaHue aTanoHa; o6pesku

802.11n — yBenu4yeHue CKopocTH nepeaayv aaHHblx (600 Méut/c). 2,4--2,5 unu 5 I'u. O6paTtHaa comecTumocTb ¢ 802.11a/b/g . OcobeHHO pacnpocTpaHéH Ha
pbiHke B CLUA B ycrpoicTeax D-Link, Cisco un Apple (ceHTAbpb 2009)

802.110 — 3ape3epsupoBaH

802.11p — WAVE — Wireless Access for the Vehicular Environment (Becnposog+oit [loctyn ana TpaHcnopTHoi Cpeabl, Takoi Kak MalliHbl CKOPOA NOMOLLM UK
naccaxKvpckuii TpaHcnopT)

802.11q — 3apesepsupoBaH, uHoraa ero nyrawoT ¢ 802.1Q

802.11r — ObICTPbI POYMUHI

802.11s — ESS Wireless mesh network®"! (Extended Service Set — PaclumpeHHbiii HaGop Cnyx6; Mesh Network — Auencran CeTb)

802.11T — Wireless Performance Prediction (WPP, Npeackasaxuve MNpouasogutensHocTn GecnposogHoro O6opyaoBanua) — MeToAabl TECTOB U U3MepeHuit
802.11u — B3avmopencTeue c He-802 ceTAMM (Hanpumep, COTOBbIE CeTu)

802.11v — ynpasnexue 6ecnpoBoAHbIMK CETAMU

802.11x — 3apes3epBupoBaH 1 He 6yaeT UCNoNbL30BaTLCA. He HY>XXHO NyTaTh CO CTaHAapTOM KOHTponA goctyna |EEE 802.1X

802.11y — QoNONHUTENbHbIK CTaHAAapT CBA3K, paboTaiowmii Ha yacToTax 3,65-3,70 My, ObecneunsaeT ckopocTb A0 54 MbBuUT/c Ha paccToAHMM A0 5000 M Ha
OTKPbITOM NPOCTPaHCTBE.

802.11w — Protected Management Frames (3awumueHHbie Ynpasnaiowue Opeinmbl)

802.11ac — HoBbl cTaHpapT |IEEE. CkopocTb nepeaayv aaHHbIx — Ao 6,77 F6UT/c AnA yCTPoOUCTB, UMeowwmx 8 aHTeHH. YTeepxaeH B AHBape 2014 ropa.
802.11ad — HOBbIA CTAaHAAPT C AONONHUTENbHbIM Anana3oHom 60 Ty (4acToTa He TpebyeT nuueHanposaHua). CKOpOCTb nepeaayy aAaHHbiXx — o 7 Four/c.
802.11as (NpeanonoXuTenbHo) — HOBbIA CTaHAAPT, UCNONb3YIOLLWI pe3oHaToOpHOo-WeneBble aHTeHHb!, paboraiowue Ha YactoTte 135 MTu. CkopocTu nepepgayu
AaHHbIX — A0 20 éut/c. KoathduumeHT ycuneHna aHTeHHbl paseH 5,68 ab.
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OcHoBHble Buabl aHTEeHH B ceTax
Wi FI

 LLITbIpeBble / BCceHanpaBrneHHble —
cnmpanbHble

 BonHoBoOW kKaHan — Yoa-Aru

e [laHenbHble — NaT4Y-aHTEHHbI
 [lapabonunyeckune — 3epkaribHble

* CeKTOpHble — BONMHOBOHO-LLIENEBbLIE
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[1aTy aHTEeHHBbI




[1aTy aHTEeHHBbI

HORIZONTAL VERTICAL

ELEVATION 25 dB@OdB -25 dB@MB




3epKanbHble AHTEHHBI




3epKanbHble AHTEHHBI




BonHoBoAHO-LUENEBbLIE
AHTEHHbI




ONMHOBOOHO-LLENEBbIE
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HARDWARE



- MODES..

* STA/Managed- station operating

* AP/Master — access point

* MON — passive monitor channel

* INJIMON — monitor+injection (mac80211)
* AdHoc/IBSS — computers without AP

* WDS — static WDS

* Mesh — many to many



CARDS

e TP-Link TL-WN722N Atheros AR9271 (2.4 GHz)
e Alfa AWUSO36H RTL8187L (2.4 GHz)
e Alfa AWUSO36NHA (2.4G GHz) long range
e Alfa AWUSO51NH (2.4 & 5 GHz) long range
e Ralink 3070 based cards (MediaTek now)
can be used!




MAX POWER DREAMS?




GOOD OLD TYMES....GO TO BOLIVIA!




HACKER = NO LIMITS

# ifconfig wlanO down

# iw reg set BE BZ

# ifconfig wlanO up

# iwconfig wlanO channel 13

# iwconfig wlanO txpower 30

or

# iw phy wlan0 set txpower fixed 30mBm



Correct way

1. Patch wireless-database
2. Patch CRDA
3. PROFIT!HH




802.11 OS|



802.11 layer in OSI

APPLICATION

IEEE 802.2

Logical Link Control (LLC) ‘ ‘
(Data Link)

Frequency Direct Infrared PHY
Hopping Sequence

Spread Spread

Spectrum Spectrum

(FHSS) (DSSS)

PHY Layer PHY Layer




802.2 LLC | Data-link

802.11 MAC | layer

FHSS |DSSS| IR |OFDMm| Physical

layer

FHSS: Frequency Hopping Spread Spectrum )
L SRR e 3 I» Operate at ISM band
DSSS: Direct Sequence Spread Spectrum ,,.|

OFDM: Orthogonal Frequency Division Multiplexing + Operates at U-NII band
IR: Infra Red




802.11 modulation

— 802.1
' . 11

802.11 Modulation Technigues



DSSS

e DSSS (direct sequence spread spectrum) -
MeToA NPAMOW nocneaoBaTenbHOCTU ANngd
pacLUMpeHnda cnekTpa



Crexkrp HCXOAHOro
Y3KOIOJIOCHOI'O CHI'HAJIA

YpoBeHb ryma

Crnexrp MOAYJIHPOBAHHOTO
CHI'HaJIa

Yacrora, [




OFDM

OFDM (aHrn. Orthogonal frequency-division
multiplexing — MynbTUNNEKCMPOBaHNE C
OPTOroHanbHbIM YAaCTOTHbLIM pa3aeneHnem
KaHanoB) ABNAETCA LMPPOBOU CXEMOU
MOOYIALMN, KOTOpas UCNOSb3yeT DorbLLOoE
KONM4YeCTBO OIIN3KO pacnofIoKEHHbIX
OPTOroHarbHbIX NOAHECYLLUX.

Wi-Fi, WiMax, LTE



OFDM




DSSS vs OFDM
| Spreading [ PSK Modulation [~ "\

[1] L L L L L

Direct Sequence Spread Spectrum

PSK/QAM Modulation f\)

N
Parallel

PSK/QAM Modulation f\)

Orthogonal Frequency Division Multiplexing




802.11 data rates

802.11 Data Rates

W DSSS m DSSS/CCK « OFDM = /6 rate, SGI
m 256-QAM = 40-Mhz m 80-Mhz = 160-Mhz




Physical layer

* 802.11a: OFDM - MynbTUnNnekcnpoBaHue C
OPTOroHasIbHbIM YaCTOTHbLIM pa3gerneHnem
KaHarnoB

* 802.11b: DSSS - PacwinpeHue cnekrpa
MeTo4O0M NPAMOKN nocrenoBaTeNbHOCTU

* 802.11g: Extended Rate PHY (ERP) = OFDM
* 302.11n: MIMO OFDM
* 802.11ac: MU MIMO OFDM



302.11 security



802.11 SECURITY

* Open

 WEP

* |[BSS aka Ad-Hoc
 WPA
 WPA2-Personal

* WPA2-Enterprise




management frame types

Authentication frame
Deauthentication frame
Association request frame
Association response frame
Disassociation frame
SEEIRICING

Probe request frame

Probe response frame



WIiFI passive scan

ys

Broadcast Beacon frame
with SSID




WIiFI active scan

Probe Request Frame
With SSID or blank

Probe Response Frame
With capability info




WiFi open auth

Client

Association Request

Association Response




WiFi PSK auth

Station ccess Point

Authentication
Request

Challenge Response (Encrypted
Challenge Text)

Confirm
Sue




802.11 connection

IEEE 802.11 H=E X}

STA(Sfation) AP(Access Point)

|3 |

s

<>
—*~—24%%#aaihaquest_____“_______)

QDE _RESPOHISE
ntication Request

ationm Response

attomResponse




WEP/WPA/WPA2

802.1X Wi-Fi Protected Wi-Fi Protected
Dynamic WEP Access (WPA) Access 2 (WPA2)

Access Control 802.1X 802.1X or 802.1X or preshared key
preshared key

Authentication EAP methods EAP methods or EAP methods or

preshared key preshared key

Encryption WEP TKIP (RC4) CCMP (AES Counter
Mode)

Integrity None Michael MIC CCMP (AES CBC-MAC)




WiFi authentication types

Open Authentication to the Access Point

Shared Key Authentication to the Access Point

EAP Authentication to the Network

MAC Address Authentication to the Network
Combining MAC-Based, EAP, and Open Authentication
Using CCKM for Authenticated Clients

Using WPA Key Management



HACKING



What to hack?

* WiFi network (AP)
 WiFi clients

Almost like fishing and XSS.
Active and passive.
May be combined.



TOOLS

wifite

Kismet, horst, aircrack-ng, mdk3, wifijammer
oyrit, cowpatty, hashcat

KARMA, MANA, Hostapd-WPE

reaver, pixie-wps, WPSPIN.sh, BullyWPS,
FruityWiFi, Snoopy-ng, modwifi

scapy + impacket + /dev/brain + /dev/hands



RFMON

* Like promiscuous mode but at lower layer
* Used to receive ALL frames
e Used for sniff and injection

e Advice: don’t kill network-manager — free the
card

# airmon-ng start wlanO
# airodump-ng wlanOmon
... may be use wireshark?



Radiotap

e Radiotap is a de facto standard for 802.11
frame injection and reception.

e Radiotap is pseudo layer
* http://www.radiotap.org/



WEP HACKING



WEP

WEP = Wired Equivalent Privacy
First WiFi crypto

WEP = RC4 + CRC32 + XOR
LENGTH(KEY) = 40 (1997)
LENGTH(KEY) = 104 (2001)

Has many bugs

Can be hacked in 10 minutes

* Almost dead. Deprecated since 2004.



WEP weakness

e HACK RC4 = HACK WEP
e SMALL IV (init vector) = HACK
e CRC weakness



ATaka Ha WEP

1. HanpaBrneHHasi aHTeHHa => cobupaem
IV C TOYKM gocTyna

2. AHTEHHa c LuMpoKou gnarpammon =>
TOYKa OOCTyna + KNUEeHTHI



WPA/WPA2 HACKING



WPA/WPA2 handshake catching

1. lMaCCUBHbIN PEeXUM:

CeKTOpHaFI dHTEeHHa 1NJ1 BCEHaAllpaBIi€eHHaA
aHTEeHHa, XXenaTtenbHo Kapta ¢ MIMO

2. AKTUBHBIN PEXUM:

[1Be ceTeBbIX KapTbl: OgHa MOLLHadA KapTa C
HanpaBneHHOU aHTeHHOW ANnA deauth,
BTOpad KapTa C CEKTOPHOW aHTEHHOW ANn4
nepexsarta B MaCCUBHOM peXUME.



HANDSHAKE CATCHING

Airodump-ng capture:
e airodump-ng -c 9 --bssid 00:14:6C:7E:40:80 -w
output.cap --showack wlanlmon

Pyrit capture and strip:

* pyrit -r wlanlmon -o S(date
+%Y-%m-%d_%H:%M:%S)_stripped.cap
stripLive



DEAUTH TO HELP

* aireplay-ng -1 0 -e teddy -a 00:14:6C:7E:40:80
-h 00:0F:B5:88:AC:82 monO
e aireplay-ng -1 6000 -0 1 -g 10 -e teddy -a
00:14:6C:7E:40:80 -h 00:0F:B5:88:AC:82 mon0O
is the best solution from the

box for deauth. Launched on separate card in
practice.



HANDSHAKE BRUTEFORCE

e Hashcat

* Pyrit
* Cowpatty
e Cloudcracker



WPA/WPA2 hacking protections?

* SSID hidden
e 802.11w
* |IDS solutions arriving



HALF HANDSHAKE STORY
HACTANO BPEMA

vnumm pCTOPH



Questions

e Do we REALY need all 4 frames for handshake
cracking?

 What will happen if the client will try to
connect to the same SSID with wrong
password?



BAD/HALF HANDSHAKE

STA constructs

the PTK
SNonce + MIC i

AP constructs
the PTK

-—

- ><

GTK + MIC




HALF HANDSHAKE TOOLS

* Pyrit --all-handshakes :
instead of the best one

* halfHandshake.py -r
sampleHalfHandshake.cap -m 48d224f0d128

-s SSID_HERE



PoC thoughts

e Make custom HostAP fork

* Combine MANA and password auth with
random password

* Write own access point from scratch



Lame PoC

 Hardware: TP-Link 3020/3040/3220/..
* Firmware: Custom OpenWRT based

e Attack: KARMA + Randoom password @
hostapd.conf

* Cracking: pyrit --all-handshakes



ADVANCED FUTURE

 Hardware: Atheros chips

e Software: Python + Scapy + FakeAP + WiFi
MAP database

* Cracking: pyrit --all-handshakes

* PWNIiNING: setting different password for
different client based on SSID database +
MiTM attacks



WPS HACKING



WPS

* WPS — wireless protected setup

* Designed for connecting printers and other
embedded devices

* Used by hackers to easily hack Wi-Fi



PS
PS

PS

WPS HACKING WAYS

N brute force
N generation
N guessing



WPS BRUTE ALGO

* |f the WPS Registration Protocol fails at some
ooint, the Registrar will send a NACK message.

* |f the attacker receives a NACK message after
sending M4, he knows that the first half of the

PIN was incorrect. See definition of R-Hash1l
and R-Hash?2.

* |f the attacker receives a NACK message after

sending M6, he knows that the second half of
the PIN was incorrect.




WPS PIN brute force

* How many to brute? 8? 7? 4+3=>10"4+10"3
 HanpaBneHHasi aHTeHHa + nNoabop TpakTa
MO MOLLHOCTU

* Wifite, reaver-wps, bully, BullyWPSRussian.sh,
ReVdK3-r2.sh




WPS PIN generation

WPS PIN=SOME_ALGO(MAC _ADDRESS)
PIN = RAND(SERIAL) is not really random too

Serial disclosure in Beacon frames at vendor
specific fields

Vulnerable vendors: ZyXELL, D-Link, Belkin,
Huawei

Reaver -W, --generate-pin Default Pin
Generator [1] Belkin [2] D-Link [3] Zyxel

Different custom pin generators



PIXIE WPS/PIXIE DUST

e "pixie dust attack" discovered by Dominique
Bongard in summer 2014

 Weak PRNG
* Pixiewps for OFFLINE_ brute force



PIN GUESS

e Good PRNG @ embedded devices is a
problem. E-S1 and E-S2 need to be random.

* NONCE = RAND(MAC) is not really random

* NONCE = RAND(time=01.01.1970 by default) is
no really random too

* Vendors: Realtek, Ralink, Broadcom, MediaTek
* Tools: wifite fork, Pixiewps, reaver t6x fork



Protections?

 WPS activation for 1 minute
pressed (mgts)

 PIN from the end: 9999****
 WPS brute force timeout
* WPS brute force ban by MAC



WPA ENTERPRISE HACKING



WPA-Enterprise

Smartcard Supphcant Authenricaros

X Access Pout
35 E AP EAP-Requestv'l-;fenm'-,l ‘

EAP-Response/ldentity
e e e — —’
EAP-Request/Type Access-

e ——

Challenge/EAP
Master 5 Access-Request/EAP
Session Key __ 4 EAP-Response/Type 1
MSK E A

AP-Success Access-Accept/EAP+MSK MSK

EAPoL-K
Pratisdiiateninken CitnlasindainlS
SK (PTK} EAPolL-Key/SNonce
- 802 ey
EAPoL-Key/install SK (PTK) i

Exchange Protocol
e Derivation :
EAPoL-Key 2

WEP Key

WEP Key

S A ; 02.1X Key Exchange
WEP Key O security protocol Protocol

, WEP-TKIP-CCMP

PTK KE";."




EAP,EAPOL/EAPOR

Supplicant e RADUIS

server

RADIUS Access-Request
(EAP-Response / |dentity)

RADIUS Access-Challenge

RADIUS Acc

(EAP-Success)

- - ‘-

i Port authonzr-ﬁ
i

Handshake request

[ EAP-Request / Identity |

Handshake response
[ EAP-Response / Identity |




EA
EA
EA
EA

P-TLS
P-MD5
P-SIM

P-AKA

PEAP
LEAP
EAP-TTLS

WIiFi + EAP



PASSIVE Wi Fi HACKING






Abbreviations part 1

SSID — Service Set Identifiers (ESSID)
BSSID — Basic service set identification (AP MAC)
RSSI — Received Signal Strength Indication

CINR = Carrier to Interference + Noise Ratio
ACS — Auto Channel Selection
WEP — Wired Equivalent Privacy

WPA — Wi-Fi Protected Access aka Robust Secure
Network (RSN)



Abbreviations part 2

AES — Advanced Encryption Standard
TKIP — Temporal Key Integrity Protocol

CCMP — Counter Mode with Cipher Block Chaining
Message Authentication Code Protocol

EAP — Extensible Authentication Protocol

LEAP — Lightweight Extensible Authentication
Protocol

RADIUS — Remote Authentication Dial In User
Service




Abbreviations part 3

WPS/QSS — Wireless protected setup. WPS PIN [ WiFi Password
PSK — Pre-Shared Key
MIC — Michael message integrity code

Authentication, Authorization, and Accounting (AAA) Key - Key information that is jointly
negotiated between the Supplicant and the Authentication Server (AS). This key information is
transported via a secure channel from the AS to the Authenticator. The pairwise master key (PMK)
may be derived from the AAA key.

Pairwise Master Key (PMK) — The highest order key used within the 802.11i amendment. The PMK
may be derived from an Extensible Authentication Protocol (EAP) method or may be obtained
directly from a Preshared key (PSK).

Pairwise Transient Key (PTK) - A value that is derived from the pairwise master key (PMK),
Authenticator address (AA), Supplicant address (SPA), Authenticator nonce (ANonce), and
Supplicant nonce (SNonce) using the pseudo-random function (PRF) and that is split up into as
many as five keys, i.e., temporal encryption key, two temporal message integrity code (MIC) keys,
EAPOL-Key encryption key (KEK), EAPOL-Key confirmation key (KCK).

Group Master Key (GMK) - An auxiliary key that may be used to derive a group temporal key (GTK).

Group Temporal Key (GTK) - A random value, assigned by the broadcast/multicast source, which is
used to protect broadcast/multicast medium access control (MAC) protocol data units (MPDUs)
from that source. The GTK may be derived from a group master key (GMK).



BOOKS

e 802.11 Wireless Networks The Definitive
Guide - Matthew Gast

e 802.11n A Survival Guide — Matthew Gast
 CTaHpapThl 802.11



Links



My repos



in real life

.11 pwner

10p




