MIK.01.01
OpraHun3auus, npUMHUMNLI
NOCTPOEHUA U PYHKLNOHNPOBAHUSA

KOMMbIOTEPHbIX CeTEU
3-KypcC

[TpakTn4yeckmne 3aHATUSA

3aHaTtue 17



File Edit Options View Tools Extensions Help

Do HSEIEDERN S

Logical [Root] New Cluster Move Object Set Tiled Background Viewport
2 Tema: VPN coeguHeHme Ha Cisco ASA. .
X
: : : 2
PaccmMmoTpum noctpoeHue Site-to-Site VPN Ha Cisco ASA. g -
K coxkaneHunto MmexxceTeBou 3KpaH B nporpamMmme Cisco 04eHb CUIBHO ;
ypes3aH B oyHKUMoHane. 'oatomy y Hac He Nony4ynTcs NOCTPOUTb >

NOSTHOLIEHHYIO CETb, KaK 3TO ObISfI0 C MapLupyTU3aTopamMmu B npeabiayLuemn
paborte. [leno B TOM, 4YTO B 3TON BEPCUM NporpamMmbl HEBO3MOXHO
opraHn3oBaTb OQHOBPEMEHHYIO paboTy NAT 1 VPN.

B noHHOM cny4ae obongemca 6e3 TexHonornm NAT n byaem CTponuTb
TONbKO Site-to-Site VPN.

Realiime

Time: 00:06:00 l Power Cycle Devices Fast Forward Time

. 3 Fire Last Status Source Destination Type Color Time(sec) Periodic Num Edit Delete
i) | Scenario 0

el e MG NGOG GG G
1841 1941 2620XM| 12621xXM 2811 2501 2911 81

| |
I 9 IGeneric/ |Generic, New Delete

I Routers
m e s = Toaale PDU List Window

Select a Device to Drag and Drop to the Workspace

- _ﬁr ;‘. 1y, E ,& &= ; ! p 3 O




File Edit Options View Tools Extensions Help
TGN RE P - LS

Logical [Root] New Cluster

Move Object Set Tiled Background Viewport

5505 Router0 5505

lMocmpoum cxemy, Noka3aHHYIO Ha PUCYHKe.
[ToOpo6bHO paccmompum Hacmpoutku Cisco ASA.

( )
Realtime

Time: 00:04:49 I Power Cycle Devices Fast Forward Time
D ‘ Scenano 0 ” Fire Last Status Source Destination Type Color Time(sec) Periodic Num Edit Delete

uled1 L 3] vl 7] sl 7] cal oal. =] cal 74 R A==

[ Connections <

g e S o = > \Toggle PDU List Window’

Copper Straight-Through

L)




E Cisco Packet Tracer Student ¥ ASAQ — ——7 2]

§ Physicai”j Config | cu

ASA Command Line Interface

Logical [Root] New Cluster Move Object
Ir'_’

o&

ASA Version 8.4(2) 2
1

hostname ciscoasa
names

1

interface Ethernet0/0
switchport access vlan 2

1

interface Ethernet0/1
Et0/1 Et0/0 Ry ——— Et0/0 Et0/1 :
;-._." e interface Ethernet0/2
r-——7F 8 . y !
PC-PT == 2811 oc-pT

5505 Router0 5505 interface Ethernet(/3 I
ReD ASAOD ASAL PC1 | H
interface Ethernet(0/4

interface Ethernet(/5 H
1
interface Ethernetl/€

interface Ethernet0/7

interface Vlanl v

Copy Paste ]

3altidém e Hacmpouku ASAQ: «en», Maposib NYyCTOW, MO3MOMY POCMO Ha)KuMaem
<Enter>, dasiee nocMompum 3a800CKUEe HaCMPOUKU: «show run»,

OJ15s1 NPOOOJIKEHUSI MpocMompa Haxxumaem <[1poben>.

Budum, ymo Ethernet0/0 y>xe HacmpoeH 8o vlan 2. -
< > @ =
Time: 00:17:14 | Power Cycle Devices Fast Forward Time ReTaltime

Sen o " > - S W - N . E o [ i | | Fire Last Status Source Destination Type Color Time(sec) Periodic Num Edit Delete
5 . m - > / / > / . = ‘ i) | Scenario 0 v
ik . T (Y 3 :

l Connections I New Delete |
AjeFe=

- - -
- L
i

Toggle PDU List Window

Copper Straight-Through

v}

()
LS

=



Ed Cisco Packet Tracer Student

b= ISIEE 00|00 8 My

Logical [Root] New Cluster Move Object

T

Et0/1 Et0/0 Fa0/0 sz Fa0/1 Et0/0 Et0/1
5 —LJ

PC-PT °5505 28 5505 Pt
Router0
et ASAD ASAL PC1

Ansi npodosmkeHusi npocMompa Haxkumaem <[1poben>.

Physical

Config | cu

ASA Command Line Interface

telnet
ssh timecut S

timecut S

Copy

Paste

Budum, uymo interface Vlan2 siesisemcsi 6HewHUM uHmepgeticoM (outside), ip-
afpec eMy He Ha3Ha41eH. A interface Vlanl ssesisemcsi BHYympeHHUM
uHmepdgeucom (inside) ¢ y>xe HasHa4eHHbIM LWINIO30M. E20 ip-agpec: 192.168.1.1

<

> Tf‘

h

Tim: 0:22:00 ower cIeDevies Fast Forward Time

Realtime

eel®* AAVCOPEBEE I/ plesse =

New Delete

;’ - s = Toggle PDU List Window
o e 5

Copper Straight-Through

Fire

Last Status

Source Destination

Type Color Time(sec) Periodic Num Edit

Delete




Q .
=
) . [y

Logical

BilSiaTnf 0 08 ML

[Root]

New Cluster

Cisco Packet Tracer Student

Move Object

[
| Physical |

I

(f&

Fa0/0 s, Fal/1

Eto/1/ | Et0j0
!—.—.— - j-._.‘ b
=

—t

i 5505 sttllo 5505 PC-PT
outert
et ASAD ASAL PC1

Ans npodosmkeHusi npocMompa Hakumaem <[1poben>.
Budum, ymo Ha eaHympeHHeM uHmepgeluce yxe HacmpoeH DHCP, npu amom
yKa3aH duana3oH ip-agpecoB: 192.168.1.5-192.168.1.35

<

« )

Config | CLI

ASA Command Line Interface

telnet timecut S
sh timecut S

1
dhcpd address 152.168.1.5-192_.168.1_.35 inside
cpd enable inside

dhcpd auto_config cutside
1

Copy |

Time: 00:31:13 I Power Cycle Devices Fast Forward Time

: @@T
Realtime

HOVVEBEREZ

?% o B>
Connections ] i

FITIL

Copper Straight-Through

s ; _'f [T
L)

) | Scenario 0 v

New Delete M

; Toggle PDU List Window

| | Fire

Last Status Source Destination Type Color Time(sec) Periodic Num Edit Delete




’ . Cisco Packet Tracer Student »2 : : X

ptions View Tools Extepnsions Hep . e = ==

Logical [Root] New Cluster Move Object

L[

j&

ASA Command Line Interface

telnet timecut S

ssh timecut S

!

dhcpd address 152.168.1.5-1592.168.1.35 inside
dhcpd enable inside

!

dhepd auto_config ocutside

B/t Et0f0 Fa0/0 sz, Fa0/1 Et0/0 ﬁﬁwu g :
' 3 5 =3 | = v

P— )

; prm—y
PC-PT 5505 2511 5505 PC-P? ciscoasa$
PCO ASAO Routerd ASAL PC1 ciscoasagcont t

ciscecasa(config) int vl

cisceoasa(config) int vlan 2

cisceoasa({config-if)#ip add

ciscoasa(config-if) #ip address 210.210.1.2 255.255.255.252
cisceoasa(config-if)#nc sh

cisceoasa(config-if)#no shutdown

ciscoasa(config-if) gex
ciscoasa(config)$

3adaduM ip-agpec Ha eHewHeM uHmepdgeduce (vlan 2):
«conf t», -
«int vlan 2»,

«ip address 210.210.1.2 255.255.255.252»,

«no shutdowny,

«exit».
«  [©

Time: 00:35:29 I Power Cycle Devices Fast Forward Time Realtime

- =T =T -F -F ¥ = e o N a [ 2 | | Fire Last Status Source Destination Type Color Time(sec) Periodic Num Edit Delete
eelm= VA7) F) 7 B | ® [sommioo
| 7 [ e 70 | [ E2ZY) | ‘ |
L J & J & ) )\ ) =)\ ’

[ Connections [ — New H Delete

HAJeF =

= ] : p ‘L.\.’ 0 P

= = 01.2020

’ Toggle PDU List Window i

Copper Straight-Throu

it | =4



Cisco Packet Tracer Student
Op ie E !&f%i e
J Physical l Config | CLI

A= EENN]00 S E ‘

Logical [Root] New Cluster Move Object
Ll

(f&

File Edit - — .__‘:_:4“

ASA Command Line Interface

ciscoasag

ciscoasagconf t
cisceoasa(ceonfig) gint vl
cisceoasa(config) #int vlan 2
ciscoasa(config-if)¢ip add
cisceoasa(config-if)#ip address 210.210.1.2 255.255.255.252
ciscoasa(config-if)#no sh

ciscoasa({config-if) §no shutdown

g Eto/1 (1 }Eto/o Fa0/0 sz, Fal/1
. .1-._...4, =
==

— o 7]
pes 5505 R28t110 5505 PC-P ciscoasa(config-if)fex
PCO outer! PC1 ¥ .
ASAOD ASAL ciscoasa(config) #rocute ?

configure mode commands/cptions:

inside Name of interface Vlanl

outside Name of interface VlanZ
ciscoasa(config) §route ocut
ciscoasa(config) §rcute outside 0.0.0.0 0.0.0.0 210.210.1.1
ciscoasa(config)$
ciscoasa(config)$
ciscoasal(confiqg)$

L Copy .L Paste |

3adadum mapuwpym o yMoJsi4aHUr Ha 8HeWHUU
UHMepahelc Yyepe3s ip-agpec uHmepHem-npoesaudepa (210.210.1.1):

«conf t»,

«route outside 0.0.0.0 0.0.0.0 210.210.1.1». f&

Time: 00:53:12 I Power Cycle Devices Fast Forward Time Realtime

valealeals

| | Fire Last Status Source Destination Type Color Time(sec) Periodic Num Edit Delete

i[ / | 8 fScenaﬂryitr) 0 V{

} New || Delete |
|
l

SeNm= (7 (/)7
I Connections l © J e JE .

AgeFe

Toggle PDU List Window
Copper Straight-Through %

= _ ] ) E p 4 O ‘1‘:{1 [ 0 ; 0



2 Cisco Packet Tracer Student : ﬁ

Physical ‘ Config | cu

=T SEE TN 00 e

ASA Command Line Interface

Logical [Root] New Cluster Move Object

T

TTTEXLIC

ciscecasa(config)
cisceoasa(config)$
cisceoasa{config)
cisceoasa(config)
ciscecasa(config)
cisceoasa(config)
ciscoasa({config)
cisceoasa(config)
ciscecasa(config)

Et0/1 Et0/0 Fa0/0 g Fa0/1 Et0/0 Et0/1 ciscoasa(config)#
g._‘_ ?-._.l ‘/:i.. B = ! cisceasa(config)
p- E“:—.," : 77 cisceoasa(config)

PC-PT —5-5-655 Rgl?t];alro 5505 Pé:éi’T c:?.scoasa (confl:.g) £ ) ¥
ASAD ASA1 cisceoasa(config) §class-map inspection_default
cisceoasa(config-cmap) §match default-inspection-traffic
ciscoasa(config-cmap) #exit
ciscecasa(config)
cisceoasa(config)$
cisceoasa{config)
cisceoasa(config)
ciscecasa(config)
cisceoasa(config)
ciscoasa(config)

PCO

Copy

Paste

Janee Hy)xHO Hacmpoumb UHCNeKMupoesaHue mpadguka.

CHa4ana onpedernsieM mun mpaguka, KomopbIili XOMUM UHCNeKmupoeamab:
«class-map inspection_default», yka3bieaem eecb mpauk:

«match default-inspection-traffic», «exit».

5 Tf‘

h

Realtime

<

Time: 01:15:12 l Power Cycle Devices Fast Forward Time

= " w . o S W o 47 - a i Fire Last Status Source Destination Type Color Time(sec) Periodic Num Edit
S a9 . m — 2 / / e ‘ / ‘ I y i) | Scenario 0 v
o o | | 9 I

l Connections I ~ 7 . : — ~ - ~ New Delete

E’ ) s = Toggle PDU List Window

Copper Straight-Through i

- e = D L3N E
— - X = O [

Delete
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R -
L1 F

STEIs 00|00 8|

Cisco Packet Tracer Student

Logical [Root] New Cluster Move Object
-FT
g Eto/1 Eto/0 Fa0/0 <szzu, o0/ Eto/‘o-ﬁ&o/i g
=, e € 7
PC-PT By 2811 PC-PT
5505 Router0 5505
NED ASAQ ASAL PC1

Physical ‘ Config .

CLI

ASA Command Line Interface

CLolUSsSa LUl iyl s
ciscecasa(config)
cisceoasa(config)$
cisceoasa{config)
cisceoasa(config)
ciscecasa(config)
cisceoasa(config)

cisceoasa(config)$
cisceoasa{config)
cisceoasa(config)
ciscecasa(config)
cisceoasa(config)
ciscoasa({config)

cisceoasa(config)
ciscecasa(config)
cisceoasa(config)

ciscoasa(config)

cisceasa(config) §class-map inspection_default
cisceoasa(config-cmap) #match default-inspection-traffic
ciscoasa(config-cmap) §exit

cisceoasa(config) §pelicy-map gleobal policy
cisceoasa(config-pmap) §class inspection default
ciscoasa(config-pmap-c) §inspect icmp
cisceoasa(config-pmap-c) §exit

Copy

Paste

Hanee co3daém nonumuky (Geucmeue Had mpaghuKom):
«policy-map global policy».

Imo delicmeue npuMeHsiemcsi K Co30aHHOMY HaMU Kraccy: «class

inspection_defaulty, HaC UHMepecyem uHcrnekmupoeaHue mpaguka icmp: «inspect

<

aale a i‘l'\\

>

Gl

C777 :
ime: 01:89:47 Power Cycle l5ev1ces Fast Forward Time

Realtime

S < IO >

Connections I

a2 &l val ] vl

<5169 (5] (/

Co

l

- - - N,
— L
1

er Straight-Through

i

i) | Scenario 0 v
New Delete

Toggle PDU List Window

Fire

Last Status

Source

Destination

Type

Color

Time(sec) Periodic Num Edit

Delete




L

Cisco Packet Tracer Student

PPN

[Root]

.':_.Evé‘lslﬂ

Logical

New Cluster Move Object

I

A}

g Et0/1

Et0/0 Fo/0 sz, Fo0/1 Et0/0 ﬁemu g
= 2811 a4

i ‘
' 5505 Router0 5505
SC0 ASAO ASAL PC1

RN

Physncalil Conflg CLI

ASA Command Line Interface

[CISCUSSS GO IO CHED ) FNSCTIT UELSUI b IISPEC UL CLas s I
ciscoasa(config-cmap) §exit

ciscoasa(config)$

ciscoasa(config)$

ciscoasa(config)$

ciscoasa(config)$

ciscoasa(config)$

ciscoasa(config)$

cisceoasa(config) §pelicy-map gleobal policy
cisceoasa(config-pmap) §class inspection default
ciscoasa(config-pmap-c) §inspect icmp
cisceoasa(config-pmap-c) §exit

ciscoasa(config)$

ciscoasa(config)$

ciscoasa(config)$

cisceoasa(config) §service-policy glebal_pelicy glcbal
cisceoasa(config) fend

cisceocasaiwr mem

Building configuratiocn...

Cryptochecksum: 3cB8246d4 3£837647 3£331ad0 1dcl3es0

338 bytes copied in 1.311 secs (715 bytes/sec)
[OK]
ciscoasag

Copy

Paste

Hanee onpedesnisiem, 8 KakoM HanpaesieHuUuU 6ydem ucrnosib308amse rMOJAUMUKY
UHcnekmupoeaHusi mpaguka. B HaweM criy4yae 80 ecex HarpasJsieHUsIX:

«service-policy global_policy global»,
«end»,
«Wr mempy».

, [©

<
Time: 01:24:43 I Power Cycle Devices Fast Forward Time Realtime
e N P p- N [ - . N N o P 2 < o [ R | | Fire Last Status Source Destination Type Color Time(sec) Periodic Num Edit Delete
SeBm=> AL /)2 6% | W [Soeriao0 v
7 . 7t 9 =
l Connections I —_ e J e JL JL J J e —— New Delete |
E’ L) s = Toggle PDU List Window |
Copper Straight-Through : 3
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Edit Options Extensions  Help [_j.jsici? | Config | Desktop | Custom Interface |
A= "2 HE QA0 L 00 M

Logical [Root] New Cluster Move Object IP Configuration

m IP Configuration
o;& — (®) DHCP () Static DHCP request successful.
IP Address 192.168.1.5
Subnet Mask 255.255.255.0
Default Gateway 192.168.1.1
Et0/1 Et0/0 Fa0/0 ~r Fa0/1 EtD/0 EEWI g NG S
PC-PT 2811 “pc-pT i
PCo Eggg Router0 :ggsl ;:a IPv6 Configuration

() DHCP () Auto Config (@) Static

IPv6 Address ‘

Link Local Address | FE80::204:9AFF:FEC7:BCE6

IPV6 Gateway \

IPv6 DNS Server |

Tak kak DHCP Ha Cisco ASA y>xe HacmpoOeH, 3aU0émM |
8 HacmpoUKuU KoMnbromepa, ebibupaem DHCP, sudum,
Ymo Ham ebidaJiu nepeblll ip-aapec u3 ecea2o duana3oHa ip-aapecoB

(192.168.1.5). ’T@@q
Time: 00:44:43 | Power Cycle Devices Fast Forward Time Realtime

‘ﬁ - - m ,‘; e S e G G S | e ‘ D \yiscenarigio Vi Fire Last Status Source Destination Type Color Time(sec) Periodic Num Edit Delete
it £ / / e / <, = § / ———
\ 7 \ \ ) 4 \ | \ ]

— — ’ New M Delete ‘

[ Connections l

g ) s &= ’Toggle PDU List Window i

Copper Straight-Through

L)
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A= 2EENNO|00 8|M

Logical [Root]

—
29

New Cluster

Cisco Packet Tracer Student

Move Object

T

g Et0/1 ﬁ Et0/0 Fa0/0 sz, Fal/1
PC-PT 2811

5505 Router0
et ASAOD

3alioém e Hacmpouku ASA1: «en», Maposib nycmod,

Et0/0 Et0/1
—— ]
e P/ P}

Mno3amomy rpocmo Haxxumaem <Enter>, Oasiee

MocMomMpuM 3a800CKUe HAaCMPOUKU: «show run»,

.| Physical Config CLI

ASA Command Line Interface

ip address 192.168.1.1 255.255.255.0

interface Vlan2
nameif outside
security-level 0
ip address dhcp

telnet timeout S
ssh timecut S

dhcpd address 1592.168.1.5-192.168.1.35 inside

dhcpd enable inside

v

Copy

Paste

OJ1s1 NPOOOJIKEHUSI MpocMompa Haxxumaem <[1poben>.
Budum, ymo Hacmpolka makue )xe, Kak y ASAO. A caMoe a2s1agHoe, Ymo

Ha3Ha4YeHbl makKue e ip-agpeca. Ho ip-agpeca OOJIXXKHbI onMJlu4ambCsl, noamomy

Ux Hado 3aMeHUMb.

> Tfki}

Time: 01:37:06 l Power Cycle Devices Fast Forward Time

Realﬁ'me

{%d-m:’ ‘/1 //‘ /{ '} / ‘lw L\‘ | )S CCCCCCC 0 v
7 | B | [ | e | W2 (9 ‘
l Connections | New Delete
Z ’ - s Toggle PDU List Window
’ Copper Straight-Through
- & v

Fire

Last Status

Source Destination

Type Color Time(sec) Periodic Num Edit

Delete




2/

DS EEERN S

Logical [Root]

New Cluster

Cisco Packet Tracer Student

Move Object

§ Physicai”j Config | cu

ASA Command Line Interface

Ir'_’

o&

g Eto/1 ﬁ Et0/0 Fa0)0 szm, Fo0/1  EO Eto/1
,.iir.-----.— |

—_—, . i g

PC-PT 2811 et o

5505 Router0
et ASAOD

Ans amoeo ydasnum pool ip-agpecoB DHCP u ucnpaeum ip-aapec Ha 6HymMpeHHeM
uHmepageuce (vlian 1): «conft», «no dhcpd address 192.168.1.5-192.168.1.35 insidey,
«ip address 192.168.2.1 255.255.255.0», «no shutdown».

«interface Vlanly,

5505

ASAL PC1

1
1

!

ciscoasagconf t©

ciscecasa(config) £

cisceoasa(config)

ciscoasa({config)

cisceoasa(config)

cisceoasa(config) #no dhcpd address 1592.168.1.5-1592.168.1.35 inside
cisceoasa(config)$

cisceoasa(config) §interface Vlanl

ciscoasa(config-if)$

cisceoasa(config-if)#ip add

ciscoasa(config-if)#ip address 1592.16€8.2.1 255.255.255.0
ciscoasa(config-if)¢$

cisceoasa(config-if) éno sh

cisceoasa(config-if) #no shutdown

ciscoasa(config-if)$

ciscoasa({config-if) §dhcpd address 192.168.2.5-192.168.2.35 inside
cisceoasa(config)

ciscecasa(config)

cisceoasa(config)

ciscoasa(config)

Copy Paste

Io6aBuM HOBbIUN pool: «dhcpd address 192.168.2.5-192.168.2.35 inside».

o’

Time: 01:53:04 l Power Cycle Devices Fast Forward Time

Realtime

LT B alvalva]elvaca

Connections I

216457

l

Copper Straight-Through

i

i) | Scenario 0 v
New Delete

Toggle PDU List Window

| | Fire

Last Status

Source Destination Type

Color Time(sec) Periodic Num Edit Delete




- " Cisco Packet Tracer Student ® ASA1 : !

T
[0
Tl
1
3
]
i

Logical New Cluster Move Object e
cisceasa(config)$
ciscoasa(config)$
ciscoasa({config) §no dhcpd address 192.168.1.5-192.168.1.35 inside
cisceoasa(config)
ciscecasa(config) #interface Vlanl
ciscoasa(config-if)$
cisceoasa({config-if)#ip add
ciscoasa(config-if) #ip address 152.16€8.2.1
cisceoasa(config-if)§

ASA Command Line Interface

[ =

j&

210.210.1.1/30 210.210.2.1/30 —
Fa0/0 s,  Fal/1 o~ ﬂEtO/l ciscoasa(config-if)§no sh
' i cisceoasa({config-if) #éno shutdown
C-PT 72811 Et0/0 —t s ciscoasa(config-if)$
P;:(-:ZT 5505 210.210.1.2/30 Router0 210.210.2.2/30 ‘5505 PC-PT ciscoasa(config-if) #dhcpd address 192.168.2.5-192.168.2.35 inside

ASAD ASA1 PC1 cisceoasa(config)

cisceoasal(confiqg)$

cisceoasa(config)

cisceoasa(config) £int vlan 2

ciscoasa(config-if)#ip address 210.210.2.2 255.255.255.252
ciscoasa(config-if)$ no sh

ciscoasa(config-if)$ no shutdown

ciscoasa(config-if)$
ciscoasal(config-if)§

3adadum ip-agpec Ha eHewHeM uHmepgetlce (vlan 2):
«int vlan 2»,

«ip address 210.210.2.2 255.255.255.252»,

«no shutdown».
< > r@

Time: 02:09:10 I Power Cycle Devices Fast Forward Time Realtime

‘% . m :; (’/ N ) ‘,f '- — ’.7“ B | | G 7 | ‘ D \'gcenarioo v'\ Fire Last Status Source Destination Type Color Time(sec) Periodic Num Edit Delete
- = I ILZ] 2 7] | 1% | 5al |4 | 1./ S

[ Connections J—— e S J L = ’ New H Delete

|
g ) s &= ’Toggle PDU List Window i

Copper Straight-Through




Logical

S HE RN GY LS

[Root]

New Cluster

Cisco Packet Tracer Student

Move Object

Ll

210.210.1.1/30 210.210.2.1/30
Fa0/0 sz, Fa0/1

E0/1 g

. A7 Et0/0 e
-PT 2811
P;:&:O 5505 210.210.1.2/30 Router0 210.210.2.2/30 5505 PC-
PC1
ASAQ ASAL

3adadum mapuwpym o yMoJsi4aHUr Ha 8HeWHUU
UHMepahelc Yyepe3s ip-agpec uHmepHem-rnpoesaudepa (210.210.2.1):

«conf t»,
«route outside 0.0.0.0 0.0.0.0 210.210.2.1».

<

€3 X
e —e——— e —
| Physical l Config | CLI
ASA Command Line Interface

CLolUSsSa LUl iyl s

ciscoasa(config)$ 7

ciscoasa(config) #no dhcpd address 152.168.1.5-1592.168.1.35 inside

ciscoasa(config)$

cisceoasa(config) #interface Vlanl

cisceoasa(config-if)§

ciscoasa(config-if) #ip add

ciscoasal(config-if)#ip address 152.16€8.2.1 255.255.255.0

ciscoasa(config-if)$

cisceoasa(config-if)nc sh

ciscoasa(config-if) §no shutdown

ciscoasal{config-if)$

ciscoasa(config-if) #§dhcpd address 192.168.2.5-192.168.2.35 inside

ciscoasa(config)$

ciscoasa(config)$

ciscoasa(config)$

cisceoasa(config) #int vlan 2

cisceoasa(config-if) #ip address 210.210.2.2 255.255.255.252

cisceoasa(config-if)# no sh

ciscoasal({config-if)$ no shutdown

cisceasa(config-if)§

ciscoasa(config-if) #route cutside 0.0.0.0 0.0.0.0 210.210.2.1

ciscoasa({config)$ v

{ Copy | Paste 1

> [©

Time: 02:12:06 I Power Cycle Devices Fast Forward Time Realtime

- B G w Y v > @ o P _— o a [ R | | Fire Last Status Source Destination Type Color Time(sec) Periodic Num Edit Delete
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E Cisco Packet Tracer Student x = X
il Physicai”j Cbnﬁg | cu
ASA Command Line Interface
LOgica' [ROOt] New CIUSter r\dove ObJECt CLolUSsSa LUl lgT L) #1110 =10
| cisceoasa(config-if) #no shutdown A
=3 ciscoasa(config-if)$
0& ciscoasa({config-if) §dhcpd address 192.168.2.5-192.168.2.35 inside
ciscoasa(config)$
ciscoasa(config)$
ciscoasa(config)$
ciscoasa(config) #int vlan 2
c:i.scoasa(conf:?.g—:j.f)#ip address 210.210.2.2 255.255.255.252
Et0/1 210'223)3_/;,_2 10'2%'/2{1/30 Eto/1 2:22:3222233::: S
A, Et0/0 : some | , : ; ig-i
PC-PT 8502 210.210.1.2/30 Rgl?tlel;'o 210_210;?/?0% “pCPT ZEZZ::Ezz:iig—ii::zouce outside 0.0.0.0 0.0.0.0 210.210.2.1
PCO ASAD ASAL PC1 ciscoasa(config)$
ciscoasa(config)$
ciscoasa(config)$
cisceoasa(config) §class-map inspection default
ciscoasa(config-cmap) §
cisceoasa({config-cmap) #match default-inspection-traffic
ciscoasa(config-cmap) §
cisceoasa(config-cmap) §exit
ciscoasa(config)$
ciscoasal(confiqg)$ v
Copy Paste ]
Hanee Hy)kHO Hacmpoumbe UHCIeKMupoeaHue mpadghuka.
v
CHayvana onpedesisem mun mpaghuka, KomopbIili XOmMUM UHCIIeKmupoeama:
L] L]
«class-map inspection_default», yka3bieaem eecb mpauk:
L] L] L] L]
«match default-inspection-traffic», «exit».
< > r©
Time: 02:16:14 I Power Cycle Devices Fast Forward Time Realtime
i"% - . m :; ,.»4 ’ /‘ /‘ ,.-' '.\‘ /’ ‘; < 6 59 6 ’ / ) rScenari(VJO i Fire Last Status Source Destination Type Color Time(sec) Periodic Num Edit Delete
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Ed Cisco Packet Tracer Student E3 | x|
dit ~ ':L /c M I VPVI'liysitV:arlri éonﬂ; ‘ T il
7 - Y | | J ‘\‘
ASA Command Line Interface
I_Ogical [ROOt] New CIUSter rv‘ove ObJECt CLolUSSa LUl IgT Ll #l0 eUULESS ClUV.clU . c .0 o999V . c9Td.c9Jc A
| ciscecasa(config-if)¢ nec sh
KZXJ ! ciscoasa(config-if)$ nc shutdown
ciscoasa(config-if)$
cisceoasa(config-if) #route outside 0.0.0.0 0.0.0.0 210.210.2.1
cisceoasa(config)$
ciscoasa(config)$
ciscoasa(config)$
210.210.1.1/30 210.210.2.1/30 , cisceoasa(config)$#class-map inspection default
Et0/1 Fa0/0 .«sgp., Falf1 | Et0/1 ciscoasa(config-cmap) §
- "’;i._.' - 1-‘_@ ciscoasa({config-cmap) §match default-inspection-traffic
=_—. Et0, Et0/0 — i fig-
PC-F’TJ 5505 210.210.1.2/30 Rggtle]l.'O 210_210_2_2/30 5505 ﬁ Zz::zz::i:ZZE;g—xi::exit
PCO ASAD ASAL PC1 cisceoasa(ceonfig)$
cisceoasa(config) §pelicy-map glcbal policy
cisceoasa (config-pmap) £
ciscecasa(config-pmap) §class inspection default
ciscoasa(config-pmap-c) §
cisceoasa(config-pmap-c) §inspect icmp
ciscoasa(config-pmap-c) §
ciscecasa (config-pmap-c) #exit
ciscoasa(config)$
ciscoasal(confiqg)$ v
L Copy | | Paste ‘
L Ao d
Hanee co3daém nonumuky (Geucmeue Had mpaghuKom):
[}
L] L]
«policy-map global_policy».
w
Imo delicmeue npuMeHsiemcsi K Co30aHHOMY HaMU Kraccy: «class
L] L] L] L]
inspection_default», Hac UHMepecyem uHcnekMupoeaHue mpaghuka icmp: «inspect
(. MNAATAR TR /AAaLAR Y L > r@
ime: 02:00:41 Power Cydle Devices' Fast Forward Time Realtime
= M - SO S s o = o 7 < - D s < o [ R | | Fire Last Status Source Destination Type Color Time(sec) Periodic Num Edit Delete
'.’a%@-m:‘; ’/" " I’ ," ]"' 6 ’s.v_ ( ‘ 4) | Scenario 0 v|
7 4 Y § l / A
Connections ] — ‘*i' "'—{; & _J ‘\i’ o *J — | New | Delete |

; Toggle PDU List Window
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Ed Cisco Packet Tracer Student =

NEHSEIEERN LS

Logical [Root] New Cluster Move Object —————————

| ciscoasa(config-cmap) §exit

= ciscoasa(config)$

‘& cisceoasa(config) §pelicy-map glcbal policy
cisceoasa (config-pmap) £
cisceoasa(config-pmap) §class inspection default
cisceoasa(config-pmap-c) §
cisceoasa(config-pmap-c) §inspect icmp
cisceoasa(config-pmap-c)§
210.210.1.1/30 210.210.2.1/30 ) ciscoasa(config-pmap-c) fexit

Et0/1 Fa0/0 sy, Falf1 Et0/1 ciscoasa(config)$
-/:i._.- - 4-‘_@ cisceoasa(config) §service-policy glebal_pelicy glcbal
Et0/0 Et0/0 ) /

2811 P/ P9} ciscoasa(config)$
5505 210.210.1.2/30 Routero  210.210.2.2/30 5505 PC-PT ciscoasa(config) end

ASAO ASA1 PC1 ciscozsag

ciscoasaiwr mem

Building configuration...

Cryptochecksum: 26000853 07a73a53 cee76e33 1b80138¢

Physncalil Conflg CLI

ASA Command Line Interface

PC-PT
PCO

5938 bytes copied in 1.45 secs (€4é bytes/sec)

[OK]

ciscoasag

ciscoasaf

ciscoasa$ v

Copy 7 Paste

Hanee onpedesnisiem, 8 KakoM HanpaesieHuUuU 6ydem ucrnosib308amse rMOJAUMUKY
UHcriekmupoeaHusi mpadguka. B HaweM criy4yae 80 ecex HarpaesieHUsIX:
«service-policy global policy global»,

«end»,

«KWIr memm».
: , [©
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o Cisco Packet Tracer Student s

| Physical | Config | Desktop | Custom Interface |

NS EIERRGN P S

Logical [Root] New Cluster Move Object IP Configuration

(T IP Configuration
O)X = (®) DHCP () Static DHCP request successful.
IP Address 192.168.2.5
Subnet Mask 255.255.255.0
i 210.210.1.1/30 210.210.2.1/30 - Default Gateway 192.168.2.1
Faom@?z., Fa0/1 ] DNS Server
PC-PT HHom 2811 Etofd 4
b 5505 210.210.1.2/30 Routerg  210.210.2.2/30 "5505 P;:éFI’T IPv6 Configuration
ASAD ASAL

(O DHCP () Auto Config @) Static
IPv6 Address |

Link Local Address fFE80: :209:7CFF:FED7:2620

IPV6 Gateway \

IPv6 DNS Server \

Tak kak DHCP Ha Cisco ASA y>xe HacmpoOeH, 3al0éM
8 HacmpoUKuU KoMnbromepa, ebibupaem DHCP, sudum,
Ymo HaM 8bldasiu nepebil ip-agpec U3 Hoe8020 duara3oHa ip-aapecos,
KomopbIU MbI co30asiu (192.168.2.5). @J
)
Itime

: s |

Time: 02:24:50 I Power Cycle Devices Fast Forward Time Rea

‘g_% - . m _; ,--—/ Y ¥ v '- e R | | e B | ‘ ) \FScenari;O Vi Fire Last Status Source Destination Type Color Time(sec) Periodic Num Edit Delete
< - e J
- 1717101 (7] [% | B6c 4] /)] | -
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H g Cisco Packet Tracer Student x
File Ed Options ey Tools Extensions Help W - ! -
| Physical l Config CLI |
- = Lo y - R bt O] st L |
sl=TEml o |0 0TS T L .
_ I0S Command Line Interface
[Root] New Cluster Move Object
Continue with configuration dialeg? [yes/neol: n A~
Press RETURN to get started!
Router>en
210.210.1.1/30 210.210.2.1/30 Eouter#con.f t . ' .
Et0/1 FaO/D FaO/l Et0/1 Enter configuration commands, one per line. End with CNTL/Z.
{ Router (config) #int £20/0
K v 4 — Router (config-if) #ip add
PC-PT S0 2811 0 e PC-PT Router (config-if) #ip address 210.210.1.1 255.255.255.252
PCo 5505 210.210.1.2/30 Routerp  210.210.2.2/30 5505 3 e ey
ASAQ ASAL PC1 cuter (coenfig-i no s
Reuter (config-if) §nc shutdown
L]
Hacmpoum Ip-afijpeCa Ha Mapuwipymu3amope .
$LINK-5-CHANGED: Interface FastEthernet0/0, changed state to up
10
- R t O) o $LINEPROTO-S5-UPDOWN: Line protocel on Interface FastEthernet0/0, changed state teo
uUHmMepHem-npoeautodepa (Router0): =
(( n )) Reuter (config-if) exit
) Reouter(config) § v
(( e n )) i Cop}(7i Paste
)

«conf t»,
«int fa0/0»,
«ip address 210.210.1.1 255.255.255.252»,
«no shutdowny,
«exit».
» [©

Time: 02:33:19 I Power Cycle Devices Fast Forward Time Realtime
SeEBm= (2 (/7)<
] 4l Ml 4] =
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- " . Cisco Packet Tracer Student

ntions

viey 100
= B =

| Physical Config ‘ CLI {

I0S Command Line Interface

[Root] New Cluster Move Object

Router (config)

Router (config)

Router (config) int £a0/1

Router(config-if) ¢

Router (config-if) #ip address 210.210.2.1 255.255.255.252
Router (config-if) #éno shutdown

210.210.1.1/30 210.210.2.1/30

Fa0/0 Fa0/1 Et0/1
j Router (config-if)$
Et0/0
PC-PT 2811 10:210:5.2/30 ‘Bzrg? 2LINK-5-CHANGED: Interface FastEthernet0/1, changed state to up
PCo 5505 210.210.1.2/30 Router0 :210.2.2/30 5505 B

ASAO $LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/1, changed state to

up

Router (config-if) gexit
Router (config) e

% Ambiguous command: "e"

Router (config) #end

Router$

%SYS-5-CONFIG_I: Configured from conscle by conscle

Routerfwr mem
Building configuration...
[OK]

Routers

Hanee:

«int fa0/1»,

«ip address 210.210.2.1 255.255.255.252»,
«no shutdowny,

«end»,

«KWIr memm»,
< 2 r@

Time: 02:42:53 I Power Cycle Devices Fast Forward Time Realtime
@ s . m :; F—] rfw (7_] _‘ {k/,_] QW ( i ’f__\ S @ ‘ D EScenarioO v | | Fire Last Status Source Destination Type Color Time(sec) Periodic  Num Edit Delete
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[Root]

Cisco Packet Tracer Student

Physical Config CLI

ASA Command Line Interface

Logical New Cluster Move Object = M rerscozs=r
cccccccc £
cccccccc £

(ZX, cccccccc £

=7 M L eiscoasa £
210.210.1.1/30 210.210.2.4/30 amee . | |cisceass :

1 -4 Fa0/0 sz, Fo0)1 i ] st
.::::‘;v & fr:::‘ébm e Eﬁﬁa jgl 2 . W |ciscoasa 3
PC-PT =mmms 2811 'Eajgf cccccccc §
PCO 5505 210.210.1.2/30 Router0 210.210.2.2/30 5505 eyl |eiscoasa M

ASAOD ASAL == W | ciscoasa £

lMpoeepum ces3b MexAy MexcemesbiMU 3KpaHale§ZZZ:::§

«ping 210.210.2.2».
Cesi3b ecmb!!!

cisceoasagping 210.210.2.2

Type escape sequence to abort.
i 5, 100-byte ICMP Echos to
lllll

210.210.2.2, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 0/0/2 ms

cccccccc £

sssssss £

cccccccc £ v
Copy Paste

Hanee HyxHo 6b1 Hacmpoumb NAT, HO makK Kak OH He pabomaem co8MeCmHO ¢
VPN, mo npucmynum K Hacmpolike \\PN. Ha peasibHOM o060opydoeaHuu makKo20
o2paHu4YeHusi 6bimb He OOJ/IKHO. BO3MOXHO, e20 He 6ydem 8 criedyrowiell
eepcuu npozpammsbl. [lennaemcsi amo makxe Kak e ripedbidyuwel pabome,

Kpome HeKomopbIiX KOMaHO.

A~ P
> | &)
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2 Cisco Packet Tracer Student ® ASAO o o
Physical Config CLI
== v e | T _
Logic e e — . ASA Command Line Interface
ciscoasa = &
(21 J ciscoasag
ciscoasag
: 210.210.1.1/30 210.210.2.1/30 cisceasa gfconf t
g Et0/1 FaO/OFﬁ‘C\A Fa0/1 Et0/1 D ciscoasa (config) gcry
— ® = E:O o) /,"v & & & — c::.sccasa(ccni::.g)tcrypto :f.k )
e -y =" BH. st Scpt oy - LS S
= 2223 210‘210‘1.2/30 ROHERO . — :ggi PC1 (con;ig.\tc:ypto ike;l enable cutsid
ciscoasa(config)$
HayHem ¢ mapwpymu3samopa LeHTpanbHoro oo meie secns S potic 3
p py p L'| p a.ccn;::.g_'cr}:pfo i‘e:.' policy
: :Z:;g—ixﬁ—ziiz;i :::Zryption 3des
fig-i S R E
ocuca Router0. [Jn1s1 Hayasa HaM Heob6xo0uMo e ey e
ciscoasa(config-ikevl-pelicy) #authentication pre
wcisccasa(conf::.g—:f.kevl—pol::.cy)#authentication pre-share
Hacmpoums nepsyto pa3y. Ha eHewHeM UHMePPEUEE: ===
. . . c::.scca a(’ccniz}g—ikevl—pclicy)#exit
8KJTFOYUM rnPomokois ike: «crypto ikevl enable outsidey|zzes: .
1 . . Copy Paste
Hanee co3daémcsi nonutnka: «crypto ikevl policy 1»

20e MbI yKa3bleaeM asi2opumm wugpoeaHus 3des (3mo napamempsbi O
nocmpoeHuUst MUHU myHHerssi ISAKMP-TYHHeEns, Yyepe3 komopbii 6ydym
nepedasambcs nNapaMmempbl OCHOBHOR20 lpsec-TYHHENS): «encryption 3des»,
aszopumm xewupoeaHusi mds: «hash md5», mun aymeHmugpukayuu Pre-Shared
Key: «authentication pre-share» u aneopumm Quoppu — XennmaHa: «group 2»,

~\ b
> | &)

< O n
%exr[» ‘ Power Cycle Devices Fast Forward Time Realtime
- - . 3 Fire Last Status Source Destination Type Color Time(sec) Periodic Num Edit Delete
&S o [l m - 7 e / ‘ > / " iy / i) | Scenario 0 v
e . Tig s /
l Connections | New Delete
;—g 4 s = Toggle PDU List Window
Copper Straight-Through
o ~ S 0:0
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2 Cisco Packet Tracer Student ¥ ASAO o ;.'; X

: V , :. ‘ : : l - Physical Config CLI
=3:3=48 il ﬁ s ASA Command Line Interface

Logica' [ROOt] New CIUSter Move ObjECt I LLLLLLLL TCOIT T g TRAEVI POIICY] fcUCIElICICSCIOII pPre siare
" ciscoasa(config-ikevl-policy) g
ciscoasa(config-ikevl-policy) §group 2

ciscoasa(config-ikevl-pelicy) fexit
ciscoasa(confiqg)$

210.210.1.1/30 210.210.2.1/30

g Et0/1 Fa0/0 <, Fa0/1 Et0/1 ciscoasa(config) #tun
. 4 $ & o ":"v L 4 Q ciscoasa(config) §tunnel-group 210.210.2.2 ty
. ] Et0/0 Et0/0 '—/, r ciscoasa({config) §tunnel-group 210.210.2.2 type ip
PC-PT 5505 210.210.1.2/30 R28t110 210.210.2.2/30 5505 PC-PT ciscoasa(config) #tunnel-group 210.210.2.2 type ipsec-121
e ASAD e ASA1 PC1 WARNING: LZL tunnel-groups that have names which are not an IP

address may only be used if the tunnel zuthentication
method is Digital Certificates and/or The peer is
configured to use Aggressive Mode

ciscoasa(confiqg)$

ciscoasa(config) #tun 1

Hacmpoum knro4y aymeHmugbuKayuu U adpeca MNPE; = s zo s 22

#coasa(config) #tunnel-group 210.210.2.2 ipsec-attributes
ciscoasa(config-tunnel-ipsec) #ike

M - ismacasa (config-tunnel-ipsec) §ikevl pre
mo eCmb 8HEUWIHe20 Ip-alpeCa MeXCemeB020 IKPAHA::-: - it rianazesray cises
ciscoasa(config-tunnel-ipsec) fexit
ciscoasa(confiqg)$

ASA1, c komopbIiM 6ydem cmpoums \/PN:

ciscoasalconfig)§ ¥

«tunnel-group 210.210.2.2 type ipsec-12|».
3adadum ampubymenl ipsec:
«tunnel-group 210.210.2.2 ipsec-attributes»,
«ikevl pre-shared-key cisco», «exit».

Mb1 Hacmpousnu napamempabl, Heob6xodumMbie Osisi nepeou ¢ha3sbl.

lepexodum ko emopou ¢hase. :

Time: 27:25:42 l Power Cycle Devices Fast Forward Time Realtime
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I;g et s (= Toggle PDU List Window
L d ‘ » =

Copper Straight-Through

Fire Last Status Source Destination Type Color Time(sec) Periodic Num Edit Delete

o * -
- L

\J



m =
- [y

Cisco Packet Tracer Student

=] N=UN

&

-_—
j Physical | Config | GLI »

ASA Command Line Interface

[Root] New Cluster Move Object FEOOTESS M=y NIy PE USEY I CIE TUINTE T SUTIHENTICS T IO
method is Digital Certificates and/or The peer is ~
configured to use Aggressive Mode
ciscoasa({confiqg)$
210.210.1.1/30 210.210.2.1/30 ciscoasa(config) #tun
! ! Et0/1 Fa0/0 s, Falf1 o~ Et0/1 ciscoasa(config) §tunnel-group 210.210.2.2 ip
3 g3 - ‘ & vl"";- o >-:' o g ciscoasa(config) §tunnel-group 210.210.2.2 ipsec-attributes
Pr-——s P ¥ Et0/0 2811 Et0/0 3 bs ciscoasa(config-tunnel-ipsec) fike
PC-PT 5505 210.210.1.2/30 Roiter0 210.210.2.2/30 "5505 PC-PT ciscoasa(config-tunnel-ipsec)#ikevl pre
PCO ASAOD ASA1 PC1 ciscoasa(config-tunnel-ipsec) £ikevl pre-shared-key cisce
ciscoasa(config-tunnel-ipsec) fexit
ciscoasa({confiqg)$
ciscoasa(confiqg)$
ciscoasa(confiqg)$
ciscoasa(config) §cry
ciscoasa(config) §crypto ip
ciscoasa(config) #crypto ipsec ike
ciscoasa(config) #crypto ipsec ikevl tr
ciscoasa(config) #crypto ipsec ikevl transform-set ep-3
ciscoasalconfig) #crypto ipsec ikevl transform-set esp-3
ciscoasa(ceonfig) #crypto ipsec ikevl transform-set TS esp-3des esp-m
ciscoasa(config) #crypto ipsec ikevl transform-set TS esp-3des esp-mdS-hmac
ciscoasa(confiqg)$
ciscoasalconfig)$ v
Copy Paste
—
a ' o)
Yka3bieaem rnapamempbl OJis1 MTIOCMPOCHUsA IpseC-MYHHEeJISA C UMeHeM 1S, oasiee
YKa3bieaeM asjieopumm LUU(#JPOBaHUﬂ u xawupoeaHusi:
[
L] L]
«crypto ipsec ikevl transform-set TS esp-3des esp-md5-hmac».
< . [©
Time: 27:32:03 I Power Cycle Devices Fast Forward Time Realtime
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Cisco P (

Logical [Root] New Cluster
I
Eto/1 210.210.1.1/30 210.210.2.1/30 —_
/ ' FaO/O‘%;;;) Fa0/1 = /
3 & iy o "'- % }; B
=] ) Et0/0 Et0/0 e ]
PC-PT 2821 PC-PT
5505 210.210.1.2/30 Router0 210.210.2.2/30 "s505
pCO outer! pPC1
ASAD ASA1

Janee Mbl 00/mKHbI co30amb Access List ¢ uMmeHem FOR-VPN, mo ecmb
onpedesniums, Kakol mpaguk mbl 6ydem Hanpaeasissmsb 8 VPN -myHHesb:
«access-list FOR-VPN extended permit icmp 192.168.1.0 255.255.255.0 192.168.2.0 255.255.255.0».

<

Time: 27:38:01 I Power Cycle Devices Fast Forward Time

L X
| Physical l Config | CLI |
ASA Command Line Interface
[CISCUSSE GO IO CUINIEL T IPSEC) FLIREVT PLE SIEIEUO REY CISCOD
ciscoasa(config-tunnel-ipsec) fexit ~
ciscoasal(config)$
ciscoasa(confiqg)$
ciscoasa(confiqg)$
ciscoasa(config) fcry
ciscoasa(config) #crypto ip
ciscoasa(config) #crypte ipsec ike
ciscoasa(config) #crypto ipsec ikevl tr
ciscoasa(config) #crypto ipsec ikevl transform-set ep-3
ciscoasa(config) fcrypto ipsec ikevl transform-set esp-3
ciscoasa(config) #crypte ipsec ikevl transform-set TS esp-3des esp-m
ciscoasa(config) fcrypto ipsec ikevl transform-set TS esp-3des esp-mdS-hmac
ciscoasa(confiqg)$
ciscoasal(config)$
ciscoasa(confiqg)$
ciscoasa(config) acc
ciscoasa(config) faccess-1
ciscoasal(config)faccess-list FOR-VEN ext
ciscoasa(config) #access-list FOR-VPN extended her
ciscoasa(config) faccess-list FOR-VPN extended per
ciscoasa(config) faccess-list FOR-VPN extended permit icmp 192.168.1.0 255.255.255.0 1892.168.2.0 255.255.255.0
ciscoasal(config)$
ciscoasa(config)$ N
Copy Paste
e
> [©
Realtime

—
<>
7

4159

Ev

wdeddtall 3| 4] 4] 4] 4]

I Connections I —

Copper Straight-Through

TR

o »

Ui}

) rScenariS 0 i Fire Last Status

New Delete

Toggle PDU List Window |

Source Destination Type Color Time(sec) Periodic Num

Edit

Delete




2 Cisco P{ & - — - o R
“ i . » ﬁﬂ ﬁll | Physical | Config | CLI
. i
=e B i ‘ ASA Command Line Interface
Logical [Root] New Cluster e S o
Irj i c::.scoasa (conf:?.g) £ &
AP e Ty
210.210.1.1/30 210.210.2.1/30 ciscoasa(config) faccess-1
Et0/1 Fa0/0 e Fa0/1 Et0/1 ciscoasa(config) §access-list FOR-VPN ext
D - % & g .‘-’:;v &) ﬁ: Q ciscoasa(config)faccess-list FOR-VPN extended her
:; E..:.,:"EtO/O Et0/0 '—/, ciscoasa(config) faccess-list FOR-VPN extended per
PC-PT —5‘56-5 210.210.1.2/30 2821 210.210.2.2/30 "5505 PC-PT ciscoasa(config)faccess-list FOR-VEN extended permit icmp 192.168.1.0 255.255.255.0 192.168.2.0 255.255.255.0
o ASAOD Roiter0 ASA1 PC1 ciscoasa(config)$
ciscoasa(confiqg)$
ciscoasa(config)
ciscoasa(config) cry
ciscoasa(config) #crypto map TO-SITEZ 1 match address FOR-VEN
ciscoasa(config) #crypto map TO-SITEZ 1 set peer 210.210.2.2
ciscoasa(config) #crypte map TO-SITEZ 1 set secu
ciscoasa(config) #crypto map TO-SITEZ 1 set security-asscociation 1lif
ciscoasa(config) #crypto map TO-SITEZ 1 set security-asscociation lifetime seconds 86400
ciscoasa(confiqg)$
ciscoasa(config) #crypte map TO-SITEZ 1 set ike
ciscoasa(config) #crypto map TO-SITEZ 1 set ikevl tr
ciscoasa(config) #crypto map TO-SITEZ 1 set ikevl transform-set TS
am - ciscoasal(config)$
Co30aém KpunTto-KapTy ¢ uMeHeM TO-SITER [EEiies: .
Copy Paste
noo HomMepom 1:
«crypto map TO-SITE2 1 match address FOR-VPN»,
A A
YKa3bleaeM rnup, mo ecmb 8HEeWHUU ip-agpec Mmexcemeaso20 3KpaHa ASAl:
«crypto map TO-SITE2 1 set peer 210.210.2.2», U yKa3bieaeM lifetime myHHess1 e
ceKkyHOax: «crypto map TO-SITE2 1 set security-association lifetime seconds 86400».
lpuesizbieaeM transform-set TS: «crypto map TO-SITE2 1 set ikevl transform-set TS». (& F
< > &_;
Time: 27:59:00 l Power Cycle Devices Fast Forward Time Realtime
> ‘ ~ N W = W " ~ 3 2 Fire Last Status Source Destination Type Color Time(sec) Periodic Num  Edit Delete
semd= OAACPERERE St y
Connections | - ; - New Delete

Toggle PDU List Window

l
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Copper Straight-Through




’ . Cisco Packet Tracer Student 3 : : 2

Logical [Root] New Cluster Move Object

[ {g|

| Physical | Config | CLI |

ASA Command Line Interface

ciscoasa(config) §crypto map TO-SITEZ set security-association 1lif
ciscoasa(config) §crypto map TO-SITEZ set security-association
lifetime seconds 86400

- : 210.210.1.1/30 210.210.2.1/30 ciscoasa(config)
Et0/1 ] Fa0/0 Fa0/1 Et0/1 ciscoasa(config) §crypte map TO-SITEZ ike
! @ AT TP 'gﬁ%‘ ® @ ciscoasa(config) #crypto map TO-SITEZ ikevl tr
P w Et0/0 .;811 Et0/0 A cisceasa(config) §crypte map TO-SITEZ ikevl transform-set TS
PC-PT PC-PT ciscoasa(config)$
5505 210.210.1.2/30 Routerg  210.210.2.2/30 5505 : ; erres
PCO ASAD ASAL PC1 ciscoasa(config) §crypto map TO-SITEZ in

ciscoasa(config) §crypto map TO-SITEZ interface out
ciscoasa(config) fcrypte map TO-SITEZ interface cutside
WARNING: cryptco map has incomplete entries
ciscoasa(config)§

ciscoasa (config) fend

ciscoasa$

ciscoasagiwr mem

Building configuration...

Cryptochecksum: 3c8246d4 3£837&47 3£331ad0 1ldcl3eS0

153é bytes copied in 1.154 secs (1331 bytes/sec)
[OK]

ciscoasag

ciscoasa$

lpuesi>xem amy KpUNTO-KapTy K eHEWHeMyY UHMepgeucy:
«crypto map TO-SITE2 interface outside»,
«endy,

«KWIr memm».
< 2 r@

Time: 28:02:57 I Power Cycle Devices Fast Forward Time Realtime
- — T =F ¥ ¥ ¥ Y e o N a [ 2 | | Fire Last Status Source Destination Type Color Time(sec) Periodic Num Edit Delete
e NO> (L “/ l/ [ o / Fe, 514 4 ‘ 9 [Scenario® i
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g ) s &= ’Toggle PDU List Window i
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: . Physical Config CLI
= = + - _’
= i ASA Command Line Interface
Logical [Root] New Cluster Move Object W rerscozs=r A
J c:.?ccésath !:xém )
<ﬁ§ i:;;:::ge‘:::;;?u?:;;;géé.07a73353 €ee7€e33 1b8013%8é
- 210.210.1.1/30 210.210.2.1/30
D Et0/1 Fa0/0 s Fa0/1 Et0/1 938 bytes copied in 1.45 secs (&4& bytes/sec)
® % @- ® R ® & - [OK]
%E%/T’ ' Et0/0 ‘ 2811’ Et0/0 HEs ’5“61__";1-’ c::.sccasa#
PCO 5505 210.210.1.2/30 Routero  210.210.2.2/30 5505 s ciscoasa .
ASAOD Asap2 000 <L |ciscoasa g§conf t
iscoasa(config) #crypto ikevl enable cutside
. ciscoasa (config) §
Ha4yHnem ¢ mapuwpymu3amopa LueHTpanbHOro P L e
enf::.g—:f.kevl—pol::.cy)tencrypt.icm 3des
ocuca Router0. [Jn1s1 Hayasa HaM Heob6xo0uMo et meeL e Sheet ooti s o
V:;:ZEZZ::::Z:;;g:;}}::ﬁ:zZi;Zi;:authentication pre-share
Hacmpoumb rnepByto gasy. Ha eHewHeM UHMEPPEUEE: =i~
. . . c::.scca a(’coniz:.g—:i.kevl—pcl:j.cy)#. :
8KJTIOYUM MMPOMOKOJ1 ike: «crypto ikevl enable outsidep|aizi iy e .
1 . . Copy Paste
Hanee co3daémcsi nonutnka: «crypto ikevl policy 1»

20e Mbl YKa3bleaeM asizopumm wugpoeaHus 3des (3mo napamempabl OJisi
nocmpoeHuUst MUHU myHHerssi ISAKMP-TYHHeEns, Yyepe3 komopbii 6ydym
nepedasambcs nNapaMmempbl OCHOBHOR20 lpsec-TYHHENS): «encryption 3des»,
aszopumm xewupoeaHusi mds: «hash md5», mun aymeHmugpukayuu Pre-Shared
Key: «authentication pre-share» u aneopumm Quoppu — XennmaHa: «group 2»,

A P
> | &)

< o~
“TEX[[]» ‘ Power Cycle Devices Fast Forward Time

Realﬁme

Ser D>

Connections

BPeF-

7

7
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’

/EB8EE)1/

Copper Straight-Through
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New Delete
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|| Physical | config | cCLI

TR YICS

Logical [Root] New Cluster Move Object | [cTSTo=s=TTonT=oT

" ciscoasa(config)$
ciscoasa(config)$
ciscoasalconfig)§

ASA Command Line Interface

210.210.1.1/30 210.210.2.1/30 ciscoasa(config)
FaO/O ~f Fa0/1 Et0/1 ciscoasa(config)$
$ ’ $ & - ﬁﬁl ' ciscoasa(config)$
1 2 =5
Et0/0 2811 EtD/0 e p—_p' P c:!.scoasa (con :..gJ $
5505 210.210.1.2/30 Router0 210.210.2.2/30 5505 C-PT ciscoasa(config)$

ASAOD ASA1 PC1 ciscoasa(config)$

ciscoasa(confiqg)$

ciscoasa(config) §tunnel-group 210.210.1.2 type ipsec-121
WARNING: LZL tunnel-groups that have names which are not an IP
address may only be used if the tunnel zuthenticatiocn

method is Digital Certificates and/or The peer is i

Hacmpoum knroy aymeHmugbukayuu U adpeca NNPE;:=: = = s

cecasa (config) #tunnel-group 210.210.1.2 ipsec-attributes
ciscoasa(config-tunnel-ipsec)

Mo eCMmb 8HEWHEe20 ip-aJpeca MEXCeme8020 IKPAMA: . =i iy rrmeeer s

ciscoasa(config-tunnel-ipsec) fexit
ciscoasa(confiqg)$

ASAO, c KOmopbIM 6ydeM cmpoumsb VPN: Sy .
«tunnel-group 210.210.1.2 type ipsec-12|». Comy ]| pame
3adadum ampubymenl ipsec:
«tunnel-group 210.210.1.2 ipsec-attributes»,
«ikevl pre-shared-key cisco», «exit».

Mb1 Hacmpousnu napamempabl, Heob6xodumMbie Osisi nepeou ¢ha3sbl.

lepexodum ko emopou ¢hase. :

Time: 28:18:10 l Power Cycle Devices Fast Forward Time Realtime
— ‘ = 2 S “WF = N7 " : . 3 Fire Last Status Source Destination Type Color Time(sec) Periodic Num Edit Delete
P‘;i - I m - < | 7 / ‘ - ‘ / | i $ $¢'L\‘ § 1 i) | Scenario 0 v
2 [ (e | | )| i
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, — e =
-'?-_.-vé'lal

Physu:al lif:onf'irg CLI |

n|jpp LMy

ASA Command Line Interface

Logica| [Root] New Cluster Move Object ——— ”
| ciscoasa(config)$
- ciscoasa(confiqg)$
‘& ciscoasa({confiqg)$
210.210.1.1/30 210.210.2.1/30 cisceasa(config) $
Et0/1 o\ Fa0/0 sz, Fal/1 | Et0/1 ciscoasa(config)
g g ® }"‘ & 'l:""'—'.’i- & - ‘| &2 g ciscoasa(config)$
Pr-—— Et0/0 2811 EtD/0 gj 3 Vi ciscoasalconfig)$
e il 5505 210.210.1.2/30 Router0 210.210.2.2/30 5505 PC-PT ciscoasa(config)
PCo ASAOD ASA1 PC1 ciscoasa(config)$
ciscoasa(config) §tunnel-group 210.210.1.2 type ipsec-121
WARNING: LZL tunnel-groups that have names which are not an IP
address may only be used if the tunnel authentication
method is Digital Certificates and/or The peer is
configured to use Aggressive Mode
ciscoasa(config) §tunnel-group 210.210.1.2 ipsec-attributes
ciscoasa(config-tunnel-ipsec) £
ciscoasa(config-tunnel-ipsec) £ikevl pre-shared-key cisce
ciscoasa(config-tunnel-ipsec)
ciscoasa(config-tunnel-ipsec) fexit
ciscoasa(confiqg)$
ciscoasa(confiqg)$
ciscoasa(config) #crypto ipsec ikevl transform-set TS esp-3des esp-mdS5-hmac
ciscoasalconfig) § s
Copy | Paste
—

Yka3bieaeM napamempbl Osisi TOCMPOEHUS ipsec-MYyHHEesIs1 ¢ UMeHeM TS, Oasiee
yKa3bleaeM asi2opumm wughpoesaHUsi U X3aWUpPOBaHUSI:
«crypto ipsec ikevl transform-set TS esp-3des esp-md5-hmac».

¢ > [©

Time: 28:21:13 I Power Cycle Devices Fast Forward Time Realtime

neEn: HPPODEBEE
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m

| Physmal l Coan CLI

b= aaﬂMﬂﬂﬁm

ASA Command Line Interface

Logical [Root] New Cluster =
-r_’ ciscoasa(config)$ ”
ciscoasal(config)$
ciscoasa(confiqg)$
210.210.1.1/30 210.210.2.1/30 ciscoasa(config)$
Fa0/0 Nr Fa0/1 | Et0/1 ciscoasa(config)$
& " '- o = g ciscoasa(config) §tunnel-group 210.210.1.2 type ipsec-12Z1
Et0/0 2811 Et0/0 ﬁ«f bo WARNING: LZL tunnel-grcoups that have names which are not an IP
5505 210.210.1.2/30 Router0 210.210.2.2/30?5'6-5 PC-PT address may only be used if the tunnel authenticaticn
ASAOQ ASA1 PC1 method is Digital Certificates and/or The peer is
configured te use Aggressive Mcode
ciscoasa(config) #tunnel-group 210.210.1.2 ipsec-attributes
ciscoasa(config-tunnel-ipsec)
ciscoasa(config-tunnel-ipsec) £ikevl pre-shared-key cisce
ciscoasa(config-tunnel-ipsec)§
ciscoasa(config-tunnel-ipsec) fexit
ciscoasa(confiqg)$
ciscoasa(confiqg)$
ciscoasal(config) #crypto ipsec ikevl transform-set TS esp-3des esp-mdS-hmac
ciscoasa(confiqg)$
ciscoasa(confiqg)$
ciscoasa(config) faccess-list FOR-VPN extended permit icmp 192.168.2.0 255.255.255.0 192.168.1.0 255.255.255.0
ciscoasal(config)$
ciscoasa(config)$ N
Copy ‘ Paste
—!
o) o) A '
Hanee mbil 0omKHbI co30amb Access List ¢ uMeHem FOR-VPN, mo ecmb
7
[}
onpedesiumb, Kakoli mpaguk mbl 6ydem Hanpaesisimes 6 VPN -myHHesb:

«access-list FOR-VPN extended permit icmp 192.168.2.0 255.255.255.0 192.168.1.0 255.255.255.0».

‘ , [©
Time: 28:23:25 I Power Cycle Devices Fast Forward Time Realtime
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o e . e
e S ENENO QYD .S
Logical [Root] New Cluster Move Object  [i
210.210.1.1/30 210.210.2.1/30
Fa0/0 gz, Fa0f1 Et0/1
o &

- T o — ]

n 2811 Et0/0 B ;7

5505 210.210.1.2/30 RoLtero  210.210.2.2/30 “5505 P;:;;T

ASAD ASA1

Co30daém KpunTto-kapTy ¢ umeHem TO-SITE?2
noo HomMepom 1:
«crypto map TO-SITE1 1 match address FOR-VPN»,

ymnummmnmmnmeQMbm%mmw&mammcmwmwmmmwommmmAﬂu:
«crypto map TO-SITE1 1 set peer 210.210.1.2», U yka3bieaeM lifetime myHHess1 e
ceKkyHOax: «crypto map TO-SITE1 1 set security-association lifetime seconds 86400».
lpuesizbieaeM transform-set TS: «crypto map TO-SITE1 1 set ikevl transform-set TS».

<

Physical Config CLI

ASA Command Line Interface

ciscoasa(config-tunnel-ipsec)$ A
ciscoasa(config-tunnel-ipsec)fikevl pre-shared-key cisco

cisceoasa({config-tunnel-ipsec)$

cisceoasa(config-tunnel-ipsec) fexit

ciscoasa(config)$

ciscoasa(config)$

cisceoasa(config) #crypte ipsec ikevl transform-set TS esp-3des esp-mdS-hmac
ciscoasa(config)$

ciscoasa(config)$

cisceoasa(config) faccess-list FOR-VPN extended permit icmp 192.168.2.0 255.255.255.0

192.168.1.0 255.255.255.0
cisceoasa({config)$
ciscoasa(config)
ciscoasa(config)$ 1"
ciscoasa(config) #crypto map TO-SITE1l 1 match address FOR-VEN

cisceoasa(config)$

ciscoasa(config) #crypto map TO-SITEl 1 set peer 210.210.1.2

cisceoasa({config)§

cisceoasa({config) #crypte map TO-SITEl 1 set security-association lifetime seconds 8€400
cisceoasa({config)$

ciscoasa(config) #crypto map TO-SITE1l 1 set ikevl transform-set TS

cisceoasa({config)$

cisceoasa({config)$ v

Copy Paste

ok

\

Time: 28:28:44 l Power Cycle Devices Fast Forward Time

Realtime
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Cisco Packet Tracer Student - D:\Axapewi\KomnerotepHbie cet\M/K.01.01 Opranusaumsa, NpUHLMNG NOCTPOEHMA U ¢S : X

e ntions Too Exte < =ln 7

. = L, e
b= tEiEE N o e e M .
ASA Command Line Interface

I_Ogical [ROOt] New Cluster Move Obje‘:t [CISCOCSaICONIIgl PCL PP LD 2P ITo SII=l I Sev peerl Zlo-21Io-1-2

[ T cisceoasa({config)$
cisceoasa(config) fcrypte map TO-SITEl 1 set security-association lifetime seconds 86400
ciscoasa(config)

210.210.1.1f30 210.210.2.1/30 - ciscoasa(config) fcrypto map TO-SITE1l 1 set ikevl transform-set TS
FaO/Ofu_ﬁ . Fa0/1 QEtOII ciscoasa(config)$

$ -r%“ o= @ ciscoasa(config)$
Et0/0 2811 Et0/0 { T ciscoasa(config)$
5505 210.210.1.2/30 Router0 210.210.2.2/30 s505 st:(_:,']:_’T c::.scoasa(conf?g)#
ASAO ASA1 ciscoasa(config)$
ciscoasa({config) fcrypte map TO-SITEl interface cutside
WARNING: crypte map has incomplete entries
cisceasa(config)$

[ Physical I Config ‘ CLI l

cisceoasa({config) #end

ciscoasa$

ciscoasa$f

ciscoasagwr mem

Building configuration...

Cryptochecksum: 26000853 07a273a53 6ee7€e33 1b80198¢

1575 bytes copied in 1.86¢ secs (844 bytes/sec)
[OK]

ciscoasa$

cisceoasag

=

lpuesi>xem amy KpUNTO-KapTy K eHEWHeMyY UHMepgeucy:
«crypto map TO-SITEL interface outsidey,

«endy,

«KWIr memm».

.  [©
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Physical Config Desktop Custom Interface

— o= o < + R - sl
= =) , p 4o r—-——'—\ ¢
] e ———— il | e ¥
[Root] New Cluster Move Object
Command Prompt 7
210.210.1.1/30 210.210.2.1/30 Packet Tracer PC Command Line 1.0
Et0/1 Fa0/0 s, F0/1 Et0/1 — PC>ping 192.168.2.5
. 5 . 9 — -
Et0/0 2811 Et0/0 7 Pinging 192.168.2.5 with 32 bytes of data:
5505 210.210.1.2/30 Routerg  210.210.2.2/30 5505 PPC-PT
ASAD ASAL C1 Request timed out.
Request timed out.
Request timed out.
Request timed out.
Ping statistics for 192.168.2.5: "
Packets: Sent = 4, Received = 0, Lost = 4
v
< >

[Ipoeepum cesn3b Mexay KoMnbromepamu U3 UeHmpasibHo20 oguca u
gunuana:

«ping 192.168.2.5».

Cesi3u Hem (=

< >

Time: 48:59:04 | Power Cycle Devices Fast Forward Time Realtime

| Fire Last Status Source Destination Type Color Time(sec) Periodic Num Edit Delete
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2 .

Logical [Root] New Cluster Move Object
- 3 210.210.1.1/30 210.210.2.1/30
Et0/1] o~ ] Fa0/0 <o Fa0/1 Et0/1
& =) . - o rg%-‘ % ..l '
PC-PT w Eon 2811 Ei0/0 e
£l 5505 210.210.1.2/30  pegerp  210-210.2.2/30 5505 PCPT
ASAD ASAL

Cisco Packet Tracer Student - D:\Axaperi\KomnerotepHble ceTv\M/IK.01.01 Opraxnusaims, NpUHLIANLI NOCTPOEHUA U DyH|

ASA Command Line Interface

CistlasSae

ciscoasagwr mem

Building configuration...

Cryptochecksum: 3c8246d4 3£837€47 3£331ad0 1ldcl3eS0

153€ bytes copied in 1.154 secs (1331 bytes/sec)
[CK]

ciscoasa$g

ciscoasagshow cry

ciscoasagshow crypto isa

ciscoasagshow crypte isakmp sa

IKEvl SAs:

Active SA: 1
Rekey SA: 0 (A tunnel will report 1 Active and 1 Rekey SA during rekey)

: Initiator

There are no IKEvZ SAs

ciscoasa$

3atidém Ha ASAQ. TlocmMompum, cmpoumcs Jiu MyHHEesb:

«show crypto isakmp sa».

Budum, Ymo mexHos1io2u4ecKkulli myHHes1b MOCMPOEH.

, [©

<
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File Edit Options View Tools Extensions Help

New Cluster Set Tiled Background

210.210.1.1/30 210.210.2.1/30 o=z
2 G Fa0/0 cspamy Fa0/1 }..\ il @ 1=
< NS - | pth f‘ = B dl ~ ~——at N7
M £ 2811’ Et0/0 —_,
5505 210.210.1.2/30 Routerg  210.210.2.2/30 "5505 EC BT
ASAD ASAL PC1

llpoeepum ipsec:

«show crypto ipsec sa».

Ecnu komaHOa cpabomaem (y MeHs1 He Nony4aeTcs), 8 nosieuswelicsi mabnuuye
OOJI)KHbI yeudemb, 4MO MyHHesIb MOCMPOEH, npu 3mom ASAO nakemasl
wughpyem, HO npuxodsiujue nakemsl He pacwugposbieaem.

< )T©

Time: 50:09:18 I Power Cycle Devices Fast Forward Time Realtime
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iie Edit Options Ext H

[ Physical I Config \ CLI l

Logical [Root] New Cluster Move Object FCTSTOSSETSIION I
cisceoasagshow ip cry
ciscoasagshow ip cryp
ciscoasagshow cryp
210.210.1.1/30 210.210.2.1/30 ciscoasagshow crypto ip

Fa0/0 fo . Fa0/1 : QEtOII g ciscoasagshow crypto ipsec sa
Et0/0 r % Et0/0 { There are no ipsec sas

2611 e - -
5505 210.210.1.2/30 Router0 210.210.2.2/30 s505 cisceoasagshow crypto isakmp sa
ASAD ASAL e

ASA Command Line Interface

210.210.1.2
: L2L
: no

There are no IKEvZ SAs
ciscoasag
ciscoasa$
cisceoasag

&

3atidém Ha ASAL. [locmompum, cmpoumcs Jiu MyHHEesb:
«show crypto isakmp sa».
Budum, ymo mexHosio2u4eckuli myHHes1b MOCMpPOEH.

< > T@

Time: 49:24:06 I Power Cycle Devices Fast Forward Time Realtime
- — T =F ¥ ¥ ¥ Y e o N a [ 2 | | Fire Last Status Source Destination Type Color Time(sec) Periodic Num Edit Delete
e NO> (L “/ l/ [ o / Fe, 514 4 ‘ 9 [Scenario® i
= [ . Zao| | E21Y) | ‘ ‘
[ Connections J—— e S J L = ’ New H Delete |
Afe e | Toggle PDU List Window
Copper Straight-Through
= 5 § . > P S
i [T \ = U 01.2020
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File Edit Options View Tools Extensions Help

Do HSEIEDERN S

Logical [Root] New Cluster Move Object Set Tiled Background Viewport

210.210.1.1/30 210.210.2.1/30

Fa0/0 sz, Fa0/1 Et0/1 Q
Et0/0 < ’ - —

_ 2811 s DT
el 5505 210.210.1.2/30 Routerg  210.210.2.2/30 "5505 EC BT
ASAOD ASA1 PC1

llposepum ipsec: R

<P

«show crypto ipsec sa».

3decb, ecsiu cpabomaem komMaHOa, yeuoumM obpamHyro KapmuHY, MYyHHEs1b
nocmpoeH, npu amom ASA1 nakemsbl! pacwugpoebieaem, HO 3aWlugppo8aHHbIe
nakemasl He omnpasrsisiem.

Imo Moxxem 6bImb c8si3aHO ¢ meM, Ymo ASA sudum npuxodssuwuti mpaguk, HO
He 3Haem, MOX>XHO e20 rpornyckame Uusiu Hem.

Ucnpasumb cumyayuro MOXXHO, UCMNOJIb3Ys Access-list.

“-— | )r

Time: 50:12:48 l Power Cycle Devices Fast Forward Time Realtime
t""? . m ;; s ’i ® [scenario 0 v | | Fire Last Status Source Destination Type Color Time(sec) Periodic Num Edit Delete
> \ 7 \ / ‘ 1 \ 5 5 Y § /
l Connections | New Delete
f;’ L = Toggle PDU List Window
Copper Straight-Through
e @ 4 - v = | 0
c B A @ ] C
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.| Physical Config CLI

EOECErYYICE

ASA Command Line Interface

Logical [Root] New Cluster L
- o | A
‘21 Success rate is 100 percen t (5/5), round-trip min/avg/max = 0/3/14 ms
- 210.210.1.1/30 210.210.2.1/30 ciscoasa (confi g) #acc
Et0/1 Fal/0 s Fa0/1 Et0/1 ciscoasa (confi g) §access
! < % o e 3 l cisceasa (config) §access- 3
_/,, s Et0/0 € ’ Et0/0 '—/l ciscoasa (config) §access- list FROM-VEN per
PC-PT ‘_SEEFS 210.210.1.2/30 R28110 210.210.2.2/30 5505 PC-PT ciscoasa (config) §access- list FROM-VEN permit icmp 192.168.2.0 255.255.255.0 192.168.1.0 255.255.255.0
PCO ASAQ outer! ASAL PC1 ciscoasa (confi gl
ciscoasa (config) §access- g
ciscoasa (config) §access- group FROM-VEN out in
ciscoasa (config) #access- group FROM-VEN cut interface in
ciscoasa (config) §access- group FROM-VEN cut interface inside
ciscoasa (config) §
\ 4 . ciscoasa (config) §end
Co30adum makou Access-list Ha ASAO ¢ UMeHeM:=:
iscoasaiwr mem
Building configuration...
FROM-VPN u paspewium mpachK us cemu T
1871 bytes copied in 1.18 secs (141& bytes/sec)
192.168.2.0 6yad
3 $ v
. Z2.U, noJsiydamersieM oyoem cemb | |-

Copy Paste

192.168.1.0:
«access-list FROM-VPN permit icmp 192.168.2.0 255.255.255.0 192.168.1.0 255.255.255.0».
lpuesixem amo Access-list Ha ucxodsuwu uHmepdgetic ASAO. [nss mpaguka u3
cemu 192.168.2.0 exodsawum 8 ASAO 6ydem uHmepapelc Et0/0, a ucxoosswum —
Et0/1 (mo ecmb, K KOMNbOMepam) :

«access-group FROM-VPN out interface inside», «end», «wr mem». (8

Time: 50:39:55 l Power Cycle Devices Fast Forward Time Realtime
l—"ﬁi - m ‘:;-' = ¢ //'; A ' = 7 ) &) | ) ® [scenario 0 v | | Fire Last Status Source Destination Type Color Time(sec) Periodic Num Edit Delete
A8l 72151781 =21l cl 2174
l Connections | New Delete

:'s e 5 = Toggle PDU List Window

Copper Straight-Through

- - o = v . =
_z 7] z ; >
i I
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S Physical | Config | CLI

h==ZEENO| L0 0| Mm

S ASA Command Line Interface
Logical [Root] New Cluster |
¥ ciscoasa (config) ¢ A B
ciscoasa (confiqg) $
ciscoasa (confiqg) §
210.210.1.1/30 210.210.2.1/30 - Zi:;g:::zzzgfigzg
2 FaO/,O t\A}:r_\‘ vFao/l o ° / Q ciscoasa (con;ig) t 3
E'(O/O 1281‘1' EtO/O :""..:"":‘“:‘ i/ c::. ssssss (coni::.g)# ccccccc list FROM-VEN permit icmp 192.168.1.0 255.255.255.0 192.1€8.2.0 255.255.255.0
PCO :ggg 210.210.1.2/30 Router0 210.210.2.2/30 zggi pé:(_:';:T Zi:zz:z:z:z:;ig:: ccccccc group FROM-VPN cut interface inside
ciscoasa (confiqg) $
ciscoasa (config) £end
\¥ 4 . 9
A a a AS c\ I:L ssssss ]
HaJl10ocU4YHbIe oelucmeusi rIPpo8eO0EeM HaA ASA by == |
. Cryptochecksum: 2€000853 07a73a53 €ee7€e33 1b8013%8¢
Co30adum Access-list ¢ UMEHEM FROM-VPN U | [ic e coiee so 2506 sece 707 myvanrens
[OK]
pa3pewum mpadguk us cemu Ciscanaas
cccccccc
ciscoasa £
192.168.1.0, nosnydamernem 6ydem cemb ciscoume .

Copy Paste

192.168.2.0:
«access-list FROM-VPN permit icmp 192.168.1.0 255.255.255.0 192.168.2.0 255.255.255.0».
lMpuesixxem amo Access-list Ha ucxodsswuti uHmepgbeuc ASAL. nss mpaghuka u3
cemu 192.168.1.0 exodssuyum 8 ASAO 6ydem uHmepapetc Et0/0, a ucxoosswum —
Et0/1 (mo ecmb, K KOMNbOMepam) :

«access-group FROM-VPN out interface inside», «end», «wr memny.

< > Tk;

Time: 50:49:22 l Power Cycle Devices Fast Forward Time Realtime

send=> A7) E) 26 E) e

l Connections | New Delete

:'s e 5 = Toggle PDU List Window

Copper Straight-Through

- - o = v . =
_z 7] z ; >
i I

Fire Last Status Source Destination Type Color Time(sec) Periodic Num Edit Delete
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e —— PCO

Physical Config Desktop Custom Interface

o T P Ty ——a Ll

[Root] New Cluster ove
210.210.1.1/30 210.210.2.1/30
Et0j1 Fa0/0 sz, FaO/1 Et0/1 —
= : ;1 e c —

Et0/0 2811’- Et0/0 i
s Sl 5505 210.210.1.2/30 Routerog  210.210.2.2/30 "s505 PC-PT

PCO outer! PC1

ASAD ASAL

Pinging 1592.168.2.5 with 32 bytes of data:

time=1llms
time=1l4ms
time=1lms
time=13ms

Reply from 152.168
Reply from 192.168.
Reply from 152.168
Reply from 192.168.

NN NN
oo N

Ping statistics for 1592.168.2.5:

Approximate round trip times in milli-seconds:
Minimum = 11lms, Maximum = l4ms, Average = 12Zms

PC>ping 192.168.2.

Pinging 1592.168.2.5 with 32 bytes of data:

Reply from 152.168 : bytes= time=15ms
Reply from 192.168 bytes time=10ms
Reply from 152.168.2. bytes= time=11lms
Reply from 1592.168.2.5: bytes=32 time=10ms

LS S I S )
N0 o0

Ping statistics for 192.1€8.

Approximate round trip times in milli-seconds:
Minimum = 10ms, Maximum = 15ms, Average = llms

<

Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),

Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),

(g—] }

lpoesepum cesi3b Mexdy KoMnbromepamu u3 LleHTpanbHOro ocuca u punmana:

«ping 192.168.2.5».
Cesizb ecmb!!!

< >
Time: 50:55:12 | Power Cycle Devices Fast Forward Time Realtime
R ‘ - . 3 | Fire Last Status Source Destination Type Color Time(sec) Periodic Num Edit Delete
¥ & UUJE @9 - g / ’ V4 I 6 5 = 6 & |Scenario 0 v
/ ] " 4 A )
l Connections | New Delete

3 =

Toggle PDU List Window

< % i % @ eyc 20
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New Cluster

210.210.1.1/30 210.210.2.1/30

Et0/1 Fa0/0 e Faljf1
< g o
=100 2811
5505 210.210.1.2/30 Router0

ASAD

Et0/0

210.210.2.2/30

ASA1

Et0/1

PC-PT
PC1

Physical

Config Desktop Custom Interface

1 \

Ping
Pinging 192.168.1.5 with 32 bytes of data:

from
from
from
from

S5: bytes=32 time=1llms TTL=12¢
bytes=32 time=10ms TTL=12¢
bytes=32 time=12Zms TTL=12¢

: bytes=32 time=13ms TTL=12¢

Mo NNN
B e e
oo o
W o ow o

Ping statistics for 1592.168.1.5:
Packets: Sent = 4, Received = 4, Lost = 0 (0% loss)

Approximate round trip times in milli-seconds:
Minimum = 10ms, Maximum = 13ms, Average = llms

PC>ping 192.168.1.5

R == ———l ﬁk P Y

Command Promp =

.

from
from
from
from

Packets:

Minimum

NN NNN

B
o oo o
w w

Pinging 192.168.1.5

with 32 bytes of data:

: bytes=32 time=10ms
bytes=32 time=11lms
bytes=32 time=11lms

: bytes=32 time=12Zms

w o
N

o
Mo NN
NN

Ping statistics for 192.168.1.5:

Sent = 4, Received = 4, Lost = 0 (0% loss),

Approximate round trip times in milli-seconds:
10ms, Maximum = 12ms, Average = llms

lMpoeepum cess3b Mexdy KoMrbromepamMu 8 06pamHOM HanpasesiIeHuuU:

«ping 192.168.1.5».
Cesizb ecmb!!!

>
Time: 50:57:05 | Power Cycle Devices Fast Forward Time Realtime
2 - . 3 | Fire Last Status Source Destination Type Color Time(sec) Periodic Num Edit Delete
&S < Il m - . - y % 5 i) | Scenario 0 2
74l 4l S50 %
l Connections | = New Delete

TEX

Toggle PDU List Window

e, R TIRC

23:51
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Logical [Root] New Cluster

| Physical

CLI

[

Config |

ASA Command Line Interface

Ll

210.210.1.1/30 210.210.2.1/30

g Et0/1 [ Fa0/0 sz, Falf1 },_.\ Et0/1
“PC-PT gﬁ B l2811 Bl
Peo 5505 210.210.1.2/30 Routerp  210.210.2.2/30 "S505
ASAQ ASAL

3altdém Ha ASAOQ.
Ewe pa3 npoeepum ipsec:
«show crypto ipsec sa».

1671 bytes copied in 1.18 secs (141¢€ bytes/sec)
[OK]

ciscoasag

cisceoasagshow crypto ipsec sa

interface: outside
Crypto map tag: TO-SITEZ, seq num: 1, local addr 210.210.1.2

permit icmp 192.168.1.0 255.255.255.0 192.168.2.0 255.255.255.0
local ident (addr/mask/prot/port): (192.168.1.0/255.255.255.0/1/0)
remote ident (addr/mask/prot/port): (192.1€8.2.0/255.255.255.0/1/0)
current peer 210.210.2.2
§pkts encaps: 11, $pkts encrypt: 11, #pkts digest:
#pkts decaps: 8, gpkts decrypt: 8, #pkts verify: 0
#pkts compressed: 0, #pkts decompressed: 0

gpkts not compressed: 0, gpkts comp failed: 0, #pkts decomp £failed: 0
gpre-£frag successes: 0, gpre-frag failures: 0, #fragments created: 0
§PMTUs sent: 0, #PMIUs rcvd: 0, fdecapsulated £frgs needing reassembly: 0
g¢send errors 1, #recv errors 0

0

local crypto endpt.: 210.210.1.2/0, remote crypto endpt.:210.210.2.2/0
path mtu 1500, ip mtu, ipsec overhead 78, media mtu 1500

current outbound spi: O0x07ABO0437(128€48247)

current inbound spi: Ox416A3D15(128648247)

inbound esp sas:

ciscoasaf
ciscoasa$

TyHHes1b NOCMPOEeH, rMpu 3amomM euOUM KoJsiu4ecmeo 3alindpoBaHHbIX U

paclwmMdpoBaHHbIX MaKkemos.

<

Time: 50:59:37 I Power Cycle Devices Fast Forward Time

neEm: OAPPPDERE

I Connections l

Al

AgeFe

- ; _ [1] )

Copper Straight-Through

i) | Scenario 0

Fire Last Status Source Destination Type Color Time(sec) Periodic Num Edit

New Delete }

Toggle PDU List Window
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X
File Edit Options iey Tools Extensions Help — 7""’11
N - m = BT y =] L
DO HSEIENEGN b S ,
e ASA Command Line Interface
Logical [Root] New Cluster
ciscoasa$ A
ciscoasagshow crypto ipsec sa
210.210.1.1/30 210.210.2.1/30 : interface: outside
. Fa0/1 - |Et0/1 Cryptoc map tag: TO-SITE1l, seq num: 1, local addr 210.210.2.2
E;O/O T Etﬂ/; g = g A permit icmp 192.168.2.0 255.255.255.0 192.168.1.0 255.255.255.0
5505 210.210.1.2/30 Roiter0 210.210.2.2/30 5505 PC- leocal ident (addr/mask/prot/pert): (152.188.2.0/255.255.255.0/1/0)
PCO ASAQ OULCE ASAL PC1 remote ident (addr/mask/prot/port): (192.168.1.0/255.255.255.0/1/0)
current peer 210.210.1.2
#pkts encaps: 16, #pkts encrypt: 16, #pkts digest: 0
g§pkts decaps: 18, gpkts decrypt: 13, #pkts verify: 0
#pkts compressed: 0, g£pkts decompressed: 0
gpkts not compressed: 0, #pkts comp failed: 0, #pkts decomp failed: 0
¢pre-£frag successes: 0, g#pre-frag failures: 0, ffragments created: 0
£§PMTUs sent: 0, #PMIUs rcvd: 0, fdecapsulated £frgs needing reassembly: 0
gsend errcors 0, grecv errcrs 0
local crypto endpt.: 210.210.2.2/0, remote crypto endpt.:210.210.1.2/0
path mtu 1500, ip mtu, ipsec overhead 78, media mtu 1500
hd . current ocutbound spi: 0x416A3D15(1097481433)
au eM Ha ASAl. current inbound spi: Ox07AB0437(1097481453)
v
To)xe nposepum ipsec: lesomm] [ ot
[}
show crypto ipsec sa f 1
«show crypto ip ».
JyHHe.ﬂb rnocmpoeH, mo)ke 8UOUM KoJsiu4ecmaeo 3aLIJI/ICprBaHHbIX u
paclunpoBaHHbIX Makemos.

«  [©
Time: 51:04:24 I Power Cycle Devices Fast Forward Time Realtime
) P D o o < P a [ i | | Fire Last Status Source Destination Type Color Time(sec) Periodic Num Edit Delete

%W-m:; o | ( 70 en) | ) ‘ i) | Scenario 0 v
Pl 741 174151 a1 a4 -
[ Connections J—— e S J L e ‘ New || Delete ‘
Afe e ' Toggle PDU List Window |
Copper Straight-Through 2 a
— » - = a
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[ Physical ConfigJ Desktop | Custom Interface ]

ols Extensions Help

o=

New Cluster Move Object J|NQIP Configuration
IP Configuration

(® DHCP () Static DHCP request successful.

IP Address 192.168.1.6
Subnet Mask 255.255.255.0
Default Gateway 192.168.1.1
DNS Server

2811 PC-F :
5505 210.210.1.2/30 Routerp  210.210.2.2/30 '5505 IPv6 Configuration

ASed () DHCP () Auto Config @ Static
IPv6 Address ’

Link Local Address ’FEBO: :203:E4FF:FE82:8E24

IPv6 Gateway ]

IPv6 DNS Server ]

A

Jobasum komnbromep 6 LleHTpanbHbIN ouc,
eKks1ro4um DHCP, nmosiy4um ip-agpec.

c > [©

Time: 85:18:45 I Power Cycle Devices Fast Forward Time Realtime

= = = — <— X o | 2 Fire Last Status Source Destination Type Color Time(sec) Periodic Num Edit Delete
S e Il o ( ) | ‘ [ . ) | Scenario 0 v
| 1725560 (%) 1)

[ Connections < ; \ New |L Delete \

g e S o = > \Toggle PDU List Window’

Copper Straight-Through

L)




New Cluster IP Configuration
IP Configuration

(® DHCP

Move Object

() Static DHCP request successful.

IP Address 192.168.2.6

Subnet Mask 255.255.255.0

210.210.1.1/30 210.210.2.1/30
Fa0/0 Fa0/1

192.168.2.1

Default Gateway

DNS Server
Et0/0
210.210.2.2/30 '5505 Et0/2
ASAL

2811

Et0j2 5505 210.210.1.2/30 Router0

IPv6 Configuration
ASA0

(O DHCP () Auto Config (® Static

IPv6 Address \

Link Local Address ’FEBO: :2D0:BCFF:FE31:257E

IPv6 Gateway ’

IPv6 DNS Server |

/'

Jobasum koMnbromep 8 covnnan,
eKs1ro4um DHCP, nosty4yum ip-agpec.

c > [©

Time: 85:25:39 I Power Cycle Devices Fast Forward Time

Realtime
- — . 2 Fire Last Status Source Destination Type Color Time(sec) Periodic Num Edit Delete
&S o . m - }w ;Q ‘ } 5 [Scenanoo v
| | Cable
[ WAN Emulation | | ‘Genertc’ Genericy Modem | |Madem ’ New H Delete ‘
g ) s = \Toggle PDU List Window ’
Copper Straight-Through
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m

Desktop Custom Interface

Physical

Config

New Cluster

M

PC-PT PC-PT
PCO \E% 210.210.1.1/30 210.210.2.1/30 Et0/1 pC1
: Fa0/0 P Fa0/1
>
Et0/0 Et0/0
2811 N
Etd/2 5505 210.210.1.2/30 Routero  210-210.2.2/30 75505 Et0f2

ASAOD

Ewé pa3 nposepum cesizb Mexxady Komrnbromepamu u3 LleHTpanbHoro oduca u

dounnnana:
«ping 192.168.2.5».

ASA1 \

PC>ping 192.168.2.5

Pinging 192.168.2.5 with 32 bytes of data:

Reply from 192_.168.2 bytes=32 time=15ms
Reply from 192_168. bytes= time=10ms
Reply from 192_168.2. bytes= time=11lms
Reply from 192_.168.2.5: bytes=32 time=10ms

MM NN
AN I )

Ping statistics for 152.168.2.5:

Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:

Minimum = 10ms, Maximum = 15ms, Average = llms

PC>ping 192.

Pinging 192.168.2.5 with 32 bytes of data:

Request timed out.
Request timed out.
Reply from 192_168.
Reply from 192_168.

: bytes=32 time=llms TTL=
: bytes=32 time=1llms TTL=

2
2

Ping statistics for 192.168.2.5:
Packets: Sent = 4, Received = 2, Lost = 2
Approximate round trip times in milli-seconds:

Minimum = 1lms, Maximum = 1llms, Average =

PC>ping 192.168.2.5

| €

sl a -ya
- » =20 = » Gi\"-
o il -
y lIlIEl m’ — oy | |y
Guarc) gamer) wS5in) WERLE
I WAN Emulation | eneric eneric odem odem

i) Scenario 0

v

Toggle PDU List Window

Last Status Source Destination Type Color Time(sec) Periodic

e, R TIRC
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€ PCO

Desktop Custom Interface

\

Physical Config

[Root] New Cluster Move Objec
PC>ping 1892.
F__I Pinging 192.168.2.6 with 32 bytes of data:
S )-—{} Request timed out.
PC-PT \ PC-PT Reply from 192. -2.6: bytes=3Z time=llms TTL=12¢&
PCO E% 210.210.1.1/30 210.210.2.1/30 E’t0/1 PC1 Reply from 192. bytes=32 time=10ms TTL=126
: Fa0/0 ~ Fa0/1 Reply from 192.168.2.6: bytes=32 time=14ms TTL=126
o~
Et0/0 2811 Et0/0 N Ping statistics for 192.168.2.6
Et0/2 5505 210.210.1.2/30 Router0 210.210.2.2/30 5505 EtD/2 Packets: Sent = 4, Received = 3, Lost = 1 (25%
ASAD ASA1 \ Approximate round trip times in milli-seconds:
r ,v——] Minimum = 10ms, Maximum = l1l4ms, Average = llms
— PC>ping 192.168.2.6
PC-PT PC-PT
PC2 PC3 Pinging 192.168.2.6 with 32 bytes of data:

Reply from 192.168.2.6: bytes=32 time=1lms TTL=12¢
Reply from 1592.168.2.6: time=12ms TTL=12¢
Reply from 192.168 time=11lms TTL=12¢
Reply from 192.168. time=24ms TTL=12¢

Ping statistics for 1592.168.2.6:

Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:

Minimum = 1lms, Maximum = 24ms, Average = l4ms

| €

llpoesepum cesizb Mexoy KoMrnbomepom u3 LleHTpanbHoro oduca u
dobaesieHHbIM KOMMbomepom ounuana: «ping 192.168.2.6».
Cesisb ecmpb!!!

< >
Time: 85:33:10 | Power Cycle Devices Fast Forward Time Realtime
R ‘ - | & 2 | Fire Last Status Source Destination Type Color Time(sec) Periodic Num Edit Delete
{j’ - “"El m’ - oy | oy & |Scenario 0 v
= DSL Cable
I WAN Emulation | Generic Generic Modem Modem New Delete

% g | Toggle PDU List Window

Copper Straight-Through

S | - ~ [ § Kt @ pyc 1028
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{| Physical Config Desktop Custom Interface

Command Prompt i

PC>ping 192.168.2.6 A

New Cluster Move Obj

[

Pinging 192.168.2.6 with 32 bytes of data:

Reply from 152.168.
s 0 -~ =
PC-PT N ' PC-PT Reply 192.168.
PCO Et0/1 210.210.1.1/30 210.210.2.1/30 Et0/1 PC1 Reply from 192.168.
Fa0/0 s, FalO/1 r Reply from 192.168.
H—

: bytes=32 time=léms TTL=12¢
: bytes=32 time=13ms TTL=12¢
: bytes=32 time=10ms TTL=12¢
: bytes=32 time=13ms TTL=126¢

LSS I R )

Y Et0/0 2811 Et0/0 ~ Ping statistics for 192.168.2.6:
Etd/2 5505 210.210.1.2/30 Router0 210.210.2.2/30 5505 Et0/2 Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),

ASAO ASA1 \ Approximate round trip times in milli-seconds: r
~i| Minimum = 10ms, Maximum = léms, Average = 13ms

7, PC>ping 192.168.2.6
PC-PT PC-PT N )
PC2 PC3 Pinging 192.168.2.6 with 32 bytes of data:

Reply from 192.168.
Reply 192.168.
Reply 192.1e8.

B 3aknroueHuUU npoesepumM cesizb Mexoy

Ping statistics for 152.168.2.6:

: bytes=32 time=1lms TTL=12¢
: bytes=32 time=10ms TTL=126¢
: bytes=32 time=1llms TTL=126¢
: bytes=32 time=1l1lms TTL=12¢&

LS SR S )

dobaesieHHbIMU KOMIMbomMepamu U3 W s i o oo Yipiemil

Minimum = 10ms, Maximum = llms, Average = 10ms

LleHTpanbHOro opuca u punuana: «ping 192.168.2.6»= 41

Ces3b ecmp!!! ., —

Takum ob6pa3om MbI nocmpousiu VPN-coeanHeHne, ucrnosib3ys Cisco
ASA!!!

Time: 85:35:15 | Power Cycle Devices Fast Forward Time Realtime

>

2 . - | o 3 Fire Last Status Source Destination Type Color Time(sec) Periodic Num Edit Delete
i i N, - J
& ’ - ""E" KE]’ — oy | |y # |Scenario 0 v

DSL Cable
| Generic! Generic Maodem Modem

l WAN Emulation New Delete

- .% 5 Toggle PDU List Window

Copper Straight-Through

5 z , = T 10:30
% §1. 3NN L 2 (St




Macka noaceTn Macka B ABOHYHOH CHCTEME [Ipedurc i OCpatmax
agpecos MacKa
255.255.255255 J111111111. 11111111 11111111, 11111111} /32 1 [0.0.0.0
255255255254 J11111111. 11111111 11111111.11111110} /31 - [0.0.0.1
255255255252 11111111, 11111111, 11111111, 11111100 /30 - [0.0.03
255.255.255248 J11111111. 11111111, 11111111.11111000f /29 8 10.0.0.7
255.255.255240 11111111, 11111111, 11111111.11110000 /28 16 10.0.0.15
255.255.255224 111111111, 11111111.11111111.11100000f /27 32 10.0.0.31
255255255192 |11111111.11111111.11111111.11000000] /26 64 [0.0.0.63
255.255.255.128 J11111111.11111111.11111111. 10000000 /25 128 10.0.0.127
255.255.2550 J11111111.11111111.11111111.00000000f /24 256 10.0.0.255
2552552540 J11111111.11111111.11111110.00000000{ /2 512 0.0.1.255
2552552520 J11111111.11111111.11111100.00000000 /22 1024 10.0.3.255
255.2552480 J11111111.11111111.11111000.00000000 /21 2048 10.0.7.255
255.255.2400 J11111111.11111111.11110000.00000000f /20 4096 10.0.15.255
2552552240 J11111111.11111111.11100000.00000000f /19 8192 10.0.31.255
255.255.1920 J11111111.11111111.11000000.00000000f /18 16384 [0.0.63.255
255255.1280 |11111111.11111111.10000000.00000000{ /17 32768 0.0.127.255
255.255.00 11111111.11111111.00000000. 00000000 /16 65536 10.0.255.255
255.254.00 11111111.11111110.00000000. 00000000 /15 131072  |0.1.255.255
255.252.00 11111111.11111100.00000000. 00000000 /14 262144  10.3.255.255
255.248.0.0 11111111.11111000.00000000. 00000000 /13 524288 |0.7.255.255
255.240.0.0 11111111.11110000. 00000000. 00000000 /12 1048576 10.15.255.255
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KomnbloTepHble ceTu. [puHUMnbl, TEXHONOIMMM, NPOTOKONbI, B.
Onudep, H. Onudep (5-e nspanune), «Intep», Mockea, CaHk-
[leTepbypr, 2016.
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Cnunucok ccbInok:

http://blog.netskills.ru/2014/03/firewall-vs-router.html

https://drive.google.com/file/d/0B-5kZI7ixcSKSOZIUHZ5WnhWeVk/view




Cnacmnb6o 3a BHMMaHue!

[MlpenopaBatenb: ConogyxmH AHapeu eHHaabeBuY
ONEeKTPOHHas noyTta: asoloduhin@kait20.ru




