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3a4yem SAST?

Bpems o6HapyxeHus aedekra

Bpemsn BHeceHus

Buipabotka

MpoekTupoBaHue

KoHcTpyupoBanue

nedexTa Tpe6oBaHMiA apXUTEKTYpb! (KopupoBaHwe) TectnpoBanmne |lMocne Bbinycka MO
B 6
Bomosona 1 3 5-10 10 10-100
MpoekTupoBaHue
apXUTeKTYpbI - 25-100

KoHcTpyupoBaHue

15.05.2019

CraTuyeckKkum
aHanus

Huknta Cy660THH




JlagHo, 3a4em eLle oguH?

KAK MHOXATCA CTAHAAPTGI:

(CM: 24PALHLIE YCTPOUCTBA, KOAHPOBKH, MTHOBEHHLIE COOBILEHHS W T.4.)

1421 ABCYPA! HAM CKOPO
HEOBX0AUMO
PARPABOTATH QAUH
CUTYAUUS: || YHUBEPCARGHbIIL CUTYAUUS:
ECTh 14 CTAHAAPT HA BCE CAYYAU ECTh 15
KOHKYPUPYHOLLUX [ | KUSHHU. 1A KOHKYPUPYHOLLLUX
CTAHAAPTOB. \ O J CTAHAAPTOB.
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SQL-MHBbeKuumn B 2k177!

OWASP Top 10 - 2013 =3 OWASP Top 10 - 2017

A1 - Injection =9 A1:2017-Injection
A2 - Broken Authentication and Session Management = A2:2017-Broken Authentication
A3 - Cross-Site Scripting (XSS) 3 A3:2017-Sensitive Data Exposure

A4 - Insecure Direct Object References [Merged+A7] o | ] A4:2017-XML External Entities (XXE) [NEW]

AS - Security Misconfiguration A5:2017-Broken Access Control [Merged
ty g A [Merged)]
A6 - Sensitive Data Exposure 2} A6:2017-Security Misconfiguration

B3
A7 - Missing Function Level Access Contr [Merged+A4] | ] A7:2017-Cross-Site Scripting (XSS)
AB - Cross-Site Request Forgery (CSRF) AB:2017-Insecure Deserialization [NEW, Community]
A9 - Using Components with Known Vulnerabilities =) A9:2017-Using Components with Known Vulnerabilities

A10 - Unvalidated Redirects and Forwards A10:2017-Insufficient Logging&Monitoring [NEW,Comm.]
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A A3blkM NpaBga oTNNMYarTCcA?

Java

String query = "SELECT * FROM user WHERE name = "+ name;
Python

query = "SELECT * FROM user WHERE name = " + name
C++

std::string query = "SELECT * FROM user WHERE name = "+ name;
PHP

squery = "SELECT * FROM user WHERE name = " . Sname;

Cnonnep: nHorga He OYeHb
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Knaccuka

DRY

Don’t Repeat Yourself

KISS

Keep It Simple Stupid

YAGNI

You Ain’t Gonna Need It

15.05.2019 Huknta Cy660TUH



?;l AstNode Eesson .. e
i:: A —~
_ Type;
Assignment; Boolean;
BinaryOperator; Comment:
Indexer; Float;
, \ Conditional; Id;
- FileNode UnaryOperator; Int;
g y ; String;
— CollectionNode -
— PatternExpression [ PatternLiteral ]
Args; - -
Entities;
Statements; |
Expressions; Slalcmont Range:
= A Regex;
'_Break;
—' EntityDeclaration ] Contln.ue;
DoWhile;
IfElse;
r—F ield: Return;
Method;
Contructor; —
[ PatternStatement
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Cyxaem obnacTtb

Llenb — paclunpeHmne knacca 3agad moayns PT.PM nytem
NHTEerpaummn noacmucTeMbl aHanuaa a3bika Python.

[Toyemy Python:

 nonNynsapHbIN (TONbI: Tiobe, PYPL, RedMonk)
 ipocton (KC-rpammaTmka no XoMckomy)
* MOTY, YMEI0, NMPaKTUKYI &2
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YTOo 1 Kak nenaem? - 1

abstract syntax tree
LEXER Sy PARSER
437 + 734 I NUMI IPLUS 1 'NUM 1 sdm
— 7 + 73 %

437 + 734
Kak: ANTLR4 +
pPeno3nTopun antrl4-grammars +
OOKYMeHTauuna Python +
opmumansHaga rpammaTimka Python
o, '{'sg
0o o)
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YTo 1 Kak genaem? - 2

<
@ = php PL/SQL  T-SQL

Ja\ﬁ
Parsing y J [ j&
Y R % S )
C# Roslyn JAVA Antlr PHP Antlir . PL/SQL T-SQL
AST | AST AST Antlr AST Antlr AST
Convertin J J { ) L J L J .
| : \/ 7 7 V

‘ Unified AST ‘

Kak: PT.PM API + Sy
_ W,
C#-napcep + 00,{,5
PYKU goool,
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Ho...-1

async funcdef: 'async' funcdef
funcdef: 'def' NAME parameters ['->' test] ':' suite
parameters: '(' [typedargslist] ')'
typedargslist: (tfpdef ['=' test] (',' tfpdef ['=' test])* ['," [
VY [Efpdef] 1%:? ‘efpdef: |*=" test])® [%;F [Y5R* tfpdef: [%:2]1]
| *"*¥' tfpdef [','1]1]
j; Tt FEfpdef]: 4%, EEpdefl [P'sSFeresEly" (NN ¥ EEpdel 0100
|| ek Fpdef [ 1)
tfpdef: NAME [':' test]
varargslist: (vifpdef ['=' test] (',' vfpdef ['=' test])* [',' [
r ¥y Ivfpdef] (Y wfpdeE ['=' Eest])™ [Y:" [ wfpdef: ;Y111
P =Rt wtpdess [N
. =% Iwfpdef]: 1%, wipdet ['%=""testl)™* % [P vwiEpdet . %]

j; st wtpdert: | Et iy

)
vipdef: NAME

NcTouHuK: https://docs.pyvthon.org/3/reference/srammar.html

15.05.2019 Huknta Cy660TUH 11



Ho...-2

decorated

decorators (classdef | funcdetf

<LOTS OF stuff here>

compound stmt
: 1f stmt | while stmt | for stmt
| w1th_stmt | funcdef | classdef
| decorated // added later
| async_stmt // added even later

15.05.2019 Huknta Cy660TUH

async funcdef)

try stmt
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Ho...-3

assignment stmt

= (target list "=")+ (starred expression | yield expression)
target ("," target)™* [","]
identifier

" (" [target list] ")"

"{" [target list] "]"

target list

target

attributeref

slicing

|

|

|

| subscription
|

| S

target

VsS.

expr stmt: testlist star expr (annassign | augassign (yield expr|testlist) |
(="' (yield expr|testlist star expr))¥)
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Ho... - n

* INDENTS & DEDENTS

* HeadhdpekTBHbIE anNropUTMBbI

* Mano gokymeHTaummn no ANTLR4 B cBOGOAHOM O0OCTYMe
* YCcTapeBLllad JOKyMeHTauud Ha PT.PM

* MeHsowmnncs APl PT.PM

I Tak panee ...

15.05.2019 Huknta Cy660TuUH
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Tak 4TO B Utore?

* [TonHbIN pedakTOPUHT rpaMMaTUKn
*[lopT napcepa B C#

[lopT AST B UST

* [TofIHOE NOKPbITUE rPaMMaTMKK TECTaMM
* HeCcKonbKO TECTOB HA MAaTYUHI LLIABNOHOB

15.05.2019 Huknta Cy660TuUH
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YTo panbLie?

 YBEnunyeHme 6asbl LLabroHoB
* PedpakTtopuHr koga
 [lokymeHTauud

* [ToKpbITNE LWAbNOHOB TECTaMu
* PuKCc AOKyMeHTauum Python

15.05.2019 Huknta Cy660TuUH
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Huknta Cyb060TuH
Github: inkoit

C rl a CM 60 ! Telegram: nsubbotin

Mail: sub.nik.and@gmail.com



