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ip route 12.0.0.0 255.0.0.0 11.0.0.2
ip route 10.0.0.0 255.0.0.0 11.0.0.1

PCO PC-PT
10.0.0.2 PC1
DG 10.0.0.1 12.0.0.2

DG 12.0.0.1



Router 1:

Hactpouka nepsou casbl

Router(config)#crypto isakmp enable

AkTnBupoBartb IPSec

Router(config)#crypto isakmp policy 1

YcTaHOBUTb HOBYHIO NMOJIUTUKY C
Homepom 1

Router(config-isakmp)#authentication pre-share

Bbi6op anroputma
ayTeHTUdUKaLMm ¢ NOMOLLbLIO
KnoJyen

Router(config-isakmp)#encryption aes

Ucnonb3oBaTtb AES-
lwmnppoBaHue

Router(config-isakmp)#hash sha

Ucnonb3oBaTtb MeToA pacyeTa
x3aw-thbyHkummn SHA

Router(config-isakmp)#group 2

Ucnonb3soBaTtb rpynny 2
anroputma Qnddun-XanmaHa
ans ooMeHa Kn4vamm
ayTeHTUMKauum




Router 1 :

HacTtpoWka knto4ya ayTeHTUdukaumm n nupa

Router(config)#crypto isakmp key sib31 address 11.0.0.1
0.0.0.255

YcTaHoBKa knroya sib31

Bropas ¢da3a

Router(config)#crypto ipsec transform-set ts31 esp-aes
esp-sha-hmac

YyCTaHOBUTbL Habop
npeo6pasoBaHun noa
Ha3BaHuem ts31

Router(config)#crypto ipsec security-association lifetime
seconds 86400

Onpepensiem Kakon Tpacuk wmndpoBaTtb

Router(config)#ip access-list extended acl31

Co3paHue nucra
Aocrtyna ¢ nmeHem acl31

Router(config-ext-nacl)#permit ip 12.0.0.0 0.255.255.255
10.0.0.0 0.255.255.255
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Router 1 :

CosgaHve KpUNToKapThl

Router(config)#crypto map cmap31 100
ipsec-isakmp

Co3paHue KpunTto-
KapTbl C UMEHeM
cmap31

Router(config-crypto-map)#match address acl31

lNMpuBA3Ka nucra K
3TON KPUNTO-KapTe

Router(config-crypto-map)#set peer 11.0.0.1

YcTtaHoBKa nupa

Router(config-crypto-map)#set pfs group2

NMpuBA3ka anroputma
DH k aTou kKpunTo-
KapTte

Router(config-crypto-map)#set transform-set ts31

YcTtaHOBKa
npeobpa3oBaHusA ts31

Router(config-crypto-map)#ex

MpuBsaska K nHtepcency

Router(config)#int fa 0/1

Router(config-if)#crypto map cmap31




Router 0 :

Router(config)#crypto isakmp enable

Router(config)#crypto isakmp policy 1
Router(config-isakmp)#authentication pre-share
Router(config-isakmp)#encryption aes

Router(config-isakmp)#group 2

Router(config-isakmp)#hash sha

Router(config-isakmp)#exit

Router(config)#crypto isakmp key sib31 address 11.0.0.2 0.0.0.255
Router(config)#crypto ipsec transform-set ts31 esp-aes esp-sha-hmac
Router(config)#crypto ipsec security-association lifetime seconds 86400
Router(config)#ip access-list extended acl31
Router(config-ext-nacl)#permit ip 10.0.0.0 0.255.255.255 12.0.0.0 0.255.255.255
Router(config-ext-nacl)#exit

Router(config)#crypto map cmap31 100 ipsec-isakmp
Router(config-crypto-map)#match address acl31
Router(config-crypto-map)#set peer 11.0.0.2
Router(config-crypto-map)#set pfs group2
Router(config-crypto-map)#set transform-set ts31
Router(config-crypto-map)#exit

Router(config)#tinterface fastEthernet 0/1

Router(config-if)#crypto map cmap31

Router(config-if)#exit




[IlpoBepKa HACTpPoOEeK:

show crypto Isakmp policy
show crypto isakmp sa

show crypto map



